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LASED Crypto’05 — SV 2005 — 2



Adversary

| /J |
Message

X

Y

=3

* Confidentiality (C): only the legitimate receiver can get X

* Authentication + Integrity (A+]): only the legitimate sender can insert X and the received message
must be equal to X
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Conventional
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Cryptography Based on Short Authenticated Strings (SAS)
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Alice (ID) Bob
input : M
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Y

A

Y

A

output : ID,m

* can be used to transmit a public key

* can be used (in both ways) to run the Diffie-Hellman protocol

Crypto’05 — SV 2005 — 9



AUTHENTICATED

INTEGER
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<—>< insecure }—»

Bob

* secure channel (A+l) with low bandwidth
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Regular channels: the adverary can do whatever he/she wants with the messages: modify, create,
swap, remove, stall, ...

(Weak) authenticated channels:  the adversary cannot modify nor create messages. He/she can
swap, remove, stall, ...

(Strong) authenticated channels: same plus some additional assumptions!
E.g. messages must be either deliver at once or removed (stall-free channels).
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nen Send authenticated file

506 Receive authenticated file

File Authentication

Fite 10 Da sant / /PGP Key.asc Browss
Host name localhost

Port numbar 4711

Varmose made S

Start authentication

The SAS yau must fransmi is 94 84 58 i Close

Start SAS Protocol.

Re=3801

Rdm=56448344249377792897121

Send commit=8a:3ciea:3e:a4:7e:96:53:4b:ce:26:75:a4:b5:8f:22:35:f5:47
Receive Rs=44657

No need to send the file.

Send Rdm=56448344249377792897121

Send Rc=3801

The SAS is 948458

Done.

4

File Authentication

Porl numiner 4711
File destinatian / /PGP Key.asc Browsa
Veroosa O

Waiting authentication

Start fistening on port 4711.

Entarthe SAS for authentiication ! 94 84 58 Ok

| Close

Start listening on port 4711.

Start SAS protocol.

Receive commit==8a:3c.ea:3e:a4:7e:96:53:4b:ce:26:75:a4:b5:8f:22:35:f5
Send Rs=44657

Send Request=0.

Receive Rdm=56448344249377792897121

Receive Rc=3801

Check commit=8a:3ciea 3e:ad4:7e:96:53:4b:ce:26:75:a4:b5:8f:22:35:f5:4
Waiting for SAS...

The SAS is 948458

Authenticated with success.
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on the road, after a key loss (computer crash, stolen laptop)
—— set up of a security association

PKI collapse (company bankrupt, main key sold, act of God)
— set up of a security association
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launch Alice

IDnode

list

SAS;
SAS,
SAS;

SASh

node, m
Tt

(send m £

o

e

launch Bob

}de/
|

\Quthenticatem SAS

( is SAS in th
= Adversary/e > send T :;SStSOfSI[I)r;t e

N

send Ty

Goal: to make an instance of Bob output ID, M without any instance on Alice on node ID with input M.
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Alice Bob
input : M

m

authenticate p 1;... (h)

h«— H(m) check h=H(m)

output : Alice, M
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Theorem1. If H is a collision resistant hash function onto {0,1}¥ the protocol resists to
Impersonation attempts.

provable security, efficient (assuming collision resistance)
@ this requires SAS of at least 160 bits
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Alice Bob
input : M

pick K ¢y {0,1}X
M Hk(m)

authenticate p §;.0 (K||W)

check p= Hg (M)

output : Alice,m
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Alice
input : M

m

pick K €y {0,1}¥
M« HK(m)

authenticate p };. (K||1)

[find fs.t. Hq(m) = Hg ()]

m

authenticate A j;. (K|[1)

Bob

check = Hg (M)

output : Alice,m
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Theorem 2. Using a universal hash function family H which produces /¢-bit codes and in a strong
communication model , the maximal probability of success of an impersonation of Alice when limited
to Qa runs of Alice’s protocol and Qg runs of Bob’s protocol is at most QaQg2 .

we can work with SAS of k+ ¢ = 20 bits

® strong requirement on the communication model
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A SAS-Based Authentication Protocol
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Alice
input : M

pick Ra €y {0,1}¥
(c,d) < commit(m,Ra)

SAS%RA@IQB

m||c

Rs

d

authenticate p };..(SAS)

Bob

pick Rg €y {0,1}¥
Ra < open (i, &,d)

check SAS = R\ @ Rg

output : Alice,m

Crypto’05 — SV 2005 — 22



Theorem 3. Under reasonable assumptions on the commitment scheme (either extractable or
equivocable), the maximal probability of success of an impersonation of Alice when limited to Qp runs
of Alice’s protocol and Qg runs of Bob’s protocol is at most QaQg2 ¥+ €.

provable security, efficient
we can work with SAS of 20 bits
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Setup: (Kp,Ks) « setup()

Commit: (c,d) < commit(m,r) commit to r of K bits with tag m

Decommit: r < open(m,c,d) whenever r is such that (c,d) is a possible output of commit(m,r)

Hiding Game
Adversary Challenger
Kp
————  setup()

selectm — pick r

———  commit(m,r)

compute r’
winifr' =r
Priwin] < 2K +4¢

Binding Game
Adversary Challenger
Kp
———  setup()
m||c
select m,C
— pick r
compute d

win if r <— open(m,c,d)
Priwin] < 2K +4¢
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Extract: r «— extractk(m, C) whenever there exists d such that r «<— open(m,c,d)

NB: adversaries can call this oracle (except for some challenge tags)

Commit: to commit on r with tag m:

1. pickarandome, setd =r||e
2. send m||d to a random oracle H
3. getcC

Decommit: check that H(m||d) = ¢, parse d =r||eand output r

Extract: look at the history of oracle calls and from ¢ get d (provided no collision occured)

— Instanciation: take H = SHA1 and hope it makes sense...
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Simulate commit:  (C,§) < simcommitkg(m)

Equivocate: d « equivocatey (m,c,r,&) such that I < open(m,c,d)

NB: adversaries can call these oracles (except for some challenge tags) but do not see &

Example:

* Commitment based on DSA (assuming DSA is secure)

Pedersen commitment of r over a random base (¢, (¢')®) such that (g’ modq,s) = sign(m)
— signing Mis equivalent to equivocating the Pedersen commitment
— given m, it is easy to generate a random (g, (g')®) pair without Kg

* Commitment based on Cramer-Shoup (standard model)
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* NB: the protocol uses a single SAS
* a single failing Bob requires a single SAS from a single Alice
— there must be one crucial instance of Alice and one crucial instance of Bob

* given an attack of probability of success p, we pick a random instance of Alice and a random
instance of Bob and we simulate all others

— we obtain a one-shot attack with probability of success p/QaQs
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An attacker must interleave the two following lists of actions (6 combinations)

get Kp
Bl TG« launch(-,Bob, 0)

Al selectm B2 select M||C
T, < launch(-, Alice, m) Rg < send (g, M||€)
C «— send(Tg, 0)

A2 select IQB B3 selectd
d — send(T, Ra) send (Th, d)

A3  authenticatepico(SAS) « send(Tg, 0)
B4  send(Th,authenticateic.(SAS))

We must consider either extractable or equivocable commitments (2 combinations)
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One-Shot Attacker

(A1)

(B2)

(A2)

(B3)

Simulator

C < simcommit(m)

pick Rg
Ra — Ra®Rs®Rs

d < equivocate(m,C,Ra)

Binding-game Challenger

——  setup()

>
o

pick IQA

l# |

Crypto’05 — SV 2005 — 29



One-Shot Attacker Simulator Hiding-game Challenger

— ——  setup()
a1y M pickr
— ——  (c,d) < commit(m,r)
(B2) mie Ra — extract(rh, €)
i pick Rg
2 A A R
(A2) 8 Ry Ra@Rs@Rs -5
A A
®’3)
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similar (see Proceedings)
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* secure communications over insecure channels can be manually set up by a human operator

* applications: personal area network, peer-to-peer, disaster rescue
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