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Introduction

SCARE: Side-Channel Analysis
for Reverse Engineering

« private code recovery
« secret crypto design recovery < This paper
« usual in mobile SIM / pay-TV cards
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Previous works

[Novak. ACNS 2003]

o secret instance of the GSM
A3/A8 algorithm

o side-channel assumption:
detection of colliding s-boxes

o recovery of one secret s-box

[Clavier. ePrint 2004 /1CISS 2007]

o recovery of the two s-boxes and
the secret key
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Target: specific cipher structure
Assumption: idealized leakage model
perfect collision detection

Consider a generic class of ciphers:
Substitution-Permutation Networks (SPN)

Relax the idealized leakage assumption
» consider noisy leakages
» experiments in a practical leakage model
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Further works

[Daudigny et al. ACNS 2005] (DES)
[Réal et al. CARDIS 2008] (hardware Feistel)
[Guilley et al. LATINCRYPT 2010] (stream ciphers)

[Clavier et al. INDOCRYPT 2013] (modified AES)
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We consider two types of round functions:
Classical SPN structures

Feistel structures
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We consider two types of round functions:
Classical SPN structures < This talk
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Basic assumption:

Colliding s-box computations can be detected
from the side-channel leakage.

Specifically, we assume that the attacker is able to
identify the s-box computations in the side-channel
leakage trace and extract the leakage corresponding
to each s-box computation,

decide whether two s-box computations y; < S(z1)
and yo < S(x2) are such that x; = x5 or not from
their respective leakages.
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Equivalent Representations

One cipher has several representations

1. Change the s-box: S'(z) = S(z @ 9)
and the round keys: ki = (ki1 ® 0,ki2 ®9,..., kin ®9)
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One cipher has several representations
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Equivalent Representations

One cipher has several representations

1. Change the s-box: S'(x) = S(z @ 9)
and the round keys: ki = (ki1 ® 0,ki2 ®9,..., kin ®9)

2. Change the s-box: S’(z) = a - S(x)

. .. a; 45
and the matrix coefficients: a;j =

The attack can recover the cipher up to equivalent representations

We fix a representation by setting k11 =0 and a11 =1
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p1 @k =ph®kio = kio=p Dpyd ki
p2 D k1o =p, ®kip
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Stage 1: Recovering k;

n D 5]

pLDki1=phBkia = kio=p1®DPyPB k1
p2 D k1o =p, ®kip
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Stage 1: Recovering k;

n D 5]

POk =phdkiy = ko=p ®ph® ki,
p2 D k1o = p;l ©kin = kin=pm @p;l ® k1,2
and so on ...
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Stage 2: Recovering A, S and ks

0—>S|

leakage basis
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Stage 2: Recovering A\, S and ko
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Stage 2: Recovering A\, S and ko
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Stage 2: Recovering A, S and ks

We have

w1 ka1 p1

wa koo B2
= T le|

Wn, k2,n Bn
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Stage 2: Recovering A, S and ks

We have

w ka1 p1 a1 ar2 v Alp S(p1 ® ki)
wy || k22 B2 a2 a2 e azn S(p2 @ k12)
Wn, k2,n Bn an,1 0Gn,2 -~ Gnpn S(pn @ kl,n)
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Stage 2: Recovering A, S and ks

We have

w ka1 p1 a1 ar2 v Alp S(p1 ® ki)
wy || k22 B2 a2 a2 e azn S(p2 @ k12)
Wnp k?,n Bn an,1 0Gn,2 -~ Gnpn S(pn 2] klm)
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Stage 2: Recovering A, S and ks

We have

wy k2.1 b1 a1 a2 e aip S(j1)
wo k22 B2 a1 a2 - G2n S(72)
Wn k2,n Bn Gn,1 Gn2 " GQnn S(]n)

where j; = py © ki
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Stage 2: Recovering A, S and ks

We have
w ka1 b1 a1 ai2
wo ka2 B2 a1 G232
Wn, k2,n Bn anp1  Gnp2

where j, = py @ k1, and z; = S(j).

a17n :L‘]l
a27n x]?
Qn,n Ljn
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Stage 2: Recovering A\, S and ko

We have

w ka1 b1 a1 ai2 v Qg Zj,
w2 k2.2 B2 a1 a2 -+ A2n Lo
Wn, k2,n Bn an1 An2 -~ dnn L,

where j; = p; @ k1 and z; = S(j).

We get equations of the form:

koi @ Bi =a;1-xj, Dajo-xj D Dajn- Ty,
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Stage 2: Recovering A, S and ks

We have
w ka1 b1 a1 ai2
wo ka2 B2 a1 G232
Wn, k2,n Bn anp1  Gnp2

where j, = py @ k1, and z; = S(j).

We get quadratic equations of the form:

koi @ Bi = a1 -xj, Daje-j,D---

a17n :L‘]l

a27n x]?

Qn,n Ljn
@ Ain " Ly,
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Stage 2: Recovering A\, S and ko

We have
w ka1 b1 a1 ai2 v Qg Zj,
wo ka2 B2 a1 Gz2 - A2y Tj,
Wn, k2,n Bn an1 An2 -~ dnn L,

where j; = p; @ k1 and z; = S(j).

We get quadratic equations of the form:

kz,i DB = ;i1 Tj Daj2-Tj, B Dajn- T,

Using linearization, we get a system with 2 - n? + n unknowns
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Stage 2: Recovering A\, S and ko

We have
w ka1 b1 a1 ai2 v Qg Zj,
w2 ka2 B2 a1 a2 '+ A2 Tjy
Wn, k2,n Bn an1 An2 -~ dnn Zj,

where j, = py @ k1, and z; = S(j).
We get quadratic equations of the form:
koi® Bi =ai1-xj, ®aj2-Tj, B Bain-Tj,
Using linearization, we get a system with 2 - n? 4+ n unknowns

= solvable with 2™ - n + 1 encryptions
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Stage 2: Recovering A\, S and ks

We have
w ka1 b1 a1 ai2 v Qg Zj,
wo ka2 B2 a1 Gz2 - A2y Tj,
Wn, k2,n Bn an1 An2 -~ dnn Zj,

where j, = py @ k1, and z; = S(j).
We get quadratic equations of the form:
koi® fi = aiy - zj @i Tj S B aip - T,

Using linearization, we get a system with 2 - n? 4+ n unknowns
= solvable with 2™ - n + 1 encryptions
= solvable with 4097 encryptions for m = 8, n = 16
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a1 ai2 -+ Qain T4y k’2,1 b1
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A better way

/ / / /

Lj1 k5 1 ayqp Qi 0 A1p B1
/ / / /

Lja k272 Ayq Q2o -+ Qg B2
/ / / /

Lijn, kQ,n Ap1 Apa " Opp B
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A better way

/

Ljy k2,1
/

Ti2 | k272
. /

Lijn, k5 4,

We get equations of the form:

/ / i
zj, =ky; ®a;, B1Dajo LD

/ /
ay; a2
/ /
az1 Q22

/

an,Z
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A better way

/ / /
Ljy k2,1 ar1 A1
/ / /
Zjo k272 az1 Q22
= ) S ) i
. / / /
Lijn, k5 4, Un1 Gp2

We get linear equations of the form:

/ /! /
Ty, = k?,i D a; B @ai,z'@ D --

all,n ﬁl
a/2,n Ba
a{n,n /8"1
S ag,n : 5n
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A better way

/ / / /

xj, k5 4 ayq Ay v Ay, B1
/ / / /

Lo k3o Qg1 Qg2 " Oon B2
) / / / /

Lijn, k5 4, an1 OGn2 0 Opg B

We get linear equations of the form:

vy, =ky; ®az, fL@ajy @ Da,

We get a linear system with 2 4+ n? 4+ n unknowns
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/ / / /
Ty k2,1 ayp Qo "0 Ay B1
/ / / /
Ty k2,2 Qg1 Qg2 ~*° Ggp B2
= ) S ) ) ) o
) / ! / /
Lin k5 1, Ap1 Apz °° Qg B
We get equations of the form:

/ / g / . / ‘
Tj, =k @ a1 PL@ajg-Pa® - ®ag, - fn

We get a linear system with 2 4+ n? 4+ n unknowns
= solvable with 2 /n + n + 1 encryptions
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/ / / /
Lj1 k5 1 ayqp Qi 0 A1p B1
/ / / /
Tja | k2,2 Qg1 Qg2 ~*° Ggp B2
) / ! / /
Lin k5 1, Ap1 Apz °° Qg B
We get equations of the form:

/ /! Vs / fa /
Tj, =k @ a1 PL@ajg-Pa® - ®ag, - fn

We get a linear system with 2 4+ n? 4+ n unknowns
= solvable with 2 /n + n + 1 encryptions
= solvable with 33 encryptions for m = 8, n = 16
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And finally

Stage 3: recovering ks, ky, ..., k;,

= similar as stage 1
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4 = SCARE in the Presence of Noisy Leakage
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SCARE in the Presence of Noisy Leakage

Gaussian noise assumption:

B—

S

v U ~ N(mg, )
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SCARE in the Presence of Noisy Leakage

Gaussian noise assumption:

P—S J|[ 2w s ~ N(mg,p)

Stage 1 (Recovering k1): usual scenario of linear collision attacks
[Gérard-Standaert. CHES 2012]
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Gaussian noise assumption:

5 —|

S

v U ~ N(mg, )

Stage 1 (Recovering k1): usual scenario of linear collision attacks

Stage 2 (Recovering A, S and k2) composed of 4 steps:
building leakage templates

collecting equations

solving a subsystem (Stage 2.1)
recovering remaining unknowns (Stage 2.2)
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Building leakage templates

Construct a template basis:

B = {(is,3s)5 | B EFan},

with
e Mg : sample mean

e Y3 : sample covariance matrix
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We collect several groups of equations & = l% ®A! 5

Noisy leakage = we cannot determine E with a 100% confidence
we use averaging (each encryption N times)
maximum likelihood approach based on B

Problem: we cannot tolerate one single wrong 5;

Success probability:
for one s-box: p
for one encryption: p"
for the attack: (p")!

» where t is the number of required encryptions
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Solving a subsytem

Increasing the success probability:
o reduce the number ¢
o subsystem only involving xq, 1, ..., Ts—1

o chosen plaintext attack

Obtained system:
o n?+n+s—2 unknowns
o taking s <n+2

> we get at most n? + 2n unknowns
» weneed t =n+2

o eg. t=18 instead of t =33 forn =16 and m =8
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Recovering remaining unknowns

Maximum likelihood approach for
o remaining s-box output x5, Ts41, ..., xam_1 (Stage 2.2)
o remaining round keys ks, k4, ..., k, (Stage 3)
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5 » Attack Experiments
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Attack simulations using a practical leakage model

s-box computation on an AVR chip (ATMega 32A, 8-bit)
profiled electromagnetic leakage

Gaussian noise assumption

3 leakage points depending on the s-box input

3 leakage points depending on the s-box output
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Two different settings:

(128,8)-setting:
» 128-bit message block
» 8-bit s-box (m =8 = n = 16)
» e.g. AES block cipher

(64,4)-setting:
» 64-bit message block

» 4-bit s-box (m =4 = n =16)
» e.g. LED and PRESENT lightweight block ciphers
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Attack results

Stage 1: 100% success rate with
e a few hundred traces for the (64,4)-setting
o a few thousand traces for the (128,8)-setting
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Stage 1: 100% success rate with

a few hundred traces for the (64,4)-setting
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Stage 2.1: bottleneck of the attack

SR w.r.t. #encryptions (for 1, 2, 28, 232 system solving trials)
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Stage 1: 100% success rate with

a few hundred traces for the (64,4)-setting
a few thousand traces for the (128,8)-setting

Stage 2.1: bottleneck of the attack

SR w.r.t. #encryptions (for 1, 2, 28, 232 system solving trials)
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(64,4)-setting
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04
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14 15 16 17 18

(128,8)-setting

Stages 2.2, 3: a few dozens/hundreds of traces.
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The end

Questions?
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Profiled leakage parameters

1st point mean w.r.t input 2nd point mean w.r.t input



Profiled leakage parameters

WWN AU' ’JU

3rd point mean w.r.t input

fl hl H V h

4th point mean w.r.t output
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Profiled leakage parameters

5th point mean w.r.t output 6th point mean w.r.t output
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Profiled leakage parameters

36.7 —-13.7 —138 2.9 -22 =07
-13.7 30.7 0.6 0.7 -05 =01
o -1.8 0.6 27.5 —-0.9 0.7 0.4
2.9 0.7 -09 387 270 -—-54
—2.2 —0.5 0.7 —-270 372 3.9
-0.7 —-0.1 0.4 —54 3.9 26.2
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