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* This type Is called Predicate Encryption in [BSW11].




Previously Proposed Special Cases of FE
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& In ABE, access structures are usually given by span programs.

& In IPE, the anonymity of vector T ( attribute-hiding security ) is usually

required. Any CNF or DNF formula can be realized by inner-product

predicates.



Inner-Product Predicates [KSW 08]

» RU,7)=1 < Z-7v=0
» (Example 1) Equality (ID-based encryption etc.)
T :=6(z,1), W :=o0(1,—a): 2-dimensional vectors
m) z=a & 7 v =0 for any random J and o
(Example 2) (x =a) A (y =b) & V(d,0,0,0') [00'(x —a) 4+ oo’ (y — b) = 0]
=) 7= (0(z,1),0(y,1)), @ :=('(1,—a),o’(1,-Db)):

4-dimensional vectors
(Example 3) (x=a)V (z=b)< (z—a)(z—b)=z*—(a+bx+ab=0
) 7 :=6(z2,z,1), U :=0(l,—(a+b),ab): 3-dimensional vectors

=) Any CNF, DNF formula can be realized by inner-product predicate.



Adaptively Secure & Fully Attribute-Hiding (AH) IPE

% Challenger Adversary A
)
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b= {0,1} 7O,z O m® 1. R(7,2%) = R(7,21)
c p > for all queried v
< ¢ 2. If matching ¥ is queried,
> then m(o) = m(l)
<
bl

Adversary A wins if b =b'.

No additional information on ¥ is revealed even to
any person with a matching key sky , i.e., R(v,Z) = 1.




Unbounded FE

* All previous constructions of IPE and ABE except Lewko-
Waters unbounded ABE are bounded, in the sense that the
public parameters ( pk ) impose additional limitations on the
parameters ( ®, ¥ ) for encryption and decryption keys,

e.g., available dimension n in existing IPE is bounded by pk.

* In practice, it is highly desirable that the parameters (&, ¥ )
should be flexible or unbounded by pk fixed at setup,
since if we set pk for a possible maximum size,
the size of pk should be huge.

* Existing IPE schemes have another restriction on the
parameters (vectors), I.e., dimensions of attributes and
predicates should be equivalent. A\

Why is it a restriction ?




Genetic Profile Data Predicate Search (1)

A large amount of sensitive genetic profile data
of an individual are stored In a remote server

* Only a part of the profile is examined in many
applications ( for various purposes )

Data Processing
and Retrieval

Pharmaceutical
Company Y

Pharmaceutical
Company X



Genetic Profile Data Predicate Search(ll)

« Genetic property variables X, ..., Xi00;
Alice’s values 1, ..., Z100
» Evaluate if f(x1,...,2100) = 0 for an examination of
a degree-3 polynomial f
2 2 3 .2 3
= Z:=(1,21,...,T100, T1T2, - - -, Tggs L75 L1L2, - - - s L300)

whose dimension is around 10°
o Predicate for v, ((Xs =a)V (X16 =0b)) A (X57 = ¢)
= Polynomial [ :=171(X5 —a)(X16 —b) +1r2(X57 — ¢)
= (riab — roc) — 116X5 — riaXqi6 + 1o X57 + 11 X5 X16
(71,72 & F,)

& v:= ((riab —1r3c),0,...,0,—1r1b,0,...,0,—71a,0,...,0,
’T’Q,O,...,O,’.’“l,o,...,O)

‘Effective dimension of v is 5, instead of 10° !! ‘




Generalized Inner-Product

« Generalized (attribute and predicate) vectors
> 7= {(t,z;) |t € I3, x; € F,}\ {0} with finite index set Iz C N
> 7:={(t,v;) |t € Iz, v; € F,}\ {0} with finite index set I3z C N
» It I ={1,...,n}, ¥=(x1,...,1,) i.e., conventional vector

* Three types of generalized IPE
with respect to the decryption condition

» For Type 1, R(7,7) =1 I; C Iz and ), vz, = 0.
» For Type 2, R(v,Z) =1 Iy 2 Iz and ) _,_; vizy = 0.

» For Type 0, for v := (v1,...,v,) and T := (21,...,Tn),
R(U,Z)=1< n=n"and ) vz = 0.



Previous Work on Unbounded FE [ LW11 |

« Unbounded HIBE that is fully secure in the standard model

« Unbounded KP-ABE that is selectively secure

Our Results

« We introduce a new concept of IPE, generalized IPE
» Type O, Type 1, Type 2
* present the first unbounded IPE schemes

» adaptively secure and fully attribute-hiding
under DLIN (in the standard model)

* present the first unbounded KP- and CP-ABE schemes
that are fully secure (adaptively payload-hiding) under DLIN
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Dual Pairing Vector Space Approach (1)

& Vector space V := G¥ using symmetric pairing groups
(¢,G,Gr,G,e), where G is a generator of G

» ( Canonical ) pairing operation:
For ©:= (1G,...,znyG) €V and y:= (11G,...,ynG) €V,

e(x,y) := Hiil e(z;G,y;G) € Gr.

|:> e(way) — G(G, G)fga where T := (mla“ wa)? g:: (y17 . 7yN)

» Dual bases :
B:= (by,...,by) : basis of VS.t. X := (y;,;) < GL(N,F,),

b; == (Xi,1G,...,XZ-,NG) for t=1,...,N.
U _
B* := (b%,...,bY%) s.t. ¥ < Fy, (Vi,5) = ¢(XT) Y
b: = (191',1@, e ,ﬂi,NG) for «=1,...,N.
E> (B,B*) : dual orthonormal bases, i.e.,e(b;, b}) = gr,
e(bi,b7) = 1for i #j where gr = e(G,G)¥ 1



DPVS Approach (1)

& Dual Pairing Vector Space (DPVS) approach :

Cryptographic Construction using V with ( the canonical

pairing and ) random dual bases as a master key pair
» DLIN-based security ( from [OT10] machinery )
» Notation :
For Z:= (z1,...,2N) and ¥ := (y1,...,yn), We denote
x = (X)) := (21,...,ZN)B :=x1b1 + - -+ xnby €V,
y = (Y)B* == (W1,--.,YN)B* = y1b] +--- +ynby € V.

= e(z,y) =g, €Gr where gr =e(G,G)¥
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Basic Idea for Constructing IPE using DPVS

» Setup : (param, B, B*) : (n 4+ 1)-dim. param. with dual bases
pk := (param,B), sk :=B*

> KeyGen(sk, 7 := (vy, ..., 0p)) : 1 T
k* = b% + o(0,b% + - - + v b’) ‘ ‘
= (1, 0¥ )p- 8
» Enc(pk, Z := (x1,...,2Z,),m) : ( + ow (V- T
e1 = Cbo + w(1by + - + Ty by) Tene T
= (¢, wZ )p if 72 0.
q

Ca := g3 - m, where gr := e(b;, b))

» Dec(pk, k*, (c1,c2)) : m' :=ca/e(cy, k)
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Adaptively Fully-Attribute-Hiding IPE [ OT12a ]

» Setup: (param,B,B*) & Gob (1, 4n + 2)

AN

pk := (param,B), sk:= B*
» KeyGen(sk, 7) :
1

B := (b07 <. '7b’n7b4’n+1)7 @* = (bz;? . °7b>;b7b§n+1’° : "bzn)’

n 2n n 1
/'A\r -\ ™\ 7~ - ~\ 7~ - \/\
k*:=( 1, o, 02", 7, 0 )+,
1 G 7
» Enc(pk, Z,m) :
1 n 2n n 1
~ = ~ - ™\ 7~ - ~\ 7~ - ~ ~ N~
C1 _( Ca wfa O2n7 Ona ¥ )Ba
< [T v
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Key Techniques for Fully Secure Unbounded FE

& The difficulty of realizing fully secure unbounded IPE (or
ABE) arises from the hardness of supplying an unbounded
amount of randomness consistent with the complicated
key-gquery condition under a “constant size” pk

& We develop novel techniques, indexing and
consistent randomness amplification technique
» Indexing:
supply a source of unbounded amount of randomness
» consistent randomness amplification:
amplify the randomness of the source and
adjust the distribution consistently with the condition
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Indexing for Type 1 IPE (1)

For simplicity, Iz :={1,...,n}

& [0T12a] 4n+2=0(n)
\
[ )
bo
212 = : _’_‘
. ~U«
or [ v
& Our IPE 15=0(1)
by
bo I | —’_’_’_’_‘
: |
CT b1 . m
o1(1,1) P11, 91,2 n(la n) Pn,1 Pn,2
\ -

Indexing
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Indexing for Type 1 IPE (Il)

Assume n =n'

Ciphertext
o1 (1, 1) L ()
Secret Key
p’l(]-v_]-) Hn(n;_l)
Decryption l Pairing l Pairing

v+
T -U: =201+ + 2,0,
Sop =81+ -+ Sp

If £-v =0, woOx - U + wsg = wsSg IS recovered
and the secret wso is used for correct decryption.

Correctness
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Indexing for Type 1 IPE (Il

« Pairing elements for i#j
Ciphertext

0'1(1, 1)

[Ua’(lai) J  falln)

Secret Key

,Ul(]a _1)

= ] PRERS]

Pairing
— T
O’#Lj(j — ’L) + WCS.SC?;’UJ' —}—&383'
a
« Correlation from index part, oix;(j — i), randomizes woz;v; + Ws;

( prevention of collusion attack ) 6



Adaptively Fully-AH Unbounded Type 1 IPE
Setup(1*) :  (param, (Bo, BY), (B, B*)) <X Gon (17, (N := 5, N := 15)),
pk := (1%, param, By := (bg 1, bo.3,b05), B := (by,.., by, bis, b15)),
sk := (B := (b1, b5 3,b5.4), B" 1= (b], .., b, by, b))

KeyGen(pk, sk, v:= {(t,vs) |t € I5}): s: & Fy fort € I, so =) ,;. 5t
ko == ( —s0, 0, 1, 1o, 0 )z:,
4 7 2 2
ki = (  pelt, —1), 0ve, s 0%, MeasMe2, 07 g fortely

oi1.9t2 )3 fort e Iz

o¢(1,1)

DEC(pk, Skfl_f ‘= (I’l_)'a kga {kr}tEIﬁ)a Cty 1= (I.’fa Co, {ct}tEIfﬂcT)) .

if Iy C Iz, K :=e(co,kg) 1ler, eler kf), return e /K, else, return L.
19




Consistent Randomness Amplification

normal kr = (p(t,—1), v, 8,07, . )ps
secret key:

I‘Lt(tn_l)
normal ¢ = (o¢(1,t), way, &,|07 .. )p
ciphertext: o (1D

k: = ()ut(tﬂ_l)aévtasta 043(71-“?53(11:) ' Uta 0 ) °-°)]B*

Comgutatlonal n(t=1) o, 5) o 0
Information- ~ =
Theoretical ct = (o¢(1, t),wxy, @,|..., (T2, 7) - Z¢, 0,..)B
Changes o (1, 1) (12,7 - 24
)

Amplified consistently with the key condition

where Z, « GL(2,F,) and U, := (Z’;T)_lzo



Comparison of IPE Schemes

KSWO0R OT10 OT12a OT12b
(basic) (variant) || (type 1 or 2)| (type 0)
Bounded or bounded bounded bounded unbounded
Unbounded
Restr1ct1o-n ol restricted™ | restricted restricted relaxed restricted
IP relation
S " selective & |adaptive & adaptive & adaptive &
eeutity fully-AH | weakly-AH fully-AH fully-AH
Order composite rime rime rime
of G p p p p >
2 variants
Assump. of GSD DLIN DLIN DLIN
PK size On)|G| | O(n*)|G| | O(n*)|G|] | O(n)[G]| O(1)|G| O(1)|G|

SK size  ||2n+ 1|G]|Bn + 2)[G]|(4n + 2)[G]| _11|G] || (16n +5)|G| | (21n + 9)[G]

OT sige (2n + 1)|G| [ (3n + 2)|G| | (4n + 2)|G]| | (bn + 1)|G] || (15n" + 5)|G] [ (21n" + 9)|G]
+ |Gr| + |Gr| + |G| + |Gr| + |Gr| + |Gr|

* It can be easily relaxed.

n:=1f{lz, n' :=4Iz : dimensions of predicate vector and attribute vector
G|, |Gp|: size of an element of G, Gr

AH, IP, GSD : attribute—hiding, inner product, general subgroup decision
PK, SK, CT : public key, secret key, ciphertext
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