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HFE is a public key encryption/signature scheme [Pat96]. J
Public key : A system of multivariate polynomials
eg : 128 polynoms of degree 2 in 128 variables over [Fs. J

In general, one cannot efficently solve such system. J

This system has a hidden structure by some secret ismorphism @,
allows to solve it efficiently. J

Hidden structure = large monovariate polynomial
(Hidden Field Equation) J
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Degree of regularity

A property of systems of polynomials [BFS03].
It controls the complexity of generic algebraic attacks on the system.

Generic attack = combination of increasing degree of input
polynomials. eg : Grobner bases, variants of XL.

A race between possible combinations and the monomial basis of
expression.

Whenever a combination in degree d falls in degree d — 1, one obtains a
new information on the ideal*.

When such falls occur by saturation of deg d layer,
many independent falls follow.

We call degree of regularity the degree of first fall.




Degree of regularity

New polynomials will in turn
saturate the degree d — 1 layer, etc...

In the end, the last polynomials characterize the solutions.
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The case of HFE

Experimental Fact

The degree of regularity of HFE is lower
than on random quadratic systems. [Fau02,Cou01]

HFE systems are easier to solve using generic tools than random
systems.

Why on earth???

The hidden structure doesn’t seem to have a multivariate meaning...

First answers [FJ03]

@ Relationship between combinations of the public polynomials and
combinations on the secret univariate polynomial and
derivatives.
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The case of HFE

How bad is it ?

What is the degree of regularity of HFE ?

First answers [GJS06]
@ An upper bound on the degree of regularity over F.

@ Uses results on generic quadratic systems [BFS03].

What about larger fields ? ? ? Better or Worse ? 7




Today

Precisely describe the connection between degree of regularity of the
public system and the one of the secret polynomial and derivatives.

<

How to bound the degree of regularity of HFE systems
over any field.




Degree of regularity of a quadratic system



°
zl —z; =0, (or o] — x;)

Quadratic systems

, P, of degree 2 polynomials in n variables over .

A system pq, ...
These polynomials are seen as functions from (F,)" to F,.

Variables are constrained by field equations
S n

i=1,..

We work in the reduced ring
Sl —z,}

Ry=Fylm,....z.)/{zf — m,..

Elements of R, are vectors on the reduced monomial basis (i.e

without powers of ¢).



Combinations of quadratic polynomials

@ We call combinations in degree d :
{mip1 + -+ mypr, deg(m;))=d—-2, i=1,...,n}
@ It is the image by the linear application :

galpr, o) 1 (R)<a—2)® — (Ry)<a
(my,...,mg) — mapr + -+ mypg.
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Combinations of quadratic polynomials

@ We call combinations in degree d :

{mip1 + -+ mypr, deg(m;))=d—-2, i=1,...,n}
@ It is the image by the linear application :
ca(proom) 0 (R)<aa)® — (Ry)<a
(ma,...,mg) = mipr+ -+ mp.

@ Its kernel is in general non zero!
Examples :

° (pZa_p1707"'70) — (pQ)pl +(—P1)P2 =0

o (pf ' =1,0,0,...,0) — (pI " =Dpi=pf{—p1 =0

@ These (my,...,my) are trivial : they exist for any py, ...

s Pn !
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Formal definition

@ We extend R, with new variables y;, ..., y.
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Trivial Syzygies

@ We call trivial syzygies the elements of the kernel which exist even
when the p1,..., p, are indeterminates.

Formal definition

@ We extend R, with new variables y;, ..., y.

Rq = Rq[ylw",yk]/{yf*yl?"',ylgfyk}
@ Generic Trivial Syzygies : the (my, ..., m;) of R, such that
miys + -+ mpyr =0

@ Trivial Syzygies of (p1,...,px) : the evaluations on (p1,. .., px)
of the generic trivials.
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Degree falls and degree of regularity

@ We call degree fall an Homogeneous (my, ..., my) of degree
d — 2 such that [myp; + -+ + mypila = 0.

o It i}s the kernel of i
oi(p) +  ((Rg)i-2) —  (Rg)d
(mo,...,mk—1) +—— [mopo~+ -+ Mr—1Pr—1]d-

@ (Unfortunately) Homogeneous parts of degree d — 2 of trivial
Syzygies in degree d — 2 are solutions!
... We call them trivial degree falls.

@ We call degree of regularity the smallest degree at which there
exists non-trivial degree falls.

Remarks on the definition of degree of regularity
@ Defined in [BFS03] by a set theoretic property.

@ Here : it is an algebraic relying on trivial degree falls.




Degree of regularity vs Degree of computation

(Rg)a—2

Qi_

D
ker o

O

[ker Ud]d_g

Trivg_o

Degree d

Degree falls

New leading term
Useless terms

Degenerated system

Generic Stuff



Degree of regularity vs Degree of computation

One always has
ker(o) D [ker(c4)]a—2 2 [Triv]a_2

@ Degree of first useful fall : Smallest d such that
ker(oly) # [ker(0q)]a—2
Degree of regularity : Smallest d such that ker(c”) # [Triv] 2
e implies : Up to the degree of regularity, there are only trivials

in ker(oh).
o (Hopefully) on most systems, the first equality will fail first.

o Example of a very bad system : {P, P, ...}.
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From the small field to the (secret) large one

@ [F;n : extension of degree n of IFy, it is a vector space over [F,.
@ Choose an arbitrary basis S = (s1,...,5,) of Fgn over F.
@ S is viewed as a bijection : (F,)™ — Fgn

@ S induces a linear bijection : {Fgn — Fpn} — {(Fy)" — (Fy)"}

Vg :P — S 1oPoS

@ Remark : {Fyn — Fyn} is an algebra but not {(F,)" — (F,)"}.



Example

C(X) = aX3¢
set X = 2181 + -+ 2,5,
2
then X4 = 257 + - + 2,58

C(X)= Zi,j,kxixjxk . asg2 sfz 5,32

2

§THC(X)) = Xy p ityme - 5~ (asf 51 st ) =

Ys(C) = (e1, ¢, c3) are homogeneous of degree 3.

Cl(iﬂl,...
CQ(.CEl,...
C3(.T1,...




Transfering the multivariate degree

@ More generally : X?, with a = (ag, ..., a,—1) in basis g.
@ X“is the product of ay + - -+ + a,—1 Frobenius with multiplicity.

@ It is mapped by 1g to a (homogeneous) system of degree
ap + -+ ap—y over Fy.
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Transfering the multivariate degree

@ More generally : X?, with a = (ag, ..., a,—1) in basis g.
@ X“is the product of ay + - -+ + a,—1 Frobenius with multiplicity.

@ It is mapped by 1g to a (homogeneous) system of degree
ap + -+ ap—y over Fy.

@ We call ¢-degree the value : ¢-deg(X?) = ag+ -+ + ay—1

Property
g is a bijection from (Rgn)g:a to ((Rg)a)™.

Proof : ¢-degd implies degree < d of the vector.
Then cardinality arguments.
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HFE Functions

One chooses P(X) of ¢-deg 2,

@ and one bounds powers of ¢ by a parameter D :
P(X) = Zi,ng ainqi+qj + Zng kaqk tc

@ HFE functions are functions of ¢-deg 2 and degree < 2¢°.

Small degree : For all a, finding the roots of P(X) — a is efficient.

The degree is a property in Ry viewed as an algebra.

™ is not clear.

Its interpretation in Rg» ~ (R,)

The cryptosystem
@ The link with the field structure is secret : § — §S.
@ The polynomial itself is secret : P — P.

@ + a linear permutation 7 on the py,. .., p, (transparent for us).




Combinations of HFE polynomials



Transfering combinations of R

@ p1,...,Dy the elements of R, obtained from (p1,...,pn) = Ys(P).
@ One considers combinations myp; + -+ + m,p, de p1,..., py.

@ These are linear combinations with coefficients over R,,.

We already know...

Secret Public
p ﬁ (p07"'7pn71)
q-deg — deg
g-Homogeneous — Homogeneous
Combinations — 77




Transfering combinations of R

Secret Public
P 3 (poy -+ s Pn-1)
Po
S MPY Y (Mo, M) |
Pn—1
mp,o0 ce mo,n—1
(Mo, ..., Mp_y) & : : :
Mp—-1,0 - Mp-1,n-1
g-deg(My) % deg(mi ;)
777 s deg falls
777 z trivials



Transfering degree falls

@ Degree falls on pyq, ..., p, are the kernel of the map

o’j(phm,pn) : ((RZ)dfz)” B (RZ)d
(mla---amn) — [m1p1+"‘+mnpn]d-
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@ Degree falls on pyq, ..., p, are the kernel of the map
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@ Similarly, one has the map
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Transfering degree falls

@ Degree falls on py, ..., p, are the kernel of the map
02(p1,~-~,pn) : ((RZ)dfz)n B (RZ)d
(mla---amn) — [mlpl +"‘+mnpn]d-

@ Similarly, one has the map
SHP) ¢ ((Rh)az)”  — (Rha
(Mo, ..., Myp—1) — [MgP+ MPI+ -+ M, 1PT ],

@ We prove that ker X% is in bijection by 1% with ker o

= kernels have the same dimension! (over their respective fields)



Transfering generic trivial syzygies

Trivial syzygies of the small field
@ One extends R, with indeterminates y1,...,yp :
Ry = Rylys o yul /{9l — y1- - 9 — yn}
@ Trivial Syzygies : (mq,...,m,) over Rq su that

miyr + -+ mpy, =0

@ Notion of degree on the elements of ]_%q : (1,2)-degree : d, + 2d,

y




Transfering generic trivial syzygies

Trivial syzygies of the small field
@ One extends R, with indeterminates y1,...,yp :
Ry = Rylys o yul /{9l — y1- - 9 — yn}
@ Trivial Syzygies : (mq,...,m,) over Rq su that
miyr + -+ mpy, =0

@ Notion of degree on the elements of R, : (1,2)-degree : d, + 2d,

V.

Similarly, on the large field

@ Extend R, with indeterminate Y : Ryn = Ry [Y]/{Y 7~ YV}
@ Trivial Syzygies : the (Mo, ..., M,_;) over R« such that

1

MyY +--+m, Y7 =0

@ Notion of degree on R« : (1,2)-g-degree.
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Like before,

@ We extend the bijection 1/_1}; which maps combinations of R« and
(Rq)™ and preserves the (1, 2)-degree.

@ Thus : Generic trivials are in bijection.




Transfering generic trivial syzygies

Like before,

@ We extend the bijection 1/_1§ which maps combinations of R« and
(Rq)™ and preserves the (1, 2)-degree.

@ Thus : Generic trivials are in bijection.

Transfering trivial syzygies

@ Trivial syzygies in degree d of (pi,...,pn) are the evaluations in
(p1,-..,pn) of the generic trivial syzygies of (1,2)-degree d.

@ They are associated to the trivial syzygies of P in g-degree d.

@ Similarly : Their highest degree homogeneous part are associated.




Transfering the degree of regularity

SHP) o ((Rh)a—2)"  — (Rlw)a »
(Mo, ..., Ma—1) +—— [MoP+ MiP"+ -+ Mu_1 P"" 'a.

The degree of regularity of (p1,...,p,) = ¥g(P) is the smallest d
such that the kernel of ¥/(P) contains non-trivial elements. J
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Multivariate rewriting of R

n

Ryn = Fgn[X]/(XT = X)
@ One rewrites Frobenius as multivariate variables [GJS06] :
Xo, ..., Xpoq with X; = X7
@ One then has the rewriting rules Xi‘] — Xit1-
@ R, is identified with the multivariate ring
Fo[Xo, o Xoo]/{XI = X1,..., X%, — X}

@ The ¢g-degree becomes degree in multivariate notation.
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Multivariate rewriting of R

n

Rgn =F [ X]/ (X9 — X)

One rewrites Frobenius as multivariate variables [GJS06] :
Xo, ..., Xn_1 with X; = X9
One then has the rewriting rules Xi‘] — Xit1-
R4~ is identified with the multivariate ring

Foo[Xos - X /{XS — Xa, .o, X — Xob-
The g-degree becomes degree in multivariate notation.
Similarly, on writes Py, ..., P,_1 the Frobenius of P.

The definition of trivial Syzygies rewrites easily.

Degree of regularity of (p1,...,pn) = ¥s(P) in R,

degree of regularity of Py,..., P,_1 in R4 multivariate.




Final Characterization of the degree of regularity

Finally, since one only cares about the highest degree homogeneous layer
(degree falls and trivials), we can equivalently work with X — X;; or
Xi—0.

The degree of regularity of (p1,...,p,) = ¥s(P) in R,

the degree of regularity of Py,...,Py_qin Rgn
where an = Fqn [Xo, caey Xn71]/{Xg, coog XZ—I}
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of HFE systems
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@ One assumes Triv(Py ;—1)4—2 = ker EZ(PO,,k_l) for d 1

@ Until contradiction,
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Bounding the degree of regularity in general

general idea

@ One assumes Triv(Py ;—1)4—2 = ker EZ(PO,,k_l) for d 1

@ Until contradiction,
(like dim Triv(Py_g—1)a—2 > dimker 2% (Py_1_1))

@ Then : we are already above the degree of regularity !
MQ Bound
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@ Since: P(X) = ZMSD ainqi'*‘qj + Zng kaqk +c

@ where D < n is a parameter, our system has the shape :
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@ Each polynomial is expressed over a small subset of variables.



The case of HFE Systems

@ Since: P(X) = ZMSD ainqi'*‘qj + Zng kaqk +c

@ where D < n is a parameter, our system has the shape :
Py(Xo, ..., XD)
Pi(Xy,...,Xps1)
P 1(Xp-1,...,Xp_1).

@ Each polynomial is expressed over a small subset of variables.

Property [GJS06]
@ Contains small subsystems.

© S;={Po,...,Py_1} is expressed on the my first variables,
my = min{D + k, n}.
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The case of HFE Systems

However

What is the link between degree of regularity of the system
and the one of a subsystem ?

@ With the set theoretic definition of BFS04 : OK
= degree of regularity of subsystem > of the full system.
@ With our definition :

o Deg. fall of a subsystem = deg. fall on the full system OK
e Non-trivial for a subsystem = Non-trivial for the full system ??
o Lemma : True up to the degree of regularity — OK.
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GJS Bound
@ One notes dy the degree of regularity of Sy.
@ The degree of regularity of HFE system is bounded by min{dy}

@ The value of dj, is computed via MQ-bound.
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@ They are contained in a proper subspace of the full image space.




The case of HFE systems

GJS Bound
@ One notes dj, the degree of regularity of Sy.
@ The degree of regularity of HFE system is bounded by min{dy}

@ The value of dj, is computed via MQ-bound.

Other property of HFE systems
@ The P; are written on monomials of the form X;X;,,, £ < D.
@ Their combinations are written on multiples of X;X; 14, ¢ < D.
@ They are contained in a proper subspace of the full image space.

@ One deduces a better bound : the HFE-bound
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@ Dimension of (R ;)" : enumerate the size of the monomial basis :
Standard, Easy
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Enumerations

Computation of MQ, GJS, or HFE bound :

@ Dimension of (R ;)" : enumerate the size of the monomial basis :
Standard, Easy

@ Size of the HFE monomial basis : ~ Easy

@ Dimension of Triv(Po,..., Px)q : Technical...
We find :
q—1
Thtl,d = Th,d + Z (kdim(Rom)}_o; — Ter1.a—2:) + dim(Rm)li 50, 1)-

i=1

With R, = Fu[Xo, ..o, Xon ) /{XE .., X2}



Computation of MQ, GJS and HFE bounds

@ We are now ready to compute the bounds!!

@ D is indexed on the blocksize to ensure polynomial decryption.



, GJS and HFE bounds

Computation of MQ

@ We are now ready to compute the bounds!!

@ D is indexed on the blocksize to ensure polynomial decryption.

MQ Bound ——
nlogy(q)) ——
nlogy(q))

GJS Bound (with ¢”
New HFE bound (with ¢”




Comparison of GJS and HFE bounds

L L L L 0 L L L L
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700 800

Blocksize nlog(q) Blocksize 1 log(q)
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@ Complexity : cost of the linear algebra at the degree of regularity.

@ On obtains an upper bound on the estimated complexity.
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