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Abstract. In EUROCRYPT 2016, Deshpande et al. presented a con-
struction of constrained pseudorandom function (CPRF) supporting in-
puts of unconstrained polynomial length based on indistinguishability
obfuscation and injective pseudorandom generators. Their construction
was claimed to be selectively secure. We demonstrate in this paper that
their CPRF construction can actually be proven secure not in the se-
lective model, rather in a significantly weaker security model where the
adversary is forbidden to query constrained keys adaptively. We also
show how to allow adaptive constrained key queries in their construc-
tion by innovating new technical ideas. We suitably redesign the secu-
rity proof. We emphasize that our modification does not involve any
additional heavy duty cryptographic tool. Our improved CPRF is fur-
ther enhanced to present the first constructions of constrained verifiable
pseudorandom function (CVPRF) and delegatable constrained pseudoran-
dom function (DCPRF) supporting inputs of unconstrained polynomial
length, employing only standard public key encryption (PKE).

Keywords: constrained pseudorandom functions, verifiable constrained
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1 Introduction

Constrained Pseudorandom Functions: Constrained pseudorandom func-
tions (CPRF), concurrently introduced by Boneh and Waters [6], Boyle et al. [7],
as well as Kiayias et al. [19], are promising extension of the notion of standard
pseudorandom functions (PRF) [15]. PRF is a fundamental primitive in mod-
ern cryptography. A PRF is a deterministic keyed function with the following
property: Given a key, the function can be computed in polynomial time at all
points of its input domain. But, without the key it is computationally hard to
distinguish the PRF output at any arbitrary input from a uniformly random
value, even after seeing the PRF evaluations on a polynomial number of inputs.
A CPRF is an augmentation of a PRF with an additional constrain algorithm
which enables a party holding a master PRF key to derive constrained keys
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that allow the evaluation of the PRF over certain subsets of the input domain.
However, PRF evaluations on the rest of the inputs still remain computationally
indistinguishable from random.

Since their inception, CPRF’s have found countless applications in various
branches of cryptography ranging from broadcast encryption, attribute-based
encryption to policy-based key distribution, multi-party on-interactive key ex-
change. Even the simplest class of CPRF’s, known as puncturable pseudorandom
functions (PPRF) [23], have turned out to be a powerful tool in conjunction
with indistinguishability obfuscation [14]. In fact, the combination of these two
primitives have led to solutions of longstanding open problems including deni-
able encryption, full domain hash, adaptively secure functional encryption for
general functionalities, and functional encryption for randomized functionalities
through the classic punctured programming technique introduced in [23].

Over the last few years there has been a significant progress in the field of
CPRF’s. In terms of expressiveness of the constraint predicates, starting with
the most basic type of constraints such as prefix constraints [6l/7,/19] (which also
encompass puncturing constraints) and bit fixing constraints [6}/13], CPRF’s have
been constructed for highly rich constraint families such as circuit constraints
[6/8/4l16] employing diverse cryptographic tools and based on various complexity
assumptions. In terms of security, most of the existing CPRF constructions are
only selectively secure. The stronger and more realistic notion of adaptive security
seems to be rather challenging to achieve without complexity leveraging. In fact,
the best known results so far on adaptive security of CPRF’s require super-
polynomial security loss |13], or work for very restricted form of constraints |17],
or attain the security in non-collusion mode [§], or accomplish security in the
random oracle model [16].

Constrained Verifiable Pseudorandom Functions: An interesting enhance-
ment of the usual CPRF’s is werifiability. A wverifiable constrained pseudoran-
dom function (CVPRF), independently introduced by Fuchsbauer [12] and Chan-
dran et al. [9], is the unification of the notions of a wverifiable random function
(VRF) [21] and a standard CPRF. In a CVPRF system, a public verification key is
set similar to a traditional VRF, along with the master PRF key. Besides enabling
the evaluation of the PRF, the master PRF key can be utilized to generate a non-
interactive proof of correctness of the evaluation. This proof can be verified by
any party using only the public verification key. On the other hand, as in the
case of a CPRF, here also the master PRF key holder can give out constrained
keys for specific constraint predicates. A constrained key corresponding to some
constraint predicate p allows the evaluation of the PRF together with the gen-
eration of a non-interactive proof of correct evaluation for only those inputs x
for which p(xz) = 1. In essence, CVPRF’s resolve the issue of trust on a CPRF
evaluator for the correctness of the received PRF output. In [12}|9], the authors
have shown that the CPRF constructions of [6] for the bit fixing and circuit con-
straints can be augmented with the verifiability feature without incurring any
significant additional cost.
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Delegatable Constrained Pseudorandom Functions: Key delegation is
another interesting enrichment of standard CPRF’s. This feature empowers the
holder of a constrained key, corresponding to some constraint predicate p € P
with the ability to distribute further restricted keys corresponding to the joint
predicates p A p, for constraints p € P, where PP is certain constraint family over
the input domain of the PRF. Such a delegated key can be utilized to evaluate
the PRF on only those inputs x for which [p(z) = 1] A [p(z) = 1], whereas, the
PRF outputs on the rest of the inputs are computationally indistinguishable from
random values. The concept of key delegation in the context of CPRF’s has been
recently introduced by Chandran et al. [9], who have shown how to extend the
bit fixing and circuit-based CPRF constructions of [6] to support key delegation.

CPRF’s for Unconstrained Inputs: Until recently, the research on CPRF’s
has been confined to inputs of apriori bounded length. In fact, all the CPRF con-
structions mentioned above could handle only bounded length inputs. Abusalah
et al. [2] have taken a first step forward towards overcoming the barrier of
bounded input length. They have also demonstrated highly motivating applica-
tions of CPRF’s supporting apriori unconstrained length inputs such as broadcast
encryption with an unbounded number of recipients and multi-party identity-
based non-interactive key exchange with no pre-determined bound on the num-
ber of parties. They presented a selectively secure CPRF for unconstrained length
inputs by viewing the constraint predicates as Turing machines (TM) that can
handle inputs of arbitrary polynomial length. In a more recent work, Abusalah
and Fuchsbauer [1] have made progress towards efficiency improvements by con-
structing TM-based CPRF’s with much shorter constrained keys compared to
the CPRF construction of [2].

However, both the aforementioned CPRF constructions rely on the existence
of public-coin differing-input obfuscators and succinct non-interactive arguments
of knowledge, which are believed to be risky assumptions due to their inherent
extractability nature. In EUROCRYPT 2016, Deshpande et al. [10] presented a
CPRF for TM constraints, supporting inputs of unconstrained polynomial length,
which they claimed to be selectively secure. Their CPRF construction utilizes in-
distinguishability obfuscators (I0) for circuits and injective pseudorandom gen-
erators. Currently, there is no known impossibility or implausibility result on
IO and, moreover, in the last few years, there has been a significant progress
towards constructing 10 based on standard complexity assumptions.

Our Contributions: Unfortunately, the CPRF construction of [10] can not be
proven secure in the selective model, as will be shown in this paper, rather the
construction actually derives its security in a significantly weaker model. Further,
as per as we know, there is no existing construction of CVPRF’s or delegatable
CPRF’s (DCPRF) supporting inputs of unconstrained length. Our work in this
paper is two-fold:

— Firstly, we identify a flaw in the security argument of the CPRF construction
of [10], by a thorough analysis of the construction and its security proof.
Selective security is a security notion for CPRF’s where the adversary is bound
to declare upfront the challenge input, on which it wishes to distinguish the
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PRF output from random, but is allowed to query the legitimate constrained
keys and PRF values adaptively. We observe that the CPRF construction
of [10] can be proven secure only if the adversary is not just forced to declare
the challenge input, but also is bound to make all the constrained key queries
prior to setting up the system. To address the security limitation of the CPRF
construction of [10], we carefully modify their construction by innovating
new technical ideas, which might be useful elsewhere, and suitably redesign
the security proof. For building our improved CPRF system, we additionally
use a somewhere statistically binding (SSB) hash function [18,22] beyond
the cryptographic tools used in [10]. Currently, efficient constructions of SSB
hash based on standard number theoretic assumptions exist [22]. In effect, our
modified CPRF stands out to be the first |O-based provably selectively secure
CPRF for TM constraints that can handle inputs of arbitrary polynomial
length.

— Secondly, we enhance our construction of CPRF with verifiability and key
delegation features, thereby, developing the first 10-based selectively secure
constructions of CVPRF and DCPRF supporting inputs of unconstrained poly-
nomial length. Towards achieving these two augmentations of our CPRF, we
only assume the existence of a perfectly correct and chosen plaintext attack
(CPA) secure public key encryption scheme, which is evidently a minimal
assumption. Finally, we note that following [12,/9], our CVPRF construction
would imply the first selectively unforgeable policy-based signature (PBS)
scheme [5] where policies are represented as Turing machines.

2 Preliminaries

Here we give the necessary background on various cryptographic primitives we
will be using throughout this paper. Let A € N denotes the security parameter.
For n € N and a,b € NU{0} (with a < b), we let [n] = {1,...,n} and [a,b] =

{a,...,b}. For any set S, v s represents the uniform random variable on S.
For a randomized algorithm R, we denote by ¢ = R(v; p) the random variable

defined by the output of R on input v and randomness p, while v & R(v) has
the same meaning with the randomness suppressed. Also, if R is a deterministic
algorithm ¢ = R(v) denotes the output of R on input v. We will use the
alternative notation R(v) — ¢ as well to represent the output of the algorithm
R, whether randomized or deterministic, on input v. For any string s € {0, 1}*,
|s| represents the length of the string s. For any two strings s, s’ € {0,1}*, s||s’
represents the concatenation of s and s'.

2.1 Turing Machines
A Turing machine (TM) M is a T-tuple M = (Q, Zixp, Zrare; 0, 90> Gac Gres) With

the following semantics:

— : The finite set of possible states of M.
— XYt The finite set of input symbols.
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— XYrape: The finite set of tape symbols such that Xy, C Xp.p and there exists
a special blank symbol ‘. € X pp\ Xinp-

— 0:Q X Xppg = Q X Zpape X {+1,—1}: The transition function of M.

— qo € @: The designated start state.

qac € Q: The designated accept state.

— @rey(# qac) € Q: The distinguished reject state.

For any t € [T = 2], we define the following variables for M, while running on
some input (without the explicit mention of the input in the notations):

— POSa+: An integer which denotes the position of the header of M after the

t'h step. Initially, POSys0 = 0.

— SYMu: € Xrapr: The symbol stored on the tape at the POSM,tth location.

— SYMS\E}:I?TE) € XYiapp: The symbol to be written at the POSM7t_1th location
during the t** step.

— ST € Q: The state of M after the t* step. Initially, STar,0 = qo-

At each time step, theTM M reads the tape at the header position and based
on the current state, computes what needs to be written on the tape at the
current header location, the next state, and whether the header must move left
or right. More formally, let (¢,¢,8 € {+1,—1}) = 6(STas,t—1,SYMas—1). Then,

STam,: = 4, SYME\‘/}/}F;ITE) = (, and POSys+ = POSprt—1 + 3. M accepts at time ¢ if
STM.t = qac- In this paper we consider Xy = {0,1} and Zpypp = {0, 1, _}. Given
any TM M and string « € {0,1}*, we define M (x) = 1, if M accepts z within

T steps, and 0, otherwise.

2.2 Indistinguishability Obfuscation

Definition 2.1 (Indistinguishability Obfuscation: 10 [14]). An indistin-
guishability obfuscator (10) ZO for a certain circuit class {Cy }, is a probabilistic
polynomial-time (PPT) uniform algorithm satisfying the following conditions:

» Correctness: IO(lA, (') preserves the functionality of the input circuit C,
i.e., for any C € Cy, if we compute C' = ZO(1*,C), then C’(v) = C(v) for
all inputs v.

» Indistinguishability: For any security parameter A and any two circuits
Cy, C} € Cy with same functionality, the circuits ZO(1*, Cy) and ZO(1*, Cy)
are computationally indistinguishable. More precisely, for all (not necessarily
uniform) PPT adversaries D = (D;,Ds), there exists a negligible function
negl such that, if

Pr[(Co, C1,€) € Di(1Y) = Vu,Co(v) = C1(v)] > 1 - negl(N),
then |Pr[Dy(€,ZO(1*, Cy)) = 1] — Pr[Da(§, ZO(1*, C1)) = 1]] < negl()).

When clear from the context, we will drop 1* as an input to ZO and X as a
subscript of C.
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2.3 10-Compatible Cryptographic Primitives

In this section, we present the syntax and correctness requirement of certain 10-
friendly cryptographic tools which we will be using in the sequel. The security
properties of these primitives can be found in the full version of this paper or in
the references provided in the respective subsections below.

2.3.1 Puncturable Pseudorandom Function

Definition 2.2 (Puncturable Pseudorandom Function: PPRF [23]). A
puncturable pseudorandom function (PPRF) F : Kpprr X Xppre — Veprr consists
of an additional punctured key space Kpprppunc Other than the usual key space
Kppre and PPT algorithms (F.Setup, F.Eval, F.Puncture, F.Eval-Punctured) de-
scribed below. Here, Xpprp = {0, 1}7wr and Vopge = {0, 1170t where Lppppnp
and lpprp_our are polynomials in the security parameter A,

F .Setup(l)‘) — K : The setup authority takes as input the security parameter
1* and uniformly samples a PPRF key K € KCppgp.

F.Eval(K,z) — r: The setup authority takes as input a PPRF key K € Kpprp
along with an input x € Xppre. It outputs the PPRF value r € YVpprr on .
For simplicity, we will represent by F (K, z) the output of this algorithm.

F.Puncture(K,z) — K{z} : Taking as input a PPRF key K € Kpprr along
with an element x € Appry, the setup authority outputs a punctured key
K{.’L‘} € Kpprr-punc-

F.Eval-Puncured(K{z},2") — r or L : An evaluator takes as input a punctured
key K{z} € Kpprppunc along with an input 2’ € Xpppe. It outputs either a
value r € Vppgr or a distinguished symbol | indicating failure. For simplicity,
we will represent by F(K{z},z’) the output of this algorithm.

The algorithms F.Setup and F.Puncture are randomized, whereas, the algo-
rithms F.Eval and F.Eval-Punctured are deterministic.

» Correctness under Puncturing: Consider any security parameter \, K €
Krpre, © € Xpprr, and K{x} & F.Puncture(K, x). Then it must hold that

N JF(K,x"),if o' #x
F(K{x}a') = {L, otherwise

2.3.2 Somewhere Statistically Binding Hash Function

Definition 2.3 (Somewhere Statistically Binding Hash Function: SSB
[18,122]). A somewhere statistically binding (SSB) hash consists of PPT algo-
rithms (SSB.Gen, H, SSB.Open,SSB. Verify) along with a block alphabet X ik
= {0, 1}fssmx | output size lssppasu, and opening space ITgg = {0, 1}y where
lssp-prk, Lssp-nash, Lssp-open are some polynomials in the security parameter A. The
algorithms have the following syntax:

SSB.Gen (1, ngsponix, i) — HK : The setup authority takes as input the security
parameter 1)‘, an integer nggp prx < 22 representing the maximum number of
blocks that can be hashed, and an index i* € [0, ngsppx — 1] and publishes a
public hashing key HK.
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Hux : € Xpmx — h € {0,1}fswmsi ; This is a deterministic function that

SSB-BLK
has the hash key HK hardwired. A user runs this function on input z =
Toll - [T —1 € XMsEmx to obtain as output h = Hyk () € {0, 1} smms,

SSB.Open(HK, z,i) — mgsp : Taking as input the hash key HK, input z €
Yosseex and an index i € [0, Nggppx — 1], & user creates an opening mgsp €
HSSB'

SSB.Verify(HK, h, i, u, Tsss) — 3 € {0,1} : On input a hash key HK, a hash value
h € {0,1}fssmstan index i € [0, nggppx — 1], a value v € Yssppik, and an

opening gy € Igsp, a verifier outputs a bit 5 € {0,1}.

The algorithms SSB.Gen and SSB.Open are randomized, while the algorithm

SSB.Verify is deterministic.

» Correctness: For any security parameter \, integer nssppx < 2%, 4,i* €
$ . $

[0, nssppx — 1], HK <= SSB.Gen(1*, ngspopix, i*), = € Xomseok - and  Tesp

SSB.Open(HK, z, ), we have SSB.Verify(HK, Huk(x), i, T;, Tgsp) = 1.

2.3.3 Positional Accumulator

Definition 2.4 (Positional Accumulator [20,22]). A positional accumula-
tor consists of PPT algorithms (ACC.Setup, ACC.Setup-Enforce-Read, ACC.Setup-
Enforce-Write, ACC.Prep-Read, ACC.Prep-Write, ACC.Verify-Read, ACC.Write-Store,
ACC.Update) along with a block alphabet Xyce.px = {0, 1}f2emx accumulator
size £xce-accumurare, Proof space ITyec = {0, 1}&6("”‘”0" where £yccprr; £aco-accumurare,
{sco-proor are some polynomials in the security parameter A. The algorithms have
the following syntax:

ACC.Setup(1*, nacepix) — (PPace, Wo, STORE) : The setup authority takes as
input the security parameter 1" and an integer nycopx < 2* representing the
maximum number of blocks that can be accumulated. It outputs the public
parameters PP,cc, an initial accumulator value wg, and an initial storage
value STORE.

ACC.Setup-Enforce-Read(1*, nuccnix, (#1,71), - - -, (Trsix)),i*) —  (PPace, wo,
STORE) : Taking as input the security parameter 1)‘, an integer Nceprx < 22X
representing the maximum number of blocks that can be accumulated, a se-
quence of symbol-index pairs ((z1,41), ..., (s, ix)) € (Zacosux X [0, RacopLx—
1])*, and an additional index i* € [0, nacc-px — 1], the setup authority pub-
lishes the public parameters PP,c, an initial accumulator value wy, together
with an initial storage value STOREg.

ACC.Setup—Enforce—Write(l’\7 Nacesiks ((T1,91), -+, Twyin))) — (PPacc, Wo,
STORE() : On input the security parameter 1)‘, an integer nacoprx < 2* denot-
ing the maximum number of blocks that can be accumulated, and a sequence
of symbol-index pairs ((x1,%1), ..., (Tk,%)) € (Zacenx X [0, Racosx — 1])7,
the setup authority publishes the public parameters PP,¢¢, an initial accu-
mulator value wg, as well as, an initial storage value STORE.

ACC.Prep-Read(PPycc, STOREy, iiy) = (Zour, Tacc) : A storage-maintaining party
takes as input the public parameter PP,cc, a storage value STOREy, and an
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index iy € [0, naccpx — 1]. It outputs a symbol zoyr € Xacc-px U{€} (€ being
the empty string) and a proof mycc € yce-

ACC.Prep-Write(PP ¢, STORE, i1y) — AUX : Taking as input the public param-
eter PP,cc, a storage value STORE|y, together with an index i,y € [0, NaccpLx —
1], a storage-maintaining party outputs an auxiliary value AUX.

ACC Verify-Read (PP scc, Wi, Tix, inns Tace) — B e {0,1} : A verifier takes as in-
put the public parameter PP ¢, an accumulator value wyy € {0, 1}#sceacenmias
a symbol zy € Xicopk U {€}, an index iy € [0, nacepx — 1], and a proof
Tace € Iace. It outputs a bit B € {0,1}.

ACC.Write-Store(PPcc, STOREy;, 1y, T1iv) — STOREqyr : On input the public pa-
rameters PP qc, a storage value STOREy, an index iy € [0, nacopx — 1], and a
symbol zy € Yycepik, @ storage-maintaining party computes a new storage
value STOREqyr.

ACC.Update(PP cc, Wixs Tix,y fins AUX) — Wopr OF L : An accumulator-updating
party takes as input the public parameters PP,¢¢, an accumulator value w;y €
{0, 1} frcerceminrs 3 symbol 2y € Syceoprk, an index iy € [0, nacepix — 1], and
an auxiliary value AUX. It outputs the updated accumulator value woyr €
{0, 1} faceacenmiare or the designated reject string L.

Following [20,(10|, in this paper we will consider the algorithms ACC.Setup,
ACC.Setup-Enforce-Read, and ACC.Setup-Enforce-Write as randomized while all
other algorithms as deterministic.

» Correctness: Consider any symbol-index pair sequence ((z1,41),. .., (Tx,ix))

. 3
€ (Xacenix X [0, nacesix — 1])*. Fix any (PPacc, wo, STOREg) <— ACC.Setup(l)‘,
Nacosik)- For j = 1,... K, iteratively define the following:

— STORE; = ACC.Write-Store(PPcc, STORE; 1,1}, ;)
— AUX; = ACC.Prep-Write(PP oo, STORE; 1, ;)
- w; = ACC.Update(PPAcc,wj_l,xj,ij,AUXj)

The following correctness properties are required to be satisfied:

i) For any security parameter \, nycepx < 27, index i* € [0, naccpx — 1], se-
quence of symbol-index pairs ((z1,41), .., (Zx,ix)) € (Zacenix X [0, RacopLx—
1])%, and (PP scc, wo, STORE) & ACC.Setup(1*, nycoopix ), if STORE, is com-
puted as above, then ACC.Prep-Read(PP,uc, STORE,,i*) returns (2, Tacc)
where j is the largest value in [k] such that i; = i*.

ii) For any security parameter \, n,ccpx < 27, sequence of symbol-index pairs
((xlvil)a ) (xmin)) € (ZACC—BLK X [OvnACC—BLK - 1])57 (S [OanACC—BLK - 1];
and (PPacc, wo, STOREq) & ACC.Setup(l)‘,nAcc_BLK), if STORE,, and w,, are
computed as above and (Zour, Tacc) = ACC.Prep-Read(PP,¢c, STORE,;, i),
then ACC.Verify-Read(PP scc, Wy, Tours 1y Tace) = 1

2.3.4 Iterator

Definition 2.5 (Iterator [20]). A cryptographic iterator consists of PPT al-
gorithms (ITR.Setup, ITR.Set-Enforce, ITR.Iterate) along with a message space
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Mg = {0, 1}amewse and iterator state size fipp gy, where fippusa, fir-sr are some
polynomials in the security parameter A. Algorithms have the following syntax:

ITR.Setup(l/\,nITR) — (PPirr,v0) : The setup authority takes as input the se-
curity parameter 1* along with an integer bound nyy < 2* on the number
of iterations. It outputs the public parameters PPz and an initial state
v € {0, 1} st

ITR.Setup—Enforce(l)‘,nmh(uh...7u,€)) — (PPirw,v0) : Taking as input the
security parameter 1%, an integer bound ny < 2%, together with a sequence
of k messages (u1,...,H1s) € ME,, where k < nyy, the setup authority
publishes the public parameters PPy, and an initial state vy € {0, 1}fmesr,

ITR.Iterate(PPyyy, vy € {0, 1} 1) — vopp @ On input the public parame-
ters PPip, a state vy, and a message u € M, an iterator outputs an
updated state voyr € {0, 1}, For any integer x < nym, we will write
ITR.Iterate” (PP, vo, (41, - .-, i) to denote ITR.Iterate(PPirg, Vs—1, tix),
where v; is defined iteratively as v; = ITR.Iterate(PPig,vj_1,p;) for all
j=1,..  k—1.

The algorithm ITR.Iterate is deterministic, while the other two are randomized.

2.3.5 Splittable Signature

Definition 2.6 (Splittable Signature: SPS [20]). A splittable signature scheme
(SPS) for message space Mgps = {0, 1}57s¢ and signature space Sgps = {0, 1}frssc,
where Lgps vsa, fsps-sic are some polynomials in the security parameter A, consists
of PPT algorithms (SPS.Setup, SPS.Sign, SPS.Verify, SPS.Split, SPS.Sign-ABO)
which are described below:

SPS.Setup(l)‘) — (SKsps, VKsps, VKgps.res) @ The setup authority takes as input
the security parameter 1* and generates a signing key SKgps, a verification
key VKgpg, together with a reject verification key VKgps pg;-

SPS.Sign(SKgps, m) — ogps : A signer given a signing key SKgps along with a
message m € Mgpg, produces a signature ogps € Seps.

SPS.Verify(VKgps, m, Ogpg) — Be {0,1} : A verifier takes as input a verification
liey VKgps, @ message m € Mgpg, and a signature ogps € Sgps. [t outputs a bit
B € {0,1}.

SPS.Split(SKsps, m*) — (Tsps-one,m* > VKsps-ong, SKsps-aso, VKsps-apo) : On input
a signing key SKgps along with a message m* € Mgpg, the setup au-
thority generates a signature osps-one,m* = SPS.Sign(SKgps, m*), a one-
message verification key VKgps.ong, and all-but-one signing-verification key
pair (SKSPS—ABm VKSPS*ABO)'

SPS.Sign-ABO(SKsps_apos M) — 0gps Or L : An all-but-one signer given an all-
but-one signing key SKgps-apo and a message m € Mgpg, outputs a signature
osps € Sgps Or a distinguished string L to indicate failure. For simplicity of
notation, we will often use SPS.Sign(SKgps-ano, m) to represent the output of
this algorithm.
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We note that among the algorithms described above, SPS.Setup and SPS.Split
are randomized while all the others are deterministic.

» Correctness: For any security parameter A\, message m* € Mgpg, (SKsps, VKgps,

$ A $
VKSPS—REJ) — SPS-SetUP(l )7 and (USPS—ONE,m*;VKSPs—ONEaSKSPS—ABmVKSPs—ABo) —

SPS.Split(SKgps, m*) the following correctness conditions hold:

i) Vm € Mgps, SPS.Verify(VKsps, m, SPS.Sign(SKgps, m)) = 1.

ii) Vm # m* € Mgps, SPS.Sign(SKgps, m) = SPS.Sign-ABO(SKsps-ano, ).

ili) Vogps € Ssps, SPS.Verify(VKsps-ong, M*, 0sps) = SPS.Verify(VKgps, m*, ogps ).
iV) vm 7é m* € Msps’ Osps € SSPS>

SPS Verify(VKsps-apo, M, 0sps) = SPS.Verify(VKgps, m, 0sps).

V) Vm #m* € Mgps, Osps € Ssps, SPS-Verify(VKSPs—ONE7m7USPS) = 0.

vi) Vosps € Sps, SPS.Verify(VKsps apo, m™, 0sps) = 0.
Vii) Vm € Mgps, Tsps € Ssps, SPS-Verify(VKSPS—RE.b m, Osps) = 0.

3 Owur CPRF for Turing Machines

3.1 Notion

Definition 3.1 (Constrained Pseudorandom Function for Turing Ma-
chines: CPRF [10]). Let M, be a family of TM’s with (worst case) running
time bounded by T = 2*. A constrained pseudorandom function (CPRF) with
key space Kopprp, input domain Xepre C {0, 1}*, and output space Vepre C {0, 1}*
for the TM family M consists of an additional key space Keprr-const and PPT al-
gorithms (CPRF.Setup, CPRF.Eval, CPRF.Constrain, CPRF.Eval-Constrained) de-
scribed as follows:

CPRF.Setup(1*) — SKcpre : The setup authority takes as input the security
parameter 1* and generates the master CPRF key SKcprp € Keprp-

CPRF.Eval(SKcpre, ) — v : On input the master CPRF key SKcprr along with
an input z € AXprp, the setup authority computes the value of the CPRF
Yy € Yepre- For simplicity of notation, we will use CPRF(SKcprr, ) to indicate
the output of this algorithm.

CPRF.Constrain(SKeppr, M) — SKepre{ M} : Taking as input the master CPRF
key SKcprr and a TM M € M, the setup authority provides a constrained
key SKcpre{M} € Koprr-consr t0 a legitimate user.

CPRF.Eval-Constrained(SKepre {M }, ) — y or L : A user takes as input a con-
strained key SKepre{M} € Kcprrconst, corresponding to a legitimate TM
M € My, along with an input x € Xeprp. It outputs either a value y € Vepre
or | indicating failure.

The algorithms CPRF.Setup and CPRF.Constrain are randomized, whereas, the
other two are deterministic.

» Correctness under Constraining: Consider any security parameter A,
SKoprr € Koprey, M € My, and SKepre{ M } & CPRF.Constrain(SKgpre, M ). The
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following must hold:
CPRF(SK¢prr, ), if M(z) =1

CPRF.Eval-Constrained (SKcpre {M }, ) = {J_ otherwise

» Selective Pseudorandomness: This property of a CPRF is defined through
the following experiment between an adversary .4 and a challenger B:

e A submits a challenge input x* € Xeprp to B.
e BB generates a master CPRF key SKcprr & CPRF .Setup(1*). Next it selects
a random bit b < {0,1}. If b = 0, it computes y* = CPRF(SKcpge, z*).

Otherwise, it chooses a random y* i Yeopre- It returns y* to A.
¢ A may adaptively make a polynomial number of queries of the following kinds
to B:
— Evaluation query: A queries the CPRF value at some input z € Xcpgp
such that x # x*. B provides the CPRF value CPRF(SKopge, ) to A.
— Key query: A queries a constrained key corresponding to TM M € M),
subject to the constraint that M(x*) = 0. B gives the constrained key

SKcprr{ M } & CPRF.Constrain(SKcpgrr, M) to A
e A eventually outputs a guess bit b’ € {0, 1}.

The CPRF is said to be selectively pseudorandom if for any PPT adversary A,
for any security parameter A\,

AdvST (N = [Pr[b = b'] — 1/2] < negl())

for some negligible function negl.

Remark 3.1. As pointed out in [16}|9], note that in the above selective pseu-
dorandomness experiment, without loss of generality we may assume that the
adversary A only makes constrained key queries and no evaluation query. This
is because any evaluation query at input & € AXprr can be replaced by con-
strained key query for a TM M, € M that accepts only z. Since, the restriction
on the evaluation queries is that © # z*, M,(z*) = 0, and thus M, is a valid
constrained key query. We will use this simplification in our proof.

3.2 The CPRF Construction of Deshpande et al.

In EUROCRYPT 2016, Deshpande et al. [10] presented a CPRF construction
supporting inputs of unconstrained polynomial length based on indistinguisha-
bility obfuscation and injective pseudorandom generators, which they claimed to
be selectively secure. Unfortunately, their security argument has a flaw. In this
section, we give an informal description of their CPRF construction and point
out the flaw in their security argument.

Overview of the CPRF Construction of [10]: The principle ideas behind
the CPRF construction of [10] are as follows: To produce the CPRF output their
construction uses a PPRF F and a positional accumulator. A master CPRF key
consists of a key K for the PPRF F and a set of public parameters PP, of the
positional accumulator. The CPRF evaluation on some input * = xg...2¢,_1 €
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Xopre C {0,1}* is simply F (K, winp), where wyyp is the accumulation of the bits
of = using PP,cc-

A constrained key of the CPRF, corresponding to some TM M, comprises of
PP,cc along with two programs P; and Pcprr, which are obfuscated using 10.
The first program Py, also known as the initial signing program, takes as input
an accumulator value and outputs a signature on it together with the initial
state and header position of the TM M. The second program Peprr, also called
the next step program, takes as input a state and header position of M along
with an input symbol and an accumulator value. It essentially computes the
next step function of M on the input state-symbol pair, and eventually outputs
the proper PRF value, if M reaches the accepting state. The program Pcpgr also
performs certain authenticity checks before computing the next step function of
M in order to prevent illegal inputs. For this purpose, Pcprr additionally takes
as input a signature on the input state, header position, and accumulator value,
together with a proof for the positional accumulator. The program Pgpgy verifies
the signature as well as checks the accumulator proof to get convinced that
the input symbol is indeed the one placed at the input header position of the
underlying storage of the input accumulator value. If all these verifications pass,
then Pcprr determines the next state and header position of M, as well as, the
new symbol that needs to be written to the input header position. The program
Perre then updates the accumulator value by placing the new symbol at the
input header position as well as signs the updated accumulator value along with
the computed next state and header position of M. The signature scheme used
by the two programs is a splittable signature. In order to deal with the positional
accumulator related verifications and updations, the program Pgprr has PP,
hardwired.

Evaluating the CPRF on some input x using a constrained key, corresponding
to some TM M, consists of two steps. In the first step, the evaluator computes
the accumulation wyp of the bits of x using PP ¢, which are also included in the
constrained key, and then obtains a signature on wyp together with the initial
state and header position of M by running the program P;. The second step is
to repeatedly run the program Pepgr, €ach time on input the current accumula-
tor value, current state and header position of M, along with the signature on
them. Additionally, in each iteration the evaluator also feeds wyp t0 Peprp. The
iteration is continued until the program Pcprp either outputs the PRF evaluation
or the designated null string L indicating failure.

The Flaw: In order to prove selective pseudorandomness of the above CPRF
construction, the authors of [10] extends the techniques introduced in [20] in the
context of proving security of message-hiding encoding scheme for TM’s. More
precisely, the authors of [10] proceed as follows: During the course of the proof,
the authors aim to modify the constrained keys given to the adversary A in the
selective pseudorandomness experiment, discussed in Section 3.1} to embed the
punctured PPRF key K{w,} punctured at wj, instead of the full PPRF key
K, which is part of the master CPRF key sampled by the challenger B. Here,

Wiye 18 the accumulation of the bits of the challenge input z*, submitted by
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the adversary A, using PP,cc, included within the master CPRF key generated
by the challenger B. In order to make this substitution, it is to be ensured
that the obfuscated next step programs included in the constrained keys never
outputs the PRF evaluation for inputs corresponding to wy, even if reaching the
accepting state. The proof transforms the constrained keys one at a time through
multiple hybrid steps. Suppose that the total number of constrained keys queried
by A be ¢. Consider the transformation of the 1" constrained key (1 < v < §)
corresponding to the TM M) that runs on the challenge input z* for t**) steps
and reaches the rejecting state. In the course of transformation, the obfuscated
next step program ’P((;Ilf]);{F of the v*" constrained key is first altered to one that
never outputs the PRF evaluation for inputs corresponding to w;, within the first
t*(*) steps. Towards accomplishing this transition, the challenger B at various
stages needs to generate PP,cc in read/write enforcing mode where the enforcing
property should be tailored to the steps of execution of the specific TM M *)
on z*. For instance, at some point of transformation of the v*" constrained key,
PP,cc needs to be set in the read enforcing mode by B on input (i) the entire
sequence of symbol-position pairs arising from iteratively running M*) on z*
upto the t** step and (ii) the enforcing index corresponding to the header position
of M®) at the t'" step while running on z*, where 1 < t < t**). Evidently, if
A makes the constrained key queries adaptively, which it is allowed to do in the
selective pseudorandomness experiment, then B can determine those symbol-
position pairs only after receiving the v*" queried TM M) from A. However,
B would also require PP, while creating the constrained keys queried by A
before making the v*" constrained key query and even possibly for preparing
the challenge value for A. Thus, it is immediate that B must generate PP,c¢
prior to receiving the v*™ query from A. This is impossible as setting PP,cc
in read enforcing mode requires the knowledge of the TM M®), which is not
available before the v*" constrained key query of A. A similar conflict also arises
when B attempts to setup PP,co in the write enforcing mode tailored to M®).
This serious flaw renders the proof of selective pseudorandomness of the CPRF
construction of [10] invalid. Ofcourse, this problem would clearly not arise if
the pseudorandomness of the CPRF construction of [10] is analysed in a weaker
model in which the adversary A is forced to submit all the constrained key
queries along with the challenge input at the beginning of the experiment, i.e.,
before the challenger B performs the setup. However, this weaker model is rather
unrealistic as it renders the adversary A completely static.

3.3 Our Techniques to Fix the Flaw of [10]

Observe that a set of public parameters of the positional accumulator must be
included within each constrained key. This is mandatory due to the required up-
datability feature of positional accumulator, which is indispensable to keep track
of the current situation while running the obfuscated next step program Pcprr
iteratively in the course of evaluating the CPRF on some input. The root cause
of the problem in the selective security argument of [10] is the use of a single set
of public parameters PP, of the positional accumulator throughout the system.
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Therefore, as a first step, we attempt to assign a fresh set of public parameters
of the positional accumulator to each constrained key. However, for compressing
the PRF input to a fixed length, on which F can be applied producing the PRF
output, we need a system-wide compressing tool. We employ SSB hash for this
purpose. The idea is that while evaluating the CPRF on some input x using a
constrained key, corresponding to some TM M, the evaluator first computes the
hash value h by hashing x using the system wide SSB hash key, which is part
of the master key. The evaluator also computes the accumulator value wyp by
accumulating the bits of x using the public parameters of positional accumulator
included in the constrained key. Then, using the obfuscated initial signing pro-
gram P1, included in the constrained key, the evaluator will obtain a signature
on wyp along with the initial state and header position of M. Finally, the evalu-
ator will repeatedly run the obfuscated next step program Pcpgr, included in the
constrained key, each time giving as input all the quantities as in the evaluation
algorithm of |10], except that it now feeds the SSB hash value h in place of wyp
in each iteration. This is because, in case Pcprr reaches the accepting state, it
would require h to apply F for producing the PRF output.

However, this approach is not completely sound yet. Observe that, a possibly
malicious evaluator can compute the SSB hash value h on the input z, on which
it wishes to evaluate the CPRF although M does not accepts it, and initiates
the evaluation by accumulating the bits of only a substring of & or some entirely
different input, which is accepted by M. To prevent such malicious behavior, we
include another |0-obfuscated program P, within the constrained key, known as
the accumulating program, whose purpose is to restrict the evaluator from accu-
mulating the bits of a different input rather than the hashed one. The program
Ps takes as input an SSB hash value h, an index 7, a symbol, an accumulator
value, a signature on the input accumulator value (along with the initial state
and header position of M), and an opening value for SSB. The program P, veri-
fies the signature and also checks whether the input symbol is indeed present at
the index 7 of the string that has been hashed to form h, using the input opening
value. If all of these verifications pass, then Py updates the input accumulator
value by writing the input symbol at the i*® position of the accumulator stor-
age. We also modify the obfuscated initial signing program P;, included in the
constrained key, to take as input a hash value and output a signature on the
accumulator value corresponding to the empty accumulator storage, along with
the initial state and header position of M.

Moreover, for forbidding the evaluator from performing the evaluation by
accumulating an M-accepted substring of the hashed input, we define our PRF
output as the evaluation of F on the pair (hash value, length) of the input in
stead of just the hash value of the input. Note that, without loss of generality,
we can set the upper bound of the length of PRF inputs to be 2*, where X is the
underlying security parameter in view of the fact that by suitably choosing \ we
can accommodate inputs of any polynomial length. This setting of upper bound
on the input length is implicitly considered in [10]. Now, as the input length is
bounded by 2*, the input length can be expressed as a bit strings of length \.
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Thus, the PRF input length can be safely fed along with the SSB hash value of
PRF input to F, which can handle only inputs of apriori bounded length. Hence,
the obfuscated next step programs Pcprr included in our constrained keys must
also take as input the length of the PRF input for producing the PRF value if
reaching to the accepting state.

Therefore, to evaluate the CPRF on some input using a constrained key, cor-
responding to some TM M, an evaluator first hash the PRF input. The evaluator
also obtains a signature on the empty accumulator value included in the con-
strained key, by running the obfuscated initial signing program P; on input the
computed hash value. Next, it repeatedly runs the obfuscated accumulating pro-
gram P5 to accumulate the bits of the PRF input. Finally, it runs the obfuscated
next step program Pepgr iteratively on the current accumulator value along with
other legitimate inputs until it obtains either the PRF output or 1.

Regarding the proof of security, notice that the problem with enforcing the
public parameters of the positional accumulator while transforming the queried
constrained keys will not appear in our case as we have assigned a separate set of
public parameters of positional accumulator to each constrained key. However,
our actual security proof involves many subtleties that are difficult to describe
with this high level description and is provided in full details in the sequel. We
would only like to mention here that to cope up with certain issues in the proof
we further include another 10-obfuscated program Pj3 in the constrained keys,
known as the signature changing program, that changes the signature on the ac-
cumulation of the bits of the PRF input before starting the iterative computation
with the obfuscated next step program Pcpryp.

We follow the same novel technique introduced in [10] for handling the tail
hybrids in the final stage of transformation of the constrained keys. Note that
as in [10], we are also considering TM’s which run for at most 7' = 2 steps
on any input. Unlike [20], the authors of [10] have devised a beautiful approach
to obtain an end to end polynomial reduction to the security of 10 for the tail
hybrids by means of an injective pseudorandom generator (PRG). We directly
adopt that technique to deal with the tail hybrids in our security proof. A high
level overview of the approach is sketched below. Let us call the time step 27 as
the 7" landmark and the interval [27,27+1 — 1] as the 7'} interval. Like [10],
our obfuscated next step programs Pgprr included within the constrained keys
take an additional PRG seed as input at each time step, and perform some
additional checks on the input PRG seed. At time steps just before a landmark,
the programs output a new pseudorandomly generated PRG seed, which is then
used in the next interval. Using standard 10 techniques, it can be shown that
for inputs corresponding to (h*,¢*), if the program Peprr outputs L, for all
time steps upto the one just before a landmark, then we can alter the program
indistinguishably so that it outputs L at all time steps in the next interval. Here
h* and ¢* are respectively the SSB hash value and length of the challenge input
x* submitted by the adversary A in the selective pseudorandomness experiment.
Employing this technique, we can move across an exponential number of time
steps at a single switch of the next step program Pepgy-
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3.4 Formal Description of Our CPRF

Now we will formally present our CPRF construction where the constrained keys
are associated with TM’s. Let A be the underlying security parameter. Consider
the family M of TM’s, the members of which have (worst-case) running time
bounded by T = 2%, input alphabet Ly, = {0, 1}, and tape alphabet Xy pp =
{0,1,_}. Our CPRF construction utilizes the following cryptographic building
blocks:

i)
ii)

iii)

iv)
v

vi)
vii)

Z0O: An indistinguishability obfuscator for general polynomial-size circuits.
SSB = (SSB.Gen, H, SSB.Open, SSB.Verify): A somewhere statistically bind-
ing hash function with Yggs sx = {0,1}.

ACC = (ACC.Setup, ACC.Setup-Enforce-Read, ACC.Setup-Enforce-Write,
ACC.Prep-Read, = ACC.Prep-Write, = ACC.Verify-Read, =~ ACC.Write-Store,
ACC.Update): A positional accumulator with X,ccpx = {0, 1, _}.

ITR = (ITR.Setup, ITR.Setup-Enforce, ITR.Iterate): A cryptographic iterator
with an appropriate message space My

SPS = (SPS.Setup, SPS.Sign, SPS.Verify, SPS.Split, SPS.Sign-ABO): A
splittable signature scheme with an appropriate message space Mgps.

PRG: {0,1}* — {0,1}?*: A length-doubling pseudorandom generator.

F = (F.Setup, F.Puncture, F.Eval): A puncturable pseudorandom function
whose domain and range are chosen appropriately. For simplicity, we assume
that F has inputs and outputs of bounded length instead of fixed length
inputs and outputs. This assumption can be easily removed by using different
PPRF’s for different input and output lengths.

Our CPRF construction is described below:

CPRF.Setup(1*) — SKeppe = (K, HK): The setup authority takes as input the

security parameter 1* and proceeds as follows:
1. It first chooses a PPRF key K & F Setup(1?).

2. Next it generates HK & SSB.Gen(l’\,nSSB_BLK =2 i* =0).
3. It sets the master CPRF key as SK¢prr = (K, HK).

CPRF.Eval(SKcprr, ) — vy = F(K, (h,{,)): Taking as input the master CPRF

key SKeprr = (K, HK) along with an input @ = zg...2,,1 € Xepre, Where
|z| = £., the setup authority executes the following steps:

1. Tt computes h = Hyx(x).

2. Tt outputs the CPRF value on input x to be y = F(K, (h,£)).

CPRF.Constrain(SKepre, M) — SKepre{M } = (HK, PP, Wo, STOREg, PPy, Vo,

P1, P2, P3, Peprr): On input the master CPRF key SKeprr = (K, HK) and a
T™M M = (Q, X, Zrare, 0, 90, Gacs Gres) € My, the setup authority performs
the following steps:

1. At first, it selects PPRF keys K1, ..., Kx, Ksps 4, Ksps,E & F.Setup(1?).
2. Next, it generates (PPacc,wp, STORE() & ACC.Setup(l)‘,nACC_BLK = 2Y)
and (PPyrg, vo) & ITR.Setup(1*, nypr = 2*).
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3. Then, it constructs the following obfuscated programs:
— P1 =ZO(Init-SPS.Prog|qo, wo, vo, Ksps, E]),
— Py = TO(Accumulate.Prog[nsss sk = 2%, HK, PPacc, PPirg, Keps 1)),
— P3 = ZO(Change-SPS.Prog[Keps, 4, Ksps E])s
— Peprr = ZO(Constrained-Key.Prog .. [M, T = 2*, PPucc, PPig, K,
Kl, B Kkstps,A])v
where the programs Init-SPS.Prog, Accumulate.Prog, Change-SPS.Prog, and

Constrained-Key.Prog .., are depicted respectively in Figs.
and 3.4

4. Tt Provides the constrained key SKeppp{M} = (HK,PP,cc, Wp, STORE,
PPirg, V0, P1, P2, P3, Popre) € Keprr-const t0 a legitimate user.

Constants: Initial TM state go, Accumulator value wo, Iterator value vo, PPRF key
KSPS,E

Input: SSB hash value h
Output: Signature ogps our
1. Compute 7rsps,r = F(Kss,m,(h,0)) and (SKss,E, VKses, B, VKspsnes, ) =

SPS.Setup(1*; 7sps. ).
2. Output Tsps,ouT — SPS.Sign(SKsps,Ea (U07 qo, Wo, 0))

Fig. 3.1. Init-SPS.Prog

Constants: Maximum number of blocks for SSB hash ngsppx = ZA, SSB hash
key HK, Public parameters for positional accumulator PP,cc, Public
parameters for iterator PPy, PPRF key Kgps £

Inputs: Index i, Symbol SYMy, TM state ST, Accumulator value wiy, Auxiliary

value AUX, Iterator value vy, Signature ospsn, SSB hash value h, SSB
opening value 7ssn

Output: (Accumulator value wour, Iterator value vour, Signature ogspsour), or L

1.(a) Compute 75,6 = F(Kss g, (h,i)) and (SKses,E, VKsps, By VKsps-res, B )
SPS.Setup(l’\; TSPS,E)~
(b) Set miy = (v, ST, wix, 0). If SPS.Verify(VKses, £, Mun, Tsps,iv) = 0, output L.
2. If SSB.Verify(HK, h, i, SYMy, sss) = 0, output L.
3.(a) Compute wour = ACC.Update(PPcc, Wi, SYMyy, ¢, AUX). If wour = L, output L.
(b) Compute vour = ITR.Iterate(PPix, vin, (ST, Wiy, 0)).
4.(&) ComPU-te TS,‘PS,E = f(KSPS,Ea(h>i + 1)) and (SKéPS,E7VK;PS,E7VK;PS-REJ,E) =
SPS.Setup(1*; Tps 1)
(b) Set movr = (vour, ST, Wour, 0). Compute osps,ovr = SPS.Sign(SKps, 2, Mour)-
5. OUtPUt (wOUT7 Vour, USPS,OUT)~

Fig. 3.2. Accumulate.Prog
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Constants: PPRF keys Ksps, 4, Ksps,E

Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value
h, Length livp, Signature osps v

Output: Signature ogspsour, Or L

1.(&) Compute Tsps,E = .F(KSPS’E, (h,Z[]\‘P)) and (SKsps,E,VKSPs,E7 VKSPSfRE.I,E) =
SPS.Setup(lA;Tsps,E)-
(b) Set m = (v,sT,w,0). If SPS.Verify(VKsps, £, M, Tsps,n) = 0, output L.
2.(a) Compute reps,a = F(Ksps,a, (h, lixe,0)) and (SKsps, 4, VKsps, 4, VKsps-rus, 4) =
SPS.Setup(1*; 7'sps,4).
(b) Output oses,our = SPS.Sign(SKsps, 4, m).

Fig. 3.3. Change-SPS.Prog

Constants: TM M = (Q, Xie, Zrars, 0, G0, Gac, @res), Time bound T = ZA, Public
parameters for positional accumulator PP,cc, Public parameters for
iterator PPir, PPRF keys K, K1, ..., Kx, Ksps,a

Inputs: Time ¢, String SEED\, Header position POS,, Symbol SYMy, TM state
ST, Accumulator value wiy, Accumulator proof macc, Auxiliary value
AUX, Iterator value v, SSB hash value h, length £, Signature osps

Output: CPRF evaluation F(K, (h,lwe)), or Header Position (POSour, Symbol
SYMour, T M state STour, Accumulator value woyr, Iterator value vour,
Signature osps,our, String SEEDour), or L

1. Identify an integer 7 such that 27 < ¢ < 277! If [PRG(SEEDy) #
PRG(F (K-, (h, bwe))] A [t > 1], output L.

2. If ACC.Verify-Read(PPcc, Win, SYMiy, POSiy, Tace) = 0, output L.

3(3) ComPUte T'sps,A = f(Ksps,A, (h, ZINP7 t— 1)) and (SKSPS,A, VKsps, A, VKSPS—REJ,A) =
SPS.Setup(1*; 7sps. ).

b) Set mn = (viv, STiv, Win, POSiv). If SPS.Verify(VKsps, 4, M, Tsps, i) = 0, output L.

a) Compute (STour, SYMour, ) = 0(STm, SYM) and POSeur = POSiy + 5.

b) If STour = qres, output L.
Else if STour = gac, output F(K, (h, lip))-

5.(a) Compute wour = ACC.Update(PPacc, Win, SYMour, POSiv, AUX). If wour = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, vin, (STin, Win, POSI)).
6(&) ComPUte T;PS,A = ‘F(KSPS,Aa(haEINPvt)) and (SK;PS,AvVK;PS,Av\/K;Ps—REJ,A) =

SPS.Setup(17; 7. 4)-
(b) Set movr = (UOUT, STour, Wour, POSOUT)-
Compute osps,ovr = SPS.Sign(SKips 4, Mour)-
7.If t+1=2", set SEEDoyr = F (K7, (b b))
Else, set SEEDoyr = €.
8. Output (POSour, SYMour, STour, Wour, Vour, Tsps,ours SEEDour ).

Fig. 3.4. Constrained-Key.Prog .

CPRF.Eval-Constrained(SKepre { M }, ) — y = F(K, (h,€;)) or L: A user takes
as input its constrained key SKeppp{M} = (HK, PPAcc, Wo, STOREq, PPy, Vo,
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P1, P2, P3, Poprr) € Keprr-consr corresponding to some legitimate TM M =
(Q, Xinpy Xrares 0, Q05 Gacs qrey) and an input © = xg...2¢,—1 € Xopre With
|x| = £.. Tt proceeds as follows:
1. Tt first computes h = Hyx(z).
2. Next, it computes Ggps,0 = P1(h).
3. Then for j =1,...,¥,, it iteratively performs the following:
(a) It computes megp j—1 < SSB.Open(HK, z,j — 1).
(b) It computes AUX; = ACC.Prep-Write(PP,cc, STORE; 1, — 1).
(c) It computes OUT = Po(j — 1,2j_1,q0, Wj—1,AUX;,V;j—1, Tsps,j—1, N,
7TSSB,j—l)-
(d) Ifout = L, it outputs OUT. Else, it parses OUT as OUT = (wj, V;, Fsps,j)-
(e) It computes STORE; = ACC.Write-Store(PP ¢, STORE; 1,5 — 1,2;_1).
4. Tt computes osps 0 = P3(qo, we,, Ve, Py U, Teps,e,)-
. It sets POS;7,0 = 0 and SEEDg = e.
6. Suppose, M runs for t, steps on input z. For ¢t = 1,...,t,, it iteratively
performs the following steps:
(a) It computes (SYMas,t—1, Taco,t—1) = ACC.Prep-Read(PP,cc, STOREy, 411,
POSM7t_1).
(b) It computes AUXy, +; = ACC.Prep-Write(PPc, STORE(, +4—1, POSAf,t—1)-
(c) It computes OUT = Pepre(t, SEED_1,POSAst—1,SYMr¢—1, ST t—1,
Wyt —15 Tace,t—1, AUXe, 44, Veytt—15 1y Ly, Osps 1)
(d) If ¢ = ty, it outputs OUT. Otherwise, it parses OUT as OUT = (POSjz ¢,

(@31

WRITE
SYME\/I,t ), STM,t, We, 4ty Vly+ts Osps,ty SEEDt).
(e) It computes STOREy, +; = ACC.Write-Store(PP,cc, STOREy, 441,

WRITE
POSAt—1, SYMEW ))

Theorem 3.1. Assuming ZO is a secure indistinguishability obfuscator for P /poly,
F is a secure puncturable pseudorandom function, SSB is a somewhere statis-
tically binding hash function, ACC is a secure positional accumulator, ITR is a
secure cryptographic iterator, SPS is a secure splittable signature scheme, and
PRG is a secure injective pseudorandom generator, our CPRF construction sat-
isfies correctness under constraining and selective pseudorandomness properties.

The proof of Theorem is provided in the full version of this paper.

Remark 3.2. We note that concurrently and independently of our work, Desh-
pande et al. [11] have recently provided an alternative fix to the flaw in [10]
discussed in Section [3.2] by replacing the standard positional accumulators used
in the CPRF construction of [10] with an advanced variant of positional accu-
mulators, namely, history-less positional accumulators [3]|. Unlike standard po-
sitional accumulators, in case of history-less positional accumulators, setting up
the public parameters in read/write enforcing mode does not require any his-
tory of symbol-index pairs as input. Consequently, the problem in the simulation
of [10] discussed in Section resulting from the use of standard positional ac-
cumulators, would clearly not arise if history-less positional accumulators are
utilized in the CPRF construction of [10] instead. However, we emphasize that
our approach towards resolving the flaw of [10] brings about some new subtle
technical ideas which might be useful elsewhere as well.
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4 Owur CVPRF for Turing Machines

4.1 Notion

Definition 4.1 (Constrained Verifiable Pseudorandom Function for Tur-
ing Machines: CVPRF). Let M be a family of TM’s with (worst-case) run-
ning time bounded by T = 2*. A constrained verifiable pseudorandom function
(CVPRF) for M with key space Kcyprr, input domain Xeyvpre C {0, 1}*, and
output space Vevpre C {0,1}* consists of a constrained key space Kevprr-consts
a proof space Ioyprr, along with PPT algorithms (CVPRF.Setup, CVPRF.Eval,
CVPREF.Prove, CVPRF.Constrain, CVPRF.Prove-Constrained, CVPRF.Verify) which
are described below:

CVPRF.Setup(l)‘) — (SKoverr, VKcverr) @ The setup authority takes as input
the security parameter 1* and generates a master CVPRF key SKeypre along
with a public verification key VKcypre-

CVPRF.Eval(SKayprr, ) — ¥ : Taking as input the master CVPRF key SKcyprr
and an input © € Xeyprr, the trusted authority outputs the value of the func-
tion y € Yoyprr. For simplicity of notation, we will denote by CVPRF(SKcverr,
x) the output of this algorithm.

CVPRF.Prove(SKcyprr, ) — Tevere : Taking as input the master CVPRF key
SKcvprre and an input x € Xoyprp, the trusted authority outputs a proof
Toverr € Hovpre-

CVPRF.Constrain(SKeyprr, M) — SKevpre{M} : On input the master CVPRF
key SKcyprr and a TM M € M, the setup authority provides a constrained
key SKevere{ M} to a legitimate user.

CVPRF.Prove-Constrained(SKevere{M }, ) — (y,Tevere) Or L : A user takes
as input its constrained key SKeypre{M} corresponding to a legitimate TM
M € M, and an input z € Xovpre. It outputs either a value-proof pair
(y, Teverr) € Yevere X Hevere Or (L, L) indicating failure.

CVPRF Verify(VKaypres T, Y, Tovere) — Be {0,1} : A verifier takes as input the

public verification key VKcyprp, an input z € Xeyprr, aAvalue Y € Voverrs
together with a proof meyprr € Ieypre- It outputs a bit beta € {0,1}.

The algorithms  CVPRF.Setup, = CVPRF.Prove, CVPRF.Constrain  and
CVPRF.Prove-Constrained are randomized, while the other two algorithms are
deterministic.

» Provability: For any security parameter A, (SKcverr, VKcvprr) &

CVPRF Setup(1*), M € My, SKoypre{M} < CVPRF.Constrain(SKoypue, M), © €

Xeverr, and (Y, Toverr) & CVPREF.Prove-Constrained (SKcvprr { M }, ), the follow-
ing holds:

o If M(z) = 1, then y = CVPRF(SKayprr, ) and CVPRF . Verify(VKcypre, 2, ¥,

7TCVPRF) =1.

o If M(x) =0, then (y, mcverr) = (L, L).
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The security requirements of a CVPRF are formally defined in the full version of
this paper.

4.2 Techniques Adapted in Our CVPRF Construction

Let us now sketch our technical ideas to extend our CPRF construction to in-
corporate the verifiability feature. The additional tool that we use for this en-
hancement is a public key encryption (PKE) scheme which is perfectly correct
and chosen plaintext attack (CPA) secure. Besides the PPRF key K, used to gen-
erate the PRF output, and the SSB hash key, we include within the master key
another PPRF key Kpxp to generate randomness for the setup and encryption
algorithms of PKE. As earlier, the PRF output on some input z is F(K, (h,£,)),
where h and ¢, are respectively the SSB hash value and length of . The non-
interactive proof of correctness consists of a PKE public key PKpyy together
with a pseudorandom string rpxg 2. The randomness rpxe1 for setting up the
PKE public key PKpky along with the pseudorandom string 7pkg 2 are formed as
TPKE,IHTPKEQ = »F(KPKEa (h7 Ez))

The public verification key comprises of the same SSB hash key as included
in the master PRF key, together with an 10-obfuscated program Veypgr, known as
the verifying program. The verifying program Vcyprr has the PPRF keys K and
Kk hardwired in it. It takes as input an SSB hash value h and PRF input length
linp. Tt first computes the concatenated pseudorandom strings fpxp 1||feke2 =
F(Kpkg, (hy bixp)). Next, it runs the PKE setup algorithm using the generated ran-
domness 7pyp 1 and creates a PKE public key PKpyg. The program outputs PKpgs
together with the ciphertext CTpyy encrypting the PRF value F(K, (h, fixp)) un-
der PRpyp utilizing the randomness Prkm,2-

To verify a purported PRF value-proof pair (y, meyerr = (PKpkg, 7)) for some
input = using the public verification key, a verifier first hashes x using the SSB
hash key and then obtains a PKE public key-ciphertext pair (PKpgg, CTpxe) by
running the obfuscated verifying program Veyprr on input the computed hash
value and length of the input x. The verifier accepts the proof if PKpxy matches
with PKpgp, as well as CTpg; matches with the ciphertext formed by encrypt-
ing the purported PRF value y under PKpyg using the string r included within
the proof. Observe that the soundness of verification follows directly from the
perfect correctness property of the underlying PKE scheme. Specifically, due to
the perfect correctness of PKE, it is guaranteed that two different values cannot
map to the same ciphertext under the same public key.

Finally, to enable the generation of the proof along with the PRF value using
a constrained key, we modify the obfuscated next step program, which we denote
as Povprr, included in the constrained key to output the proof together with the
PRF value when it reaches the accepting state.

4.3 Formal Description of our CVPRF

Here we will provide our CVPRF for TM’s. This construction is obtained by
extending our CPRF construction described in Section Let A be the under-
lying security parameter. Let My be a class of TM’s, the members of which have
(worst-case) running time bounded by 7' = 2*, input alphabet Xy, = {0, 1}, and
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tape alphabet Xy, p, = {0,1,_}. Our CVPRF construction for TM family M will
employ all the building blocks utilized in our CPRF construction. Additionally,
we will use a perfectly correct and chosen plaintext attack (CPA) secure public
key encryption scheme PKE = (PKE.Setup, PKE.Encrypt, PKE.Decrypt) with an
appropriate message space. The formal description of our CVPRF construction
follows:

CVPRF.Setup(1*) — (SKevere = (K, Ko, HK), VKeypre = (HK, Voyprr)): The
setup authority takes as input the security parameter 1* and proceeds as
follows: 5
1. It first chooses PPRF keys K, Koy, < F.Setup(11).

2. Next it generates HK & SSB.Gen(1*, ngspnix = 20, 1" = 0).

3. Then, it creates the obfuscated program Veyprr = ZO(Verify.Prog,pre [ K,
Krks]), where the program Verify.Prog . pnr is described in Fig. [4.1

4. Tt sets the master CVPRF key as SKeyvprr = (K, Kpke, HK) and publishes
the public verification key VKcyprr = (HK, Vovprr)-

Constants: PPRF keys K, Kvkp
Inputs: SSB hash value h, Length £ip
Output: (PKE public key PKpxs, Encryption of CVPRF value 6”\FPKE)

1. Compute 'f'pKE,lanKE,Z = ]:(KPKE, (hqéINP))y (ﬁPKE7 S/I\(PKE) = PKE-SetUP(]-)\; fPKE,1)~
2. Compute CTexe = PKE.Encrypt(PKexe, F (K, (h, e )); Poxe,2)-
3. Output (ﬁpm;, apm;)

Fig. 4.1. Verify.Prog.,pre

CVPRF.Eval(SKcypre, ) — y = F(K, (h, £;)): Taking as input the master CVPRF
key SKoyprr = (K, Kpkr, HK) along with an input x = zq...2¢, 1 € Xoverr,
where |z| = {,, the setup authority proceeds in an identical fashion to
CPRF.Eval(SKcpry, ) described in Section

CVPREF.Prove(SKayprr, ) — Tovere = (PKpka, 'pxi,2): The setup authority takes
as input the master CVPRF key SKcyprr = (K, Kpxi, HK) along with an input
x=2x0...2¢0,—1 € Xeverr, Where |x| = £,. It proceeds as follows:

1. At first, it computes h = Hyux ().

2. Then, it computes TPKE,1||TPKE,2 = F(Kpxe, (h,02)), (PKpkg, SKpks) =
PKE.Setup(1*; ThkE,1)-

3. It outputs Toverr = (PKpke, Tpke,2)-

CVPREF.Constrain(SKeyprr, M) — SKevprr{ M} = (HK, PPacc, Wo, STOREg, PPirg,
vo, P1, P2, P3, Poverr): On input the master CVPRF key SKovprr = (K, Kpxe,
HK) and a TM M = (Q, Xixp, Zrare, 9, Q0s @ac, Gres) € My, the setup authority
proceeds identically to CPRF.Constrain(SKepre, M) with the only difference
that in place of Pepgyp it includes Peyprr = ZO(Constrained-Key.Prog . pne [M,
T = 2*, PP e, PPin, K, Kpie, K1, . .., K, Kps, 4]) within the constrained key
SKcverr{ M}, where the program Constrained-Key.Prog. e is depicted in

Fig.
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Constants: PPRF key Ky along with everything hardwired within the program
Constrained-Key.Prog ., (Fig.|3.4)
Inputs: Same as those to the program Constrained-Key.Prog,,,. (Fig. )

Output: (CVPRF  evaluation F(K, (h,lnr)), CVPRF proof moyere =
(PKpke, exe,2)) or Header Position (POSour, Symbol SYMour, TM
state STour, Accumulator value wour, Iterator value vour, Signature
Osps,our, String SEEDour), or L

The functionality of this program is exactly the same as that of the program
Constrained-Key.Prog ... (Fig. [3.4) except that Step 4.(b) is replaced with the fol-
lowing:

4(b) If sTour = Qres, OUtput L.
Else if STour = qac, perform the fOHOWing:
(I) Compute TpkE,1 HTPKE,2 - .F(KPKE(h,KINp)) and (PKme SKPKE) —
PKE.Setup(1*; mpxe.1)-
(II) Output (F(k, (h,liw)), Teverr = (PKpke, Trxe,2))-

Fig.4.2. Constrained-Key.Prog . pxr

CVPREF.Prove-Constrained(SKevprr{M },2) — (y = F(K, (h,ly)), Tovere =
(PKpke, Texe,2)) OF L: A user takes as input its constrained key SKovere{M } =
(HK, PP scc, Wo, STOREq, PPirg, Vg, P1, Pa, Ps, Peverr) corresponding to some le-
gitimate TM M = (Q, Xixp, Zrare, 9, Q0s dac, Gres) and an input & = zq ... g, 1
€ Xoyprr with |z] = £,. Tt proceeds in the exact same manner as the algo-
rithm CPRF.Eval-Constrained(SKcpre{M }, z) described in Section How-
ever, note that now the constrained key SKcypre{M } of the user contains the
obfuscated program Pcyprr instead of Peprp. Thus, it utilizes the program
Peoverr in place of Peprp in the course of execution.

CVPRF Verify(VKcyprrs €, Yy Toverr) — B € {0,1}: A verifier takes as input the
public verification key VKevpre = (HK, Veverr), an input @ = zg...2¢,—1 €
Xoverr, Where |x| = £, a value y € Voyprr, and a proof moypre = (PKpke, ') €
I ypre- It executes the following:

1. Tt first computes h = Hy(z).

2. Next, it computes (PKpkg, CTpks) = Vevere (b £a).

3. If [PKpkp = PKpgg] A [PKE.Encrypt(PKpxp, y;7) = CTpks), it outputs 1.
Otherwise, it outputs 0.

Theorem 4.1. Assuming ZO is a secure indistinguishability obfuscator for P /poly,
F is a secure puncturable pseudorandom function, SSB is a somewhere statis-
tically binding hash function, ACC is a secure positional accumulator, ITR is a
secure cryptographic iterator, SPS is a secure splittable signature scheme, PRG is

a secure injective pseudorandom generator, and PKE is a perfectly correct CPA
secure public key encryption scheme, our CVPRF construction satisfies all the
properties of a secure CVPRF.

The proof of Theorem is given in the full version of this paper.
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5 Owur DCPRF for Turing Machines
5.1 Notion

Definition 5.1 (Delegatable Constrained Pseudorandom Function
for Turing Machines: DCPRF). Let M, be a family of TM’s with (worst-case)
running time bounded by 7' = 2*. A delegatable constrained pseudorandom func-
tion (DCPRF) with key space Kpopre, input domain Xpopre C {0, 1}*, and output
space Vocprr C {0, 1}* for the TM family M consists of an additional key space
Koeprr-const and PPT algorithms (DCPRF.Setup, DCPRF.Eval, DCPRF.Constrain,
DCPRF.Delegate, DCPRF.Eval-Constrained) described as follows:

DCPRF.Setup(lA) — SKpeprr © LThe setup authority takes as input the security
parameter 1* and generates the master DCPRF key SKpcprr € Kpepre-

DCPRF.Eval(SKpcpre, ) — ¥ : On input the master DCPRF key SKpcprr along
with an input © € Xpeprr, the setup authority computes the value of the
DCPRF y € Yyepree- For simplicity of notation, we will use DCPRF (SKpcppe, )
to indicate the output of this algorithm.

DCPRF.Constrain(SKpcpre, M) — SKpepre{ M} : Taking as input the master
DCPRF key SKpcprr € Kpeprr and a TM M € M, the setup authority pro-
vides a constrained key SKpcprr{M } € Kpcprr-const t0 a legitimate user.

DCPRF.DeIegate(SKDCPRF{M},1\7) — SKpepre{M A M} : Taking as input a
constrained key SKpepre{M} € Kpeprr-const corresponding to a legitimate
TM M € M, along with another TM M e M, a user gives a delegated
constrained key SKpeprr{M A M} € Kpeprr-const t0 a legitimate delegate.

DCPRF.Eval-Constrained (SKpcprr { M } /SKpcpre{ M A M},x) —yor L: A user
takes as input a constrained key SKpcppp{M} € Kpoprr-consr Obtained from
the setup authority, corresponding to TM M € M, or a delegated con-
strained key SKpepre{M A M} € Kpeprrconsr delegated by a constrained
key holder holding the constrained key SKpeprr{M} € Kpeprr-consr, cOrre-
sponding to TM M < M,, along with an input x € Xpcpre. It outputs either
a value y € Vycprr or L indicating failure.

The algorithms DCPRF.Eval and DCPRF.Eval-Constrained are deterministic, while,
all the others are randomized.

» Correctness under Constraining/Delegation: Let us consider any se-
curity parameter A\, £ € Xpcprr, SKpcprr & DCPRF.Setup(l/\)7 M,M € M,,

SKperne {M} < DCPRF.Constrain(SKpcers, M) and SKpepwe{M A M} &
DCPRF.Delegate(SKpcpre{M }, M). The following must hold:

DCPRF.Eval-Constrained(SKpcpre{ M } /SKpcpre{ M A Z,\Z},x) =

{DCPRF(SKDCPRF,;U)Jf M(z) =1/[M(z) =1] A [M(z) =1]
1, otherwise

The security notion of a DCPRF, namely, the pseudorandomness property is
formally defined in the full version of this paper.
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5.2 Techniques Adapted in our DCPRF Construction

Here again our starting point is our CPRF construction. We again use a perfectly
correct and CPA secure PKE scheme for accomplishing key delegation. Precisely,
while generating a constrained key corresponding to some TM M, we create a
PPRF key K’ specific to that constrained key. We then modify the output of the
next step program, which we refer to as Ppcprr, When it reaches the accepting
state. In stead of outputting the PRF value, the program Ppcprr outputs an
encryption of the PRF value. For performing this encryption it generates a PKE
public key PKpxp. The program computes the randomness 7px,1 for generating
the PKE public key PKpy as well as the randomness rpkg,2 for the encryption
as Tpkp,1||Teke,2 = F(K', (h, lixp)), where h and £yp denote respectively the SSB
hash value and length of the PRF input. We also include the PPRF key K’ in
the clear within the constrained key. Thus, while evaluating the PRF on some
input using the constrained key, the evaluator will be able to recompute the
pseudorandom string rpxe 1 using K’ and then can generate the necessary PKE
secret key SKpke by running the setup algorithm using the randomness rpy,1 on
its own. Once the secret key SKpkg is obtained, the evaluator can simply decrypt
the ciphertext obtained from the next step program Ppeprr to uncover the PRF
value. However, if a party does not have the key K’ or the randomness that
would have to be used for creating the required PKE secret key, then it cannot
derive the PRF value from the ciphertext obtained from the next step program
Pocrrr- We encash this idea to design the key delegation functionality.

The structure of our delegated key is as follows: Suppose a party holding a
constrained key, corresponding to some TM M, wishes to construct a delegated
key for M A M, where M is some other TM. The party generates all the compo-
nents and obfuscated programs as those formed while constructing a constrained
key for M with the only exception that it embeds the PPRF key K’, included
in its constrained key, inside the obfuscated next step program for M in place
of the PPRF key K, which is part of the master PRF key and provides the PRF
output. In fact, since the party only has a constrained key and not the master
key, it does not possess the key K in the clear and hence cannot embed it within
the obfuscated programs that it generates. The delegated key, corresponding to
M A M consists of all the generated components and obfuscated programs for
M together with all the components and obfuscated programs included in the
constrained key for M possessed by the delegator except the PPRF key K'.

The idea is that, while evaluating the PRF on some input x using the del-
egated key for M A M, the evaluator proceeds in three steps. In the first step,
provided M (z) = 1, the evaluator computes the output of F with key K’ on the
SSB hash value and length of « by making use of the delegated key components
pertaining to M. Next, using the obtained PPRF output, the evaluator runs the
PKE setup algorithm to obtain the necessary PKE secret key. In the second step,
utilizing the delegated key components associated to M, the evaluator obtains
a ciphertext encrypting the PRF output on z, provided M (z) = 1. Finally, the
evaluator decrypts the ciphertext using the computed PKE secret key to reveal
the PRF output.
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5.3 Formal Description of Our DCPRF

In this section, we will present our DCPRF for TM’s. The construction pre-
sented here considers only one level of delegation, however, it can readily be
generalized to support multiple delegation levels. Let A be the underlying se-
curity parameter. Consider the class My of TM’s, the members of which have
(worst-case) running time bounded by T = 2%, input alphabet Y, = {0,1},
and tape alphabet X pp = {0,1,_}. Our DCPRF construction is an augmenta-
tion of our CPRF construction with a delegation functionality and employs all
the cryptographic building blocks utilized by our CPRF construction. In addi-
tion, we use a perfectly correct and CPA secure public key encryption scheme
PKE = (PKE.Setup, PKE.Encrypt, PKE.Decrypt) with an appropriate message
space. The formal description of our DCPRF follows:

DCPRF.Setup(lA) — SKpeprr = (K, HK): The setup authority takes as input
the security parameter 1 and proceeds the same way as CPRF.Setup(l)‘)
described in Section 3.4

DCPRF.Eval(SKpcprr, ) — y = F(K, (h,£;)): Taking as input the master
DCPRF key SKpeprr = (K, HK) and an input £ = xg ... xp,—1 € Xpcprr, Where
|z| = £, the setup authority executes identical steps as CPRF.Eval(SK¢pgr, )
described in Section 3.4l

DCPRF.Constrain(SKpcprr, M) — SKpeprr{M} = (K',HK, PPacc, Wo, STOREQ,
PPirr, Vo, P1, P2, Ps, Pocerr): On input the master DCPRF key SKpepre =
(K,HK) and a TM M = (Q, Zixp, Zrare, 0, G0, @ac, Gres) € My, the setup au-
thority performs the following steps:

1. At first, it selects PPRF keys K', K1, ..., Kx, Ksps, 4, Ksps B & F.Setup(1?).
2. Next, it generates (PPacc,wp, STORE() & ACC.Setup(l)‘,nACC_BLK = 2Y)

and (PPyrg, vo) & ITR.Setup(1*, nypp = 2*).
3. Then, it constructs the obfuscated programs
— P1 = ZO(Init-SPS.Prog|qo, wo, vo, Ksps, E]),
— Py = ZO(Accumulate.Prog[nsss sk = 2, HK, PPacc, PPirr, Keps £)),
— P3 = ZO(Change-SPS.Prog[Kps, 4, Ksps E]),
— Poerrr = ZO(Constrained-Key.Prog, oo [M, T = 2*, PPscc, PPig, K, K/,
Ky,..., Kz\yKSPs,A])y
where the programs Init-SPS.Prog, Accumulate.Prog, and Change-SPS.Prog
are depicted respectively in Figs. and [3.3]in Section while the
program Constrained-Key.Prog, o is described in Fig.
4. Tt provides the constrained key SKpepre{M } = (K’, HK, PPcc, Wo, STORE,
PPirr, Vo, P1, P2, Ps, Pocerr) to a legitimate user.
DCPRF.Delegate(SKpcprr{ M }, M) — SKpeprei M A M} = (EQ HK, PP oo, PPaco,
wy, Wy, STOREg, STOREq, PPix, PPig, Vo, U0, P1, P1, P2, Pa, P3, Ps,
Pocerr, Pocerr): A user takes as input a constrained key SKpeprp{ M} = (K,
HK, PP sqc, Wo, STOREQ, PPy, Vo, P1, P2, Ps, Pocerrr), corresponding to a legit-
imate TM M € M, and another TM M = <§, Xinp, 2rars, 57 Q05 Gacs Gres) €
M. It proceeds as follows:
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Constants: PPRF key K’ along with everything hardwired within the program
Constrained-Key.Prog ., (Fig.|3.4)
Inputs: Same as those to the program Constrained-Key.Prog,,,. (Fig. )

Output: Encryption of DCPRF value CTpks, or Header Position (POSour, Symbol
SYMour, TM state STour, Accumulator value weour, Iterator value vour,
Signature ogps our, String SEEDoyr), or L

This program functions in the same fashion as the program Constrained-Key.Prog,,...
(Fig. |3.4]) except that Step 4.(b) is replaced with the following:

4.(b) If STour = Qruys, output L.
Else if STour = qac, perform the following steps:
(I) Compute = .F(K/, (h, gmp)) and (PKPKH, SKPKE) =
PKE.Setup(lA;erE,l).
(II) Output CTexe = PKE.Encrypt(PKpks, F (K, (b, lixe)); excs,2)-

Fig. 5.1. Constrained-Key.Prog, onr

1. Tt first picks fresh PPRF keys K/, K1, ..., K, Ksps,a, Kops. 5y < F.Setup(1).
2. Next it generates (PPjcc,@Wo, STORE) & ACC.Setup(1*, nycopx = 27)
and (PP, Uo) < 5 ITR. Setup(1*, gy = 2*) afresh.
3. Then, it constructs the obfuscated programs
- 731 ZO(Init-SPS. Prog[qo,wo,vo,Ksps,E])
— Py = TO(Accumulate.Prog[nsss sk = 22, HK, PPacc, PPirr, Keps,E]),
— 733 ZO(Change-SPS.Prog[Ksps, 4, Keps, E]),
— Poorne = ZO(Constrained-Key.Prog;, [M,T = 2%, PP ,cc, PP, K,
K/ Kl» .. K/\7 KSPb,AD
where the programs |n|t—SPS.Prog7 Accumulate.Prog, and Change-SPS.Prog
are depicted respectively in Figs. [3.1] [3.2] and [3.3] in Section while the
program Constrained-Key.Prog, ... is described in Fig.
4. Tt gives the delegated key SKDCPRF{M A M} = (K’ HK, PP scc, PPACC, wo, W,
STORE(, STORE, PPirg, PPy, U, 0o, P1, P17 Pa, P27 Ps, P3a Pocrrrs PDCPRI ) to
a legitimate delegate.

DCPRF.Eval-Constrained(SKpoprr{ M }/SKpcpre { M A ]\7}, x) =y =F(K,(h{))
or L: A user takes as input a constrained key SKpcppp{M} = (K’, HK, PP,
wp, STORE(, PPy, Vo, P1, P2, Ps, Ppeprr) Obtained from the setup authority,
corresponding to some legitimate TM M = (Q, EINP, Xrare; 05 40, Gacs Qres) €
My, or a delegated key SKpcprp{M A M} = (K’ HK PPACC;PPAC(7w07wO;
STORE, STORE07 PPrrr, PPITR7 o, Vo, P1, Plv Po, PQ: Ps, P37 Proorrr) PDLPRF) ob-
tained from the holder of the constrained key SKpcpre{M}, corresponding
to TM M = <Q7EINP72TAPE7 572]van~A0721vREJ> € M,, along with an input
T=2x0...2¢,—1 € Xpopre With |x| = £,. It proceeds as follows:

(A) If M(z) =0, it outputs L. Otherwise, it performs the following steps:
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1. It first computes h = Hyuk ().
2. Next, it computes gps 0 = P1(h).
3. Then for j =1,...,4,, it iteratively performs the following:
(a) It computes Tesp j—1 & SSB.Open(HK, z,j — 1).
(b) It computes AUX; = ACC.Prep-Write(PP,cc, STORE;_1,j — 1).
(c) It computes OUT = Pa(j—1,25-1,q0, wj—1, AUX;, Vj_1, Fsps,j—1, I,

71'ssrs,jfl)~

(d) If out = L, it outputs OUT. Else, it parses OUT as OUT = (wj, vj,
Tsps,j)-

(e) It computes STORE; = ACC.Write-Store(PP,c, STORE;_1,j — 1,
$j,1).

4. It computes Osps,0 = 7)3((]0; wew,ww,h,gm &SPS,ZJ)-

. It sets POSps 0 = 0 and SEEDg = €.

6. Suppose, M accepts x in t, steps. For t = 1,...,t,, it iteratively
performs the following steps:

ot

(a) It computes (SYMpri—1,Tacct—1) = ACC.Prep-Read(PPcc,
STORE(, +¢—1, POSpf,1—1)-

(b) It computes AUXg, ++ = ACC.Prep-Write(PPscc, STORE, 4+—1,
POSM t—1)-

(¢c) It computes OUT = Ppopre(t,SEED;—_1,POSas¢—1,SYMar -1,

STM, t—1, We,+1—15 Tace,t—1s AUXe, 41, V0, +t—15 Py lay Ospsi—1)-
(d) If t =t,, it sets CTpxer = OUT. Otherwise, it parses OUT as OUT =

(WRITE)
(POSAt, SYMpry 75 STM b, We+t, Ve +t) Osps,t; SEEDy).

(e) It computes STOREy, ++ = ACC.Write-Store(PPscc, STORE, 441,

WRITE
POSpf¢— 17SYMS\4t ))

(B) If the user is using the constrained key SKpcpre{M }, then it computes

TPKE,1||TPKE,2 = F(K', (h,{y)), (PKpkn, SKpkr) = PKE-SetUp( ; TPKE,l)v and
outputs PKE.Decrypt(SKpxe, CTpk). On the other hand, if the user is using
the delegated key SKpcpre{M A ]\7} and M( ) = 0, then it outputs L,
while if M(z) = 1, it further executes the following steps:
1. Tt computes o’spg 0= 7?1( ).
2. Then for j =1,...,4,, it iteratively performs the following:
(a) It computes %qSBj L & SSB. Open(HK,z,j —1).
(b) It computes AUX] = ACC.Prep-Write(PPacc, STOREJ 1,] 1).
(c) Tt computes OUT = 732(3 —1,2j_1,qo, w;— 1,AUXj,v] 1, Osps,j—1, My

71'sss,j—l) o o o

(d) I~f OUT = L, it outputs OUT. Else, it parses OUT as OUT = (W, U;,
Foss) .

(e) It computes STORE; = ACC.Write-Store(PP,cc, STORE;_1,j — 1,
.Q?j,l).

3' It Computes 5SPS,O = P?) M@w bl afl. bl h) K’IN &SPS,&E)'
4. Tt sets POS = 0 and SEEDg = €.

5. Suppose, M accepts x in t, steps. For ¢t = 1,...,t,, it iteratively
performs the following steps:
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(a) It computes (SYMz~ .  Tacci—1) = ACC.Prep-Read(PPcc,
STORE¢, ++— 1,Poth 1)

(b) It computes AUXy, ; = ACC.Prep-Write(PPcc, STOREy, 11,
POSAN/[,tq)'

(¢) It computes OUT = PDCPRF(t SEED;_ 1, POSG |, SYMyr ),

STMt 1,we -1, Tace,t—1, AUXg, 14, Vg, 41—15 1y Uy Osps t—1)-
(d) Ift = ts, it sets CTpxp = OUT. Otherwise, it parses OUT as OUT =

(POS~ SYM(WRITE) ST~ Wy, 11,00, 41, Tsps,t, SEED; ).

M,t’ M,t’
(e) Tt computes STOREg 1t = ACC.Write—Store(l?fDAcc,S/TBﬁ:gﬁt_l,
~ (WRITE)
POS 1,SYMM’t ).
(C) Finally, it computes
- TPKblHTPKh2 —]:( ( )

),
(PKpke, SKpke) = PKE Setup( A Toke),
— Tpkg,1 HTPKE 2 = PKE. Decrypt(SKPKE7 CTPKE)
- (PKPKEuSKPKE) = PKE-SetUp( 5 rPKE,l)v
and outputs PKE.Decrypt(SKpkg, CTpks)-

Theorem 5.1. Assuming ZO is a secure indistinguishability obfuscator for P /poly,
F is a secure puncturable pseudorandom function, SSB is a somewhere statis-
tically binding hash function, ACC is a secure positional accumulator, ITR is a
secure cryptographic iterator, SPS is a secure splittable signature scheme, PRG is
a secure injective pseudorandom generator, and PKE is CPA secure, our DCPRF
construction satisfies the correctness and selective pseudorandomness properties.

The proof of Theorem [5.1]is given in the full version of this paper.
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