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Abstract. Bellare, Hoang, and Keelveedhi (CRYPTO’13) introduced a security
notion for a family of (hash) functions calladhiversal computational extractor
(UCE), and showed how it can be used to realize various kinds of cryptographic
primitives in the standard model whose (efficient) constructions were only known
in the random oracle model. Although the results of Bellare et al. have shown that
UCEs are quite powerful and useful, the notion of UCE is new, and its potential
power and limitation do not seem to have been clarified well. To further widen
and deepen our understanding of UCE, in this paper we study the construction of
chosen ciphertext secure (CCA secure) public key encryption (PKE), one of the
most important primitives in the area of cryptography to which (in)applicability
of UCEs was not covered by the work of Bellare et al.

We concretely consider the setting in which other than a UCE, we only use cho-
sen plaintext secure (CPA secure) PKE as an additional building block, and obtain
several negative and positive results. As our negative results, we show difficulties
of instantiating the random oracle in the Fujisaki-Okamoto (FO) construction
(PKC'99) with a UCE, by exhibiting pairs of CPA secure PKE and a UCE for
which the FO construction instantiated with these pairs becomes insecure (as-
suming that CPA secure PKE and a UCE exist at all). Then, as our main positive
result, we show how to construct a CCA secure PKE scheme using only CPA
secure PKE and a UCE as building blocks. Furthermore, we also show how to
extend this result to a CCA secure deterministic PKE scheme for block sources
(with some constraint on the running time of the sources). Our positive results
employ the ideas and techniques from the Dolev-Dwork-Naor (DDN) construc-
tion (STOC'91), and for convenience we abstract and formalize the “core” struc-
ture of the DDN construction as a stand-alone primitive that weptaltturable
tag-based encryptigrwhich might be of independent interest.

1 Introduction

Background and Motivationk-or the constructions of cryptographic primitives in which

we use a hash function as a building block, if we can view the hash function as a

random oracle [8], then in most cases we can obtain simple and practical constructions.
Moreover, there are some cryptographic primitives whose (efficient) constructions are

known only if we use a random oracle. However, random oracles do not exist in the real

world, and there are several problems for security proofs in the random oracle model
(e.g. [13, 23, 31]). Therefore, it is in general desirable to consider the constructions of

cryptographic primitives without using random oracles.



In CRYPTO 2013, Bellare, Hoang, and Keelveedhi [4] introduced a new security
notion for a family of (hash) functions callechiversal computational extractgtCE),
whose main purpose is to “instantiate” and “replace” random oracles used in a wide
class of the constructions of cryptographic primitives with UCEs. The UCE security
is intended to capture the security satisfied by a hash function that “behaves like a
random oracle” as close as possible, and roughly guarantees that outputs of a hash
function (in the family) look random, as long as the inputs to the hash function are
hard-to-find even given the related information (calledkag@ of the inputs, and as
long as the inputs are independent of a function index that specifies the function from
the family! Bellare et al. [4] showed how UCEs can be used to realize various kinds
of cryptographic primitives in the standard model whose (efficient) constructions were
only known in the random oracle model (such as deterministic public key encryption
[3] and message-locked encryption [7]).

Although the results of Bellare et al. have shown that a UCE is quite powerful and
useful, the notion of UCE is new, and its potential power and limitation do not seem
to have been clarified well. To further widen and deepen our understanding of UCE, in
this paper we study the construction of chosen ciphertext secure (CCA secure) public
key encryption (PKE) [33, 36, 19], one of the most important primitives in the area of
cryptography for which we have witnessed the great success in the literature (e.g. [9,
20,21, 1, 34]) and yet to which (in)applicability of UCE was not covered by the work
of Bellare et al. (In fact, Bellare et al. showed the instantiability of the random oracle in
the OAEP scheme [9], but they only showed the chosen plaintext (CPA) security.) As a
first step towards clarifying the usefulness of UCEs in the context of constructing CCA
secure PKE, in this paper we concretely consider the setting where, other than a UCE,
we only use CPA secure PKE as an additional (and seemingly minimal) building block,
and obtain several negative and positive results.

Our Contributions. In this paper, we investigate the usefulness and (in)applicability
of UCEs in the context of constructing CCA secure PKE. As mentioned above, we
concretely study the setting in which other than a UCE, we only use CPA secure PKE
as an additional building block, and obtain several negative and positive results.

Our starting point is the Fujisaki-Okamoto (FO) construction [20] which constructs
CCA secure PKE from a random oracle and a CPA secure PKE scheme (satisfying
some property on cardinality of ciphertexts). As our negative results, in Section 3, we
show the difficulties of instantiating the random oracle in the FO construction with a
UCE if we simply put a function index of a UCE into a public key. Specifically, we
first show that (assuming that CPA secure PKE and a UCE exist) there exists a pair of
CPA secure PKE and a UCE for which the FO construction instantiated with this pair
is noteven CPA secure. This result is shown by designing a pair of a CPA secure PKE

1 Actually, “UCE” is not a single security notion, but a family of security notions for a function
family, from which a particular notion is specified when we specify what class of “sources”
we will consider. For more details, see the explanation and the formal definition in Section 2.1.
For convenience, in the introduction, when we just write “UCE” (resp. “UCE security”), we
mean a function family that satisfies some version of UCE security notions (resp. one of UCE
security notions), and exactly which notion is used will be specified in the formal statements
given in Sections 3 and 5.



scheme having a “weak randomness” and a UCE having a function-index-dependent
“weak input” so that when this pair is used as building blocks in the FO construction,
the resulting PKE scheme has a public-key-dependent “weak plaintext,” which is weak
in the sense that a ciphertext leaks the information of whether or not this weak plaintext
is encrypted. We then further investigate whether the FO construction can be secure
for “public-key-independent” messages, which could be still useful for example in the
setting where the FO construction is used as a key encapsulation mechanism (KEM) by
encrypting a random message and using it as a session-key (for SKE). We show another
negative result for this case by exhibiting yet another pair of CPA secure PKE and a
UCE such that when used as building blocks, the FO constructiootiSCAL secure

even if we restrict an adversary to choose two uniformly random (and hence public-key-
independent) plaintexts as its challenge plaintexts and allow the adversary to make only
one decryption query. This result is obtained by designing a pair of CPA secure PKE
and a UCE which have a public-key-dependent “critical ciphertext” whose decryption
result reveals the (essential part of) secret key. For more details, see Section 3.

Given the above negative results, we depart from the original FO construction [20].
By employing the ideas and techniques from the classical Dolev-Dwork-Naor (DDN)
construction [19] together with a UCE, we obtain several positive results. Specifically,
in Section 5, as our main positive result we show how to construct a CCA secure PKE
scheme using only a CPA secure PKE scheme and a UCE. We actually construct a CCA
secure key encapsulation mechanism (KEM), but by combining it with a CCA secure
SKE scheme, we obtain a full-fledged CCA secure PKE scheme [17]. Furthermore, we
show how this KEM can be extended to obtain a deterministic PKE (DPKE) scheme that
is CCA secure for block sources (with some additional constraint on the running time
of the sources), using the same building blocks as above. To the best of our knowledge,
our DPKE scheme is the first scheme which achieves CCA security for block sources in
the standard model without using lossy trapdoor functions (TDFs) [35] or related prim-
itives (though we have some non-standard restriction on the running time of sources).
By noting that a CCA secure DPKE scheme (for block sources with bounded running
time) is as it is an injective TDF which satisfies adaptively one-wayness [26], this result
immediately yields an adaptively one-way TDF as well. We also show how to weaken
the assumption on the UCE security if the underlying PKE scheme is additionally a
lossy encryption scheme [6]. The ideas and techniques for our proposed constructions
are explained in more details i©¥verview of Techniquéparagraph below.

Our positive results clarify not only a new and important primitive for which UCEs
are useful, but also insights for the “gap” between CPA and CCA security for PKE.
Specifically, our results imply that if there exists a CPA secure PKE scheme and a UCE,
then there exist a CCA secure PKE scheme and a CCA secure DPKE for block sources
(with some constraint on the running time). This could be contrasted with the current
state-of-the-art attempts for constructing PKE schemes that satisfy security which is as
close as CCA security, using only a CPA secure PKE scheme as a building block. The
current best security is bounded CCA security [16] (more precisely, non-malleability
under bounded-CCA [15] and its slightly stronger variant [30]). Therefore, our results
serve as a concrete evidence that a UCE is quite a strong primitive, and has the power
to “jump” the currently known gap between CPA and CCA security for PKE schemes.



As explained in details below, in our proposed constructions, we employ the ideas
and techniques from the DDN construction [19]. For ease of notation and reducing the
description complexity, we abstract the “core” structure of the DDN construction as
tag-based encryption (TBE) [28, 25] with some special property, and formalize it as a
stand-alone primitive which we cguncturable TBEPTBE). This formalization may
be useful for understanding the security proof of the DDN construction, and future
works that use the ideas and the techniques of the DDN construction in a similar way
to ours, and may be of independent interest. For more details, see Section 4.

Due to space limitation, most of the proofs of the theorems and lemmas in this
paper are omitted and will be given in the full version, and we only give proof sketches
or intuitive explanations.

Overview of TechniquesOur proposed CCA secure KEM is based on the DDN con-
struction [19], which originally constructs a CCA secure PKE scheme using a CPA
secure PKE scheme, a non-interactive zero-knowledge (NIZK) proof, and a one-time
signature scheme. In the original DDN construction, the NIZK proof roughly ensures
that each “component”-ciphertext from the underlying CPA secure PKE scheme is in
a valid form, i.e. it is in the range of the encryption algorithm and encrypts the same
value. Here, if there is another mechanism that ensures the “validity” of component-
ciphertexts, then we can remove the NIZK proof from this construction. This is the
place where a UCE comes into play. Specifically, by relying on the power of UCE, for
the DDN construction we realize the mechanism of the “randomness-recovering de-
cryption” (also called “witness-recovering decryption”) [20, 21, 35, 10, 37, 32, 24, 29],
where (a part of) randomness used to generate a ciphertextis recovered in the decryption
process, and this recovered randomness is used to check the validity of the component-
ciphertexts by re-encryption. This “decrypt-then-re-encrypt”-style validity check works

as an alternative of the NIZK proof in the original DDN construction. Actually, such a
mechanism of recovering randomness in the decryption process usually causes a circu-
larity between a plaintext and a randomness (used to generate the ciphertext itself), but
in our construction this circularity can be overcome by the security of a UCE.

Then, our proposed CCA secure KEM is obtained by applying one more enhance-
ment to this “DDN without NIZK” construction. Specifically, we implement the mech-
anism of preventing the “re-use” of component-ciphertexts in the DDN construction,
which is originally realized by a one-time signature (i.e. the technique of using a ver-
ification key of the one-time signature as a kind of “non-reusable tag” in each ci-
phertext), with a commitment scheme. This change not only leads to smaller cipher-
texts, but also (by appropriately combining it with a UCE) to a scheme with “full
randomness-recovering,” namely, in the decryption process an entire randomness is re-
covered. Hence, with a similar observation in [10], we also obtain a CCA secure DPKE
scheme for block sources. (However, we need to put some additional constraint on the
sources, due to the requirement on UCE security notions that we use.) For more details
about our constructions, see Section 5.

Related Work.The notion of CCA security for PKE was formalized by Naor and Yung
[33] and Rackoff and Simon [36]. Since the introduction of the notion, CCA secure
PKE schemes have been studied in a number of papers, and thus we only briefly review



constructions from general cryptographic assumptions. Dolev, Dwork, and Naor [19]
showed the first construction of a CCA secure PKE scheme, from a CPA secure scheme
and a NIZK proof system, based on the construction by Naor and Yung [33] that
achieves weaker non-adaptive CCA (CCAL1) security. Canetti, Halevi, and Katz [14]
showed how to transform an identity-based encryption scheme into a CCA secure PKE
scheme. Kiltz [25] showed that the transform of [14] is applicable to a weaker primi-
tive of tag-based encryption (TBE). Peikert and Waters [35] showed how to construct
a CCA secure PKE scheme fromassytrapdoor function (TDF). Subsequent works
showed that TDFs with weaker security/functionality properties are sufficient for ob-
taining CCA secure PKE schemes [37, 26, 39]. Myers and Shelat [32] showed that a
CCA secure PKE scheme for 1-bit plaintexts can be turned into one for arbitrarily long
plaintexts. Hohenberger, Lewko, and Waters [24] showed that CCA secure PKE can be
constructed from a PKE scheme with a weaker security notion called detectable CCA
security. Lin and Tessaro [27] showed how to amplify weak CCA security into strong
(ordinary) CCA secure one. Recently, Sahai and Waters [38] showed how (among other
primitives) CCA secure PKE can be constructed using indistinguishability obfuscation
[2,22]. Very recently, Matsuda and Hanaoka [29] showed how to construct CCA se-
cure PKE using obfuscation for point functions (with multi-bit output), and Dachman-
Soled [18] showed a construction from PKE satisfying (the standard model) plaintext-
awareness as well as some additional “simulatability” property. We note that our pro-
posed constructions and these two constructions [29, 18] have the properties that they
all rely on the ideas and techniques of the DDN construction [19].

2 Preliminaries
In this section, we review the basic notation and the definitions of primitives.

Basic Notation. N denotes the set of all natural numbers. kaom € N, we define
[n] := {1,...,n}, and ‘Func,,,,” denotes the set of all functiong of the form
F:{0,1}™ — {0,1}". “z « y" denotes that: is chosen uniformly at random frogm
if y is a finite sety is output fromy if y is a function or an algorithm, ay is assigned
to x otherwise. Ifz andy are strings, then||” denotes the bit-length of, “z||y”

denotes the concatenatienandy, and “(« L y)" is defined to bel if + = y and0
otherwise. “(P)PTA" stands for @robabilistic) polynomial time algorithir-or a finite
setS, “|S|" denotes its size. IfA is a probabilistic algorithm, theny < A(z;7)”
denotes thatd computesy as output by taking: as input and using as randomness.
A® denotes an algorithml with oracle access t@. A functione(k) : N — [0, 1] is
said to benegligibleif for all positive polynomial® (k) and all sufficiently largé: € N,
we havee(k) < 1/p(k). Throughout the paper, we use the charact&fdr the security
parameter. For an algorithiv, we denote byty = tv (k) the maximum (worst-case)
running time ofM whenM is run with security parameté.

2.1 Universal Computational Extractor (UCE)

Here, we recall the definition of UCE (universal computational extractor) [4], which is
a family of security notions for a (hash) function family. We first recall the syntax of a



function family, and then the definitions of UCE security. We also introduce a property
that we callsmoothneswhich is used in our negative results in Section 3.

Syntax.Letm,n : N — N be functions ofc. A family of functions (function family)

F with input lengthm and output length. consists of the following two deterministic
PTAs (FKG, F): FKG is the key generation algorithm which takes as input, and
outputs a function index.; F is the evaluation algorithm that takes a function index
x and a stringe € {0,1}™ as input, and outputs a stringe {0, 1}". For notational
convenience, we writé, (-) to meanF(x, -).

UCE Security.Before giving the formal definitions, we give some overview. As men-
tioned earlier, the UCE security is a family of security notions, from which a particular
notion is specified when we specify a classf “sources”S. A source is a part of an
adversary’s algorithm that is responsible for computing the inputs to the furftion
(that are chosen independently of the function indetogether with some relevant in-
formation calledeakagel, where the independence of the inputs freis captured by
allowing S only oracle access to the function. The UCE security for the §486E[S]
security, for short), states that for any PPTA adversary, calistihnguishey who re-
ceives the function index and the leakagé, cannot tell whetheL is computed by a
sourceS € S using the functiorF, (-) or using a random function, better than a random
guess. How strong/weak, and how us@&fti[S| security is depends on what restrictions
we put on the class of sources. The wider the classs, the strongeUCE[S] security
becomes. In other words, for classesnds’ of sources, i C S/, thenUCE[S’] security
impliesUCE[S] security.

In the proceedings version [4], Bellare et al. considered a class of computationally
unpredictable sources (which we denotes5%f), which roughly requires that given a
leakagel. computed by a sourcg in the class under the situatidghhas oracle access
to a random function, it is hard to find any query to the oracle mad§.l®ellare et
al. usedICE[se*?] secure function families to achieve a number of positive results. Un-
fortunately, however, Brzuska, Farshim, and Mittelbach [12] later showed that if indis-
tinguishability obfuscation [2, 22] is possible, thBOE[S"P] security is unachievable
(see also [5]). Since Garg et al. [22] recently showed a candidate construction of it, as
mentioned in [5], currently it seems more likely that indistinguishability obfuscation is
possible tharuCE[S<"?] secure function families exist. To avoid the attack by Brzuska
et al. [12], Bellare et al. [5] suggested several approaches for weakeniigR[ss“?)
security by putting several restrictions on the sources so that the indistinguishability
obfuscation-based attack is not possible (and they re-achieved their results of [4] by us-
ing appropriately weakened versions of UCE security notions). In this paper, we adopt
the two approaches suggested in [5] for weakeUiCEjS°"?] security: to consider sta-
tistical unpredictability, and to put the restrictions on the running time and the number
of queries of sources.

Now we proceed to the formal definitions. LEt= (FKG, F) be a function family
with input lengthm = m(k) and output lengtl = n(k). A sourceS (for F) is an
oracle PPTA that takek® as input, expects to have access to an oré@cte Func,, .,
and outputs some value € {0,1}* (calledleakagg. For a pair of a sourc€ and an



ExptF(s,a) (k) :
K+ FKG(1%)
O1() « Fu(’)
Oo(+) < Funcm—n
b+ {0,1}

L+ 8% (1%)
b — A% k, L)
Return(b’ = b).

Exptl%, (k)

O(+) < Funcm—n

L+ S8°(1%)

Let Q beS’s queries
submitted taO.

z' « Pk, L)

Returnl iff ' € Q.

Exptg?A (k) :

(pk, sk) < PKG(1%)
(mo,mhst)

+— Ai(pk)
b+« {0,1}
¢* < Enc(pk, msp)
b+ Aa(st,c)
Return(b’ = b).

Expt%c’&(k) :
(pk, sk) < KKG(1F)
(¢, KT)

<+ Encap(pk)

K§ 4+ {0,1}"
b+ {0,1}
v A°(pk,c*, K7)
Return(b’ = b).

Fig. 1. The experiments for defining security. THeE experiment for a function family (left-
most), theUNP experiment for a sourc8 (second-left), th&PA security experiment for a PKE
schemelT (second-right), and theCA security experiment for a KEM" (rightmost).

UCE

adversaryA (called “distinguisher”), consider tHegE experimenExptx (s 4 (k) that
is defined as in Fig. 1 (leftmost).

Definition 1. We say that a function familf is UCE[S]-secure if for all sources €
s and for all PPTASA, Adv(s 4)(k)

negligible.

i= 2 | PrlExptris ay(k) = 1] —1/2|is

We next define the classes of the sources that we treat in this paper. For aSource
and a PPTAP (called “predictor”), consider thenpredictabilityexperimenExptg i (k)
defined as in Fig. 1 (second-left).

Definition 2. For polynomials, ¢ > 0, we say that a sourcg is (¢, ¢)-computationally

(resp. statistically) unpredictabldenoted bys € S

cup
t,q

(resp.S €8

sup
t,q

,1f (1) &’s run-

ning time is at most and S makes at mosj queries, and (2) for all PPTAs (resp. all

UNP

computationally unbounded algorithn®) Advig's, (k) := Pr[Exptgp (k) = 1] is neg-
ligible. Furthermore, we just say that a sour§as computationally (resp. statistically)
unpredictabledenoted byS € S (resp.S € $°%P), if S is (¢, ¢)-computationally
(resp. statistically) unpredictable for some positive polynomntiajs

We remark that our definition df, ¢)-computationally/statistically unpredictable
source is simpler than the “parallel sources” introduced in [5], which also considers
some restrictions on the running time, the number of queries (and the output length), and
additionally on how the source is run “parallelly.” We choose not to use the definition of
the parallel sources in [5] as it is, because in this paper we do not need to consider the
“parallel run” of the sources, in which case we believe our definitions are more straight-
forward and simpler. We note that afty ¢)-computationally/statistically unpredictable
sources that we defined above can always be cast as computationally/statistically un-
predictable parallel sources of [5] with appropriate paraméters.

2 Bellare et al. [4] introduced two kinds of definitions for unpredictability, (ordinanpre-
dictability” and “simple unpredictability and showed their equivalence. The unpredictability
in our paper is the simple unpredictability in [4], which is simpler and easier to work with.

® More precisely, our definition of the clas§™ (resp.s

S N8P, (resp.S™P NPy ) in [5].

sup
t.q

) is strictly contained by the class



We also remark that we could also consider the restriction on the output length of the
sources (i.e. the length of leakage). In this paper we choose not to do so for simplicity.
However, we note that in each of our results for which we use a UCE security notion as
an assumption, the output length of the sources used in the security proofs will be clear.

SmoothnessTo show our negative results in Section 3, it is useful to introduce the
following property of a function family.

Definition 3. Let # = (FKG,F) be a function family with input lengtlh. = m(k)
and output lengtlm = n(k). We define themoothnessf F, denoted by¥mth »(k), as
Smth].'(k’) = EN(—FKG(I’C) [ maxye{oyl}n Prxg{(),l}m [FH(./L‘) = y] }

The following lemma states a simple fact that a function family satisfying a very
weak form of UCE security has negligible smoothness.

Lemma 1. Let F be a function family with input lengthh. = m (k) and output length
n = n(k) satisfyingn, n € w(log k). If FiSUCE[S5,(, . ., 1] secure, theSmth (k)
is negligible.

2.2 Basic Primitives

Public Key Encryption.A public key encryption (PKE) schemnié consists of the three
PPTAs(PKG, Enc, Dec) with the following interface:

Key Generation: Encryption: Decryption:
(pk, sk) + PKG(1%) ¢ <+ Enc(pk,m) m (or L) < Dec(sk, c)

whereDec is a deterministic algorithm(pk, sk) is a public/secret key pair, andis a
ciphertext of a plaintextn underpk. We require for allt € N, all (pk, sk) output by
PKG(1*%), and allm, it holds thatDec(sk, Enc(pk, m)) = m.

ForATK € {CPA,CCA1}, we say that a PKE schenigis ATK secure if for all PPTAs
A = (A1, Az), Advii (k) == 2 - | Pr[Expty; 4 (k) = 1] — 1/2] is negligible, where
the experimenExpt‘ﬁf‘A(/{) is defined as in Fig. 1 (second-right), and the experiment
Exptf; 4 (k) is defined as irExpty;", (k), except thatd; has access to the decryption
oracleDec(sk, -). In both of the experiments, it is required thaty| = |m|.

Here, we recall one of the requirements for the building block PKE scheme for the
original FO construction [20]. We say that a PKE schefhe= (PKG, Enc, Dec) has
thelarge ciphertext cardinalityproperty if for all pk output byPKG(1%), it holds that
min,, |{Enc(pk, m;r)|r € {0,1}*}| € k(1. (Not all PKE schemes have this property,
but anyCPA secure PKE scheme can be turned into one satisfying it [20].)

Key Encapsulation Mechanism key encapsulation mechanism (KENT)consists of
the three PPTASKKG, Encap, Decap) with the following interface:

Key Generation: Encapsulation: Decapsulation:
(pk, sk) < KKG(1F) (¢, K) < Encap(pk) K (or L) + Decap(sk,c)



whereDecap is a deterministic algorithm{pk, sk) is a public/secret key pair, ards a
ciphertext of a session-key € {0, 1}* underpk. We require for alk € N, all (pk, sk)
output byKKG(1*), and all(¢, K) output byEncap(pk), it holds thatDecap(sk, c) =
K.

We say that a KEM is CCA secure if for all PPTAsA, Advy (k) ==
2 - | PrExpti (k) = 1] — 1/2| is negligible, where the experimeBkpt{y (k) is
defined as in Fig. 1 (rightmost). In the experiment, the orétlis the decapsulation
oracleDecap(sk, -), and.A is not allowed to query*.

Commitment ScheméWe only define a non-interactive commitment scheme that has
a setup procedure, which is sufficient for our purpose.) A commitment sciezob-
sists of the following two PPTA$CKG, Com): CKG takes1* as input, and outputs a
commitment keyk.; Com takesck and a message, and outputs a commitment

For security of a commitment scheme, we require the startddidg andbinding
properties. We in fact need weaker properties for both: hiding for messages chosen
independently of a commitment key, and binding in which one of the messages needs
to be chosen before a commitment key is given, which we teadlet-binding (The
difference between (ordinary) binding and target-binding is similar to the difference
between collision resistance and target collision resistance of a hash function.) Due to
space limitation, we omit the formal definitions. See the full version for them.

We also require the size of a commitment to/b&hen generated using a com-
mitment keyck output byCKG(1%). This is not a strong requirement if we only con-
sider computational security notions. In particular, a commitment scheme satisfying the
above functionality/security requirements can be constructed frortiRangecure PKE.

3 Uninstantiability of the Fujisaki-Okamoto Construction

In this section, we show our negative results: uninstantiability of the random oracle in
the Fujisaki-Okamoto (FO) construction [20] with a UCE secure function family.

This section is organized as follows: In Section 3.1, we review the FO construction
[20] in which the random oracle is replaced with a function family. In Section 3.2,
we show a pair of &PA secure PKE scheme (with large ciphertext cardinality) and
a UCE[S] secure function family (for some classof sources) which, when used as
building blocks, makes the FO constructicPA insecure This attack is demonstrated
by using a public-key-dependent plaintext. Then in Section 3.3, we show a pair of a
CPA secure PKE scheme (with large ciphertext cardinalit§)CB[S’] secure function
family (for another class’ of sources) which, when used as building blocks, makes the
FO constructiorcCA1 insecure This attack is possible even if an adversary has to use
public-key-independent plaintexts as its challenge plaintexts, and is allowed to make
only one decryption query.

Important RemarksWe would like to emphasize that our results act showing that

the FO construction is in general insecure in the standard model. Rather, we show that
there are particular pairs ofe@A secure PKE scheme and a function family satisfying
some UCE security notions that make the FO construction insecure. Furthermore, our



PKGFo(lk) : Ench(PKFD,m;r) : DeCFg(SKFo,CFo) :
(pk, sk) « PKG(1%) | (pk,k) < PKxo (sk, pk, k) < SKxo
K < FKG(1%) a <+ (r|m) a < Dec(sk, Crp)
PKro + (pk, k) R+ Fq(a) If & = L then returnL.
SKro < (sk, pk, k) Cro + Enc(pk,a; R)| R <+ Fr(a)
Return(PKro, SKr).| ReturnCro. Parsen as(r,m) € {0, 1}7F.
If Enc(pk, a; R) = Cho
then returnm else returnL.

Fig. 2. The FO constructioti/z[ /I, F] based on a PKE schenié and a function familyF.

result is only about the FO construction [20] in which we instantiate the random oracle
by putting a function index of the used function family into a public key. It would be
interesting and worth clarifying the (im)possibility of instantiating the random oracle in
[20] in a way different from ours, and the random oracles in the “hybrid-encryption”-
style FO construction [21], with UCE secure function families.

3.1 The Fujisaki-Okamoto Construction Using a Function Family

Firstly, for ease of notation, we introduce the following conditions for a pair of a PKE
scheme and a function family that can be used as building blocks of the FO construction.

Definition 4. LetIT = (PKG, Enc, Dec) be a PKE scheme an# be a function family.
We say that the paifll, F) is FO-compatibléf (1) the plaintext space of is {0, 1}2*,
(2) the randomness spaceBic is {0, 1}*, (3) IT has the large ciphertext cardinality
property*, and (4) the input length and output length/Bfare 2k and k, respectively.

Now, using a FO-compatible pafi7, 7) as building blocks, we define the PKE
schemellgo[I1, F| = (PKGgg, Encgg, Decgg) (With plaintext spacg0, 1}*), which we
call theFO constructionas in Fig. 2.

As mentioned earlier, this PKE scheme can be seen as the original FO construction
[20] in which the random oracle is instantiated with the function fanfilyy putting
a function index forF into a public key. There would be several other ways for in-
stantiating the random oracle with a function family. However, since the original FO
construction [20] uses just one random oracle, we believe that the construction in Fig. 2
is the most natural and straightforward instantiation of the random oracle for the origi-
nal FO construction [20].

3.2 Counterexample for Public-Key-Dependent Plaintexts
This subsection is devoted to proving the following result.

Theorem 1. Assume that there exists a FO-compatible pair 6fasecure PKE scheme
and aucCE[s] secure function family Witbf)“fk) ; € 8 C s, Then, there exists a FO-
compatible pair of &PA secure PKE schemié and auCE[S] secure function family®
such that the FO constructiofigg[I1, F] is notCPA secure.

4 This is the property required for the building PKE scheme in the original FO construction [20].
We recall the definition of this property in Section 2.2.



PKG(1*) : PKG(1%) : gn\c(PK,m;r) :
Return(pk, sk) «+ PKG(1%). r* « {0,1}* (pk,pk',K',c*) + PK
Enc(pk,m;r) (pk, sk) « PKG(1*;7*) | If r = 0* then

y e (rZ0P) (pk', sk’) « PKG'(1%) Parsen as(mi, mz)

¢ < Enc(pk, m;r) K+ FKG'(1¥) € {0, 13",
ReturnC' « (v, ¢). ' Fl(r”) " Fl(m2)
Dec(sk, C) : c* « Enc'(pk,r*;7") ca <+ Enc'(pk’, ma;7"")
(7, ¢) —c PK <« (pk,pk',k',c*) | ReturnC « (1||ma||cz).

’ /
Returnm < Dec(sk, c). SK « (sk, sk) Else
Return(PK, SK). ¢ < Enc(pk,m;r)

FKG(1F) - ReturnC < (0]|¢).

K FKG(1%); v « {0,1}* End if

Returnk < (k,v"). Dec(SK,C) :
Fx(z) : (sk,sk’) + SK

(K, v*) « R ParseC as(y, c) s.t.|y| = 1.

Parser as(z1, a2) € {0, 1}+*. If v = 0 then returnm < Dec(sk, c).

oF e Parsec as(mi,c2) € {0,1}* x {0,1}".
Y w2 ma + Dec'(sk', cz)
FK(QZ) otherwise Returnm <« (mle2)
Returny.

Fig. 3. The building blocks for the FO construction used for showing the uninstantiability: The
PKE schemdT (left-top), the PKE schem#& (right), and the function familyF (left-bottom).

Proof of Theorem 1.Let (IT = (PKG, Enc, Dec), F = (FKG, F)) be a FO-compatible
pair of aCPA secure PKE schemH and aUCE[S] secure function family guaranteed
to exist by the assumption of the theorem. Then, we construct another PKE scheme
= (PKG, Enc, Dec) based onZ, and another function familf’ = (FKG, F) based

on ]—" as in Fig. 3 (left-top and left-bottom, respectively). It is straightforward to see
that the pail( I, F) is FO-compatible if so is the paftZ, ). In particular,II satisfies
correctness, and preserves the large ciphertext cardlnahty propelity of

Note that!I is designed to have a “weak randomnessz 0%, and.F is designed
to have a “weak input* which appears in the function index. We can exploit these
“weaknesses” from each building block for attacking t®a security ofI1xg [H }']

The following lemmas, together with Lemma 1, imply Theorem 1.

Lemma 2. If the PKE schemdI is CPA secure, then so is the PKE schetfiecon-
structed as in Fig. 3 (left-top).

Lemma 3. For anys such thats C s<®, if the function familyF is UCE[S] secure, then
so is the function familyF constructed as in Fig. 3 (left-bottom).

Lemma 4. If Smth (k) is negligible, then the FO constructidiio |7, F] is not CPA
secure.

Lemma 2 is trivial to see, because in tt®A experiment, the probability that the “weak
randomnesst = 0F is chosen is exponentially small. A high level intuition for the



proof of Lemma 3 is that the “weak input™ is only in a function index:, chosen
uniformly at random and hidden information-theoretically from a source in the unpre-
dictability experiment, and thus it does not do any harm tout&S| security of the
underlying function familyr.

Finally, we provide a sketch for the proof of Lemma 4. Recall that a public key
PKxq of the FO constructiodlyg[I1, F] is of the formPKry = (pk,k = (k,v*)),
wherev* is the “weak input” ofF. Now, let us observe what happens when we encrypt
the “weak input’v* by Encgo(P Kro, -). By the design oflI, F, and IIx[I1, F], for
any randomness € {0, 1}* used inEncg (P Ko, -), we have

Encro(PKro, v*;7) = Enc(pk, (r]|v*); Fx (r|[v*)) = Enc(pk, (r|v*); 0F) = (1]|c),

wherec’ = Enc(pk, (r||v*); 0%), and hence the first bit @ncgo (P Kro, v*) is always

1. On the other hand, if we encrypt a random plaintexthen by the smoothness &t
(which is guaranteed to be negligible by eE[S] security of 7, which is in turn based
on theuCE[sS) | ]| security of 7 and Lemmas 1 and 3), the probability that the first bit

O(k),1
of Encro(P Krg, m) becomed is negligible. This difference can be used to break the
CPA security ofITg[I1, F). O

3.3 Counterexample for Public-Key-Independent Plaintexts

Here, we consider whether the FO construction can provide security for public-key-
independent plaintexts (such as uniform random values). If this is possible, then the
FO construction may be still used as a secure KEM by encrypting a random message
and using it as a session-key. Unfortunately, however, we show that this is not the case.
Specifically, this subsection is devoted to proving the following theorem.

Theorem 2. Assume that there exists a FO-compatible pair 6P asecure PKE scheme
(PKG, Enc, Dec) and aUCE(S] secure function family witB, ; Otorc-Hen),1 C S C sewp,
Then, there exists a FO-compatible pair ofa secure PKE schemé and auUCE([s]
secure function family such that the FO constructioflze[/1, ] is not CCA1 secure.
Furthermore, theCCA1 attack for ITgq [f] 7]?} succeeds even if an adversary uses two
uniformly random plaintexts as its challenge plaintexts and makes only one decryption
query.
Proof of Theorem 2.Let (IT = (PKG, Enc, Dec), F = (FKG, F)) be a FO-compatible
pair as before. Without loss of generality, we assume that the randomness sp&¢e of
in I7 is {0,1}*. (This can be freely adjusted by using an appropriate pseudorandom
generator.) To simplify the notation, let us wriff = (PKG', Enc’, Dec’) to meanil
in which the plaintext space is restricted{ta 1}* (say, by definingEnc’ (pk, m;r) :=
Enc(pk, (m||0¥); ). Similarly, let us write”’ = (FKG',F’) to mean]—" in which the
input length is restricted th-bit (say, as above, by definid§’. (x) := F,.(z]|0%)).

Usmg I, 1 IT’, and 7’ as building blocks, we construct the PKE schefite=
(PKG Enc Dec) as in Fig. 3 (right). Furthermore, we will again uge(constructed

® Padding inputs by some default value does not destroytiés] security fors considered
here. Namely, itF is UCE[S] secure, then so i&”.



based onF as in Fig. 3 (left-bottom)) as the function famil? for the proof of this
theorem. It is not hard to see that the p@if, F) is FO-compatible if so is the pair
(II, F).In particular,ﬁ satisfies correctness, and preserves the large ciphertext cardi-
nality property ofiI.

The following lemmas, together with Lemmas 1 and 3, imply Theorem 2.

Lemma 5. Assume that the PKE schemiésand /1" are CPA secure, and the function

family 7' is UCE[Sgl(’; | secure. Then the PKE schemik constructed as in
i ) ) PKGTtEnc);1

Fig. 3 (right) isCPA secure.

Lemma 6. If Smth =(k) is negligible, then the FO constructidifg, [ﬁ, j—v‘] iSnotCCA1
secure. Furthermore, theCA1 attack succeeds even if an adversary uses two uniformly
random plaintexts as its challenge plaintexts and makes only one decryption query.

We give intuitive explanations for the proofs of the above lemmas. Regarding Lemma 5,
note that in the PKE schem®@, an encryptiorr* of the randomness* used to gen-
erate the “main” public keyk is publicized as part of a public key df. Further-
more, the randomness$for generating:* is computed also from* by using the func-
tion family 7'. However, the correlation among, pk, andc¢* is dealt with by the

UCE[SSI&PKGHE"CM] security of the function family=’ and theCPA security ofII’, and

then theCPA security ofIT follows from thecPA security ofI1. o

Regarding Lemma 6, recall that a public kBy¥y, of the FO constructiotlz[ 1], F)
is of the formPKyy = (PK = (pk,pk’,k’,c*),k = (k,v*)). Here, observe that
if we decrypt the following “critical ciphertextCz, = (1||v*||¢*) which can be con-
structed onceP Kgg is given, then the decryption result#$ (which is the last-bit
of Be\c(SK, Cy,) and is the randomness used to geneséde This follows from the
properties offI, 7, andIIg[II, F] such that

(1) Dec(SK, Ciy) = Dec(SK, (1][v*[|c*)) = (v*[|Dec (sk', c*)) = (v*[|r*),
(2) EE\(U*”T*) = 0F, and -
(3) Enc(PK, (v*||r*); Fz(v*||r*)) = Enc(PK, (v*||r*); 0%)

= (LJo*[|Enc(pk’,r*; Fl, (7)) = (L[[v*|[e*) = Co.

Then, fromr* we can recovesk, which is the “main” secret key. This means that a
CCA1 adversary can submit the “critical ciphertexty, as its decryption query, and
obtainsk. Since with overwhelming probability the challenge ciphert@gf is of the

form Cgy = (0]|Enc(pk, (r*||my); F..(r*||ms))) due to the negligible smoothnessbf
knowing sk allows the adversary to decrypt and tell the challenge bit, no matter what
plaintexts are used (and thus even if they are public-key-independent). ad

4 Puncturable Tag-Based Encryption

In our proposed constructions in Section 5, we will use the “core” structure that appears
in the DDN construction [19]. To ease the notation and reduce the description com-
plexity of our proposed constructions, here we introduce and formalize an abstraction
of the structure in the DDN construction as a special type of TBE [28, 25], which we



call puncturable tag-based encryptigRTBE)® We remark that there would be sev-
eral possible ways to formalize the “core” structure of the DDN construction, and our
formalization here is one which is convenient for our purpose.

Intuitively, a PTBE scheme is a TBE scheme that has two modes for decryption: The
normal mode and the punctured mode. The normal mode is just the normal decryption
process of a TBE scheme. In the punctured mode, we can generate a “punctured” secret
key EEtag* which can be used to decrypt all ciphertexts that are generated under tags
tag that are different fromag*, while the information of plaintexts does not leak from
ciphertexts that are/generated under the “punctured pointtdgty even given the
punctured secret keyk..q-. (This is as if we can “puncture” the tag space, and hence
the name of the primitive.)

More formally, a PTBE scheme consists of the five PPTAXG, TEnc, TDec,
Punc,T/D\ec) among which the latter three algorithms are deterministic, with the fol-
lowing interface:

Key Generation: Encryption: Decryption:
(pk, sk) < TKG(1*) ¢+ TEnc(pk,tag,m)  m (or L) < TDec(sk,tag, c)

Puncturing: Punctured Decryption:
skiag» < Punc(sk, tag*) m (or L) <— TDec(skiag*, tag, c)

where(pk, sk) is a public/secret key pait, is a ciphertext of a plaintext: underpk

and a tagag € {0, 1}*, andZEtag* is a “punctured” secret key corresponding to a tag
tag® € {0,1}*.

Correctness.We require for allk € N, all tagstag*, tag € {0, 1}* such thatag* #
tag, all (pk, sk) output by TKG(1*), all m, and allc output by TEnc(pk, tag, m), it
holds thafT Dec(sk, tag, ¢) = "ﬁ)?c(Punc(sk,tag*),tag,c) = m.

We stress that the above correctness is only guaranteed for the case in which a
ciphertextc is generated fronTEnc(pk, tag,-) andtag # tag*. We do not specify
anything when these conditions are not guaranteed.

Extended CPA SecurityPA Security in the Presence of a Punctured Secret Kky.

a security requirement for a PTBE scheme, we defixtended CPA securitjeCPA
security, for short) which requires thapPA security hold even in the presence of a
punctured secret key.

Definition 5. We say that a PTBE scherfleis eCPA secure if for all PPTAs4 =
(Ao, A1, Az), Advsa(k) := 2 - | Pr[Exptsa(k) = 1] — 1/2] is negligible, where the

experimenExpt5®4 (k) is defined as follows:

Exptsa(k) : [ (tag*,st) « Ao(1%); (pk, sk) « TKG(1%);
gEtag* <+ Punc(sk,tag®); (mo, mq,st’) < Al(st,pk,ggtag*); b+ {0,1};
c* < TEnc(pk,tag*,myp); b’ <+ As(st’, c*); Return (b L b). ],

8 The name “puncturable” is borrowed from the name of the primitive “puncturable” pseudo-
random function [38].



TKG(1*) : TDec(sk, tag,c) : TDec(gﬁtag*,tag,c) :
v(i,j) € [k] {0 1} (Sk’ij))ie[k],je{o,l} «— sk (t:,skglitz))ielk]
(» kfj) k“)) + PKG(1%) | (ci)iem < ¢ — ggtag*
Pk (k)i je o1 Lett, be the first bit okag. | Let¢, be thei-th bit of tag.
sk (sk9)iem) e 0.} m + Dec(sk{", 1) If Vi : t; =t then
Return(pk, sk). Returnm. return L.
TEnc(pk, tag, m) : Punc(sk tag”) (ci)iemr) < ¢
(P )i e 0.1y < Pk (k7 )icpy seqoy sk | €+ min{i[t; # £}
Let¢; be thei-th bit of tag. Let¢; be thei-th bit of tag™. | 1 « Dec(skglft‘), ce)
Vi€ [k] : ¢ — Enc(pk!™,m)| shug < (£, sk )icp | Returnm.
Returnc < (¢i)ie- RetuMskag: .

Fig. 4. A concrete instantiation of a PTBE scheféased on @&PA secure PKH]T.

where in the experiment it is required thatg| = |m]|.

Concrete Instantiation of PTBESince PTBE is intended to abstract the structure that
appears in the DDN construction [19], the concrete instantiation of PTBE is exactly one
thatis used in [19], which is constructed from amA secure PKE scheme. Specifically,
given aCPA secure PKE schemE = (PKG, Enc, Dec), we construct a PTBE scheme

T = (TKG, TEnc, TDec, Punc, 'ﬁ)?c) as in Fig. 4. In the full version of our paper, we
will give the proof for theeCPA security of 7.

One of the merits of considering PTBE as a stand-alone primitive would be that
it can be instantiated from other primitives, such as broadcast encryption and a multi-
user PKE scheme/KEM. A potential advantage of instantiations with these alternative
building blocks is that the public key and/or ciphertext size could be much shorter than
the simplest construction from @A secure PKE scheme. For example, if we use a
broadcast encryption scheme by Boneh, Gentry, and Waters [11] to instantiate a PTBE
scheme, then a ciphertext consists of a constant number of group elements (in bilinear
groups), regardless of the security paraméter

5 Chosen Ciphertext Security via UCE

In this section, we show our positive results: Specifically, in Section 5.1, we show the
proposedcCA secure KEM based on a PTBE scheme, a commitment scheme, and a
UCE secure function family (for which we will specify the class of sources shortly).
Since the first two building blocks can be constructed fa@rh secure PKE, our KEM
can be constructed only frogPA secure PKE and a UCE secure function family.

Due to space limitations, our result on a DPKE scheme is not included in this pro-
ceedings version, and we refer the reader to the full version. In Section 5.2, we instead
give brief overview of the result, as well as several extensions of our positive results.

5.1 CCA Secure KEM

Let 7 = (TKG, TEnc, TDec, Punc, TDec) be a PTBE scheme arti= (CKG, Com)
be a commitment scheme. We assume the plaintext/message space pfdully to



KKG(1F) Encap(PK) : Decap(SK,C) :

(pk, sk) < TKG(1®)| (pk,ck, k) « PK (sk, PK) + SK; (pk,ck,k) < PK
ck + CKG(1%) o+ {0,1}" (tag,c) « C

K <+ FKG(1%) B« Fr(a) a + TDec(sk, tag, c)

PK + (pk,ck, k) Parse3 as(r,r’, K) If o = L then returnl.

SK + (sk,PK) € {0, 1}”‘5’“{ B <+ Fr(a)

Return(PK,SK). | tag < Com(ck,a;r') | Parse3as(r,r’, K) € {0, 1}/+¢+F,
¢ < TEnc(pk,tag,;r) | If TEnc(pk,tag, ;1) = ¢

C «+ (tag,c) andCom(ck, a; ') = tag
Return(C, K). then returnk else returnL.

Fig. 5. The proposedCA secure KEMI".

be {0, 1}*, and the randomness spaceTdinc in 7 and Com in C to be {0, 1}* and
{0,1}¥, respectively, for some positive polynomidls- ¢(k) and¢’ = ¢ (k). Let F =
(FKG, F) be a function family with input lengtk and output lengtti(k) + ¢/ (k) + k.
Then, our proposed KENI' = (KKG, Encap, Decap) is constructed as in Fig. 5.

Alternative Decapsulation AlgorithmiTo show theCCA security of the proposed KEM
I, it is useful to consider the following alternative decapsulation algoriftitDecap.
For ak-bit stringtag* € {0,1}* and a key paif{ PK, SK) output byKKG(1%), where
PK = (pk,ck,x) andSK = (sk, PK), we define an “alternative” secret ké/y\(tag*
associated withtag* € {0,1}* by §I\(tag* = (tag®, EEtag* ,PK), whereEEtag* =
Punc(sk,tag*). AltDecap takes an “alternative” secret k@f(tag* defined as above
and a ciphertext” = (tag, ¢) as input, and runs as follows:

AItDecap(S/‘I\(tag*,C): If tag* = tag, then returnL. Otherwise, run in exactly the

same way a®ecap(SK, C), except that & « TDec(skeag- , tag, c)” is executed
instead of & « TDec(sk, tag, c).”

The following lemma is easy to see due to the correctness of the underlying PTBE
scheme/ and the validity check of by re-encryption performed at the last step.

Lemma 7. Lettag* € {0,1}* be a string and lef PK, SK) be a key pair output by
KKG(1F). Furthermore, IeB/‘I\(tag* be an alternative secret key as defined above. Then,
for any ciphertextC' = (tag,c) (which could be outside the range Bhcap(PK))
satisfyingtag # tag*, it holds thatDecap(SK, C) = AltDecap(SK g+, C).

Security ofl". The security ofl" is guaranteed by the following theorem.

Theorem 3. Assume that the PTBE scheffhas eCPA secure, the commitment scheme
C is hiding and target-binding, and the function famiyis UCE[S;"f] secure witht =
O(tTke + tTEnc + tPunc + tcke + tcom). Then, the KEM' constructed as in Fig. 5 is
CCA secure.

Proof Sketch of Theorem 3Let .4 be any PPTA adversary that attacks the KEENMn
the sense ofCA security. Consider the following sequence of games: (Here, the values
with asterisk (*) represent those related to the challenge ciphertext.jor



Game 1: This is the experimerExpt‘}fﬁ(k) itself.

Game 2: Same as Game 1, except that all decapsulation quéries(tag, ¢) satisfy-
ing tag = tag™ are answered with .

Game 3: Same as Game 2, except that all decapsulation quérere answered with
A|tDecap(§f\(tag* ,C), wheregf\{tag* is the alternative secret key corresponding to
(PK,SK) andtag™.

Game 4: Same as Game 3, except thédtr"*, K} are picked uniformly at random,
independently of3* = F.(a*). That is, the stepsg* + F.(a*); Parses* as
(r*,r"™*, K¥) € {0,1}+¢++" in Game 3 are replaced with the ste@*, '*, K7)
+— {0,1}¢+¢+% » and we do not computé* anymore.

Fori € [4], letS; denote the event thad succeeds in guessing the challenge bit
(i.e. ¥’ = b occurs) in Game. Note thatAdvy iy (k) = 2 - |Pr[Si] — 1/2| < 2-
Yicp | PrlSi] = Pr[Sita][+2- | Pr[Sq] — 1/2]. We will show that| Pr[S;] — Pr[S; ]|
is negligible for eachi € [3] and thatPr[S4] = 1/2, which proves the theorem.

Firstly, notice that Pr[S;] — Pr[S2]| can be upperbounded by the probability of
A making a decapsulation quefy = (tag,c) satisfyingtag = tag*, ¢ # ¢*, and
Decap(SK,C) # L. In the full proof, we will show that such a query can be used
to break the target-binding property of the commitment schémend henceA will
submit a query of this type only with negligible probability, due to the target-binding
property of the commitment scherfle

It is easy to see thatr[S;] = Pr[Ss] holds, because the behavior of the oracle in
Game 2 and that in Game 3 are identical due to Lemma 7.

To show the upperbound pPr[S3] —Pr[S4]|, we need to use tHeCE[S; ] security
of the function familyF. Define the sourcé that takesl” as input, expects to have
access to an oracle € Funcy_, (¢4, 1), and computes an output (leakade)= (pk,

ck, tag*,gf;tag* ,c*, K*) in the following way:

SO(1%) : [ (pk, sk) «+ TKG(1¥); ck «+ CKG(1%); a* « {0,1}*; B* « O(a*);
Parses* as(r*,r'*, K*).; tag* + Com(ck, a™;r"™*); glgtag* + Punc(sk, tag*);

c* « TEnc(pk,tag*, a™;r*); ReturnL « (pk,ck,tag*,gktag*,c*,K*). ].

Defined as above, it is obvious thétsatisfies the restrictions on the running time and
the number of queries. Furthermore, due to the hiding property of the commitment
scheme® and theeCPA security of the PTBE schemg, it is straightforward to see that
S is computationally unpredictable, and thus it holds that S;“f’. Then, in the full
proof, we will show that there exists a PPTA that takes as input a function index
a leakagel = (pk,ck,tag*,ggtag*,c*,[(*) — SO(1%), whereO ¢ Funci (e4-01+k)
is eitherF () or a random function, simulates Game 3 or Game 4 perfectlylfde-
pending onB,’s challenge bit, and has tieE advantagé\dvs 5, (k) = | Pr[Ss] —
Pr[S4]|. Hence| Pr[S;3] — Pr[S4]| is negligible by theJCE[S;"F] security of F.

Finally, in Game 4, the “real” session-kdy; is independent of the challenge ci-
phertextC* and is a uniformly random value, and thus the challengkibiinformation-
theoretically hidden fromd’s view. This impliesPr[S,] = 1/2. O



5.2 Further Results and Extensions

CCA Secure DPKE for Block Sources with Bounded Running TiNae that our pro-
posed KEM has the property that a randomness used to generate a ciphertext is entirely
recovered in the decryption process. Here, by deriving the randomrass$r’ (used

for generating: andtag) from a plaintextn (instead of deriving them from the “seed”

« picked randomly) by the UCE secure function famfly we obtain a DPKE scheme.

We can show that this DPKE schemeCigA secure for block sources [10] (i.e. each
plaintext sampled from the source has high min-entropy, even conditioned on all the
previous plaintexts), as long as the sources satisfy an additional constraint that their
running time is bounded by some predetermined polynothial ¢’ (k) (we call such a

block source’-bounded block sourgeThis additional constraint on the running time

of the sources is due to our security proof in which the source for a UCE secure function
family has to execute #-bounded block source for DPKE (that chooses the challenge
plaintexts), and thus we have to rely @¢E[s;"T | security where must be large enough

to allow the execution of th&-bounded block source for DPKE (and other algorithms
that need to be run for the security proof).

Although ccA security for block sources with bounded running time is clearly
weaker than that for ordinary block sources, the constraint on the running time of the
sources would not be a severe limitation in practice, because in most cases messages
that are going to be encrypted will be chosen by honest parties and we do not expect
picking messages to be computationally expensiWe stress that we do not put any
restriction on the running time of the “main” adversary who may perform decryption
queries and any computationally heavy operations, as long as it runs in polynomial time.

Function Families with Short Output LengtRor our proposed KEM, we use a function
family F with output length? + ¢’ + k, which could be long (the actual length depends
on how the PTBE scheme is instantiated). However, by employing a pseudorandom
generatolG : {0,1}* — {0,1}*+¢+* we can replacer with a function family with
output lengthk. This extension is however at the cost of using slightly stronger UCE
security. Specifically, now we have to rely on M[Sj}ﬁ] security where’ = ¢ + tg

andt is as stated in Theorem 3. This extension is also applicable to our DPKE scheme.

Weakening the UCE Assumption Using Lossy Encryptiia notice that in the security
proof of our proposed KEM, if the underlying PTBE scheme is instantiated usossga
encryptionscheme [6] and the underlying commitment scheme is statistically hiding
(which can be constructed from any lossy encryption scheme), then the sbusesl
in the proof of Theorem 3 can be modified to show that it is statistically unpredictable.
Specifically, this can be shown by considering an additional game between Game 3 and
Game 4 in which we use lossy public keys for public keys corresponditagtovhen
generating a challenge ciphertext. (For this, in the full version of our paper we will also
introduce a lossy-encryption-analogue of PTBE.)

Therefore, at the cost of employing a stronger assumption on the underlying PKE
scheme, we can weaken the assumptioFoilo beUCE([S;% ] security where' is de-

7 This observation is due to one of the anonymous reviewers.



pendent on the underlying lossy encryption scheme (and other building blocks). (We
will specify ¢’ in the full version.)

We note that similar tradeoffs about the assumptions among building blocks for
constructingcCA secure PKE/KEM were shown in [29].
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