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Abstract. We introduce the high-degree indicator matrix (HDIM), an
object closely related with both the linear approximation table and the
algebraic normal form (ANF) of a permutation. We show that the HDIM
of a Feistel Network contains very specific patterns depending on the de-
gree of the Feistel functions, the number of rounds and whether the Feis-
tel functions are 1-to-1 or not. We exploit these patterns to distinguish
Feistel Networks, even if the Feistel Network is whitened using unknown
affine layers. We also present a new type of structural attack exploiting
monomials that cannot be present at round r — 1 to recover the ANF of
the last Feistel function of a r-round Feistel Network. Finally, we discuss
the relations between our findings, integral attacks, cube attacks, Todo’s
division property and the congruence modulo 4 of the Linear Approxi-
mation Table.
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1 Introduction

While the importance of attacks targeting actual primitives is obvious, structural
attacks can also lead to interesting development. In fact, the last few years have
seen the publications of several such attacks. For example, the attack targeting
the SASAS construction has been recently extended to larger constructions [1].
The ASASA structure, which might look weaker at first glance due to its lower
number of non-linear layers, has actually proved to be a challenging target; it was
even proposed as the basis for public key encryption and white-box scheme [2].
Attacking this generic structure requires sophisticated methods presented in [3]
and [4]. Feistel Networks have also been the target of generic attacks in two
different settings. If the Feistel functions are completely secret, attacks up to
5-rounds are presented in [5]. If the Feistel functions consist in public functions
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preceded by the addition of a secret key, powerful attacks with very low data
complexity are presented in [6].

As illustrated by the usage of the ASASA structure, generic constructions can
be applied in white-box cryptography where the aim is to prevent an attacker
from having access to some of the inner components of the algorithm to perform
some computations. Thus, structural attacks are important in this context. They
can also be used to reverse-engineer the secret structure of an S-Box, allowing for
example an attacker to enjoy the benefits of a lightweight implementation known
a priori only by the designer of the S-Box. The use of small Feistel Networks
for lightweight S-Box design is investigated in [7] and, in fact, a secret hardware
efficient decomposition® was recently discovered for the S-Box of the last Russian
standards [8] using such reverse-engineering.

Our Contribution Our results are based on the high-degree indicator matrix
(HDIM), a new object we introduce. We associate to any n-bit permutation F
a n x n Boolean matrix H(F) which can be computed in time O(n2"~!) using
the full code-book and which is related all at once to the LAT /Walsh spectrum
of I, to its algebraic normal form and to the existence of integral distinguishers.

The HDIM provides new attack directions which we illustrate by analysing
some generic constructions based on Feistel Networks. In particular, we show
the existence of some patterns in the HDIM of 2n-bit Feistel Networks with r
rounds and Feistel functions with degree d depending on 6(d,r) with

0(d, ) = dlr/2)=1 4 glr/21-1

These patterns provide efficient distinguishers for such structures. When the
round functions are bijective, such patterns always exist in Feistel Networks
with up to at least 5 round. We also show that these distinguishers can be inter-
preted as particular integral distinguishers and describe some relations between
our results and Todo’s division property [9]. Due to their integral nature, our
distinguishers are extremely memory efficient: we only need to store a block
containing the sum studied. In contrast, the impossible differential for 5-round
Feistel Network [10] and the yoyo-game [5] are the best known distinguishers for
5-rounds FN with bijective Feistel functions and require respectively O(2") and
0O(2%") blocks of memory.

We also present a new type of recovery attack against Feistel Networks with
secret round functions which rebuilds the last Feistel function by exploiting the
predictable absence of some monomials in the algebraic normal form of the
permutation without its last round.

Outline We first describe the definitions and notations that we shall use through-
out the paper in Section 2. Then, we investigate in Section 3 the relation between
the different rows and columns of a table containing the congruence modulo 4 of
the biases in the LAT of some n-bit permutation and, in doing so, introduce and
study the high-degree indicator matriz (HDIM). Section 4 shows that the HDIM

3 Whether this hidden structure serves another purpose is still an open problem.



R Type Power Restrictions Time Data Ref
Differential ~ Distinguisher Non bij. round func. 2n 2n [11]
Imp. diff. ~ Distinguisher Bij. round func. 22n 2n [10]
SAT-based  Full recovery n <7 Practical 2" [12]
Yoyo Full recovery — 22n 22n [5]
Integral Full recovery fi or f3 bij. 92-81n 2%n (5]
Guess & Det. Full recovery - gn2®™/t  g2n [5]
HDIM-based Distinguisher Bij. round func. 22n=1 9=l Gec, 6.1
Imp. monom. Full recovery Bij. round func. 23n 22" Sec. 5.2
HDIM-based Distinguisher Bij. round func., 2*"7' 227! Sec. 6.1
r 6(d,r—1) <2n
HDIM-based Distinguisher Non bij. round func., 2?"7'  2?"~! Sec. 6.1
6(d,r) < 2n
Imp. monom. Full recovery d" 2 < n 23n 22" Sec. 5.3

Table 1: Structural attacks against Feistel Networks. n is the branch size, d is
the degree of the Feistel functions.

of a Feistel Network exhibits very strong patterns depending on the number of
rounds, the algebraic degree of the Feistel functions and whether these are bi-
jective or not. We also describe attacks relying on these patterns targeting both
Feistel Networks and Feistel Networks whitened using affine layers. In fact, in
Section 5, we introduce a new kind of attack rebuilding efficiently the algebraic
normal form of secret Feistel functions which exploits the predictable absence
of some monomials in the ANF of round-reduced Feistel Networks. Finally, we
discuss in Section 6 how our findings can fit in the framework of integral attacks.

Structure Restrictions Time Data Ref.
AF*A Bij. round func. 26m 24n [8]
AE"A Bij. round func., 0(d,r — 1) < 2n n22" 22" Sec. 4.2

Non bij. round func., 6(d,r) < 2n n2*™ 22" Sec. 4.2
AFTA-L Bij. round func., 8(d,r) < 2n n22" 22" Gec. 4.2
Non bij. round func., 6(d,r + 1) < 2n n2?" 22" Sec. 4.2

Table 2: Structural attacks against Feistel Networks whitened with unknown
affine layers. The attacks recover parts of the unknown affine layers. n is the
branch size, d is the degree of the Feistel functions.



2 Notations and Boolean Functions Basics

In this section, we introduce the notations and concepts that will be used
throughout the paper. A thorough introduction to Boolean functions can be
found in [13]. First, let us define some sets and simple operations:

— FF, denotes the finite field of size 2,

— the exclusive-OR (or XOR) is denoted @,

— the logical AND is denoted A,

— the hamming weight hw(z) of a vector z of F} is the number of ones in z,

— |S| and #S denote the size of a set S,

— the scalar product of two elements x = (xq,...,Zn—1) and ¥ = (Yo, -.., Yn—1)
of F% is denoted “” and is equal to z -y = G}?:_Ol i A Yi,

—if x = (zgy...yTp—1) and u = (ug, ..., un—1) are two elements of FZ then
a* =[[1-y =%, and

— ifz = (x9,...,xn—1) and u = (ug, ..., up—1) are two elements of F§ then z 5 u
is true if and only if (u; =0 = x; = 0) is true for all ¢ in [0,n — 1]. We
say that u “covers” .

We now define some of the key components used in our analysis.

Definition 1 (Boolean Function). We call Boolean function a function map-
ping F to F,. A function mapping FY to FL' is a vectorial Boolean function and
its restrictions to each output bit are its coordinates. Finally, for a vectorial
Boolean function F', the Boolean functions x — c- F(x) are its components.

Note that a coordinate of a Boolean function is one of its components but that the
converse is not necessarily true. Let us then introduce the concept of balanced-
ness.

Definition 2 (Balanced Boolean Function). A (vectorial) Boolean function
F mapping F5 to F5* is said to be balanced if the size of the preimages of all
elements of F5' are equal.

A Boolean function is balanced if and only if all of its components are balanced.
We also recall the definition of the Algebraic Normal Form of a Boolean
function.

Definition 3 (Algebraic Normal Form (ANF)). Any Boolean function f
mapping n bits to 1 can be decomposed into

flx) = @ a,x" with a, = @f(x),

u€ly ru

in a unique fashion which is called the Algebraic Normal Form (ANF) of f.
The coefficients a,, can be obtained using the so-called Mobius transform. For
vectorial Boolean functions, the ANF is the ANF of each of the coordinates.



Definition 4 (Algebraic Degree). The algebraic degree of a Boolean function
is the largest number of variables in a single term of its ANF, i.e. the mazimum
hamming weight of all u of FY such that a, # 0. The algebraic degree of a
vectorial Boolean function is the maximum algebraic degree of its coordinates.
The algebraic degree of a (vectorial) Boolean function f is denoted deg(F).

We observe that the algebraic degree of a permutation of n bits is at most equal
ton—1.

Our analysis will involve the LAT or Fourier Transform (related to the Walsh
spectrum by a constant multiplication) of a Boolean function. These almost
identical concepts are introduced below.

Definition 5 (LAT, Fourier Transform, Walsh Spectrum). The Linear
Approximation Table of a function f mapping n bits to m is a 2™ x 2™ matriz
L where Lla,b] = #{x € FY,a-x =b- f(z)} —2"~1. We note that the coefficient
L[a,b] can equivalently be expressed as follows:

Llat) = = 3 (b f@) x ((1)** = 5 3 (1),

z€Fy z€Fy

where the first sum corresponds to the Fourier transform of x — b- f(z) and the
second to its Walsh spectrum. Furthermore, the coefficient Lla,b] of a LAT L
is called bias of the approximation (a ~» b).

Remark 1. If F is an n-bit permutation then, for all (a,b) in (F%)2, we have
L[a,b] =0 mod 2.

When a Boolean function p mapping n bits to m is linear, we use u to
represent both the function itself and its matrix representation. The transpose
of a matrix u is denoted u'. Finally, we state the following well-known remark
regarding the algebraic degree of a (vectorial) Boolean function.

Remark 2. If F is a (vectorial) Boolean function and V is a vector space of F%
such that |V| > 246 then @, .\, F(v) = 0.

3 Patterns in Biases Modulo 4 and HDIM

Our initial goal was to identify new generic attacks against Feistel Networks. As
suggested in [12], we looked at a visual representation of the Linear Approxi-
mation Table of such permutations. We identified some patterns which turned
out to be byproducts of a strong structure in the congruence modulo 4 of the
biases. Figures 1la and 1b show the “Pollock representation” of the LAT modulo
4 of a 4- and a 5-round 6-bit Feistel Networks for some bijective Feistel functions
picked uniformly at random.

As we can see, the congruence of the biases is constant in each square of
dimensions 8 x 8 for the 4-round Feistel Networks. Furthermore, there seems to
be linear patterns for the 5-round structure: if we divide the LAT into 8 x 8
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Fig. 1: LAT of r-round Feistel Networks (modulo 4).

squares as before then we find that each square at position (Z,7) is the sum of
the squares at positions (¢,0) and (0, j) and a square-wise constant.

The reason behind these patterns is two-fold. The first aspect is a generic
observation about the linearity (in some sense) of the construction of the LAT
modulo 4. Indeed, we show in this section that the function (a,b) — (L[a,d]
mod 4) for the LAT L of a permutation is a bilinear form and that its matrix
representation has interesting properties. The second aspect of the justification
for the patterns is the probability 1 presence of zeroes in some positions which
is discussed later in Section 4.

3.1 The High-Degree Indicator Matrix

We first re-write the congruence modulo 4 of the biases in the LAT of a permu-
tation using Boolean functions.

Lemma 1 (LAT modulo 4). Let F' be a permutation of n bits (n > 2) and let
L be its LAT. Then L[a,b] is such that L]a,b] = 2 x (EBaceng (b- F(z))(a- :c))
mod 4 or, equivalently,

E[Z’ i = @ (b-F(z))(a-z) mod 2.

z€FY

Proof. Since (—1)* =1 — 2z (for z in {0,1}), the coefficient L[a, b] is equal to
clat) = =3 (b-F@) +2( Y (b F@)(a-2)),
zeFy zeFp

The first term in this sum is equal to 2"~! as every component of a permutation
is balanced.* Thus, if we look at the congruence modulo 4 of L[a,b], we obtain
the following (for any n > 2):

Lla,b] = 2( Z (bF(m))(ax)) mod 4,

z€Fy

4 If F is not a permutation but some function with degree at most n — 1, then this
term a priori does not go away when taking the modulo 4 of the expression.



from which we deduce that

Lla, b]
—5— = Z (b-F(z))(a-z) mod 2
z€FY
As sum and XOR are equivalent modulo 2, this proves the lemma. a

This lemma has several consequences regarding the congruence modulo 4 of
the LAT coefficients of F' (or, alternatively, the congruence modulo 2 of their
half). First, we define £4 to be a 2™ x 2" matrix such that L4]a,b] = L]a, b
mod 4 and Ly4]a,b] € 0,2. Using this, we define B(L) to be a 2™ x 2" Boolean
matrix with B(L)[a,b] = L4[a,b]/2. This matrix has the following property:

B(L)la®d,be V] = B(C)[a,b] @ B(L)[a,V] @ B(L)[d',b] @ B(O)[a',b].

As consequence, the function (a,b) — B(L)[a,b] is a bilinear form and can be
represented using an n x n matrix H(F).

Definition 6 (High-Degree Indicator Matrix (HDIM)). Let F be an n-
bit permutation and let B(L) be the Boolean matrix representing the congruence
modulo 4 of its LAT (as described above). We define the High-Degree Indicator
Matriz H(F) of F to be the n x n matriz such that

H(F)[i,j] = @ (ei- F(x))(e; - ),

zeFy

where ey is an all zero n-bit vector with a single 1 at position k. This matriz is
such that R
B(L)[a,b] = b" x H(F) x a.

Lemma 2. The coefficients of fI(F) indicate the presence of the highest degree
terms in the coordinates of F. More precisely, H(F)[i,j] = 1 if and only if the
ANF of F; contains the monomial [[,_; xx (which has degree n —1).

Proof. Let F be an n-bit permutation. As H(F)[i, ;] is the sum over of space
of size 2" of the Boolean function z — (e; - F(z))(e; - ) = F;(x) - x;, it is
equal to 0 unless this Boolean function has algebraic degree n. As F' has degree
n—1, this occurs if and only if F; contains [, ,; zj. Indeed, in this case (and in
this case only), the ANF of z; - F;(x) contains the only possible degree n term

Z;é:ﬂk. O

This lemma is the reason behind the name “high-degree indicator matrix”.
Indeed, the HDIM coefficients simply state whether each of the n possible n — 1
degree terms appear in each coordinate of F' or not.

We finally note that the HDIM of a function can be computed much more
efficiently than the LAT or the difference distribution table. Indeed, we can com-
pute a column of the HDIM by summing the function over a cube of dimension
n — 1 (see Section 6.1). The complexity for all n columns is therefore n2" 1.



3.2 Some Properties of the High-Degree Indicator Matrix

Let us investigate the effect of some simple transformations on the HDIM. First,
we point out that due to the fact that the LAT of the inverse of a permutation
F is the transpose of the LAT of F, the HDIM of F~! is the transpose of the
HDIM of F.

We now show that the HDIM of no f o u can easily be deduced from that of
f when n and p are n-bit linear permutations. The corresponding theorem will
be used in Section 4.2 to attack Feistel Networks whitened using affine layers.

Theorem 1. Let p,n be linear n-bit mappings, F' be an n-bit permutation and
let G = noF op. Furthermore, let H(F) be the HDIM of f and H(G) be that
of G. Then it holds that

H(G) = x H(F) x ().

Proof. We prove this result in two steps. First, the fact that H(Fop) = H(F) x
(u~1)? can be derived as follows:

H(Foplij] = @ (ei- Flu@)(e;-2) = @ (ei- F)(es -1 ()

wEFy yery
= D (e Fu) ()" (es) - w)-
yelFy
We then note that H(no F) = ﬁ( 77 ~1)* which, using what we just found,
is equal to (H(F~1) x nt)t = (H(F ) n')t, so that H(no F) = n x H(F). This
concludes the proof. |

The ANF and the LAT of an n-bit permutation are connected in the sense
that it is possible to determine the congruence modulo 4 of the LAT L of an n-
bit permutation F’ given parts of its ANF. Indeed, as we describe in this section,
this congruence only depends on the terms of degree n — 1 in the ANF of the
coordinates of F.

4 The High-Degree Indicator Matrix of Feistel Networks

In what follows, we denote F}, an r-round FN with bijective Feistel function of
algebraic degree at most d. The structure of a sample is given Figure 2. It is
possible to use the HDIM to analyse such generic structures.

4.1 Artifacts in the HDIM of Feistel Networks

The HDIM of a Feistel Network may yield interesting patterns depending on the
degree of its Feistel functions, whether they are bijections or not and its number
of rounds. These are formalized by Theorem 2 and its corollary (Corollary 1).
These results link the maximum degree d of the Feistel functions, the number of
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Fig. 2: A sample F3 structure, where deg(f;) < d.

rounds 7 and the presence or not of some patterns using the function 6 : Z? — Z
defined by
0(d,r) = dlr/21-1 dfr/ﬂ*l7

where [2k| = |2k + 1] = 2k and [2k] = [2k — 1] = 2k.

Theorem 2. Let F be a 2n-bit F';. Then the HDIM of F is such that H(F)[i, j] =
0 if i <n or j <n under the following conditions:

— if the Feistel functions are bijections and 6(d,r) < 2n, or
— if the Feistel functions are not bijections and 0(d,r + 1) < 2n.

The general idea of the proof is to express the sum corresponding to coeffi-
cient H(F)[i, j] using well-chosen variables (,3) located in the middle of the
encryption. The value of F(x) is then a function of degree d/"/21-1 of (a, 3) and
that of z is a function of degree dl"/2)=1. The coefficients can thus be written as

HE)ij)= @ (e Fla(a,p)))(e; - z(a,B))

(o, B)€(F3)?

and the result is equal to 0 if 6(d,r) = dl"/21=1 4 dl7/21=1 < 2n. If the Feistel
functions are not bijective then a “trick” used to slightly decrease the degree in
(c, B) of the output cannot be used, hence the small discrepancy in this case.
The complete formal proof of this theorem is given in the full version of this
paper [14].

Corollary 1. Let F be a 2n-bit F;. The HDIM of F is such that H(F)[i, 5] = 0
if i <n and j < n under the following conditions:

— if the Feistel functions are bijections and 0(d,r — 1) < 2n, or
— if the Feistel functions are not bijections and 6(d,r) < 2n.

Proof. Let r and d be such that Fg_l fits the hypothesis of Theorem 2. The
right word of the output of a F/; structure is the left word output by a F:i'_l
structure. As each line of the HDIM corresponds to one output bit, the top n
rows of the HDIM of the r-round FN are equal to the bottom n rows of the same
permutation reduced to (r — 1)-round. Because of Theorem 2, this bottom half
is such that the first n columns are all 0. Thus, the first n columns of the first
n rows of the HDIM of a F}, are all equal to 0. a



To illustrate these theorems, we give the HDIM of the 4- and 5-round Feistel
with 3-bit bijective Feistel functions picked uniformly at random whose LAT
modulo 4 were given in Figures 1la and 1b. The Feistel functions must have an
algebraic degree at most equal to 2. Since §(2,4) = 2' +2! = 4 < 6, these HDIM
must exhibit the patterns described in the theorems above. It is the case, as we
can see below. The zeroes caused by Theorem 2 and Corrolary 1 are represented
in grey:

000000 000111
000000 000111
eay . 000000 sy 000011
H(FY) = 000011 , H(F?) = 011010|° 1)
000101 100000
000101 011111

Even though a F]; structure has an algebraic degree of 2n — 1 in the conditions
of Theorem 2, the way in which this high degree is achieved is very structured:
only half of the output bits actually have a maximum degree and the monomials
of degree 2n — 1 can not contain the product of n — 1 bits from the right side
of the input. Thus, a simple analysis of the algebraic degree can be made more
sophisticated by also investigating the possible structure of the monomials of
highest degree.

These patterns lead to the existence of distinguishers as long as the conditions
necessary for Corollary 1 are satisfied. Table 3 shows the value of the number of
rounds for which the conditions of Corollary 1 are satisfied for different values
of d,r and n in both the 1-to-1 case and the case where collisions in the Feistel
functions are allowed. If real ciphers correspond to these parameters, we specify
them. Note that the rotation applied to one of the branches in the round function
of LBlock [15] does not change anything. The key-dependent linear FL layers in
MISTY1 [16] do not protect from our distinguisher as well and may be included
from any side for free.

(d,2n)  Feistel functions rmax(d,n) Instance
(2,32) 1-to-1 10 —
’ collisions 9 SIMON-32 [17]
1-to-1 7 —
(5,64) -
collisions 6 DES [18]
(31, 64) 1-to-1 5 MISTY1/KASUMI [16]
’ collisions 4 —
1-to-1 5 —
(n—1,2n) o
collisions 4 —

Table 3: If r = rpax(d, 2n) then the 2n-bit permutation F/, exhibits an artifact
of size n? in its HDIM.

10



4.2 Bypassing Affine Whitening

In the context of component reverse-engineering/white-box cryptography, it may
not be sufficient to be able to attack generic Feistel structure. Indeed, simply
whitening a generic structure with secret affine layers can prevent many attacks
from succeeding at small cost for the designer. For example, applying affine layers
before and after a 5-round Feistel Network would prevent the yoyo-game used
in [5] to be exploitable. Similarly, the recent attacks against ASASA [3,4] are
much more sophisticated than the attack against SASAS proposed by Biryukov
et al. in the first place [19]. We also note that the secret structure of the S-Box
of the last Russian standard primitives recently recovered was indeed whitened
with seemingly random linear layers [8].

As a consequence, we study the generic construction denoted AFA consisting
in a FJ; construction with secret Feistel functions preceded and followed by the
application of independent and secret linear layers®. This structure has already
been studied in [8] but our attacks are significantly more efficient. Note also that
one of the S-Box of ZUC [20] has this structure: it is a 3-round Feistel Network
composed with a bit rotation. Let us show how the HDIM and its artifacts we
identified in the previous section can be used to attack permutations with AF A
structures.

m

(a) G=noFop. (b) G (alt. representation).  (c) F’ (alt. representation).

Fig. 3: The target of our attack, its result and its alternative representation. In
Figure 3c, f/! is affine equivalent to f;.

Our attack works for a subset of all possible linear layers. We define G =
no F ou where F' has a F}; structure satifying the conditions of Theorem 2 and
1 and 7 are linear layers. The layer applied first must have a decomposition as

5 We note that adding constants to make the layers affine is equivalent to replacing
the Feistel functions by other ones with identical properties.

11



follows: .
| Ho,0 to1| _ |dO « ITal |d dxa
F=lmoma] = |ev] " |o1] = e b+exal”
and the layer applied last must have a similar one:

_ 10,0 70,1 _ ICL’ X'dlo B d/Jra/XC/ CLIXb’
= momal| |01 ERAn c b :

It is sufficient for such a decomposition of the first layer to exist that pg is
invertible. Indeed, we can then simply set d = pg,0,¢ = p1,0,a =d~' x p9,1 and
b = p1,1 — ¢ x a. Note that b has to be invertible since y is invertible. Similarly,
it is sufficient that n 1 is invertible to decompose the final layer. We define F’
using these decompositions so that G is equal to:

| Id do do Ta|l |Id ;| 1a
o= [37)e[eo]orelen]eot) = o7]oFe[ol]
A graphical representation of the relation between F', F’ and G is provided in
Figures 3a and 3b. As F satisfies the condition of Theorem 2, its HDIM is such

that ﬁ(F)[z,j] =0if i < nor j < n. Applying Theorem 1 gives us that the
HDIM of F’ is equal to

aEy = |9,

~ d o
0b on

—1

]xfi(F)x[dc} = [Oo}withh’:b’xhxb_l,

h being the bottom-right part of H(F). Like in H(F), it holds that H(F")[i,j] =
0if i < n or j < n. Another way to see why this holds is shown in Figure 3c.
Indeed, F’ can be written as a F/; structure, like ', where n-bit linear permu-
tations are applied only on two branches and where the Feistel functions f; are
obtained from compositions of b, ', d,d" and f;, as well as the addition of ¢ and
¢ for the first and last rounds. We deduce that if G indeed has a AF,A struc-

ture satisfying the conditions for Theorem 2, then the following equation with
unknowns the n x n binary matrices a and a’ must have at least one solution:

R L

where h; ; is the bottom right corner of H (@). This system has 2n? unknowns
and 3n? equations, meaning that it is unlikely to have solutions if G is a random
permutation. However, if it does have a solution then we deduce both that G has
an AFJA structure and the expression of parts of the linear layers. We summarize
these results in the following attack.

Attack 1 (Partial Recovery Against AF,A) Let G be a 2n-bit permutation.
It is necessary for G to be in AFA for some (r,d) satisfying Theorem 2 that the

equation
Id - 10 00
{0 [} x H(G) % [a[} - {Ohm]’

12



where h is an unknown n X n matriz, has at least one solution. The unknowns
are the coefficients of the n x n matrices a and @', so that 2n? Boolean variables
must satisfy 3n? equations corresponding to the zeroes in the right hand side.

This distinguisher requires the full code-book and as much time as is needed to
compute the HDIM and solve a system of equations. Since the system is small,
the bottle-neck is the computation of the HDIM which can be done in time
O(n2%") where n is the branch size.

We can use the exact same reasoning to attack one more round if the decom-
position of 77 and p involve the same “linear Feistel function” a. This happens in
particular if n = p~!. In this case, we can use the distinguisher obtained from
the following attack.

Attack 2 (Partial Recovery Against A~'F¢  A) Let G be a 2n-bit permu-

tation. In order for G to be in AF,A for some (r,d) satisfying Corollary 1 in
such a way that the linear layers are the inverse of one another, it is necessary

that the equation
Ia S 10 o 0 hO,l
o] 23] = i)

where ho1,h1,0 and hy 1 are unknown n x n matrices, has at least one solution.
The unknowns are the coefficients of the n x n matrices a, so that n® Boolean
variables must satisfy n? equations corresponding to the zero in the right hand
side.

Note that if there is a single whitening affine layer applied at some side, we
have a similar system with n? unknowns. If we consider one more round, we will
have n? equations as well. Therefore we can attack F’;A, where r is the maximum
number of rounds satisfying Corollary 1. Another view on this attack is given in
Section 5.3.

5 The Impossible Monomials Attack

In the previous sections we used absent terms of highest degree to recover whiten-
ing linear layers from Feistel Networks. In this section we generalize this method
to terms of lower degree and, as a result, we present an attack recovering a secret
round function from a 5-round Feistel Network with bijections. Furthermore, we
generalize this attack to more rounds if the degrees of the round functions are
small.

5.1 Impossible monomials in Feistel Networks

Let F be a 2n-bit F2_| and let F; be the ith output bit of F' (Fy is the leftmost
bit of F'). We will denote by L = {0,...,n — 1} and R = {n,...,2n — 1} the
indices from the left and right halves respectively, and F, and Fr the truncations
of the function F' to the left and right half respectively. Consider the ANF of F;:
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Falle) = @ oy, aia, (2)

uy,ur €EFY

where x; and x, are vectors of input variables from the left and right halves
respectively. We will now show that some monomials are impossible, that is,
afl"'”ur = 0 for some u;, u, independently of the choice of the Feistel functions.
To prove it, we will need the following lemmas.

Lemma 3. Let a,b € F3 be some vectors of variables and let f : Fy — Fy be a
Boolean function of degree at most d. Then if some term in the ANF of f(a®b)
has degree d, on variables from a, then it has degree at most d — d, on variables
from b. In particular, there are no terms of degree d on a and non-zero degree
on b.

Proof. Let s(a,b) = a ®b. Then degs = 1 and deg (f os) < d. Hence a term
containing d, variables from a contains at most d — d, variables from b.

Lemma 4. Let m : F§ — FZ be a permutation and let f : F§ — Fy be some
Boolean function of degree at most n — 1. Then deg (fonm) <n—1.

Proof. By the Mobius transform, the term of degree n is present in the ANF of
fomif and only if the sum of for over Fy is equal to 1. Since 7 is a permutation,
we have that ZxGFE f(r(x)) = Zwng f(x). But this last sum is equal to zero
because deg f < n — 1. Therefore, there is no term of degree n in the ANF of
f om and we conclude that deg (fom) <n—1.

We now formally describe classes of impossible monomials using the following
theorem.

Theorem 3. Let F' and its ANF be as defined before. Then aiiuur = 0 if one
of the following holds:

— 1, hw(uy) =n—1;
-1, hw(u,) = n;
, hw(u.) =n—1.

1. i € R and hw(u;)
2. i € R and hw(uy)
3. i € R and hw(u;)
4. 1€ L and hw(u;)

Proof. Points 3-4 are part of Theorem 2 and are presented here for the sake of
completeness. It is left to prove points 1 and 2.

1. Consider the 4-round integral characteristic from Figure 4. Let C be any
cube which contains the whole left part. From the integral characteristic
it follows that the sum of F over the cube C' has zero on the right side.
Therefore by the Mobius transform the corresponding ANF coefficients are
zero.
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Fig. 4: The 4-round integral characteristic: words taking all values are represented
in bold red and balanced words are represented in dashed blue.

2. Let fo, f1, f2, fa : F3 — % be the round functions of F. The equation for
the right half of the output is then given by:

Fr(lllr) =1& fo(r) @ fa(r & frl® fo(r)))- 3)

Clearly, the first two terms do not contain any monomial of degree n—1 on [
and n— 1 on r. Consider the expression fo(r @ f1(I ® fo(r))). Assume that a
term with degree n—1 on both [ and r is present in the ANF of the expression.
Then the term is present in the expansion of some product of at most n — 1
bits, where the bits are output bits of the expression (r)® f1(I® fo(r)), i.e. in
the term each of the n—1 factors is either a bit from (r) or from f1 (I fo(r)).
Note that the term may not be generated by choosing bits only from (r),
because in that case there will be no variables from [ in it. Therefore there
are at most n — 2 bits taken from the outer (r); n — 1 variable from [ and at
least one variable 7; are taken from f1(I @ fo(r)). It means that there exists
a monomial function 7 such that w o fi(I @ fo(r)) contains term of degree
n—1 on [ and degree at least 1 on r. By Lemma 4, 7o f; has degree at most
n — 1 and by Lemma 3 there can not be such term in wo f1 (I @ fo(r)).

5.2 An Attack on 5-round Feistel Network

In this section we use the impossible monomials to attack 5-round Feistel Net-
work built from permutations. The key idea is to observe the presence of some
4-round impossible monomials in the 5-round network and extract some infor-
mation about the last round function. Consider some monomial z* which is
impossible at the right side of a 4-round Feistel Network. We now add the 5th
round. If we observe z* on the left side, then we know that this monomial has
come from the last round function. Otherwise, we know that it has not come
from the last round function and it gives us some information as well. Using
these observations we build a system of linear equations where the unknowns
are the ANF coeflicients of the coordinates of the last round function. By solving
the system we recover the ANF coefficients and hence the function itself. Note
that in order to compute the ANF, we have to obtain the full codebook.
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Let F5 be a 2n-bit F5, F* be its first 4 rounds and f be the last round
function. Let af be the coefficient of term «* in the ANF of the Boolean function
g. Consider the equation of the ith bit of F? for i € L:

F(x) = Fly, (@) @ fi(FR(2) = P an P of (Fp)™

ueF3n ueF3n

Fs s Fy Fy

Fig.5: Impossible monomials in the last round of a 5-round FN with 3-bit
branches. The wire with 4-round impossible monomials is in dashed blue, the
path of the observed monomials is highlighted with bold red. a, is the ANF
coefficient of some 4-round impossible monomial.

The ANF of F? with ¢ € L contains some monomial from the first or the
second group from Theorem 3 if and only if the ANF of f; o Fj does. Since
we can compute the ANF of Fj, we can check which possible terms from the
ANF of f; generate the impossible monomial. Then from the presence of the
impossible monomial in the ANF of F_, we deduce if the number of such terms
in the ANF of f; is odd or even. This gives us a linear equation over F, where
the unknowns are the ANF coefficients of f;. For an illustration see Figure 5.

Note that the 4-round impossible monomials which are still impossible in a
5-round Feistel Network do not leak any information about f. For example, since
Feistel Network is a bijection, the monomial of degree 2n is impossible for any
number of rounds but it can not be used in the attack. However it is the only
such monomial. Therefore we can use 2™ — 1 impossible monomials from the first
group of Theorem 3 and n? ones from the second group. Each such monomial
yields an equation per each bit of f. There are 2" unknown coefficients in the
ANF of f; so the number of equations will be enough to recover f; for all ¢ and
hence f with high probability. Note that we can recover f only up to xor with a
constant because the constant may propagate through the Feistel Network and
merge with other round functions (see the introduction of [5] for a more detailed
explanation of this phenomenon).

The complexity of the attack is O(23") and is dominated by generating the
equation matrix, which is the same for all output bits (the only difference is the
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target vector). For each of the 2™ possible terms in the ANF of f; we compute
the ANF of the term applied after F' in time O(2%") and then we check if this
term generates the impossible monomials. The next step is to solve the systems.
Since the equation matrix is the same for all output bits, we can do some pre-
computation (for example the LU-decomposition) once and solve all n systems
of equations very fast. Computing the target vectors is dominated by computing
the ANF of F? for i € L which takes total time of O(n22").

As a consequence of the algebraic nature of the attack, if the round function
has lower degree, then the complexity decreases. Indeed, there are less unknowns
and therefore both steps of generating the equation matrix and solving the sys-
tems take less time. As an edge case, consider the F° A structure where the affine
layer can be seen as the 6th round with a function of degree 1. The complexity
of recovering the affine round is O(n2%"), as was shown in Section 4.2.

Note that the attack can be run in the reverse direction as well, so that we
recover the first round function instead of the last one.

We have implemented the attack in Sage [21]. We successfully attacked a
5-round Feistel Network with bijections and branch size of up to 9 bits and
recovered the outer secret round functions in a few minutes on a modern laptop.

5.3 A Generalization of the Attack on Feistel Networks with Low
Degree Round Functions

When the round functions in a Feistel Network have low degree, the degree
deficiency is decreasing slowly and as a result impossible monomials may exist
for more than 5 rounds. Moreover, since there are less unknowns to recover, we
need less impossible monomials to mount the attack.

In the following theorem we give a lower bound on the maximum number
of Feistel rounds for which the large class of monomials is impossible. Namely,
this class is point 1 from Theorem 3. The size of the class is 2™, which is enough
to recover a round function of full degree. Therefore this is the lower bound
on maximum number of rounds that can be attacked using the ANF recovery
technique from Section 5.2.

Theorem 4. Let F' be a 2n-bit F); with arbitrary functions and let its ANF' be
as in the Equation 2. Then af:Hur =0ifd 2 <n,i € R and hw(u;) = n.
Proof. Let [||r be the input to F. Consider the degrees on the variables from I
at the intermediate states. Initially, the degrees are 1 on the left and 0 on the
right. After the first round the degrees are the same, because input to the round
function has no variables from [. Now if we have the respective degrees di,ds
at some point and we add a swap and xor with the round function, the degrees
become max(da,d - dy),d;. Then for 2 rounds the degrees are d, 1, for 3 rounds
- d?,d, and, in general, for » rounds the degrees are d"~',d"~2. Therefore, when
d"~% < n, the r-round Feistel Network has no monomials with degree n on [ in
the right branch of the output.
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As a corollary of the theorem, we can attack a 2n-bit F; if d" =3 < n. Note that
for the 5-round Feistel with bijections which we attacked in the previous section
this bound is not satisfied (for n > 3): d®=3 = (n — 1)2 > n, i.e. we attacked
more rounds than we could attack by Theorem 4. Though we expect that the
bound is tight for the specified class of monomials in FN with non-bijective round
functions, there are another classes of impossible monomials for Feistel Networks
with more rounds. Moreover, if the degree is low, there are less ANF coefficients
to recover and, therefore, smaller classes of impossible monomials may be enough
for attack. As an edge case, consider an additional round function of degree 1 (a
linear function). The impossible monomials of degree 2n—1 from Corollary 1 can
be used to recover such round function, as was shown in attacks from Section 4.2.
The maximal number of rounds (without the last linear one) for this attack is
given by the condition 6(d,r) = dl"/21=1 4 4["/21=1 < 2n (or 1 more round if
the Feistel functions are bijections). In general case, if the Feistel functions are
bijections, we can attack 5 normal rounds plus 1 linear round.

6 Relationship Between Our Results and Other Attacks

6.1 Integral Attacks

The HDIM has a simple integral interpretation. Indeed, its coefficients corre-
spond to the presence or not of some monomials in the ANF of its coordinates.
They thus correspond to coefficients in said ANF which can be computed using

the Mobius transform: R
H(F)[i,j] = € Fi(x)
re;

where €; is the vector where all elements are equal to 1 except in position j.
This has two consequences.

1. we can compute the HDIM of an n-bit permutation in time O(n2"~1), and
2. zeroes in column j imply the existence of an integral distinguisher.

In light of this, we state the following corollary of Corollary 1.

Corollary 2 (Integral Distinguisher for F7). Let F' be a 2n-bit F; and sup-
pose that one of the following conditions holds:

— the Feistel functions are bijections and 6(d,r — 1) < 2n, or
— the Feistel functions are not bijections and 6(d,r) < 2n.

Then there exists an integral distinguisher with data and time complexity 2271
for this structure, namely

@ (e;- F(z)) =0

re;

for alli < n and j < n. In other words, the sum of the right words of F(x) is
equal to 0 over a cube where one bit of the input right word is fized to 0.
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We notice a relation between our attacks and the so-called division property.
This tool for finding integral attacks was introduced by Todo in [9] and later
used by the same author to attack the full MISTY1 [22]. In his seminal paper,
Todo gives some integral distinguishers against Feistel Network for various block
sizes, number of rounds, degree of the Feistel functions for both bijective and
non-bijective Feistel functions. Interestingly, his results are extremely similar to
ours! Indeed, while there is no generic formula in Todo’s paper, the application
of his algorithm shows the existence of cubes of size 2n — 1 whose sum is equal to
0 for a number of rounds identical to the ones we predicted. In fact, results about
the division property of the output of a Feistel Network can be extracted from
its HDIM. To explain this, we first recall the definition of the division property.

Definition 7 (Division Property). Let X be a multiset of Fy and k be an
integer of [0,n]. We say that X has the division property Dy if, for all u in Fy
such that hw(u) < k, @, cx xz" = 0.

This property is further generalized into the vectorial division property which
we define in the particular case of a Feistel Network.

Definition 8 (Vectorial Division Property (for Feistel Networks)). Let
X be a multiset of (F3)? and k¥, kT be integers of [0,n]. We say that X has the
collective division property DZ‘kL o) if, for all u,v in FY such that hw(u) < kX

and hw(v) < kft, Do yyex 'y’ =0.

In particular, Todo applied his technique to 2n-bit F};. The integral distin-
guisher against the highest number of rounds correspond to integrals over cubes
of size 2n — 1 were the constant bit has to be on the left side.® As we have seen,
summing over such a cube is equivalent to computing half of the lines of the
HDIM of the function.

Let F' be a 2n-bit F;,  denote the left input bits, y denote the right ones
and Fy and Fr denote its left and right output halves so that F(z||ly) =
Fr(x||y)||Fr(x||ly). Suppose that the top left corner of the HDIM of F is all
zero. We deduce that the following holds for any cube Cj of dimension 2n — 1
where the bit at index k < n is fixed and for any i < n: @ F(z)-ei(z) =0.
This can also be written as

D (Fr@)™ (Fr@)" = @ Fe(z)" =0,

z€Cy z€Cy

z€Cy,

where u; is the element of Iy equal to 0 except at position ¢ where it is equal to
1. Tn other words, for all u in F%, hw(u) < 1 implies that @, . (FL(z))" =0,
which means that the image of Cj has vectorial division property DY ,. The
HDIM of Feistel Networks can thus be interpreted as describing the vectorial
division property of each output half!

The relation between the ANF and integral attacks is further stressed by the
attack we described in Section 5. Indeed, the complexity of this attack is very

5 It is actually on the right side in Todo’s paper. Unlike in our paper, the Feistel
function is XORed in the right branch in his case.
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similar to that of the integral attack against 5-round FN with bijective Feistel
functions described in [5].

7 Conclusion

Investigating surprising visual patterns in the LAT of Feistel Network lead us
to interesting results. To explain them, we introduced the high-degree indica-
tor matrix (HDIM). It causes a form of linearity of the LAT modulo 4 and is
related to the presence (or lack thereof) of some monomials in the ANF of the
permutation. We identified patterns in the distribution of these monomials for
Feistel Networks and provided theorems allowing us to predict the existence of
these patterns (Theorem 2 and Corollary 1). More generally, we showed how the
predictable absence of some monomials can be leveraged to attack a Feistel Net-
work in an impossible monomial attack. We also drew some connections between
our results and integral distinguisher.
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