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Abstract. In this paper we propose a new attack on a general model
for irregular clocked keystream generators. The model consists of two
feedback shift registers of lengths /1 and l2, where the first shift register
produces a clock control sequence for the second. This model can be
used to describe among others the shrinking generator, the step-1/step-2
generator and the stop and go generator. We prove that the maximum
complexity for attacking such a model is only O(2").
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1 Introduction

The goal in stream ciphers is to expand a short key into a long keystream z
that is difficult to distinguish from a truly random bit stream. It should not be
possible to reconstruct the short key from z. The message is then encrypted by
mod-2 additions with the keystream.

In this paper we analyze additive stream ciphers where the keystream is
produced by an irregular clocked linear feedback shift register (LF'SR). This
model produces bit streams with high linear complexity, which is a important
criteria for pseudo random sequences.

The cipher model we attack is composed of two LF'SRs, LF SR, of length [
and LFSR, of length [,,. LF'SRg produces a bit stream s and LF SR, produces
a bit stream u. The bit stream s is sent through a function D(). Finally D()
outputs the clock control sequence of integers, ¢, which is used to clock LFSR,.
See Fig. ?? for an illustration, and Sec. 7?7 for a full description of the model.
The effect of the irregular clocking is that u is irregularly decimated. The result
from the decimation is the keystream z. Thus, the positions of the bits in the
original stream u are altered and the linearity of the stream are destroyed. This
gives the keystream z high linear complexity.

** This work was supported by the Norwegian Research Council under Grant
146874,/420.



Fig. 1. The general model for irregular clocked keystream generators

There have been several previous attacks on this scheme. One popular method
is to use the constrained Levenshtein distance (CLD) (also called edit distance),
which is the number of deletions, insertions, or substitutions required to trans-
form one sequence into another. In [?,?] they find the optimal edit distance and
present efficient algorithms for its computation.

Another technique is to use the linear consistency test (LCT), see Handbook
of Cryptography (HAC) [?] and [?]. Here the s clock control initialization bits
are guessed and used to restore the positions the keystream bits had in u. This
gives the guess u* = (.., %, 2;, ..., Zj, ..%, .., Zk, ...y %, ...), Where z;, 25, 21, are some
keystream bits and the stars are the deleted bits. They now perform the LCT on
u*, using the Gaussian algorithm on an equation set with /,, unknowns derived
from LFSR, and u*. If the equation set is consistent the guess is outputted as
the correct initialization bits for LF'SRs. The Gaussian algorithm will use about
%13 calculations and the total complexity for the attack is O(2' - I3).

In [?,?] and the recent paper [?] they guess only a few of the clock control
bits before they reject/accept the guess, using the Gaussian algorithm. If the
guessed bits pass the test, they do a exhaustive search on the remaining key
space.

It is hard to estimate the running time for the attacks in [?,?,?,?]. The
attack in [?] is estimated to have a upper bound complexity O(L? - 2E*) where
A=logA/(1+1logA), L =11 + 1y and A is the number of different clocking
numbers from the D() function.

Most of the previous LCT attacks have in common that they try to find
the initialization bits for both LF SR, and LFSR, at once. We have a much
more simple and algorithmic approach to the problem. The resulting algorithm
is deterministic and has a lower and easily estimated running time which is
independent from the number of clock control behaviors A, and the length [, of
LFSR,. We will show that our attack has lower computational complexity than
the previous LCT attacks.

We also do a test similar to the LCT, but our test is much more efficient since
we are not using the Gaussian algorithm to reject or accept the initialization bits
for LFSR;. Our rejection test has constant complexity O(K), where K is only
2 parity check operations in average. Thus, the total complexity for the attack
becomes O(2%).

The basic idea for the test is simple. From the generator polynomial g, (z) for
LFSR, we derive a low weight cyclic equation that will hold for all bitstreams
generated by LFSR,. In Appendix 7?7 we describe a modified version of Wagners
General birthday algorithm [?] that finds the low weight cyclic equation. For each
guess of ¢ we generate the guess u* for u. Then we try the cyclic equation at a
given number of entries in the u* stream. If the equation hold every time, we can
conclude that the bits are generated by LFSR,, and it is most likely that we



have the correct guess for c. If the guess is wrong we have to test the equation
at in average 2 entries before the guess is rejected. A naive implementation of
this algorithm will, as shown in Section ??, have complexity O(2% - N) where N
is the length of the guess u*. The reason for this is that we have to calculate a
new u* for each guess for c.

The real advantage in this paper is the new algorithm we present in Section
??. The algorithm is iterative and except for the first iteration it calculates each
guess u* using just a few operations. The idea is to go through the guesses for
c cyclically. This way we can reuse most of u* from one guess to another. In
worst case our attack needs 2% iterations to succeed, and we have the complexity
O(2%). Thus, by using the cyclic properties of feedback shift registers, we have
got rid of the 3 factor they have in the LCT attacks in [?,7,?7,7,7]. In Section
?? we present some simulations of the algorithm.

2 A General Model for Irregular Clocked Generators

2.1 Description

We will first give a general description of irregular clocked generators.

Let gy (x) be the feedback polynomial for the shift register LF'SR,, of length
1y, and let g(x) be the feedback polynomial for a shift register LF'SRy of length
ls. LESR, is called the data generator, and LF SRy is called the clock control
generator.

>From g4(x) we can calculate a clock control sequence c in the following way.
Let ¢t = D(Sy, Sut1, ey Sutpilo—1) € {@1,a2,...,aa},a; > 0 be a function where
the input (84, Sy11, -y Svt1,—1) i8 the inner state of LF'S R after v feedback shifts
and A is the number of values that c; can take. Let p; be the probability p; =
Prob(c; = a;). The way LF SRy is clocked is defined by the specific generator.
Often LF SRy and ¢; are synchronized, which means that v = ¢.

LF SR, produces the stream u = (ug, u1, ...) The clock ¢; decides how many
times LF'S R, is clocked before the output bit from LF'SR,, is taken as keystream
bit z;. Thus the keystream z; is produced by z; = uy(), where k(t) is the total
sum of the clock at time ¢, that is k(t) «— k(t — 1) + ¢;.

Let u = (ug,u1,...,un—1) be the bit stream produced by the shift register
LFSR,. The resulting sequence will then be z; = uy), 1 <t < M. This gives
the following definition for the clocking of LF'SR,,.

Definition 1. Given bit stream u and clock control sequence c, let z = Q(c,u)
be the function that generates z of length M by

Qc,u) 1 zp «— upy), 0<t< M
where k(t) = Zz':o ¢; — S, 8€{0,1}

The parameter S only is for synchronization, and most often S = 1. Finally we
let s' = (s0,51,.-,51,—1) and u! = (ug,uy,...,u;,_1) be the initialization states



for LESR, and LFSR,. Together, s' and u' defines the secret key for the given
cipher system.
If a;j > 1, 1 <j < A, the function Q(c,u) can be looked on as a deletion
channel with input u and output z. The deletion rate is
Pi=1-—( (1)
> =1 D54,

Thus, given a stream z of length M, the expected length N of the stream u is

BN) = = = szlpja] 2)

2.2 Some Examples for Clock Control Generators

The Step-1/Step-2 Generator. The clocking function is defined by Q(c,u) :
2t Uy, 0 <t < M, and D(s;) = 1+ s;. We see that the number of outputs

is A = 2, with probabilities p; = 1/2, 1 < j < 2. This gives Py =1 — 1+21 %,

and E(N) = %M Since this generator is simple, we will use it in the examples
in this paper.

Example 1. Assume we have a irregular clock control stream cipher as defined
in Section ??, with gs(z) = 23 + 22 + 1. We let s' = (5o, s1,52) = (1,0,1) and
we get ¢ by ¢; = D(s¢):

=(2,1,2,1,1,2,2,2,1,2,1,1,2,2,2,1,2,1,1,2, ...).

Let gu(z) = 2* + 2® + 1 and LF SR, be initialized with u! = (1,1,0,0). We get
the following bit stream

u-=(1,1,0,0,1,0,0,0,1,1,1,1,0,1,0,1,1,0,0,1,0,0,0,1,1,1,1,0,1).  (3)
Using c on u, the bits are discarded in this way,

u* = (*’ 1’07*7]‘70707*7]‘7*’ 17 07 ) ’ (4)
]'7 1307*717*’0’*71717 ’]" ) )

Finally the output bit from the cipher will be

z = Q(c,u) = (1,0,1,0,0,1,1,0,1,1,1,0,1,0,1,1,1,0,1). (5)

The LILI-128 Clock Control Generator. The clock control generator which
is one of the building blocks in the LILI-128 cipher [?] is similar to the step-
1/step-2 generator but ¢ has a larger range. The generator is defined by Q(c, u) :
2t e Upp), 0 <t < M, and ¢; = D(St44,, St44,) = 1 + stﬂl + 2s¢44,. This gives
A:4,pj— 1<]<4ande—1—71j: 3 and the length of u is

Jj=1 4
expected to be N = §M.



The Shrinking Generator. In the shrinking generator, the output bit wy
from LFSR, is outputted as keystream bit z; if the output s; from LF SR,
equals one. If s = 0 then wuy is discarded.

To be able to attack the generator with our algorithm we must have the
clock control sequence c. The clock control sequence for the shrinking generator
can be generated as follows. Let y — 1 be the number of consecutive zeros from
sy = 1, that i8 (Sy, Syt1, e Sotio—1) = (1,0,...,0,%,...,%). Then the clocking

——

Y
function is defined as D(sy, Sy41, ..o, Syti.—1) = y. It follows from the definition
of the shrinking generator that LFSRs and LF SR, are synchronized, so LF'S Ry
must be clocked ¢; times before the next bit is outputted. Thus the clock control
sequence is ¢; = D(Sp(t), Sk(t)+1, -+ Sk(t)+l.—1),Where k(t) «— k(t — 1) + ¢; for
each iteration. Q(c,u) is the same as for the generators above. If we analyze the
clock control sequence, ¢; € {1,2,...,...,lg — 1}, where p; = 1/2J, when [ is a
large number (I > 10). This gives A = l -1, P =1— = ~ 0.5 and

Z] 1 27 277
E(N) = 2M, as intuitively expected.

3 A New Attack on Irregular Clocked Generators

The idea behind the attack is to guess the clock control sequence ¢, and recon-
struct the original positions the key stream bits in z had in u using the reversed
function Q*(c, z) defined below. From this we get a sequence 0 looking similar to
(??). When this is done, we test if 01 is a sequence that could have be generated
by LFSR, using some linear equations we know hold over any sequences gen-
erated by LFSR,. If the test holds, we assume we have made the correct guess
for c¢. Knowing the correct ¢, we can use the Gaussian algorithm as described in
[?] to find the initialization bits for u.

3.1 The Basics
First we state a definition.

Definition 2. Given the clock control sequence ¢ and keystream z, let the func-
tion u* = Q*(c,z) be the (not complete) reverse of Q, defined as

Q*(c,z) : upyy — 2, 0 <t < M,

where k(t) = Z;:o ¢; — S, and uj,=* for the entries k in u* where uj, is deleted.
When this occurs we say that uj, is not defined.

The length of u* will be N* = ijol c;j- Note that the only difference between
this definition and Definition 77?7, is that u and z have changed sides. Thus
Q*(c,z) is a reverse of the Q(c,u). But since some bits are deleted, the reverse
is not complete and we get the stream u*. As seen in Example 7?7 we can reverse
the keystream (??) back to (??) but not completely back to the original stream
(?7?), since the deleted bits are not known.



The probability for a bit u} being defined is Prob(u}) = 1— Py4. This happens
when k = k(t) holds for for some ¢, 0 < ¢t < M. It follows that the sum 6 =
up +upy;, + . +upy,  will be defined if and only if all of the bits in the sum
are defined. Thus the sum § will be defined for given k in u* with probability

* * * w ]. Y
Pdef = Prob(uk,ukﬂ»l, ) uk-l—jw—l) = (1 — Pd) = <A> . (6)
Zj:l pjaj;

3.2 Naive Attack

Using definition 77, we first present a naive high complexity attack. In the next
section we present a more advanced and low complexity version of the attack.

Let s' be the initial state for LFSR;, and let LV(s') be the inner state after
v feedback shifts. Without loss of generality we assume S = 1 and that LF SR,
is clocked once for each output ¢;. Thus, v =t and ¢; = D(L*(s")) is the output
from the clock generator after ¢ feedback shifts.

We are given a keystream z of length M which is generated with z = Q(c, u).
Assume we have found an equation ug +ug44, + ... +up+j,_, = 0 that holds over
u. First we guess the initial state LF'S Rs and generates the corresponding guess ¢
for ¢ using the D() function. Using definition ?? we can calculate u* = Q*(¢, z).
Then we try to find m (typically m = s+ 10, we add 10 to prevent false alarms)
entries in u* where the equation is defined. If the equation holds for every entry
it is defined, we assume we have found the correct guess for s!. If not, we make
a new guess and do the test again. The pseudo code for this algorithm is given
below.

Input The keystream z of length M

1. Preprocessing: Find an equation of low weight that holds over the stream u
of length N.

Find m entries (k1, ka2, ..., k) in the stream G* where the equation is defined.
If the equation holds for all the m entries over i*, then stop the search and
output the guess §' as the key for LFSRs.

2. For all possible guesses §' do the following:

3. Generate the clock control sequence ¢ of length M by ¢; = D(L!(8!)).
4. Generate 0* of average length N = % using 0* = Q*(¢, z).

5.

6.

The problem with this algorithm is that for each guess for §', we have to generate
a new clock control stream of length M and generate 4* = Q*(¢,z) of length
N. In larger examples, N and M will be large numbers, say around 10°. Since
the complexity is O(N - 2%), the run time for this algorithm will in many cases
be worse than the algorithm in [?]. In the next session we present an idea that
fixes this problem.



3.3 Final Idea

The problem in the previous section was that we had to generate M bits of the
clock control stream for each guess for s'. This can be avoided if we go through
the guesses in a more natural way. We start by a initial guess 8! = (0,0, ...,1),
and let the i’th guess be the internal state of the LF'S R, after i feedback shifts.
Let ¢* = (¢}, ci,...,ch, ;) be the i’th guess for the clock control sequence
defined by ¢! = D(L*%(1,0,...,0)), 0 < t < M. Let u’ = Q*(c’,z) be the
corresponding guess for u* of length N; = »"M;*ci. We can now give a iterative
method for generating u'*! from u’.
Lemma 1. We can transform u’ into u't! = Q*(c'*!,z) using the following
method: Delete the first ci entries (x,...,%,2) in u’, append the cé\j}il = ¢y
entries (x,...,%,zy) at the end, and replace z; with z,_1 for 1 <t < M.

Proof. See Appendix ?7.

Lemma 7?7 gives us a fast method for generating all possible guesses for u given
a keystream z. See Table 77 for an intuitive example of how the lemma works.
Next we prove a theorem that allows us to reuse the equation set defined for u’.

Theorem 1. If the sum
6111_’;6 = Uk + Uktky + oo F Ukt ky_y = 2t + 2¢45; T oo T 2ty = Vart
is defined over u', then the sum
Buiﬂ,k_cgj =2t—1+ 2¢4j1-1+ oo+ Zt4j_1-1 = Yz t-1
is defined over u't!,
Proof. See Appendix 77.

The main result from this theorem is that the equation set that is defined over u?
will still be defined over u'*! if we shift the equations ¢ entries to the left over
u'™!. This means that we can just shift the equations 1 entry to the left over
z, and we will have an sum that is defined for the guess 8! = D(L**1(1,0,...,0).
Thus, the theorem indicates that we can go around a lot of computations if we
let the i’th guess for the inner state of LFSR, be Li(1,0,...,0).

3.4 The Complete Attack

We will now present a new algorithm that make use of the observations above.
We start by analyzing LF'SR,, (See Appendix ?7?) to find an equation A

AU+ Ukggy + oo+ U, =0

that holds over all u generated by LFSR, for any k£ > 0. Let the first guess
for the initialization state for s be §' = (1,0,0,...,0), generate c® by ¢ =



lGuessed clock sequence C" Resulting ’known’ bits of u’ = Q*(c’, z). ‘
(2,1,1,2,2,2,1,2,1,1,2) |(

(1,1,2,2,2,1,2,1,1,2,2) (20, 21, *, 22, *, 23, *, 24, 25, %, Z6, Zr, Zg, *, Z9, *, 210)
(1,2,2,2,1,2,1,1,2,2,2) (20, *, 21, %22, *, 23, 24, *, Z5, Zg, Z, *, Z8, *, 29, *, Z10)
(2,2,2,1,2,1,1,2,2,2,1) |(

(2,2,1,2,1,1,2,2,2,1,2) |((

*, 20, 21, 22, *, 23, *, 24, *, Z5, 26, *7Z77Z8,Z97*7Z10)

*, 20, %, 21, *¥22, 23, *7Z4,Z5,Z67*7Z77 *7287*7z97210)

*7 ZO? *21,2:27 *7Z37Z47Z57 *7z67*7277 *’Z87Z97 *7 Zlo)

Table 1. Example of a walk through of the key. The bits in bold font show how the
pattern of defined bits in u’ shifts to the left, while the actual key bits stay relatively
put. Also notice how the entries z; in the patterns are replaced with z;,_1 after one
iteration. For example the sub stream z7, zs, 29, *, 210 — 2, 27, 28, *, 29. This means
that if the sum z7 + 28 + 29 + 210 1s defined for ci, then zg + 27 + 28 + 29 will be defined
for ¢ttt

D(L'(1,0,...0)), t < M, and u’ = Q*(c,z). Next we try to find m places
(k1, ko, ..., k) in u® where the equation \ is defined. From this we get the equa-
tion set

0 0 0 —
ulgl + ulgl-‘rjl +..t+ u]0<51+j111—1 =0
Upey T Uy gy T F Uy, =0

0 0 0 _
U, g g e tug s =0

. . . . . . 0
Since every ug, 4, in this equation set is defined in u”, we can replace uy, 4,

with the corresponding bit z; in the keystream z. Thus, u® is a sequence of
pointers to z and we can write the equations over z as the equation set {2 :

Zt1,1 + Ztl,z —|— + Zt1,w O
th,l + Zt2’2 =+ ... + Ztg,w = O

Ztm,l + Ztm,z + o+ Ztm,u) = 0

We are now finished with the precomputation.

Next, we test the equation set to see if all the equations hold. If not, we
iterate using the algorithm below which outputs the correct s'. Knowing s' it is
easy to calculate u' = (ug,uy, ..., u;,—1) using the Gaussian algorithm once on
an equation set derived from s' and LFSR,,.

Input The keystream z of length M, the equation A, the equation set (2, the
pointer sequence u’; the states L°(1,0,...0) and LM (1,0...,0), Set i < 0

1. Calculate ¢j = D(L(1,0,...,0)), and c4+' | = ¢4, = D(LM*(1,0,...,0)).

2. Use lemma ?? to generate u'™! = Q*(c'™!,z) and lower all indexes in the
equation set {2 by one. Theorem ?? guarantees that the equations are defined
over u‘tl,



3. If the first equation in {2 gets a negative index, then remove the equation
from 2. Find a new index at the end of u’t! where ) is defined, and add
the new equation over z to f2.

4. If the current equation set {2 holds, stop the algorithm and output s' =
Lit1(1,0,...,0) as the initialization state for LF'SR;.

5. If 6 does not hold, we set ¢ <— i + 1 and go to step 1.

Note 1. To reach the desired complexity (2%) a few details on the implementa-
tion of the algorithm are needed. These details are given in Appendix ?7.

All changes during the iterations are done on u’ and the equation set {2. Thus,
each guess L'(1,0,...,0) for s' result in an unique equation set 2. The z stream
is never altered.

Ezample 2. We continue on the generator in Example ??. We have found the
equation ug + ug+g + ug+s = 0, which corresponds to the multiple h(z) =
14 2% +28. We have z of length 19, and want to find s'. The length of u’ will be

~ 319 = 28.5. We set the first guess to s = (1,0,0). From this we generate
the clock control sequence using the function ¢ = D(L!(1,0,0)), 0 <t < M —1,
and we get

& =(2,1,1,2,2,2,1,2,1,1,2,2,2,1,2,1,1,2,2,2).

Then we spread out the z stream corresponding to c, that is u’ = Q*(c?, z).
From this we get the sequence

0 _
u = (*72:07217227*7231*7247*7257267*7277287297*72107

*, 211, %, 212, 213, *, 214, 215, 216, *, 217, *, 218)-

We search through u’ to find 4 entries where the equation wuy, +Upy6+Urrs =0
is defined. Since all the defined entries in u® points to bits in the z stream, we
get the following set of equations {2 over z:

20+ z4+25=0
26 + 210 + 211 =0
zr+ 211 +212=0
213+ 217 + 218 =0

We test the equations to see if all the equations hold. If the set does not hold, we
continue as follows. We shift the LF'SR; once, and it will have s} = L1(1,0,0) =
(0,0,1) as inner state. We calculate ¢, | = ¢, = D(LM(1,0,0)). Then we use
Lemma 77 to calculate u' from u®. That is, we delete the ¢) = 2 entries (x, zo),
append the (ciq = 2) entries (¥, 219) at the end, and at last replace the pointer
z¢ with z;_; for 1 <t < M. We get this guess for u:



1 _
u = (Zo,Zl,*,ZQ,*,23,*724,2’5,*726,2’7,287*,Zg,

*, 2105 %, 211, 212, %, 213, 214, 215, *, 216, *, 217, *, Z18)~

If an equation is defined for the entry ¢ in z for the guess s, it will now be
defined for the entry ¢t — 1 in z for the guess s! as guaranteed by Theorem ?7.

From this {2 becomes:

z2_1+23+24=0
25+ 29 + 210 =0
26 + 210+ 211 =0

z12 + 216 + 217 =0

We remove the first equation from §?2 since it has a negative index, and find a new
index at the end of u! where X is defined. We find the equation z;3+ 217+ 218 = 0
and add it to £2. We test the equations to see if all the equations hold. If the set
does not hold, we continue the algorithm.

3.5 Complexity and Properties

Precomputation If the generator polynomial g,(x) for LF'SR,, has sufficient
low weight, say < 10, we can use it directly in our algorithm with w = weight(g,)
and h(z) = gy(x). In such a case we do not need much precomputation. The
only precomputation is to generate u’ of length N, where the length of IV is
calculated below.

If g, (x) has too high weight we use a modified version of Wagners algorithm
for the generalized birthday problem [?] to find a multiple h(z)=a(z)g(z) of
weight w = 2" and degree l;,. The multiple h(z) gives a new recursion of low
weight. The fast search algorithm is described in Appendix ??. See Table ?? for
some multiples found by the algorithm.

When we have found a polynomial h(z) = 1429t +...+27%~1 with j,_1 = Iy,
the corresponding equation A over u is ug + Ug44, + ... + Ug4j,_, = 0. We want
to find m places in the stream u where A is defined. From equation (??) we
have that an equation of weight w is defined at an random entry in u with a
probability Pges = (1 — Pgq)". Thus we must test around m/(1 — Py)" entries to
find m equations over z. To be able to do this u must have length

m

N —_.
>, + T

(8)
To avoid false keys, we choose m > I,. From the expectation (??) of N we have
EM)=N1-Py)=01—-Py)ln+ fi=py==> and we have proved the following
proposition:

Proposition 1. Let an equation over u be defined by h(x) of weight w and
degree ly,. To get a equation set {2 of m > ls equations over z, the length of the
z stream must be



g(z) h(z) = a(z)g(z)

240 | 438 | 435 4 32 4 28 4 26 4 .22 20 17 16 24275 | 6116
14 4 18 g1l 4 10 4 0 4 8 L 06 L 5 L 4y 03 L 421752 4 g

260 4 ;58 4 ;56 | 52 4 51 4 .50 4 (49 | 48 4 47 | 46 y 44 L2464041 1580916

241l 4 440 4 39 4 86 L .20 L 28 L 27 26 | 25 | 23 | 21, T 1s1a00

220 4 19 4 16 4 15 4 11 4 10 4,0 4 ud 2 oy

280 4 79 o784 576 4 0TS | 069 | 68 4 o5 4 556 | 055 4 54 4 ;52 4 o494 | 312578783 | 300046371
246 4 445 4 444 4 42 L 8T L 86 85 4 32 81 .80 | 28 | 27 | 26, 4210261449 | |
224 4 223 4 421 4 20 4 10 L 18 4 12 4 10 4,8 4 6 4 o4 08 4

Table 3. The table shows some weight 4 multiples of different polynomials found using
the algorithm in Appendix ??. The algorithm used 1 hour and 15 minutes to find the
multiple of the degree 80 polynomial, mostly due to heavy use of hard disc memory.
The search for the multiple of the degree 60 polynomial took 14 seconds.

m

M 1-PF, —_—.
> ( a)In + T

(9)
where m =~ Iy + 10.

We see that the keystream length M is dependent of the degree I}, of h(z) of
weight w = 2". The degree [, is then again highly dependent on the search
algorithm we use to find h(z). When we use the search algorithm in Appendix
7?7 with the proposed parameters we show in the appendix that I, will be in

order of Iy & Tem (lu,7) = 9FEr

Decoding. If this algorithm is implemented properly (Appendix ??) it will have
worst case complexity O(2%) with a very little constant factor. In average the
number of iterations will be in the order of 2=~1.

At each iteration i we shift the sliding window ¢ to the right over u’. Then
we shift the equation set 1 to the left over z, and test it. If we have the wrong
guess for s!, each equation in the set will hold with a probability % When we
reach an equation that does not hold we know that the guess for s' is wrong
and we break off the test. Thus the average number of equations we have to

L limgee T, 528 /27 . mo . ei .
evaluate per guess is 18 = limy, 00 D ;- /2" = 2. This gives
an average constant factor of 2 parity check tests for each of the 2 guesses.
Thus the complexity is O(2 - 2%) = O(2%)

Each time an equation gets a negative index, we must delete it and search

for a new equation at the end of u’. We expect to search through 1/(1 —pq)“ !
M*lu(lfpd)
m

entries in u’ to find a new equation. This is done every iteration in
average, and will have little impact on the decoding complexity.
When we after i iterations have found the initialization bits for LF'SR,, we

use the Gaussian algorithm on the linear equation set derived from LF'SR, and



Degree [s|Degree [, |Degree [, off Number |Decoding| Length

of gs(z) | of gu(x) h(zx) of Iterations| time |M of z
25 40 24275 2% 9 sec. | 10000
26 40 24275 %6 18 sec | 10000
25 60 2464041 2% 9 sec 1000000
26 60 2464041 22%6 18 sec [1000000

Table 4. The attacks are done in C code on a 2.2 GHz Pentium IV running under
Linux. Note how the running time is exactly the same for [, = 40 and [, = 60. We
have set the number of equations to m = 35. The polynomials g(z) and h(x) are from
Table 77

u'to find the initialization bits for LFSR,. This has complexity O(l3) and will
have little effect on the everall complexity of the algorithm.

4 Simulations

We have done the attack on 4 small cipher systems, defined with clock control
generator polynomials of degree 25 and 26, and the data generator polynomials
of degree 40 and 60 from Table ??. The clock function D() is the LILI-clock func-
tion as described in Section ??. Note that we only attack the irregular clocking
building block in LILI and not the complete LILI-128 cipher. In LILI-128 the
stream is filtered through a boolean function, and this is beyond the scope of
this paper.

We have used Proposition ?? and Equation ?? to calculate the length M of
z and length N of u (rounded up to nearest thousand and hundred thousand).
The number of parity check equations over z is set to m = 35 = [ + 10. Recall
that the number of paritycheck equations does not effect the complexity. Table
?? shows how the running time of the attack is unchanged when the degree of
gu(x) gets larger. The impact from a larger [, is that we need longer keystream.

Normally we would stop the search when we have found the correct key. But
then the running time would be highly dependent on where the key is in the
keyspace. To avoid this we have gone trough the whole key space to be able to
compare the different attacks in the table. In a real attack the average running
time would be half the running times in Table ??. To compare with previous
LCT attacks, the Gaussian factor %lf’l would be around 72000 for I, = 60, and
around 21333 for [y = 40. In our attack the constant factor is only 2 in average.



Thus the same attacks presented in Table 7?7 would take several hours or even
days using the previous LCT algorithm.

5 Conclusion

We have presented a new linear consistency attack with lower complexity than
previous on a general model for irregular clocked stream ciphers. We have tested
the attack in software and confirmed that the attack has a very low running
time that follows the expected complexity O(2%). Thus the run time complexity
is independent of the degree [, of LF'SR,,.

Further on, if we modify the algorithm, it will work on systems where noise is
added on keystream z. Using much higher m and giving each guess s' a metric,
we can perform an correlation attack with complexity O(m-2%) on such systems.
Initial tests seem very promising and we will come back to this matter in future
work.
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Appendix
A Implementation Details

To reach the desired complexity O(2%), the implementation of the algorithm
needs some tricky details:

1. In Lemma ?? we get u*! by among other things deleting the c} first bits
of u’. This is done using the sliding window technique, which means that we
move the viewing to the right instead of shifting the whole sequence to the
left. This way the shifting can be done in just one operation. To avoid heavy
use of memory, we slide the window over an array of fixed length N, so that
the entries that become free at the beginning of the array are reused. Thus,
the left and right of the sliding window after 4 iterations will be

(left,right) = (imod N,i+ N; mod N),

where N>N;, for all i, 0 < i < 2%

2. Inlemma 77 every reference z;41 in uis replaced with z, for every 0 < ¢ < M,
which would take M operations. If we skip the replacements we note that af-
ter ¢ iterations the entry z; in u will become z;;. It is also important to notice
that when we write u = (..., 20..., Z¢, ..., 20, -..), the entries zq, ..., 2¢, ..., 201
are pointers from u to z. They are not the actual key bits. Thus, in the im-
plementation we do not replace z; with z;_1. But when we after 7 iterations
in the search for equations find an equation uf + ufcﬂl + ...+ u};“l’jw—l =
0 that is defined, we replace the corresponding z;, + 2, + ... + 2, with
Zt,—i + Ztg—i + ... + 2t,—i, tO compensate.

3. We do not have to keep the whole clock control sequence ¢’ in memory. We
only need the two clocks, ¢} and cé\j}ll, since they are used by lemma 7?7 to
generate u't!,

B Proofs of Lemma 7?7 and Theorem 77

B.1 Proof of Lemma 77

Proof. Let ¢’ be the clocking integer sequence for a given 4, 0 < i < 2. We
see that ¢;™' = ¢, |, 0 <t < M — 1, which means that pattern of the defined
bits in u’™! are the same as the pattern in u’ shifted ¢ to the left. From this
we deduce the following for given 1 < ¢ < M and k = yizict — 1: If uf = 2

j=0



it1
k—c} ) .
will have that if u), = 2, for given k, then ui"™ = z,_; for k = Z;;(l,c;“ —1.If
we now replace every z; in u’ with z;_; for 0 < ¢ < M and get u” we see that
u) = uitt, 0 <k < N; —c. To finally transform u” into u’*! we just have to

append the cﬂ,’il entries (*,...,zp7—1) at the end of u’.

for given k then u = 2z;_1. If we delete the first ¢ bits of u’ and get u’ we

B.2 Proof of Theorem 77

Proof. Let
T
W= (o 20 5oy ¥y ey Zh gy Btdjisooes ¥y een s Btbjup s ooy ZM—1)
~~ ~~ ~—~— N—— ~—

ch—1 k k+ky ktkw_1 Ni—1

be the stream of length N; we get using u’ = Q*(c?,z). The notation means
that uf;gq = 20, up = 2t, and uy,_; = zp-1. We see that the sum By, r =
wj, +uf 4 Fufy,  is defined over u’. The corresponding sum over z will
be vzt = 2t + 2145, + ... + Zt44,_,. Then the clock control sequence we get from
At = 11,0, ..., 0) will be

¢t = (CZL ~--703\4—1763\j1_i1) = (Céﬂv "'703\}_£1)-
The main observation here is the following: We transform u’ into u**! by deleting
the first ¢, entries (x, ..., zp) in u’, appending (, ..., *, zps) at the end, and then
—— ——
¢ cift
replacing z; with z;_; for 1 <t < M, as explained in lemma ??. From this we

get the sequence

i+1
u = (, 2O gy Ky ey BTy ey Bty =1y ey Ky e 5 Zgj—1 5 ey EM—1 ) (10)
citl—1 k—c} k+ki—ch ktkw—1—c Niy1—1

We can easily see from (7?) that the sum Byita ot = up_ci + Upgp, et + -+
Chiky,_,—c; 18 defined since every entry in the sum is defined. The corresponding

SUmM OVer z is Vg t—1 = 24—1 + Zi4ji—1 + o+ Zidju_1—1-

C Searching for Parity Check Equations

C.1 The Generator Matrix

Let g() = 1+ g 12+ g o2+ ... + gt~ + 2l gs € Fo, g = go = 1 be
the primitive feedback polynomial of degree [ for a shift register that generates
the sequence u = (ug,u1,...,un—1). The corresponding recurrence is u;y; =
GLUt1—1 + goUsyi—2 + ... + giug. Let a be defined by g(a) = 0. From this we get
the reduction rule o = g1a!~! 4+ gaa!™2 4+ ... + gj_1a + 1. Then we can define
the generator matrix for sequence u;,0 < t < N by the [ X N matrix



G =[a’ata?..aN 7). (11)

For each i > I, using the reduction rule o’ can be written as o = h{ ;a!=1 +
o+ h5a? + hia + hi. We see that every column i > [ is a combination of the
first [ columns, and any column ¢ in G can be represented by

gi = [ 67 §7"‘>h§71}T' (12)

Now the sequence u with length N and initialization state u' = (ug, uy, ..., u;_1),
can be generated by
u=ulG.

The shift register is now turned in to a (N, 1) block code.

C.2 Equations

Let u be a sequence generated by the generator polynomial g(z) with degree .
It is well known that if we can find w > 2 columns in the generator matrix G,
that sum to zero,

(gjo +gj +...+ gjw—l)T = (Oa 0, ~-~7O)7 (13)

for I < jo, 1, jw—1 < N, we get an equation of the form

Ujo + Ujy + oo + UG, = 0. (14)

The equation (??) can be formulated as a/® +aJ! + ...+ a/w-1 = (. Thus, if (77)
holds, the equation af(a’® +aft +...+adw-1) = aott 4 o1 Ht 4 qdv-1Ft =
also holds for 0 <t < N — j,,—1. From this we can conclude that the equation is
cyclic and can be written as

Uppjo + Uttjy + oo + Ui, , =0, (15)

for 0 <t < N — jy.

We can also use the indexes ji, ja, ...J, to formulate the polynomial h(z) =
2o 4 it 4 . 4 glw-1 If jy, 51... is found using the method above, we will have
the relationship h(z) = g(x)a(x), for a polynomial a(x). Thus h(z) is a multiple
of g(x).

C.3 Fast Method for Finding an Multiple Weight w = 27

A previous and naive search algorithm for finding multiple h(x) of weight w and
degree <n is as follows. It corresponds to searching for w columns in G that sum
to zero mod 2.

First sort the generator matrix G. Then for every choice of the columns
801 8j1s > 8ju_o in G search for the w’th column g;,  that gives g;, _, = g;, +
g, + ... + gj,_,- This algorithm is not very effective and has the complexity



O(n“~logn). By using hashing techniques we can get down to O(n*~!). We
can do better if we use the iterative method explained next. The algorithm is a
modification of the Generalized birthday algorithm in [?].

First we sort the n x [ generator matrix G; = G in respect to the | — B
lowest entries in the columns, for a proper By. The columns that are equal in
the lowest [ — By bits, will now be beside each other. If we sum them, the sum
will be zero in the lowest [ — B; bits. Next we go through the matrix and sum all
the columns that are equal in the [ — B; lowest entries and store the sums in a
new matrix Go. If we find m; sums, the matrix G5 will have size m; x By, since
the my sums we find will have 0 in the [ — By lowest entries. For each column 3
in G5 we also store the indexes of the two columns from G that where summed
to column i. Next we sort G in respect to the B; — By lowest bits, and do the
same procedure over again and get a new matrix G of size mg X Bs.

We repeat the procedure until we in round r set B, to be zero. After the r’th
round we will hopefully have found 2" columns in G that sum to zero. According
to Section ?? we will now have found an multiple of g(x). This algorithm is
much faster than the naive algorithm, but it “misses” a lot possible multiples
and needs bigger matrix G.

Now we will present some new properties for this algorithm. The first round
of the algorithm is similar to the well known search algorithm in [?] for finding
equations of the type coup+crui+...4+cp—1up—1 = u;+u;. >From this paper we
have that the expected number of equations m; is given by m; = n(n—1)/2!=51.
When n is large we can approximate my by

n2

E(mi1) = S—pr-

(16)

Since the algorithm is iterative we can use (??) again for the next round and we
2
have E(mg) = 231"}%2“ = ZZI,BIYfBﬁg. Generally for each round i we will have

2
My

E(ml) - 9B;—1—B;+1

(17)
for By =1 and mg = N.

The iterative search algorithm has complexity O(Z::_& m;logm;) since we
have to sort the matrices G1, Gs..., G;.. Thus, it is not the complexity that limits
the algorithm, but the memory. Given an polynomial g(z) of degree I, we will
now present a bound for needed memory for finding a multiple h(z) of weight
w=2".

Agsume that we have a computer with T}, memory units and that one
column in G; takes up one memory unit. Then it will be natural to use a column
G of the maximum size Tiem X I. To use the memory most efficiently, we will
try find around m; = Tyem sums in each round 4, that is G; = Tmem * Bi_1.
Thus we can set N =mj = ... = my_1 = Tem. We just need find one multiple,
so m, = 1. Setting these restriction we can now give an easy expression for how
much memory that is needed to find a multiple of weight w = 2" of g(z) of
degree .



Theorem 2. Given a primitive polynomial g(x) of degree 1, and r + 1 divides
r + 1, the expected amount of memory needed to find a weight w = 2" multiple
h(z) of g(x) using the iterative search algorithm is

Tmem(luar) = Q%a (18)

with B; = i+1— i, 1<i<r—1, B, =0.

Proof. >From equation (??) we have these formulas for my, ..., m,:

n2

m1 = s=p+1>
__m
M2 = 3B7=B5+1>

2
my_q

My = 55,1 —Br1 -
We require that m; = mg = ... = my_1 = n = Tiem, and m,, = 1. We solve
2
— — n 3
n =mi = 5571, 0 respect to By and get

By =1+1—logn. (19)

2 .
W in respect to B; and get

We use equation (?7) and solve n = -

Bi = Bi—l +1-— IOgTL (20)
Using (??) together with By, we get this expression for B; :

B; =i+ 1 — ilogn. (21)
2&7?7:%“ = 1. Solving in respect to n and
putting in (??) for ¢ = r — 1 and setting B, = 0, we get n = 9741 . The algorithm
require that all the B;’s are integers. This will only be the case then we can set
n = 2% for some x. If we want the expression to be exact, we get the requirement

that z = :ﬁ must be an integer. Thus r + 1 must divide r + 1.

Next we solve m, = 1, that is

The theorem does not give a guarantee for finding a equations, it just say that
we are expected to find one equation. Thus, in practical searches we may use
around twice as many bits to assure success.



