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Abstract. We propose and analyze a simple strategy for constructing
1-key constrained pseudorandom functions (CPRFs) from homomorphic
secret sharing. In the process, we obtain the following contributions: first,
we identify desirable properties for the underlying HSS scheme for our
strategy to work. Second, we show that (most of) recent existing HSS
schemes satisfy these properties, leading to instantiations of CPRFs for
various constraints and from various assumptions. Notably, we obtain
the first (1-key selectively secure, private) CPRF's for inner-product and
(1-key selectively secure) CPRFs for NC' from the DCR assumption,
and more. Last, we revisit two applications of HSS equipped with these
additional properties to secure computation: we obtain secure comput-
ation in the silent preprocessing model with one party being able to
precompute its whole preprocessing material before even knowing the
other party, and we construct one-sided statistically secure computation
with sublinear communication for restricted forms of computation.

1 Introduction

Since their introduction in [21], pseudorandom functions (PRFs) have played
a central role in modern cryptography and numerous extensions have been
proposed. Of particular interest is the notion of constrained pseudorandom
functions (CPRFs), introduced concurrently in [5,25,9]. Recall that a PRF is a
family of keyed functions {Fj }rex : X — Y such that the input-output behavior
of any randomly selected F}, should be computationally indistinguishable from
that of a truly random function with same domain and range (without any
knowledge of k). Constrained pseudorandom functions for a class of constraints
C extend PRFs by allowing to delegate partial evaluation keys ckc for any
C: X — {0,1} € C, termed constrained keys, generated from the master
secret key k as ckg < Constrain(k,C). A partial key allows to compute F(z)
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for any input x such that C(z) = 0, by running a constrained evaluation
algorithm CEval(ckc, ), while preserving pseudorandomness of evaluations on
inputs z satisfying C(z) = 1°. A constrained PRF can further be private, or
constraint-hiding, if a constrained key hides the constraint C. Significant efforts
have been made to obtain CPRF's for broad classes of constraints from various
assumptions in the recent years [3,12,11,13,2,16,28,23,19]. As of today, CPRF's
for simple class of constraints (e.g., point functions or constant-degree CNF's)
are known from minimal assumptions (e.g., from one-way functions [21,19]). Yet,
constructing CPRFs for broader classes of constraints such as NC' has proven
notoriously hard. While (private) CPRFs for NC! and even P/poly exist based
on the learning with errors assumption (with subexponential modulus-to-noise
ratio) [12,11], other families of standard assumptions have so far failed to provide
advanced constructions, except for one construction for NC! based on an exotic
Q-type variant of DDH over the group of quadratic residues modulo a safe prime
¢ =2p+ 1, and the DDH assumption [2].

This serious lack of constructions remains when considering simpler classes
of constraints such as inner products (C(z) = 0 iff (z,y) = 0 for some fixed
vector y), despite the large amount of work on inner-product-based encryption
in other contexts (e.g., for attribute-based encryption or functional encryption)
and the recent lattice-based CPRF for inner-product [19].

In this work, we draw connections between constrained pseudorandom func-
tions and homomorphic secret sharing (HSS), a notion introduced by Boyle
et al. in [8]. One of our main contributions is to construct CPRFs for inner-
product as well as for NC! via HSS, leading to instantiations from a wide
variety of assumptions thanks to the recent developments in HSS [29,27,1]. Before
describing in more details our contributions, we briefly remind the definition of
HSS. An HSS scheme for a class of functions F allows to generate a public key
pk and two evaluations keys ek, ekq, such that one can securely share an input z
into two shares (lg, ;) < Input(pk, ) such that, given one of the two evaluation
keys: each share computationally hides z, and it is possible to homomorphically
evaluate any function f € F on the shares of x as y, = Eval(eky, Iy, f), for
b € {0,1}. Moreover, the resulting shares satisfy y; — yo = f(x). Since its
introduction, HSS has found numerous applications in cryptography and beyond,
and notably for (1) low-communication secure computation [8], and for (2) secure
computation with silent preprocessing [7,27]. In this work, we also revisit the
latter applications. Again, we briefly remind them before diving into the details
of our contributions. A long-standing problem in secure computation had been to
achieve communication smaller than the circuit size (for rich classes of functions).
It was first solved via fully-homomorphic encryption (FHE) [20]. To securely
compute a function f on their respective private inputs x and y, Alice and Bob
can use the following protocol: Alice sends to Bob an FHE encryption of z, and
Bob homomorphically computes an encryption of f(x,y) by evaluating f(-,y).
He then sends back the result to Alice who can recover f(z,y) by decrypting.

® The inverse condition is often used (pseudorandomness if C(x) = 0 and partial
evaluation if C(z) = 1). Our choice slightly simplifies our constructions.
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Homomorphic secret sharing leads to another solution to this problem, by first
having Alice and Bob compute shares of = and y (which is independent of circuit
size) and then locally compute shares of f(x,y).

Regarding secure computation in the preprocessing model, a protocol is split
in two phases: a first preprocessing phase run ahead-of-time (independently of
inputs and function to compute) in which Alice and Bob jointly generate long,
correlated random strings, and a second online phase where the actual secure
computation takes place. In the latter phase, the former correlated random
strings are consumed by a fast, non-cryptographic, information-theoretic secure
computation protocol. Homomorphic secret sharing enables secure computation
with silent preprocessing: a short one-time interaction allows Alice and Bob
to generate short keys, from which they can later locally (i.e., without any
interaction) stretch arbitrarily long correlated (pseudo-)random strings, which
are later used in the online phase. Effectively, this pushes almost all the computa-
tional overhead of the preprocessing phase to a purely local computation.

1.1 Owur Contributions

In this work, we show how to use homomorphic secret sharing schemes towards
constructing constrained pseudorandom functions for rich classes of constraints
and from new assumptions. Our main contributions are threefold.

Extending HSS Properties. We identify two natural extensions of homomor-
phic secret sharing, which we term respectively homomorphic secret sharing
with simulatable memory shares and staged homomorphic secret sharing. At a
high level, both notions capture the ability to perform some limited form of
programming of HSS shares, i.e., to construct one of the two HSS shares of an
input « before knowing x. It turns out that most of known HSS constructions
already achieve these extensions, leading to constructions based on a wide variety
of assumptions.

New Constructions of CPRFs. Combining our extensions of HSS with any
standard PRF with evaluation in NC* (which is known from every assumption
implying HSS), we construct: (1) CPRFs for inner-product, starting with any
HSS with simulatable memory shares with statistical correctness, and (2) CPRF's
for NC* starting with any staged HSS with statistical correctness. This leads to
the following statement.

Theorem 1 (informal). Assuming any of the following assumptions:
e the DCR assumption,
e the hardness of the Joye-Libert encryption scheme,
e the DDH and DXDH assumptions over class groups,
o the Hard Subgroup Membership assumption over class groups,
o the LWE assumption with super-polynomial modulus-to-noise ratio,

there exist (1-key, selectively secure) private CPRFs for inner product, and (1-
key, selectively secure) CPRFs for NC!.
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Our results significantly expand the set of assumptions known to imply CPRFs
for rich classes of constraints. In particular, our CPRF for NC! from DCR yields
the first construction of a CPRF for a rich class of constraints from a well-
established standard assumption beyond LWE-based constructions.

Revisiting Applications of HSS to Secure Computation. Equipped with
our additional properties for HSS, we revisit two standard applications, namely
secure computation with silent preprocessing, and secure computation with sub-
linear communication, and obtain the following results.

Precomputable secure computation with silent preprocessing. As described above,
secure computation with silent preprocessing requires a short initial interaction
before being able to run the heavy local preprocessing. In particular, the parties
need to have decided who they will execute a secure computation protocol with.
In contrast, we show that using staged HSS allows to build a silent preprocessing
protocol where one of the parties (say, Alice) can entirely run the heavy offline
computation before she even knows the identity of Bob (and in particular, before
she interacts with Bob). This means that Alice can, at any point, locally generate
(her share of) long pseudorandom correlated strings and store them for later use.
Then, when she meets someone she wants to securely compute a function with
in the future, she can execute the short, one-time interactive protocol (with little
communication and computation), and be done with the preprocessing phase. Of
course, the other party still needs to execute the heavy offline computation after
their interaction®. We call this model secure computation with precomputable
silent preprocessing; it is especially well suited to a client-server setting, where
a weak client (Alice) wants to start the bulk of the computation a long time in
advance, whereas the powerful server can run the heavy computation after its
interaction with the client.

One-sided statistically secure computation with sublinear communication. A core
feature of FHE-based sublinear secure computation is that it achieves one-sided
statistical security when using an FHE scheme with statistical circuit-privacy,
since homomorphic evaluation of f(-,y) leaks statistically no information about
y beyond f(z,y). In other words, Bob’s security in the aforementioned protocol
holds unconditionally. One-sided statistical security is a desirable security notion
and can be achieved quite easily if we do not require sublinear communication,
e.g., by using the seminal GMW protocol [22] with a one-sided statistically secure
oblivious transfer [26] (to our knowledge, this was first observed in [15]). Yet, as of
today, one-sided statistically secure computation with sublinear communication
is only known from FHE: all HSS-based constructions inherently achieve only
computational security for both parties.

Using staged HSS, we obtain the first non-FHE-based constructions of one-
sided statistically secure protocols with sublinear communication. Concretely, we
obtain secure computation for any loglog-depth circuits with optimal communi-
cation, where x remains statistically hidden, provided that |z| < |y|/poly(})

6 Tt is not too hard to see that having both parties execute the bulk of the computation
prior to interacting (while keeping a non-cryptographic online phase) is impossible.
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(where poly(\) denotes some fixed polynomial), via a black-box use of staged
HSS. We also get secure computation of any layered arithmetic circuit C of size
s over a sufficiently large ring Z,,, with sublinear communication O(s/loglog s)
and one-sided statistical security (without any restriction on the statistically
protected input size), assuming the Paillier encryption scheme is circular-secure.
The latter construction is non-black box and exploits the specific structure of a
concrete Paillier-based staged HSS scheme from [27].

2 Technical Overview

2.1 General Strategy

Let us first explain a (partly wrong but insightful) strategy for constructing
CPRFs from HSS. Let F denote a pseudorandom function with keyspace IC and
domain X, and let C : X — {0,1} be a class of constraints. Consider an HSS
scheme HSS = (Setup, Input, Eval) for a class of programs P such that it contains
all functions f, : (k,C) — C(z) - Fi(x), for all x € X. Then, we consider the
following construction.

e KeyGen(1*,C) : sample a PRF key K & K. Run (pk, eko, ek;) < Setup(1*),
(15 1%) « Input(pk, k), and (IS,1) < Input(pk, C). Set pp + pk and msk <
(eko, ki, 15, 15191,

e Constrain(msk, C) : parse msk as (ekq,eky, 1§, 15,15
(eky, IF,1€).

e Eval(pp, msk, ) : run yo « Eval(0, eko, 15,15, f.) and output yo.

1) and output ckg ¢

e CEval(pp,ckc, z) : run y; < Eval(1,eky, 15,1, f,) and output y;.

By correctness of the HSS scheme, for any input z, we have y1 —yg = C(x)-Fi(z).
Therefore, if C(z) = 0, y1 = yo i.e. the CEval algorithm outputs the same
value as the evaluation with msk. Yet, if C(z) = 1, y1 = yo + Fi(x) and yp is
pseudorandom, even given y; (and cke).

The problem with the above construction is that the master secret key does
depend on the constraint C' while it should be independent of it”. A way around
this issue would be to use an HSS scheme with programmable input shares,
i.e., a scheme where 1§ can be generated before knowing C, and the second
share I can be constructed afterwards from 1§ and C, when the constraint is
chosen. Unfortunately, the only known constructions of HSS with such a strong
programmability feature rely on powerful primitives such as threshold FHE. As
FHE-style constructions of CPRFs for all circuits are already known, this would
defeat the purpose of obtaining constructions based on new assumptions. In this
work, we identify weaker properties which still suffice to instantiate the above
template, yet are achieved by most of known HSS constructions.

7 If the key could depend on C, one could just generate two independent PRF keys
ko, k1 and define the evaluation as Fi,, (). Revealing ko then allows to compute
the evaluation on any x such that C'(z) = 0 and reveals nothing about the key k;
used when C(z) = 1.
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2.2 CPRF from HSS with Simulatable Memory Shares

As a start, we propose a first simple solution to circumvent the lack of program-
mability. This first property already allows to handle simple forms of constraints
such as inner-product, and follows from the common design of HSS constructions.
We start by providing a high-level description of HSS schemes, which applies to
essentially all known HSS constructions (beside FHE-based constructions).
HSS schemes rely on an additively homomorphic encryption scheme with
some form of linear decryption. The public key of the HSS scheme is the public
key pk of the underlying encryption scheme, and evaluation keys ekg,ek; are
additive shares of the underlying secret key s. A scheme uses two types of data:
(1) Input shares (lg,l;) which are generated by running Input(pk,z) on some
input = and consist in an encryption of (z,z - s), and (2) Memory shares
(M, M;) which are typically additive shares of (z,z - s) over Z. Two types
of operations are handled: Additions of memory shares (simply add the
shares as (x,z - 8) + (y,y-s) = (x +y,(z + y) - 8)), and a restricted form of
Multiplication. Specifically, multiplication can only be performed between an
input share of some value x and a memory share of some value y, and returns a
memory share of their product z - y. Typically, multiplication uses the memory
share (y,y - s) to “linearly multiply-and-decrypt” the encryption of (z,x - s),
getting some encoding of (zy,zy - s). Then, the encoding is converted into a
valid memory share using a specific procedure, which depends on the concrete
scheme and is often a form of distributed discrete logarithm. We provide more
details about multiplication later. Note that one can transform any input share
into a memory share of the same value by multiplying it with a memory share of
1. At the end of a computation, each party recovers a memory value consisting in
an additive share of (z, z-s), and therefore a share of the result z by dropping the
second part. One can evaluate any polynomial-size program following the above
restrictions, which precisely corresponds to restricted multiplication straight-line
(RMS) programs, and encompasses branching programs, NC!, and more.

HSS with simulatable memory shares. Our starting point is the result of
two observations. First, we observe that any HSS following the above structure
does in fact allow for a limited form of programming regarding memory values.
Indeed, while input shares include a homomorphic encryption of the input (which
cannot be generated without knowing the input), memory shares are simply
additive shares. Thus, we can always simulate a memory share of one party
before knowing the value to share, by generating a first random share uw. The
other share is later set to x — u when the actual value x to share is known.
Second, we remark that two parties sharing input shares of some values
(z1,...,2,) as well as memory shares of a value z can compute memory shares
of z- P(x1,...,x,) for any RMS program P. The trick is to evaluate all the
operations of P “with z in front”, i.e. by maintaining as an invariant that any
memory share for any value y that should be used in the computation is replaced
by a memory share for the value z - y. This invariant being preserved by the two
RMS operations (addition and multiplication), it is sufficient to guarantee that
every memory value satisfies it when created. This is simply done by transforming
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an input x into a memory value by multiplying it with the memory share of z
in order to get a memory share for z - z rather than for z.

CPRF for Linear Constraints. Combining these two observations leads to
constructions of constrained PRFs for linear constraints (and in particular for
inner-product). Looking back to the construction aforementioned, we just would
like to be able to generate IS, the share of C' used for evaluation with the
master secret key, without knowing the constraint C' in advance. We do it by
replacing Ig by a simulated memory share Mg of the (yet unknown) constraint
C. The constrained key for C' is then computed from My and C to generate the
appropriate memory share M; (i.e. setting My such that Mg + M; = C).

While this prevents the need for knowing the constraint ahead of time, this
comes with a price: we now get a memory share of C' rather than an input share,
which reduces the set of functions one can evaluate. Still, thanks to our second
observation, having a memory share of C' and an input share of k allows to
compute shares of C - P(k) for any RMS program P. Moreover, given memory
shares of multiple C;’s, one can then compute any linear combination of shares
C; - P(k), by summing the latter additive shares. Notably, this allows computing
shares of (C,z) - F(z) as long as the function k — Fj(z) is an RMS program
(assuming F is in NC! is sufficient for that purpose).

We just constructed constrained pseudorandom functions for inner-product
from any assumption that suffices to construct an HSS scheme for RMS programs
satisfying the above conditions. For example, using the recent HSS scheme
of [27] yields a CPRF for inner products over Z (or any integer ring) under the
DCR assumption (which also implies PRFs in NC'). The construction extends
immediately to any constant-degree polynomial constraints (by memory-sharing
all the coefficients of C'). It achieves 1-key selective security, as well as constraint
privacy. To the best of our knowledge, this is the first construction of (1-key,
selective, private) CPRF for inner products that does not rely on LWE.

Security analysis proceeds through a sequence of hybrid games. Recall that
the adversary is given a constrained key cke of its choice, and access to an
evaluation oracle Eval(pp, msk, -). We first modify the evaluation oracle to return
C(z) - Fx(z) + CEval(pp, kc,x) on query z. By correctness of the HSS, the
adversary’s view remains identical to its view in the previous game though the
game no longer relies in msk (and in particular now only relies on the evaluation
key ek; from ck¢). This let us replace the input share |y of k in cke by an input
share of a dummy value, thanks to HSS security. Then, the adversary does no
longer have any information about k except in the evaluations, and we can use
PRF security to replace evaluations of F () by truly random values, therefore
proving pseudorandomness. Constraint privacy is proven in a similar fashion.

2.3 Handling more Constraints via Staged HSS
While the above already offers enough flexibility to evaluate linear functions

(and extensions thereof, such as low-degree polynomials), we still cannot handle
general computations like NC! circuits. To overcome this limitation, we show by
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a deeper analysis of known HSS schemes that most of them also achieve some
specific, limited form of programmability, which turns out to be sufficient to
construct CPRF's for all RMS programs (hence in particular for NCl).

Concretely, for a vector u = (ug,...,ur), our core observation is that it
is possible to share u between parties Py and P; with two alternate sharing
algorithms (Input, Input;) such that: (1) Py’s share of u, obtained from Input,,
is independent of u (and can be generated without u), (2) Py and P; can use
specific Evalg, Eval; evaluation algorithms to produce memory shares of P(u) for
any RMS program P, provided that Py knows u in the clear. We call staged-
HSS an HSS scheme satisfying the latter properties, as it intuitively allows to
split share generation and evaluation in 2 stages: a first input-independent stage,
corresponding to Py’s view, and a second input-dependent stage corresponding
to P;’s view.

At first sight, staged-HSS might not seem particularly useful: if P; knows u in
the clear, then P; can already compute P(u) for any RMS program P. The key
observation is that Py and Py get memory shares of P(u), and not just P(u).
This memory share can then be combined with the prior observations to let
Py, P, compute additive shares of P(u)-Q(v), for any other RMS program P, Q,
given input shares of v. Setting u to be the description of the constraint C', P to
be a universal circuit (with input  hardwired) which on input C returns C(z), v
to be a PRF key k, and @ to be the RMS program (with « hardwired) which on
input k returns Fy(z), parties Py and P; can then compute shares of C(z)- Fy(z),
with shares of Py being independent of C'. We can then instantiate our simple
aforementioned strategy for constructing CPRFs while circumventing the need
for C' during KeyGen. As a result, we obtain (1-key selective) CPRFs for RMS
programs (and therefore for NCl) from any staged-HSS, i.e. from a wide variety
of assumptions (including DCR [27,29], class groups assumptions, or variants of
QR [1,14], and more.). The security analysis is similar to our construction for
inner-product, though this new construction is no longer constraint-hiding, since
the CEval algorithm now relies on knowing C' (i.e. u above) in clear.

It remains to explain why known HSS schemes are also staged-HSS schemes.
To illustrate this, we use the simple ElGamal-based HSS scheme from [8]%. We
assume basic knowledge of ElGamal encryption in what follows. This scheme
follows the general structure detailed above by instantiating the additively homo-
morphic encryption scheme with ElGamal encryption. That is, an input share
for x is an ElGamal encryption of the pair (z,z-s)?, i.e. a tuple (cg, cj,c1,¢}) =
(gm,h"™ - g®,g" A" - ¢g%°) with s € Z, being the secret key, h = ¢° being the
public key, and rq, 7 < Z,, encryption randomness'’.

Multiplication between an input share (cg,c),c1,¢)) of z and a memory
share (o, B,) of y (which is just an additive share of (y,y - s) over Z, owned

by party P,) is done as follows. First, party P, computes g, < (c{)*" /cg".

8 This scheme does not yield CPRFs as it does not achieve statistical correctness, but
staged-HSS is easily illustrated with it.

9 Actually of x and x - s;’s for each bit s; of s.

10 5 is encrypted bit-by-bit in the actual construction.
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Observe that go - g1 = (c{))a"*“l/cgﬁﬁl = (¢°" - ¢*)¥/(g")*Y = ¢™¥. Hence,
parties get multiplicative shares gg, g1 of ¢g*¥. Doing the same with ¢, ¢} allows
to get multiplicative shares of ¢®¥'®*. Then, an operation termed distributed
discrete logarithm allows to transform these multiplicative shares of (g*¥, g™¥'®)
into additive shares of (zy,zy - s), i.e. memory shares for the value zy, as
desired. Despite being at the core of HSS constructions, the details of the
distributed discrete logarithm procedure do not matter here. The only important
observation is that the ¢; = g"* components of input shares are independent of
the input x; only the ¢ components actually depend on . Furthermore, in the
multiplication above, the only place where ¢} is involved is in the computation
of go + (i) / ci’B . Now, assume that one of the parties, say, P;, already knows
y in the clear: in this case, one can simply define oy < y and g < 0, which
form valid additive shares of y. But now, Py does no longer need to know ¢
components either, since we now have go = 1/(c;)%

2.4 Applications of Staged HSS to Secure Computation

From a different angle, staged HSS allows Alice and Bob, respectively owning
private inputs z and y, to securely retrieve, given shares of their joint input
(z,y), additive shares of f(z)-g(y) for any RMS programs f, g, and even of any
P(z,y) =Y~ fi(z) - gi(y), where the (f;, g;) are RMS programs since additive
shares can be added.

Secure computation with precomputable silent preprocessing. In this
setting, the goal of the preprocessing phase is to securely distribute correlated
randomness of a particular form (e.g., random oblivious transfers, vector-OLE,
batch-OLE, Beaver triples, authenticated Beaver triples, etc.) which can be
seen as special cases of the following general additive correlation: Alice receives
random vectors (r#,s?) and Bob receives random vectors (r?,s?), such that

4 and sP form additive shares of the tuple s = (Q;(r?,r?), -+, Q. (r4,rP)),
where @1, .. ., Q,, are public low-degree polynomials. To silently distribute such
(pseudorandom) correlations, Alice and Bob can use a generic secure computa-
tion protocol to distribute HSS shares of two PRF keys (k 4, k) sampled by Alice
and Bob respectively. Then, Alice locally defines r < (F, (1), -, Fj,(n)),
and Bob does the same with F},,,. Both of them also compute their share s# and
s? by homomorphically evaluating the program P; for i < m with their share of
(ka,kp), where P; is defined as:

P;: (kAka) - Qi((FkA(l)v"' kaA(n))’(FkB(1)7"' 7Fk3(n))) :

Note that, as long as F is in NC' and Q; is a constant-degree polynomial, P;
remains in NC*. We now observe that when Q; is a constant-degree polynomial,
the program P; can always be (publicly) rewritten as

Pi(ka,kp) = Z% IT Pea@)- TT Frnti Zf; ka)-9i(ks)

265’7 165173
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where S%, S% are public subsets of [n], by writing @); in algebraic normal form
and separating the component of each monomial depending on whether they
are computed using ks or kp. Above, each of the f;, g; functions belong to
NC!. Therefore, P; belongs to the class of programs supported by our staged
HSS construction. Furthermore, Bob always knows his input kp in the clear.
Therefore, using staged HSS, Alice can generate the HSS shares of k4 together
with the input-independent share of kg, and she can locally compute (r4,s?)
entirely from these shares, using the staged evaluation algorithm, and later
execute a short interactive update protocol with Bob (with communication and
computation independent of n and m) to let Bob (with input kp) obtain the
full HSS shares of (ka,kp). Therefore, Alice can entirely compute all of her
preprocessing material before she even interacts with Bob (or knows his identity).

Sublinear secure computation with one-sided statistical security. Our
last application follows the exact same line as above, further noting that evalua-
tion of F'(z,y) =Y, fi(z) - gi(y) can be performed while statistically protecting
one of the two inputs (e.g., ). Moreover, the class of such functions F(z,y)
contains in particular all arithmetic circuits (with fan-in 2) of size s and depth
loglog s, as in such circuits, every output bit depends on at most log s inputs,
and can therefore be written as a multivariate polynomial in the inputs, with at
most s monomials. As a consequence, if there is a secure computation protocol for
generating staged HSS shares of inputs # and y with communication ¢(|z|, |y]),
then there exists a protocol for securely computing all circuits of size s and depth
loglog s with |z|+|y| inputs and m outputs with communication ¢(|z|, |y|) 4+ 2m,
which is asymptotically optimal. It only remains to find a protocol to securely
distribute staged HSS shares with linear communication.

This is not easily done in general, as the standard technique to generate HSS
shares with low communication uses hybrid encryption: to share an input x,
one generate HSS shares of some seed seed (using a generic secure computation
protocol), and publishes © ® PRG(seed). Then, the homomorphic evaluation first
computes PRG(seed), unmaskes z, and then applies the function. The issue is
that this is inherently incompatible with having (one-sided) statistical security.
We describe two cases where we can get around this issue:

1. The first way is to use hybrid encryption only on y, for which we just aim to
computational security, and to share x using the standard staged HSS sharing
algorithm. This yields a one-sided statistically secure protocol for all log log-
depth circuits with communication |y|+ |z|-poly(A\) +O(m), which is optimal
as soon as |z| < |y|/poly(A). In other terms, if the input to be statistically
protected is polynomially smaller than the other input, we achieve optimal
communication.

2. Our second solution relies on a specific construction of staged HSS scheme
that relies on the circular security of the Paillier-ElGamal encryption scheme.
Here, we manage to leverage the inherent compactness of this specific scheme
to get a protocol with optimal communication |y|+ ||+ O(m) for arithmetic
circuits over a sufficiently large ring (since Paillier encryption is compact
only when the values are from a large ring), by designing a tailored low-
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communication HSS share distribution protocol. By breaking the circuit into
log log-depth blocks, this generalizes naturally to a one-sided statistically
secure protocol with sublinear communication O(s/loglog s) for any layered
arithmetic circuits'' over a sufficiently large field.

3 Preliminaries

We use A to denote the security parameter. For a natural integer n € N, the set
{0,1,...,n — 1} is denoted by [n]. We mostly use bold lowercase letters (e.g.,
r) to denote vectors. For a vector r = (r1,...,7,), the vector (¢"....,¢g"™) is
sometimes denoted by g*. We write poly(A) to denote an arbitrary polynomial
function. We denote by negl()) a negligible function in A, and PPT stands for
probabilistic polynomial-time. For a finite set S, we write 2 <~ S to denote that
x is sampled uniformly at random from S. For an algorithm A, we denote by
y < A(z) the output y after running A on input z.

We recall the notion of constrained pseudorandom functions. For simplicity,
we focus on selective, 1-key secure, constraint-hiding, constrained pseudorandom
functions, which are the main focus of our work, and refer the reader to [5,25,9,4]
for the general definitions. Additional definitions related to our assumptions or
applications to multi-party computation (MPC), and in particular definition of
pseudorandom correlation functions, can be found in the full version.

Definition 1 (Constrained Pseudorandom Functions). Denote by \ a
security parameter. A Constrained Pseudorandom Function (CPRF) with do-
main X = {Xy}aen, key space K = {K)}aen, and range YV = {V»}aren, that
supports a class of circuits C = {Cy}ren, where each C) has domain X and
range {0, 1}, consists of the following four algorithms:!?

e KeyGen(1?) — (pp, msk): On input the security parameter )\, the master key
generation algorithm outputs a public parameter pp and a master secret key
msk € K.

e Eval(pp, msk,2) — y: On input the public parameter pp, the master secret
key msk, and an input z € X, the evaluation algorithm outputs a value
ye Y.

e Constrain(msk, C') — ckg: On input the master secret key msk, and a circuit
C € C, the constrained key generation algorithm outputs a constrained key
Ckc.

e CEval(pp, ckc, ) — y: On input the public parameter pp, a constrained key
cke, and an input x € X, the constrained evaluation algorithm outputs a
value y € ).

Correctness. For any security parameter A, any constrain C' € C, and any input
x € X such that C(z) = 0, we have:

11 An arithmetic circuit is layered if its nodes can be partitioned into layers, such that
any wire connects adjacent layers.
12 Tn the remaining of the paper, we drop the A subscript when it is clear from context.
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pp < Setup(1*)
Pr | Eval(pp, msk, z) # CEval(pp, ckc, x): msk < KeyGen(pp) < negl(\).
cke + Constrain(msk, C)

1-Key Selective Security. We say that a CPRF is 1-key selectively secure if
the advantage of any PPT adversary A in the following game is negligible:

- Selective Choice of Constraint: The adversary chooses a (single) circuit
C € C and sends it to the challenger.

- Setup: The challenger runs (pp, msk) < KeyGen(1%), initializes a set Seyal =
@, and computes ckg «— Constrain(msk, C). The challenger also chooses a
random bit b <= {0,1}. Tt sends pp, ckc to A.

- Pre-Challenge Evaluation Queries: A can adaptively send arbitrary
input values € X to chall. The challenger computes y < Eval(pp, msk, z)
and returns y to A. It also updates Seyal = Seval U {z}.

- Challenge Phase: A sends an input x* € X as its challenge query to chall
with the restriction that x* ¢ Seva, and C(x*) # 0. If b = 0, then chall
computes y* < Eval(pp, msk, z*). If b = 1, it picks a random value y* S,
Finally, chall returns y* to A.

- Post-Challenge Evaluation Queries: A continues the queries as before,
with the restriction that it cannot query z* as an evaluation query.

- Guess: A outputs a bit b’ € {0,1}.

1-Key Selective Constraint-Hiding. We say that a CPRF is selectively 1-
key constraint-hiding if the advantage of any PPT adversary A in the following
game is negligible:

- Selective Choice of Constraint: The adversary chooses a (single) pair of
circuits (Cp,C1) € C and sends it to the challenger.

- Setup: The challenger runs (pp, msk) < KeyGen(1*), chooses a random bit
b < {0,1}, and computes ck* <— Constrain(msk, Cy). It sends pp, ck* to A.

- Evaluation Queries: A can query evaluations for arbitrary inputs x € X
to chall, with the restriction that Cy(z) = Ci(x) must hold. The challenger
returns y < Eval(pp, msk, z) to A.

- Guess: A outputs a bit b’ € {0,1}.

In both games, A wins if b’ = b and its advantage is defined as |2 - Pr[A wins] — 1|
where the probability is over the internal coins of A and of Setup.

4 Homomorphic Secret Sharing and Extensions

The core notion underlying our constructions is homomorphic secret sharing
(HSS), introduced by Boyle et al. in [8]. In this section, we remind the standard
definition of HSS as well as propose several extensions, in particular defining
some special properties that play an important role in our constructions. We
further remark that these extensions are easily instantiated using the DCR-based
HSS construction from [27].
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4.1 Homomorphic Secret Sharing

We start by recalling the standard definition of homomorphic secret sharing, as
well as of Restricted Multiplication Straight-line (RMS) programs which is the
common model of computation in the context of HSS.

Definition 2 (Homomorphic Secret Sharing). Denote by A a security para-
meter. A Homomorphic Secret Sharing (HSS) scheme for a class of programs P
which is defined over a ring R and has input space Z C R consists of three PPT
algorithms (Setup, Input, Eval) such that:

e Setup(1*) — (pk, (eko,eky)): On input the security parameter ), the setup
algorithm outputs a public key pk and a pair of evaluation keys (eko, ek).

e Input(pk,x) — (lg,11): On input the public key pk and an input = € Z, the
input algorithm outputs a pair of input information (lg, I1).

e Eval(o, ek, l, = (|E,”, . If,p)),P) — 9o On input a party index o € {0,1},
an evaluation key ek, a vector of p input values (|E,1), ey |§j’)), and a program

P € P, the evaluation algorithm outputs the party ¢’s corresponding share

of the output y,.

We require an HSS scheme to satisfy the following two properties:

e Correctness. For any security parameter A € N, and any program P € P
with input space Z C R, we have:

Prlyo—y1 = P(x(l), e ,x(p)) >1—negl(\) ,

where the probability is taken over (pk, (eko,ek;)) < Setup(1?), (I(()Z Igi)) —
Input(pk, (V) for i € [p], and y, ¢ Eval(o, eka,(lgl),... (p))7P , for o €
{0,1}.

e Security. For any PPT adversaries A4, A’, and any bit o € {0,1} the
following value should be negligible in A:

(g, x1, state) < A(1Y)

(pk, (eko, ekq)) « Setup(1*)
Pr|b=b: b<&{o1} -

(lp,11) < Input(zp)

b+ A (state, pk, ek, l5)

N | =

We now remind the definition of Restricted Multiplication Straight-line (RMS)
programs. RMS programs form a class of programs which encompasses branching
programs of polynomial-size and therefore NC! circuits. In an RMS program, the
multiplication is restricted to happen between an input value and an intermediate
value of the computation (so-called “memory” value).

Definition 3 (RMS Programs). An RMS program with magnitude bound B
is defined as a sequence of the instructions as follows:
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- Convertlnput(1*) — M*: Loads an input x into memory.

- Add(M*,M¥Y) — M**¥: Adds two memory values.

- Mul(I®,M¥) — M*Y: Multiplies an input value and a memory value to
produce a memory value of their product.

- Output(M*,n) — « mod n: Outputs a memory value w.r.t. a modulus n < B.

4.2 HSS following the RMS Template

Similarly to [7], we first propose a more specific definition for HSS with additional
algorithms that are relevant in the context of RMS programs.

Definition 4 (HSS Following the RMS Template). A homomorphic secret
sharing scheme HSS = (Setup, Input, MemGen, Eval) following the RMS template
is an HSS scheme as defined in Definition 2 with an additional algorithm MemGen
which serves to produce memory values as follows:

e MemGen(o, eky,z) — M,: On input a party index o € {0,1}, an evaluation
key ek,, and an input z € Z, the memory generator algorithm outputs a
memory value M.

Moreover, the Eval algorithm proceeds with sub-routines following the RMS
operations Convertlnput, Add, Mul, Output as follows:

e Eval(o, ek, (|$,1),...,|Ef)),P) — y,: On input a party index o € {0,1}, an
evaluation key ek, a vector of p input values (Igl), ey IE,’”), and an RMS
program P, this algorithm follows the instructions of P and processes them
as follows:

e Convertlnput(o, ek, 1Z) — MZ: This algorithm simply uses the MemGen
and Mult algorithms as follows:

- Run MemGen (o, ek,, 1) — ML.
- Run Mult(o,ek,, 12, ML) — MZ.

e Add(c,eky, M* M¥) — M*t¥: This algorithm directly adds the given
memory values of z and y. Namely, MZt¥ = MZ + MY.

e Mul(o, eky, 17, MY) — M*'¥: Tt multiplies an input value |, and a memory
value M, and outputs a memory value of x - y. The template does not
impose any non-black box requirement on this algorithm.

e Output(o, M*,n) = x mod n: It uses M* to output x, mod n.

Correctness and security properties are defined as in Definition 2, and we further
require the following property:

Additively Homomorphic Memory. The memory values generated in HSS
should be additively homomorphic. Meaning that for any two z,y € Z and any
party index o € {0, 1}, it holds that

MG+ MY = M

where M2 < MemGen(o, ek,, z), for z € {x,y}, and (pk, (eko, ek;)) < Setup(1?).
Throughout this work, we may refer to memory values satisfying this property

as “valid” memory values.
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4.3 Extended Evaluation and Simulatable Memory Values

Any HSS following the RMS template as defined above satisfies the following
lemma, which states that one can evaluate share of z - P(z(l), . ,x(P)) using
only a memory value of z (instead of an input value) together with the input
values of the rest of variables (z(1), ..., (P)). This lemma plays a central role in
our CPRF constructions.

Lemma 1. Let HSS = (Setup, Input, MemGen, Eval) be an HSS scheme following
the RMS template. There exists an extended evaluation algorithm ExtEval:

e ExtEval(o, ekg,l\/lg,(l,(jl)7...,I((Tp)),P) — Yo: On input a party indexr o €
{0,1}, an evaluation key ek,, a single memory value M, a vector of p input

values (Igl), ceey I((yp)), and an RMS program P, return a value y, such that

the following holds.

For any security parameter A € N and any RMS program P, we have:
Pr [yo—yl :z~P(gc(1),...,x("))} > 1 negl()) , (1)

where the probability is taken of the choice of (pk, (eko,eky)) ¢ Setup(1}),
(Ié’),lgz)) — Input(pk, ("), My < MemGen(o, ek,, ), and y, <+ ExtEval(o,ek,,
Mo, (I, .18, P), for o € {0,1},i € [p].

The proof of the above lemma is detailed in the the full version of the paper. It
essentially consists in recursively incorporating the memory value M, using the
standard Eval algorithm by first multiplying inputs with it.

We now introduce an additional property termed simulatable memory values.
Here, we require that for an input € Z, the memory value of one of the two
parties can be generated ahead of time and without the knowledge of = using
a simulation algorithm, while the other memory value can be generated given
the pre-computed first memory value and the exact value of x. This simulation
should not affect the correctness of ExtEval.

Definition 5 (HSS with Simulatable Memory Values). Let HSS = (Setup,
Input, MemGen, Eval) be an HSS following the RMS template as per Definition 4,
with input space Z over the ring R. We say that HSS is simulatable with respect
to its memory values if there exist algorithms Simg and Sim; such that

e Simg(1?*) — Mg: on input the security parameter A outputs a memory value
M().

e Sim; (Mo, z, (eko, eky)) — Mj: on input a memory value Mg, an element z € Z,
and two encoding keys (ekg, eky) outputs a memory value M.

We also require the two following properties:

Simulation Correctness. For any A € N and any z € Z, the above correctness
condition (Equation 1) still holds when the memory value is simulated, i.e. when
Mg Sim0(1>‘) and My « Siml(l\/lo, Z, (eko, ekl)).
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Simulation Security. It should be computationally hard to distinguish the two
memory values obtained via the simulation algorithms. That is, for any A € N
and any z € Z, we have (z,Mo) =, (z,M;) for any (pk, (eko, eki)) « Setup(1*),
MO — Simo(lA), and M1 — Siml(M,z, (eko,ekl)).

4.4 Staged Homomorphic Secret Sharing

Finally, we define a new notion termed staged-HSS which is merely extending
the idea of HSS with simulatable memory values to the case where we require
the possibility of input values to be simulatable as well.

Definition 6 (staged-HSS). Let HSS = (Setup, MemGen, Input, Eval) be an
HSS scheme following the RMS template, with input space Z over the ring R.
We say it is a staged-HSS if there exist additional algorithms (Inputy, Input;),
and (Evalg, Evaly) such that:

e Inputy(pk) — (Ip,aux): On input a public key pk, return a value ly and an
auxiliary output aux.

e Input; (pk, x, aux, (eko, ek;)) — I;: On input a public key pk, an input z €z,
an auxiliary input aux, and two encoding keys (ekg, eky), return a value ;.

e Evalg(eko, (Tél), e ,iép)), P) — Mp: On input an evaluation key ekg, a vector

of p input values (781)7 e ,Tgp)

Mo.

e Eval (ekq, (Tgl), e ,ii")), (zW, ..., 2(P) P) — M;: On input an evaluation
key ek, a vector of p input values (z(,...,z(P)) as well as (Tgl), . ,T(lp)),
and a program P, return a memory value Mj.

), and a program P, return a memory value

We further require the two following properties:

Correctness. We would like the outputs of Evaly and Eval; to be usable within
the extended evaluation algorithm ExtEval (Lemma 1). Formally, for any A € N
and any two RMS programs P, ) € P, it should hold that

Prlyo —y1 = P(zV, ..., 2. QzW, ..., (") > 1 — negl()) ,
where (pk, (eko, eky)) < Setup(1*), (12,12 « Input(pk,z(®), for all i € [p],
@ ) 7 IO . , ,
(Ip ,aux®) < Inputy(pk) and I; < Input, (pk, (", aux(?), (eko, eky)), for all i €
1 [4 1

_ (D) 0] _ (D _(®
[€], Mg < Evalg(eko, Iy ,...,1y ), P), My < Evaly(eky, (I, ...,T; ), (2™,
..,20), P), and y, + ExtEval(o, eky, (M, If,(l),. e I§(p))7 Q), for o € {0,1}.

Security. The output of Input; and Input should be computationally indistingui-
shable. Formally, for any A € N, and any x € Z, the two following distributions
should be computationally indistinguishable:

. (EJk, (eko,eki— Setup(1*) c (pk, (eko, eky)) « Setup(1*),
l1: (Tp, aux) + Input,(pk) ~ : '
I (lo, 11) < Input(pk, )

1  Inputy (pk, z, aux, (ekg, eky ))
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Theorem 2. Assuming the hardness of DCR, there exists HSS scheme following
the RMS template which generates simulatable memory values, as well as staged-
HSS scheme for the class of RMS programs.

The above theorem follows from the HSS scheme introduced by Orlandi, Scholl,
and Yakoubov in [27] that supports the class of RMS programs and works under
the DCR assumption. In the full version of the paper, we show that it satisfies
the properties of all the three introduced variants.

5 Constrained Pseudorandom Functions

We now present our two transformations from homomorphic secret sharing to
constrained pseudorandom functions.

5.1 CPRF for Inner-Product from HSS

Our first construction is a 1-key selectively secure constrained pseudorandom
function for inner-product. The space input is R™ for some ring R and n > 0,
and a constraint is defined by a vector z € R™. A constrained key for a vector z
allows to compute the PRF evaluation on input x € R™ if and only if (z,x) = 0.
Specifically, the class of constraints is {C, | z € R"™} where the circuit C, :
R™ — {0,1} is defined as C,(x) = 0 if (z,x) = 0, else 1.

The intuition behind our construction is that the master secret key and
the constrained key (for a vector z) are used to compute, via HSS, a share
of (x,2z) - Fi,(x), where k is a PRF key encoded via the HSS scheme. Then, if
(x,z) = 0, the two evaluations produce substractive shares of 0, i.e. equal shares,
while if (x,z) # 0, the shares differ by (a non-zero multiple of) Fj(x). By the
security of HSS, the PRF key k remains hidden to the constrained key owner,
hence the actual PRF evaluation (the value of the share computed from the
master secret key) is pseudorandom even given the value of the second share
(which can be computed from the constrained key).

Before diving into our construction, we generalize Lemma 1, stating that not
only one can produce shares of any evaluation of the form z-P(x) given a memory
value for z and encoding of x, but of any linear combination Y, oV () . P(x)
with known coefficients given memory values for multiple z()’s, i.e. for (z, ) for
a known vector a = (a(M,... a®).

Corollary 1. Let HSS = (Setup, Input, MemGen, Eval) be an HSS scheme follow-
ing the RMS template. There exists an extended evaluation algorithm LinExtEval:

e LinExtEval(a, ek,, (M5, ..., MY, (19,18, (@D, ..., a®), P) — y,-

On input a party index o € {0,1}, an evaluation key ek,, a wvector of

{ memory values Ms,l), ceey Mgf), a vector of p input values (|§,”, ceey I((,p)),
a vector of € ring elements oM, ... a®, and an RMS program P, this

algorithm outputs a value y, such that the following holds.
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For any security parameter X € N, any oY) € R for i € [¢], and any RMS
program P, we have:

¢
Yo — Y1 = <Z o). z(i)> P ,x(p))l >1—negl(\)

=1

Pr

where the probability is taken over the choice of (pk, (eko,ekq)) + Setup(1?),
(Iéi),lgi)) — Input(pk, 2(?), MY MemGen(o, ek,, 20)), and over the shares
Yo < LinExtEval(a, ek,, (MY, ... MY, a9 8, (o), ..., a®), P), with
oe€{0,1},5 € [f],i € [p].

The proof of the above statement follows from Lemma 1 by linearly combining
the substractive shares obtained by applying ExtEval with each memory value.

For a PRF F : K x R™ — Y with domain R" and for x € R", we denote by
Fo(x) : K — Y the function that maps k € K to Fj(x).
We now have all the ingredients for our first construction.

Construction 1 (CPRF for IP from HSS). Let FF : K x R™ — Y be
a PRF with evaluation in NC!. Let HSS = (Setup, Input, MemGen, Eval) be
a homomorphic secret sharing following the RMS template with simulatable
memory values. We design (KeyGen, Eval, Constrain, CEval) as follows:

1. (pk, (eko, ek1)) & Setup(l’\). 1. Parse msk as

2. Sample k E K for F ) (C(ekOv IOt» (M%)ZZ_'G[n]>7 (ekq,11)).

3. Run (lg, l1) < Input(pk, k). - ompute Yo _

" For i(eo{ll,). ) LinExtEval(0, eko, (M%))ie[n]v lo, x, Fo(x)).
Mi Simo(lA)_. 3. Output yo.

5. msk < ((eko, lo, (M)iefn)), (ek, 1))

6. Output pp = pk and msk.

Constrain(msk, z): CEval(pp, ckq, x):
1. Parse msk as 1. Parse ck, = (ekq, |1, (Mi)ie[n]).

((eko, lo, (M§)ie(n)); (eki,11)) 2. Compute y;
2. Parse z = (21,...,2n). LinExtEval(1, ek, (M%);cpn), 1, %, Fo(x)).
3. Forie{l,...,n}: 3. Output ;.

le < Slml(MB, Ziy (eko,ekl))
4. Return ck, = (eky, I1, (M%);e[n))-

Theorem 3. Assuming F is a secure PRF with evaluation in NC' and HSS
is a secure HSS scheme following the RMS template with simulatable memory
values, then Construction 1 is a selective 1-key, constraint-hiding, secure CPRF
for inner-product.
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The proof of Theorem 3 is detailed in the full version of our paper.

Remark 1. In the above construction, we require the PRF range ) to be such
that F' is pseudorandom on Z,, for a fixed n < B, where B is the magnitude
bound of the RMS programs that the HSS scheme used in the construction
supports. We need to then reduce the outputs of the HSS evaluation algorithm
modulo n by inputting n as the modulus to algorithm Output (See Definition 4).
This is used in the security proof to ensure that masking with a pseudorandom
value over ) causes the output to be pseudorandom.

Corollary 2. There exist 1-key selectively-secure, constraint-hiding constrained
pseudorandom functions for inner-product assuming the hardness of DCR.

5.2 CPRF for NC! from HSS

We now describe CPRF for the class of NC' constraints. We consider the rep-
resentation of an NC! circuit C' with input size n = poly(A\) and depth d =
O(logn) to be a bit string (C1,...,C,) € {0,1}*, where z = poly(n) is the
description size. Also, we denote the universal circuit by U(-,-) that on input
a circuit C € {0,1}* and = = (z1,...,2,) € {0,1}", outputs U(C,z) = C(z).
Due to the work of Cooks and Hoover [17], we know that there exists a universal
circuit that correctly computes any NC' circuit and is itself an NC! circuit.

The strategy for our construction is similar as for inner-product. We aim to
obtain substractive shares U(C,x) - F(x) via the (standard and constrained)
evaluation algorithms, where F' is a pseudorandom function with evaluation in
NC!, C' denotes the constraint, and U denotes the above universal circuit.

A crucial point is that the master secret key should allow to compute such a
share for any input x independently of the constraint C'. Hence, we have to find
a way to replace the encoding of C' that is given to the evaluator by oblivious
values that guarantee the correctness. In the inner-product case, where we want
shares of (x,z) - Fj(x), we used simulated memory values as the independent
share of the undetermined constraint z, and programmed the constrained key
to guarantee correctness according to the constraint vector z. However, this
technique cannot be applied to the case of NC! constraints as we are dealing
with non-linear evaluations.

The idea is again to use staged-HSS. We first compute a memory for U(C, x)
using Evaly and Eval;. Then, this memory value is used in the ExtEval algorithm
from Lemma 1 to compute a share of U(C,x) - Fy(z) additionally using an
encoding of k.

The important point here, is that inputs of Evalg can be sampled obliviously
using (TO, aux) < Input,(pk), and therefore can be sampled during Setup without
the knowledge of the constraint C'. Yet, when computing the constrained key for
C, the master key owner can use the full knowledge of C' as well as auxiliary
information generated during Setup to appropriately compute memory values for
the i-th bit C; of the description of C, using l; < Input, (pk, C;,aux, (eko, ek;)).
The correctness of staged-HSS then guarantees the correctness of evaluations,
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while its security plays a role in the security proof to remove the need for both
evaluation keys when computing |1, therefore allowing to rely on HSS security
to remove the information about the underlying PRF key k.

We now detail our construction. For any = € {0,1}", we denote by U(-,x)
the circuit that maps C' € {0,1}* to U(C,z) = C(z) € {0,1}.

Construction 2 (CPRF for NC' from HSS). Let F : £ x {0,1}* — Y
be a pseudorandom function with evaluation in NC', where ) is a finite cyclic
group. Let HSS = (Setup, MemGen, Input, Eval) be a staged homomorphic secret
sharing scheme and denote by (Inputy, Input;), and (Evalg, Eval;) the additional
algorithms defined in Definition 6. Let ExtEval be the modified evaluation algo-
rithm as in Lemma 1. We construct a constrained pseudorandom function that
supports NC! constraints as follows:

o KeyGen(1*):
- Run (pk, (eko, ekq)) + Setup(1*).

- Choose a random key k < K for F' and compute (lp, l;) < Input(pk, k).

)

- Forie{1,...,z}, compute (L()i ,aux®) < Input, (pk).

- Output pp = pk, and msk = ((eko, ek, lg, 1), (Tgl), aux® . ,T(()Z), aux(®))).
e Eval(pp, msk, z):

- Parse pp = pk, and msk = ((eko, eky, lg, l1), (Tgl), auxM .. ,T(()Z),aux(z))).

- Run My « mo(eko,(iél),...,T(()z)),U(~,x)). Here, T(()i) represents the

input value of C; for i € {1,...,z}.

- Run yo < ExtEval(0, ekg, Mg, lg, Fo(x)). Here, My denotes the memory
value of U(C, ), and |y denotes the input value of k.

- Output yo.
e Constrain(msk, C):
- Parse msk = ((eko, eky, lo, I1), (Tél), aux® ... ,T(()Z), aux())), and

C=(C,...,C,) €{0,1}~.
- Forie{l,...,z}, run Tii) <« Input, (pk, C;, aux®, (eko, eky)).
_ Output cke = (eky, I, (I07,..., 17, 0.
e CEval(pp, ck¢, 2):
- Parse ckg = (eky, Iy, (T§1)7 s ,T(lz))7C).
- Run M; < Evaly (eky, (I, ... 1), (W, .., 0@, U, 2)).
- Run y; < ExtEval(1, eky, My, I3, Fo(x)).
- Output y;.
Theorem 4. Assuming F' is a secure pseudorandom function with evaluation

in NC' and HSS is a secure staged-HSS scheme, Construction 2 is a selective
1-key secure constrained pseudorandom function for NC.
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We refer the reader to the full version of our paper for the proof of Theorem 4.

Remark 2. We note that the above construction is not constraint-hiding, since
the constrained evaluation algorithm relies on the knowledge of the constraint.

Corollary 3. Assuming the DCR assumption holds, there exist 1-key selectively-
secure constrained pseudorandom functions for NC! constraints.

Remark 3 (Other Instantiations). Although not explicitly detailed in this work,
our transformations from HSS to CPRF works using either of the schemes
from [10] based on the Learning With Errors (LWE) assumption with super-
polynomial modulus, from [1] based on the hardness of Joye-Libert encryption
scheme, from [1] based on the Decisional Diffie-Hellman (DDH) and Decisional
Cross-Group Diffie-Hellman (DXDH) assumptions over class groups, or from [14]
based on the Hard Subgroup Membership (HSM) assumption over class groups.
All of the above HSS schemes follow the same outline as the DCR-based scheme
of [27] when generating input and memory values. More precisely, input values
are ciphertexts computed using a PKE scheme, and in all of the mentioned
schemes, the used encryption tool generates ciphertexts that contain a separate
part as a commitment to the encryption randomness which is independent of the
underlying plaintext. This feature makes it feasible to generalize these schemes
into staged-HSS schemes and then use it to construct CPRF for NC* constraints.
These schemes also allow simulation of memory values which enables using the
scheme to construct CPRF for inner-product constraints. This holds since a
valid memory value of these schemes is a subtractive share of a secret vector
dependent on the secret key of the used PKE, thus one share can be sampled
obliviously and the other one can be correctly computed given the secret vector.
Also, using HSS with only polynomial correctness (e.g., the DDH-based
scheme of [8]) still yields CPRFs for polynomial-size domain. This leads to
constructions of poly-size domain private CPRFs for inner-products and CPRF's
for NC* from DDH, and from LWE with polynomial modulus-to-noise ratio.

6 Applications to Secure Multiparty Computation

In this section, we explore the applications of staged-HSS (defined in Section 4)
to secure computation. We first show how using staged-HSS allows constructing a
secure two-party computation protocol with precomputable silent preprocessing.
In this model, one party can perform all of the heavy preprocessing, not only
before the inputs are selected (which can be already achieved by “non-staged”
HSS for RMS programs) but also before knowing the identity of the other party.
Next, we show that the DCR-based construction of staged-HSS (provided in the
full version) can be used to obtain sublinear-communication secure two-party
computation with one-sided statistical security. Our proposal follows the same
outline as [8] where the authors showed how HSS for RMS programs yields
secure computation with sublinear communication. Definitions and proofs for
this section can be found in the full version.
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We start by introducing the notion of precomputability for pseudorandom
correlation functions. Informally, precomputability enables the first party to
generate its key locally before knowing anything about the second party. The
second party’s key is then (securely) computed as a function of the first key.

In the absence of some form of trusted setup, dishonest-majority secure
computation requires computational assumptions. A popular paradigm (used for
instance in [24,18]) is to first have the parties jointly execute a precomputation
phase which is independent of their inputs or the function they want to compute,
in order to distribute correlated randomness, and afterwards, use the computed
correlated randomness in an information-theoretic online phase to perform the
secure computation. Heuristically, this online phase, which is free of any expen-
sive cryptographic operations, can be made highly efficient. The generation of the
correlated randomness in the precomputation phase can be done via a pseudo-
random correlation generator (PCG) [6] or a pseudorandom correlation function
(PCF), whose seeds (in the case of PCG), or keys (in the case of PCF) are
generated using generic (computationally secure) MPC protocol.

Using a precomputable PCF allows the parties to perform the following
three-phase MPC protocol: (1) Alice samples her PCF key, and can perform
the expensive PCF evaluation with her key offline to recover her share of the
correlated randomness; (2) Alice and Bob use generic secure computation to
generate Bob’s key, which then allows Bob to evaluate the PCF with his key
and recover his share of the correlated randomness; (3) Alice and Bob perform
the information-theoretic phase online, using their correlated randomness. This
allows Alice to perform the brunt of her computation offline, before any inter-
action with Bob. This offline phase can be viewed as “party-independent” pre-
computation, which is more general than input-independence.

Definition 7 (Precomputable Pseudorandom Correlation Function).
Let Y be a reverse-sampleable correlation with output lengths £4(X), ¢1(\) and
let A < n(A\) < poly(A) be its input length. We say that a pseudorandom
correlation function (PCF.Gen, PCF.Eval) is precomputable if the description of
PCF.Gen contains the descriptions of two algorithms (PCF.Geng, PCF.Gen;) such
that

e PCF.Geng(1"): On input the security parameter A, returns a key ko and
auxiliary output aux.

e PCF.Gen; (1%, kg, aux): On input the security parameter A, a key ko, and an
auxiliary input aux, outputs a key k;.

We also require the following property to hold:
Precomputability. For any security parameter A € N, the two following distri-
butions are computationally indistinguishable:

(ko, aux) < PCF.Geng(1*)

ko k1): (Ko, k1) < PCF.Gen(1*) } = < (ko, k1): .
o k) o ) en(1?)} {(0 2 k1<—PCF.Gen1(1*,ko,aux)}

Below, we provide a construction of precomputable PCF for OLE correlations
from staged-HSS, and using a pseudorandom function. Given an input, first,
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each party samples a PRF key and sets the first half of the correlated pair to
be the value of the PRF on the input. Next, to generate the additive shares
of the product of these two values, they use staged-HSS. Here, we require the
staged-HSS scheme to generate shares that are individually pseudorandom given
the input, and in Lemma 2 we show that this can be assumed without loss
of generality. This is because the property “pseudorandom R-OLE-correlated
outputs” for a PCF, which can be seen as a form of correctness property,
essentially requires that the PCF outputs not only valid OLE tuples but also
pseudorandom ones from the view of an external adversary.

Lemma 2 (HSS with Pseudorandom Outputs). Denote by P a class of
programs defined over a ring R, with input space T C R. Assuming the existence
of one-way functions, any HSS scheme for P can be modified in such a way that
each output share is pseudorandom to an external adversary given only the input
(but neither input share).

Formally, assuming the existence of an HSS scheme HSS = (Setup, Input,
Eval,Rec) for P, there exists an HSS scheme HSS' = (Setup’, Input’, Eval’, Rec’)
for P such that:

Vo € {0,1},V(P: R —)Y) e P,V eR:

(pk, (eko, eky)) « Setup’(1*) .
(#,50): (lo,11) « Input’ () ~{(z,r):r &V}
Yo < Eval'(0, ekq, I, P)

Moreover, if HSS has additive reconstruction, then so does HSS', and if HSS
is a staged-HSS scheme, then HSS' is also a staged-HSS.

The proof of Lemma 2 uses a trick which is standard in the HSS literature,
which we sketch here and expand upon in the full version of the paper: a PRF key
(the same for both parties) is added to the HSS keys, which is used at evaluation
time to “mask” the output shares. Because both parties use the same mask,
they can simply remove it before reconstruction and correctness is preserved.
Moreover, the HSS shares are pseudorandom from the point of view of an external
adversary who does not know the PRF key.

Construction 3 (Precomputable & Programmable PCF for OLE).
Let FF: K xZ — Y be a pseudorandom function with evaluation in NCl,
where Z, Y are finite rings. Let HSS = (Setup, MemGen, Input, Eval) be a staged-
homomorphic secret sharing scheme and denote by (Input,, Input; ), and (Evaly,
Eval;) the additional algorithms defined in Definition 6. Let ExtEval be the
modified evaluation algorithm as in Lemma 1. Our PCF works as follows:

e PCF.Gen(1*):
- Run (kg, aux) «+ PCF.Geng(1?%).

- Run k; < PCF.Geny (1%, ko, aux).
- Output (ko, k1).
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e PCF.Geng(17):
- Run (pk, eko, ek1) + HSS.Setup(1?).

- Sample kr(>(r)f) & K, and compute (lg, 1;) < HSS.Input(pk,ké?f)).
- Run (lp, aux’) < HSS.Input, (pk).
- Output kg = (eko, Io,To,kF()?g), and aux = (aux’, eky, I;).

e PCF.Gen; (1%, kg, aux):
- Parse ko = (eko, lo, lo, ké?f)), and aux = (aux’, ek, ).
- Sample k'()}f) & K, and compute 1y + HSS.Input, (pk, ké:f), aux’).
- Output k; = (eky, Iy, Il,kf):)).

e PCF.Eval(o, ks, x):
- Parse k, = (eko, lo, | k;(a)).

7y Wprf
- If 0 =0, then 7 B
* Run M, < HSS.Evaly(eky, |, Fo(x)).
Else if 0 =1,

+ Run M, < HSS.Evaly (eky, I, k', Fu(x)).
- Run y, < HSS.ExtEval(eky, (Mg, l5), Fix(x)), with Fy(x) defined as
Fo(x): (KO, M) = Fio) (%) - Fra (x).

- OUtPUt (Fk(of)(x>7ya)'
pr
Theorem 5. Let R be a finite ring. Assuming F is a secure pseudorandom
function with evaluation in NC* and HSS is a secure staged-HSS scheme, Cons-
truction 3 is a two-party precomputable PCF for OLE correlations over R.

Furthermore, this PCF is programmable.

The proof of Theorem 5 is provided in the full version of the paper. By combining
Theorems 2 and 5, we get Corollary 4.

Corollary 4 (Precomputable PCF for R-OLE from DCR). Assuming the
DCR assumption holds, there exists a two-party precomputable pseudorandom
correlation function (as per Definition 7) for the R-OLE correlation.

Corollary 5 (From OLE to Low-Degree Correlations). Assuming the
existence of (one-way functions and of ) staged-HSS supporting the class of RMS
programs, there exists a two-party precomputable PCF (Definition 7) for low-
degree correlations (c.f. full version). In particular, such a PCF exists under the
DCR assumption.

6.1 Sublinear Computation with One-Sided Statistical Security

Most constructions of two-party HSS for super-constant depth circuits can be
used in a non black-box way to build two-party secure computation with an
amount of communication which is sublinear in (or even independent of) the
circuit-size: if the input share generation algorithm is simple enough to be
securely distributed with low communication, the parties need to only run the
evaluation algorithm locally, then reconstruct the output.
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In the .’FL'I“')Sdite-Hybrid Model. The main component (apart from the HSS
scheme itself) in building sublinear secure computation from HSS is the low-
communication distributed share generation. When using staged-HSS, the first
party can simply sample its share locally, so the hard part is updating the second
party so they can receive their share too. We formalize this task in Figure 1 as the
ideal functionality fo'deSate. We prove in Lemma 3 that there exists sublinear two-
party secure computation, provided this step can be performed with one-sided

statistical security and with low-enough communication.

ionali HSS
— Functionality 772

The functionality is parameterized with a staged-HSS scheme staged-HSS =
(staged-HSS.Setup, staged-HSS.Input, staged-HSS.MemGen, staged-HSS.Eval).

Input: Wait to receive (share,staged-HSS.pk,lp,aux) from P, and
(input,z;) from P;.

Output: Compute |; < staged-HSS.Input, (staged-HSS.pk, x1,aux), and
output (staged-HSS.pk, ;) to P;.

Fig.1. Ideal functionality F!SS _  parameterized by a staged-HSS scheme, for

pdate»
generating the second input share given the first, precomputed, one.

—1{ Protocol I~

Parties: Alice and Bob
Parameters: The protocol is parameterized with:

— C: " x F"t — F™ is an arithmetic circuit over finite field F.

— HSS = (HSS.Setup, HSS.Input, HSS.MemGen, HSS.Eval) is a staged-
HSS scheme with pseudorandom shares supporting the class of
RMS programs over F (seen as a ring). We denote the staged
input and evaluation algorithms by (HSS.Input,, HSS.Input;) and
(HSS.Evalg, HSS.Evaly). Let HSS.ExtEval be defined as in Lemma 1.

— F(-,-) is a PRF in NC' with domain {0,1}*, key space {0,1}*, and
range F™.

Hybrid Model: The protocol is defined in the .FL'I"psdzte-hybrid model.

Input: Alice holds zg € F™° and Bob holds x; € F™,
The Protocol:

Alice’s precomputation phase. Alice does the following:
1. K& {0,1}*

2. (HSS.pk, eko, ek ) < HSS.Setup(1*)

3. (lo,aux) < HSS.Input,(HSS.pk)

4. (lp,11) + HSS.Input(1*, K)
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5. a & {0,1}*, ¢in < 20 + F(K, @), and roy & F™
6. MO < HSS.EvaI(ekOJO, F(, 0[))
7. Yo < HSS.EXtEVB'(ka (Mo, 10)7 fa7cin)7
where fa,c,: (X,Y)— Clcn — F(X,),Y)
Online phase.
8. Alice sends (eky, |1, Cin, @, Tout) to Bob, who waits to receive it.
9. Alice sends (share, HSS.pk, Iy, aux) to Fs5

update; ~
Bob sends (input,z;) to frpsdzte, and waits to receive (HSS.pk,l;)
from frpsdite.

Bob’s computation phase. Bob does the following:
1. Ml «— HSS.m(ekl,Tl, F(, a))
2. Y1 — HSS.ExtEvaI(ekh (Ml, .[1)7 thCin)V
where fa,c,: (X,Y)— C(cn — F(X,a),Y)
Output phase. Alice outputs ¥} < yo—+7out; Bob outputs ¢} < y1 —7Tout.

Fig. 2. (Sublinear) Secure Two-Party Computation with One-Sided Statistical Security
from staged-HSS Supporting the Class of RMS Programs.

Lemma 3 (Secure Computation with One-Sided Statistical Security in
the Fl';'psdsate—hybrid model). Let C: F" x F™ — F™ be an arithmetic circuit
over a finite field F. Let staged-HSS be a staged-HSS scheme with pseudorandom
shares supporting the class of RMS programs over F (seen as a ring).

The protocol Il provided in Figure 2 UC-securely implements the two-party
functionality Fsee(C) in the frpsdzte—hybrid model, against a passive adversary
statically corrupting at most one of the parties, with perfect security against
Alice, and computational security against Bob. The protocol uses N0 + (ny +

m) - log |F| bits of communication.

Instantiating .’F'::jite under DCR. We now show how to instantiate f:'psdzte for
construction of staged-HSS from DCR (see the full version). This instantiation
is non black-box in the HSS scheme, and uses a combination of the Paillier-
ElGamal encryption scheme, which is provably semantically secure under DCR,
and oblivious linear evaluation (OLE) with one-sided statistical security, which

is known from DCR.

Functionality FoLE

The functionality Forg for (batch) oblivious linear evaluation is
parameterized by a finite field F, and interacts with two parties P,
and P;.
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Input: Wait to receive (input,0,u = (uq,...,us)) (where uy,...,us € )
from Py and (input,1,v = (v1,...,v:)) (where vy,...,v; € F) from P;.
Output: Compute z < (u;-v;);ic[],jef], Sample zg E Tt set zq <+ z—2z0;
Output z, to P, for o € {0,1}.

Fig. 3. Ideal functionality FoLe for (batch) oblivious linear evaluation.

HSS
— Protocol II 72

Parties: Alice and Bob.

Parameters: F,x is an exponential-size finite field; n, is an input
size. staged-HSS is the staged-HSS scheme inspired by [27] using
Paillier-ElGamal under DCR (see the full version). The Paillier-ElGamal
cryptosystem itself is parameterized by GenPQ, an algorithm that on
input 1%, generates (N = p - q,p,q), where p and ¢ are £()\)-bit primes
where ¢: N* — N* is a function such that V& € N* /{(k) > 1.5k.
By = 22t(N)=2loglF| j5 the base for the decomposition of the secret key
into digits; s == 2¢(\) 4 2log |F| is the number of cyphertexts needed to
encrypt the secret key; t == [ng lgeg(lf)‘].

Hybrid Model: The protocol is defined in the Fo g-hybrid model.
Input: Alice holds (HSS.pk, ly,aux) and Bob holds z; = (:1:51), e ,xgt)) €
R™ =~ [N]t.

The Protocol:

1. Alice does the following:
— Parse HSS.pk = (pkpyijierecy D, - -, DY)
// DU) is a Paillier-ElGamal encryption under pk of the ;™
of the secret key in base B
— Parse Iy = (ting, (ctiai)) i, j)ex(s+1)
// Cting is of the form ¢", and ctﬁf;f) is of the form g¢"
— Parse aux = (9, Ppaiierees (979) (i.5)€lt] x [s+1]» (PKpaieres ) (i.) €l x [s+1]
// Pkpaiterec = g7 mod N*
2. Alice sends (N, pKpaijiiere Ctind) to Bob
3. Alice sends (input,0, (1]|d)) to Fore and waits to receive y(®) =

digit

W) ;
0,5/ (6,0) Elt]x [s+1]
Bob sends (input,1,z;) to FoLg and waits to receive y() =
1
W) . nemxsray-
// Adding the digit 1 to the secret key d condenses the notations of the
encryption of the input alone, and those of the input times each digit
of the secret key, as x - (1,do,...,ds—1) = (v,x - do, ..., 2 ds_1).
4. Alice does the following: o
0
For each (i,7) € [t] X [s+1], ¢; j = (1 + N)¥ii - b
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5. Alice sends ¢ = (¢;,5)(i,j)e[] x[s+1] t0 Bob, who waits to receive it.

1) R
6. Bob sets ctgep < (cij - (1 + N)yi‘lf)(i,j)e[t]x[sﬂ] and outputs l; «+
(Ctindv Ctdep)~

Fig. 4. Protocol for securely realizing ffpsdsate

ElGamal cryptosystem.

under the circular security of the Paillier-

Lemma 4 (Instantiating Lemma 3 under DCR). Let HSS be the staged-
HSS scheme inspired by [27] using Paillier-ElGamal (see the full version). As-

suming the DCR assumption holds, the protocol H:'psdite provided in Figure 4 UC-

securely implements the two-party functionality ‘Fllj—ipsdsate in the FoLg-hybrid model,
against a passive adversary statically corrupting at most one of the parties,
with perfect security against Alice and Bob. The protocol uses O(\ - ny) bits

of communication.
We then obtain our final claim.

Theorem 6 (Computation for NC! with Circuit-Independent-Commu-
nication and One-Sided Statistical Security from Circular Security
of Paillier-ElGamal). Let C be an RMS program with n = ng + ny inputs
and m outputs over Fox. Assuming DCR and the circular security of the Paillier-
ElGamal encryption scheme, there exists a protocol that UC-securely implements
the two-party functionality Fspe(C), against a passive adversary that statically
corrupts at most one of the parties, with perfect security against a corrupted
Alice, and computational security against a corrupted Bob. The protocol uses
XOW) £ O((n+4m) -log |F|) bits of communication.
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