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Abstract. In this paper we, for the first time, study the question under
which circumstances decomposing a round function of a Substitution-
Permutation Network is possible uniquely. More precisely, we provide
necessary and sufficient criteria for the non-linear layer on when a de-
composition is unique. Our results in particular imply that, when crypto-
graphically strong S-boxes are used, the decomposition is indeed unique.
We then apply our findings to the notion of alignment, pointing out that
the previous definition allows for primitives that are both aligned and
unaligned simultaneously.

As a second result, we present experimental data that shows that align-
ment might only have limited impact. For this, we compare aligned and
unaligned versions of the cipher PRESENT.
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1 Introduction

Most of the security analysis of symmetric primitives is actually based on their
representation and not on the primitive itself: When arguing about the resistance
of ciphers or cryptographic permutations, our arguments are in most cases based
on a given decomposition of the cipher, in many cases into a linear layer and
a set of mappings that are applied in parallel, i.e. S-boxes. While this is very
helpful in many cases, it can lead to wrong results in others, see e.g. [3].

Using those ingredients when designing efficient and secure ciphers or cryp-
tographic permutations has a long standing history. It can be seen as having its
roots already in Shannon’s seminal ideas on confusion and diffusion [25]. While
many alternative design strategies exist, the use of S-boxes and linear layers is
arguably dominating today’s designs and include AES, SHA-3, and many of the
primitives for the final round of the NIST lightweight crypto competitiorﬂ

In this paper we touch upon a very fundamental aspect of this decomposition:
its uniqueness.

3 https://csrc.nist.gov/Projects/lightweight-cryptography/finalists
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Decomposing a Round Function. Let us turn the view away from designing a ci-
pher or being given a description of a Substitution-Permutation Network (SPN)
but rather to a given round function (or maybe even the composition of several
round functions). We can imagine having oracle access to the round function
only. Here two natural questions arise. First, how to detect if a given round
function is actually an SPN round function, and in a second step, how to find
the corresponding decomposition. Those questions have been intensively studied
since the last 30 years, starting with the seminal SASAS and ASASA crypt-
analysis papers [6122]. Indeed, there are algorithms that can efficiently find a
decomposition into an S-box and a linear layer. In particular, those algorithms
answer the existence of a decomposition. Moreover, a natural extension of the
decomposition of a round function is the representation of a given block cipher,
and having multiple representations of the same cipher can have not only a theo-
retical impact (some properties might be easier to study using one representation
rather than another), but also a practical one, see for example [1J24] where using
a different representation to implement the ciphers PRESENT and GIFT can
lead to an increase in performances.

However, and this is very surprising for us, while the existence of a decompo-
sition has been studied extensively since almost 30 years, the uniqueness of such
a decomposition was, to the best of our knowledge, never studied but always
given for granted.

To be very clear, there are obvious, and well known, limitations to a unique
decomposition already discussed in [6]. In particular, the order of the S-boxes and
their choice up to affine equivalence, i.e. up to composing with affine bijections is
clearly not unique. What we are interested in, and what has not been questioned
so far, is uniqueness up to those equivalent representations.

Crucially, some security arguments, like counting the number of active S-
boxes to bound the probability /absolute correlation of a differential/linear trail,
could give different results depending on the decomposition. As we will discuss
below, without additional requirements on the S-boxes, a unique decomposition
is not guaranteed in generalﬁ While this is interesting as a fundamental property
of round functions, it also impacts very recent work on alignment.

Alignment - intuitively. Alignment of symmetric primitives is a property that
has been initially coined during the SHA-3 competition by the Keccak-team in
[B] but actually is an idea that dates back to the wide-trail strategy and the
use of super-boxes (or code-concatenation) in order to argue about resistance of
block ciphers against differential and linear attacks. Interestingly, while already
mentioned more than 10 years ago and since then been used in numerous papers
[OTTIT3I20], the term was never precisely defined. In all the papers mentioned
above the term is used in connection with SPNs and we restrict to those designs
here as well.

4 Thankfully, for the case of counting S-boxes those requirements lead to trivial bounds
for the probability /absolute correlation of a differential/linear trail, no matter the
decomposition.
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Intuitively, and this is common in all those papers, alignment is used when
the linear layer of an SPN manipulates the state in words, i.e. is word-oriented,
and those words are either identical to S-box inputs or consist of multiple S-box
inputs (or outputs). However, there are several flavors of this common intuition.
For example, several papers mention strong and weak alignment. In [20] the
authors mention that no good bounds on the probabilities of differential trails
are known for Keccak as it is weakly aligned. Reciprocally, it is argued e.g. in
[13] that strong alignment allows proving strong bounds.

The importance of the property, along with its positive and negative conno-
tations, is reflected in several second-round candidates of the NIST lightweight
project. For Subterranean the designers state in [I1] as a feature that “In a way,
the Subterranean round function is the nec plus ultra of weak alignment“, while
the authors of Saturnin [9] advertise their design “the strongly-aligned version
of the wide-trail strategy

So while many researches might have one (or several) more (or less) pre-
cise ideas what alignment with respect to designing a substitution permutation
network might mean, a formal definition was not given.

Alignment — defined. This only changed very recently with the work of Bordes
etal. [8] at CRYPTO 2021 where a definition of alignment was given and its
impact on several cryptographically relevant criteria was studied.

Even so it is not stated exactly this way, a round function, with a given
decomposition into an S-box layer and a linear layer, is aligned, according to
[8], if and only if the primitive has a super-box structure. A super-box structure
means that two rounds of the primitive decompose (up to linear changes of input
and output) into a set of two or more parallel applications of mappings. Those
parallel mappings are then refereed to as super-boxes.

Unfortunately, this definition has shortcomings as discussed below.

The first problem is based on the fact that alignment is defined for a round
function with a given description as a fixed S-box and linear layer. Ideally, one
would hope that alignment, i.e. the existence of super-boxes, is a property that
is inherent to the round function and not to its description only.

The second shortcoming of alignment is its impact on security. In [§] several
aligned and unaligned ciphers were compared with respect to e.g. the number of
linear and differential characteristics of high probability. Within this selection,
ciphers being aligned suffered more from clustering effects. However, the exact
impact of alignment on those properties remained unclear. The main reason for
this is that the ciphers that are used in the comparisons are very different and
it is far from clear whether the difference in the observed behaviours is (mainly)
due to alignment or (mainly) due to other properties that separate the ciphers.

Our Contribution

We first present our main result on the uniqueness of decomposition, Theorem
in Section which states that a decomposition is not unique if and only if
(at least) one S-box has maximal differential uniformity and another one has
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maximal linearity. For better readability, we first present the results and shift
the proofs and several more technical insights to Section [f]

With respect to alignment, we show in Section[3] based on the non-uniqueness
of maximal decomposition in general, that there exist round functions that have
both an aligned and an unaligned description. We also give a non-artificial ex-
ample, namely the cipher DEFAULT[2], which is aligned and unaligned at the
same time.

Furthermore, in Section 4] we present experimental data showing that the
impact of alignment with respect to the security criteria studied in [8] may be
almost non-existent if we consider alignment as an isolated property. We show
this by comparing variants of the same cipher instead of different ciphers. For
this we choose the cipher PRESENT. Here, by changing only the original bit-
permutation one can nicely create versions that are aligned or unaligned. As
we detail, those variants behave very similarly in all aspects, in contrast to the
results of [§], see e.g. Fig.

2 Main Results on the Uniqueness of Decompositions

It is easy to see that every round function that is un-keyed (or in which a simple
key addition takes place at the end of the round) can be seen as an SPN by simply
choosing the non-linear layer to be the round function itself (without the addition
of the key in the keyed case) and the linear layer to be the identity. Obviously,
this representation of a round function is not very useful. But it already shows
that without further restrictions, a decomposition of a round function into non-
linear and linear layer cannot be unique. Hence, it is not clear if the properties
one infers from one possible decomposition are the same for a different one.

In other words, if we want to infer properties of a round function based on its
linear and non-linear layer, we should make sure that it is actually well defined,
i. e. it only depends on the round function and not on the choice of decomposition.
To give just one example, the arguments made in [3] for the resistance against
invariant attacks are only valid for one given decomposition and can be shown
to be invalid for another[]

Before presenting our results, let us first fix some notations and definitions.

2.1 Preliminaries

Basic Notation. We will denote by Fy the Galois field with 2 elements and with
+ the addition in this field, which can be seen as an exclusive or. With F3 we
will denote the n dimensional vector space over this field, with 27 the transpose
of a (column) vector z € F% and with 27 - y the (canonical) inner product of
x,y € F3. Furthermore, we will denote by @ the direct sum of vector spaces,
e UV =Wifandonly f W =U+V ={u+v|u € Uw € V} and

® The arguments are mainly based on the rational canonical form of the linear layer
and this form might change when using linear equivalent S-boxes and modifying the
linear layer accordingly.
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UnNV = {0} for vector spaces U,V C W. Given a direct sum €, U; = W we
will denote by ¥ : W — U; the projection onto U; along 691751‘ Uy, i.e. 7V has
kernel €, #i U;, image U; and is the identity if restricted to U,-ﬁ We will also

consider the direct sum (EBiE[ Ui) &) (@iﬂ Ui) and will write U == @,.; U; as
well as 77 :== Y., w7 for the projection onto €, U; along @D, Ui or simply
Ui and wgél if I = {i|i # [}. Also, we will denote by F|; the restriction of a

function F' to the subset U of its domain.

General Definitions. Let us give some general definitions that we will use through-
out this paper.

Definition 1 (Linear/Affine Equivalence). We call two functions F,G :
Fy — F3 affine equivalent if there exist a,b € Fy as well as invertible matrices
A, B € F3*" such that F(x) =b+ B-G(A-z+a) for allz € Fy. Ifa=0=10
we also call F, G linear equivalent.

Definition 2 (Differential Uniformity (cf.[23])). Let F': U — V for sub-
spaces U,V C Fy. Then we call maxqcin (oy,pev {2 € U|F () + F(x +a) = B}
the differential uniformity of F and say that it is maximal if it is equal to |U|.

Definition 3 (Linearity, (see [10] for an in-depth discussion)). Let F :
U — V for subspaces U,V C F3. Then we call maXoecpp\v+ gers cer, [{T €
UlaT - F(z) = BT - o + c}| the linearity of F, where V+ = {x € F|zT -y =
0Vy € V'}, and say that it is mazimal if it is equal to |U|.

2.2 Defining a (Maximal) Decomposition

Given a (round) function we would like to be able to find a unique decomposi-
tion into non-linear and linear layer(s). Similarly to [§], we require the number
of S-boxes in the non-linear layer to be maximal. While in general such a de-
composition is not unique, we show conditions under which it is. Hence, under
these conditions it is possible to infer properties of the round function (such as
alignment[8]) based on the linear and non-linear layer(s) of the corresponding
unique decomposition.

A Natural Definition. Let us start with formally defining what we understand
by a decomposition. Since a non-linear layer typically consists of independent
S-boxes (i.e. functions that don’t share input and output bits), one can see the
S-box layer as the sum of independent functions. For example, the non-linear
layer N : F5' x F52 — F3* x F5? with

T Si(x
N(T) = 1(z1)
Z2 Sz(Iz)
5 In other words, the direct sum enables us to express every element z € W as >
for unique x; € U;. Hence, w7 is the mapping defined by z = Do T T
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and S : Fo' — Fo* as well as Sy : Fy?2 — F52 can be seen as

v ()= C5)  (sten)

where the input/output spaces of those two functions are F5* x 02 resp. 0™ X
F32. Note that F5* x0"2 0" xF5? = F3* xF52. A linear layer now only changes
the input/output spaces of those functions. Hence, we will define a decomposition
of a (round) function by the sum of functions defined on subspaces of the input
and output spaces.

Definition 4 (Decomposition). Let F' : F — FY be bijective. Furthermore,
let Uy,...,Ug and V1, ..., V4 be non—triviam subspaces of Ty with @Z U, =Fy =
@D, Vi, as well as F; : U; — V; with

F(z)=F (Zﬁ@)) = ZF on¥ ().

We call {(U;,V;, F;) | 1 < i < d} a decomposition of F. If d > 1 we call the
decomposition non-trivial.

Note that the reason we need to restrict the definition to non-trivial subspaces
is that it is always possible to extend the decomposition by E : {0} — {0}, which
does not give any additional information about the (round) function. Moreover,
as the order of the functions does not matter, we only consider a set of tuples.

We would like to point out that we actually allow two linear layers, i.e. we
are decomposing into Ly o N o L; where L1 and Ly are linear layers and N is
a non-linear layer. But note that the r round iteration (Ls o N o L;)" is linear
equivalent to (L7 - Ly o N)", meaning that both (round) functions, Ly o N o L
and Ly - Ly o N, lead to the same cryptographic properties. With that, allowing
two linear layers seems actually more natural than restricting to one linear layer
only.

Refining Decompositions. It is easy to see that given a (non-trivial) decomposi-
tion {(U;, Vi, F) | 1 <4 < d} it is always possible to find another decomposition
by combining two (or more) of the Fy, i.e. {(B;cy, Ui, ®jey, Vir >ier, Fionl) |
1 <1 < m} is also a decomposition for every partition of the index space
Iy, ... I, C{1,..,d}.

Hence, in order for a decomposition to be unique it is clear that one at least
has to maximize the number of S-boxes. To this end, we will now define in which
case one decomposition is a refinement of another decomposition, which reminds
of [8] while technically being different as [§] focuses on the linear layer only.
Definition 5 (Refinement). Let F : F} — F% be bijective. Let further D =
{(Ui, Vi, F;) | 1 < i < d} and E = {(W;, X;,G;) | 1 < i < e} be two decompo-
sitions of F. We call E a refinement of D if e > d and for all i there exists a
value of j such that W; C Uj.

T More precise, we allow the subspaces to be equal to F5 but not to be {0}.
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The intuition behind this is that we further decompose each of the individual
S-Boxes. Based on this, we can now define a maximal decomposition.

Definition 6 (Maximal Decomposition). We call a decomposition D max-
imal if there exists no refinement of D.

In other words, a decomposition is maximal if we cannot decompose the
individual S-boxes any further. It is an interesting question, which we leave open
for now, whether two maximal decompositions have to have the same number of
S-boxes, or even more, the same size spectrum (see Definition [L0| below).

2.3 A Sufficient and Necessary Condition for Unique
Decompositions

Knowing the definition of a maximal decomposition, we can now state our main
result in context of decompositions.

Theorem 1. Let F' : Fy — F% be bijective and let D = {(U;, Vi, F;)|1 < i < d}
be a mazimal decomposition of F. Then D is unique if and only if there exists
no pair (i,k) with i # k such that F; has mazimal differential uniformity and
Fi. has mazximal linearity.

We will prove this in detail in Section

Since one of the S-boxes having maximal differential uniformity (resp. maxi-
mal linearity) means that the same has to be true for the whole (round) function,
we can relax the condition and receive a sufficient, but not necessary, condition.

Corollary 1. Let F : Fy — F5 be bijective. If F' does not have mazimal differen-
tial uniformity or maximal linearity then F' has a unique mazimal decomposition.

Since differential uniformity and linearity are properties that should already
be known for most (if not all) cryptographic primitives, this makes it easy to
argue about the uniqueness of their maximal decomposition.

Some Intuition on the Functions without a Unique Maximal Decomposition.
Given Theorem |[1] it is actually not hard to show (details are given in the full
version [I7]) that the functions without a unique maximal decomposition are
exactly those that are affine equivalent to ones of the form

f(x1)
x g(@1) + 7 S-box(es)
T2
R T - T3 ’
xz L (xg) S-box(es)
T4

where 21 € F}, x4 € F3* for integers n, m and x9, x3 € Fo, as well as f : F§ — FJ,
g:Fy = Fy and h : Fy x F3* — F3'. The reason is that such functions allow
us to “mix” S-boxes without changing it, as we can add z3 (from the second
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S-box) to xo (from the first S-box) before the non-linear layer, but also revert
this linear transformation after the non-linear layer by just changing the original
linear layer (more details are given in Example 2 of the full version [17]).

Given that one typically tries to minimize the differential uniformity and
linearity, it may seem like functions without a unique maximal decomposition
are not of interest to cryptographers, but there exists at least one widely-used
type of round function that actually has no unique maximal decomposition,
namely the one of a generalized Feistel network.

In total, we are able to show that whenever cryptographically strong S-boxes
are used the representation of its round function can indeed be used for arguing
about its properties, while the same is not always true in the opposing case, as
we will see next.

3 Re-Aligning Alignment

To give just one example of why the uniqueness of a maximal decomposition can
be important, let us take a look at the concept of alignment by Bordes et al.[g].
While the intuition should be that a round function is aligned if the primitive
has a superbox structure, i.e. the iteration of two rounds exhibits a non-trivial
decomposition, the original definition is a bit more involved. Therefore, let us
quickly recall the definition of alignment from [8]. For this, we assume that the
round function consists of the parallel application of m equally-sized S-boxes, a
bijective linear transformation and the addition of a key (resp. constant), i. e. we
can write the round function as L o N + ¢, where L € F3*" is a bijective linear
mapping,

S

N = .

Sm
is the non-linear layer, with S; : F;/m — F;/m bijective, and ¢ € Fy is a constant
(resp. key). For simplicity, we will use a slightly different but equivalent version
of the definition from [g].

Definition 7 (Alignment[8], sub-optimal). Let U; := 0(i=Dn/m x F/™
olm=im/m for i =1,...,m. A round function L o N + ¢ (as above) is called
aligned if L can be written as T o M such that

— it exists a permutation 7 : {1,...,m} — {1,...,m} with T(U;) = U,y and
— it exists J C {1,...,m} (non-trivial) such that M (P,c,U:) = B,c, Us
and M (@zg{J Uz) = @ng Ui,

where the split between the linear and nonlinear layer is chosen so as to maximize
the number of S-boxes in N. E|

8 This version is equivalent to the one from [§] since T'(U;) = U3y means that T' is the
composition of a ITny-Shuffle and a IIn aligned linear function. As the composition
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The problem with this definition is that it is not invariant under affine (or
even linear) equivalence (of the round function iterated two times), while the
existence of a superbox structure is. One non-artificial example where this is
indeed a problem is the cipher DEFAULT[2], which is aligned, but a linear
equivalent version would not be aligned.

Before we explain the problem in more detail, let us give an alternative
definition that is exactly equivalent to the existence of a superbox structure.

Definition 8 (Alignment). We call a round function R aligned if there exists
a non-trivial decomposition of Ro R. In the keyed case we require a non-trivial
decomposition for every key.

Note that whenever a round function is aligned according to the original
definition it is indeed aligned, since it implies a non-trivial decomposition of
R o R with in- and output spaces of a certain form, while a round function that
is not aligned according to the original definition could actually be aligned, but
the in- and output spaces may not be of the form required in Definition [7}

On the Need of Decomposability for all Keys. On the first glance, requiring de-
composibility for all possible key choices may seem as a downside. But note that
the original definition does the same (even in the un-keyed case), as it implies a
non-trivial decomposition of Ro R for all possible key/constant additions. Also,
there does not seem to be a way around this as the existence of a superbox struc-
ture can be key dependent. For instance, let F' be self inverse and let R = F +k
be the round function for a round key k. Then R o R is affine equivalent to
F(F + k), which is the identity for £k = 0 and therefore clearly decomposable,
while the same is not necessarily true for k # 0.

A real world example of a key dependent decomposition is the block cipher
CRAFT[4], for which Leander etal. show in [I9] that there exist some Tweak-
keys for which the round function is now very similar to a Feistel network, while
originally being an SPN.

That said, it seems to be more in line with [8] to require the existence of
a superbox structure for all possible key choices, while clearly a more refined
definition would be possible. But, since we show in Section [4] that the impact
of alignment may be hugely overestimated, we will settle with a definition most
true to the original one for now.

Alignment and Generalized Feistel Networks. While there exist non-artificial ex-
amples, like the cipher DEFAULT[2], that are aligned according to the definition
from [§], but a linear equivalent cipher is not, showing this for DEFAULT is a
bit more involved, but does not give further insights into the problem. Hence,

of a Il aligned and a Il aligned function is obviously [Ty aligned if IIn < IIn/,
it is then enough to check that M is Iy aligned, with IIy/ being non-trivial.
Since it is only important that [Ty is non-trivial, this can be done by checking if
M (B,.,Ui) = B,., Ui and M (@igl, Ui) = @D,¢, Ui for some J C {1,...,m},
i. e. checking for all possible ITy/ with two boxes.
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Fig. 1: Example of a round function that is aligned, while a linear equivalent
two round composition would not be according to [8]. The colors indicate the
alignment resp. superbox structure and the dotted lines the individual S-boxes.

! / !
Ty Ty T3 Ty Ts Tg Tt Ts
+
\
/ / ! ! / ! / /
1 Y2 Y3 Ya Ys Ys Y7 Ys

Fig. 2: Linear layer of a (linear) self-equivalent version of the round function from
Fig. E The colors indicate the initial alignment resp. superbox structure.

we refer to the full version [I7] for this and use a more suitable example at
this point. Let us have a look at the generalized Feistel network depicted in
Fig. [1] Obviously, we can see the permutation of the output as a linear layer
and the non-linear transformation of each Feistel branch as an S-box (indicated
by the dotted box in the figure). As can be seen, two rounds of this construc-
tion result in two independent parts, which shows the existence of a superbox
structure. A quick check with the definition from [§] shows that this structure
is indeed aligned. But the problem is that the same does not hold true for a
linear equivalent version of this two round structure. To see this, note that the
linear transformation that adds x3 to o commutes with the S-box layer. Hence,
we can look at a linear equivalent version where we replace the second permu-
tation/linear layer by this linear transformation. Since it commutes with the
S-box layer, we end up with the linear layer depicted in Fig. 2] between the two
S-box layers. Here we can see that the addition of y4 to y5 mixes the two colors,
and a quick look at the definition from [8] reveals that this version would not
be aligned anymore, while the superbox structure is obviously still present. For
more details on this, we refer to the full version [I7].
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4 Aligned and Unaligned Versions of PRESENT

We are interested in looking at how alignment affects the cryptographic prop-
erties of very similar primitives, and to do so we chose to look at variants of
the block cipher PRESENT where we keep the same S-box but change the per-
mutation. Given the link to central digraphs and the fact that those are fully
classified in dimension 16, makes PRESENT a very suitable candidate for our
purpose as one can essentially investigate the full spectra of bit permutations
and their impact on alignment.

Especially, we will show that alignment can have a very minor effect in how
it influences linear and differential trails ]

4.1 Digraphs and PRESENT

One round of PRESENT consists of 16 parallel applications of the same 4-bit S-
box followed by a bit permutation of the 64-bit state. The permutation is chosen
in such a way that full dependency is reached after two rounds, or more precisely
3 applications of the S-box layer interleaved with two permutation layers. In [16]
it was shown how any such permutation leads to what is called a central digraph.

Definition 9. Let G = (V, E) be a directed graph with vertices V. and edges E.
G is a central digraph if for every pair of nodes u,v € V it exists a unique w € V.
such that (u,w) € E and (w,v) € E. That is for every pair of vertices there exist
a unique path of length 2 between them.

A PRESENT-like bit permutation P operating on {0,...,63} gives rise to
a central digraph by identifying the 16 S-boxes with 16 vertices and adding an
edge from vertex ¢ to vertex j if there exists an output bit of the i-th S-box that
is mapped to the j-th S-box in the next round. Note that when restricting to
permutations with full dependency after two rounds (thus leading to a central
digraph), there are no duplicate edges on this digraph as, for a given S-box, each
of its four output bits needs to be sent to a different S-box on the next round.

All Central Digraphs of Order 16 up to isomorphism. There are exactly 3492
central digraphs of order 16 up to graph isomorphism, see [16]. Graph isomor-
phism, translated to the PRESENT-like structure, correspond to permuting the
order of S-boxes. Moreover, many PRESENT-like permutations will end up in
the same digraph as the order of input and output bits within each S-box is ne-
glected in the graph representation, but relevant for the cipher. As such, not all
properties of the cipher can be deduced from the digraph directly. For example,
as shown in [I8] the number of (linear) trails might well differ for two permu-
tations that correspond to the same digraph. While some properties cannot be
deduced from the digraph only, others — in particular alignment — can.

9 The code we used to make these experiments is available at: https://doi.org/10.
5281/zenodo.7660387.
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Aligned and Non-Aligned Central Digraphs. As mentioned above there are ex-
actly 3492 central digraphs leading to full diffusion after 2 rounds. We can further
group them into several sets using the following definition.

Definition 10 (Size spectrum of a decomposition). Let F : Fy — F3 be
bijective and let D = {(U;,V;, F;)|1 < i < d} be a decomposition of F. We call
the multiset Sp = {dim(U;)|1 <14 < d} the size spectrum of D.

Moreover, we will say that a digraph G is aligned (resp. unaligned) if the per-
mutations induced from G result in an aligned (resp. unaligned) round function.
Recalling the previous sections and in particular Corollary [1} this makes sense
as the PRESENT S-box neither has trivial linearity nor differential uniformity
and thus its maximal decomposition is unique.

Over all the 3492 central digraphs, their alignment is distributed as follows:

— One single digraph is aligned with a maximal decomposition of size spectrum
{4,4,4,4}. Especially, the original permutation in PRESENT belongs to this
class; that is two rounds of PRESENT can be rewritten as consisting of 4
super-boxes of 16 bits each.

— 37 digraphs lead to a maximal decomposition of size spectrum {4, 4, 8};

— 1207 digraphs lead to a maximal decomposition of size spectrum {4, 12};

— 220 digraphs lead to a maximal decomposition of size spectrum {8, 8};

— 2027 digraphs lead to a maximal decomposition of size spectrum {16}, i.e.
all these digraphs are unaligned.

Since our goal is to compare aligned and unaligned versions of PRESENT, we will
focus on the two corresponding cases to generate permutations: the (single) case
where the maximal decomposition is of size spectrum {4, 4,4, 4}, corresponding
to the digraph of the original permutation, and the case where the digraph is
unaligned. As in [8], we will focus on the linear and differential properties of the
resulting variants of PRESENT.

4.2 Linear Cryptanalysis

The idea is to focus only on linear trails with one active S-box per round. This
has two advantages. First, it covers the bulk of the correlation used in most of
the attacks on PRESENT, cf. [T4]. Second, it simplifies the analysis and we can
nicely use graph theory and efficient algorithms therein to control the effect of
unaligning the original PRESENT permutation.

A linear trail with a single active S-box per round implies for a bit-permutation
that has full dependency in two rounds, that only one-to-one bit linear approx-
imations have to be considered through the S-box. There are only 8 possible
one-to-one bit transitions with non-zero correlation within the PRESENT S-box,
see [7]. For us, the only important point here is that there is no 1-1 transition
involving the LSB neither at the input nor at the output of the S-box.

As such, if one were to change the permutation by only modifying the values
in the permutation that are affecting the LSB (both at the input and output) of
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the S-boxes, one would get a new permutation that has the same number of linear
trails built from 1-1 transitions. That is, two bit-permutations that only differ
in those bits, lead to ciphers with a very similar behaviour with respect to linear
attacks. More specifically, this means that an alternative permutation should be
built from the following partial permutation, where x is an undetermined value

P = (%, Kk, %, *, %, 17,33,49, %, 18,34, 50, %, 19, 35, 51, *, %, %, x, *, 21, 37, 53, *, 22,
38, 54, %, 23, 39, 55, %, %, %, %, %, 25, 41, 57, %, 26, 42, 58, %, 27, 43, 59, %, %, %, *,
*,29, 45,61, %, 30,46, 62, %, 31,47, 63).

Extending the partial permutation in an unaligned way. To build the
entire permutation, we want it to both have the above structure (i.e. fits the
partial permutation) as well as lead to one of the central digraphs that has the
alignment we want to study. Luckily, this can nicely be done with graph theory.
The idea is that the partial permutation has to correspond to a sub-graph in
one of the central digraphs we aim for.

More explicitly, from the partial permutation p*, one can deduce a digraph
H*. H* contains an edge from vertex i to vertex j if there exists an output bit
of index a with p*(a) # * in the i-th S-box that is mapped to an input bit of
index b with p*(b) # * in the j-th S-box in the next round. Then there exists a
permutation that both fits the partial permutation and leads to one of the 2027
unaligned digraphs G if and only if H* is subgraph isomorphic to G.

Such a permutation would then be unaligned while still preserving the linear
trails built from 1-1 transitions. We used the subgraph isomorphism solver by
McCreesh et al. [21] to find all possible subgraph isomorphisms between H* and
the unaligned digraphs, and over the 2027 unaligned digraphs, there are 346 that
lead to at least one subgraph isomorphism.

Thus, to build alternative permutations, we first choose one of these 346 (un-
aligned) subgraphs, choose one of the subgraph isomorphism and complete the
partial permutation according to this isomorphism to obtain a full permutation.
Note that several permutations can be built from a given digraph and subgraph
isomorphism, however the exact number is rather hard to evaluate.

By building alternative permutations like this, we can deduce the following
proposition that takes care of the most prominent linear trails.

Proposition 1. For any (aligned or unaligned) permutation generated as de-
scribed above, the number of linear trails in PRESENT built with only 1-1 tran-
sitions is exactly the same as when using the original permutation, and all those
trails have an absolute bias of 273" over r rounds.

4.3 Differential Cryptanalysis

Once we obtain a permutation, we can then evaluate different metrics for differ-
ential cryptanalysis, and as an echo to [§] we chose to evaluate the number of
trails, number of core patterns and number of differentials (i.e. considering the
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Table 1: Largest deviations observed on the number of differential trails.

1 permutation per graph ||all permutations in the same class

Rounds|Original |Alternative| Weight || Min. Alt.|Max. Alt. Weight
9 948.35 948.21 21 o111 JI1.15 6
3 516.29 513.05 39 893 9915 g
4 9819 5632 12 7-09 o752 12

clustering effect of differential trails), which are defined in the following section.
We can then repeat the procedure by generating another permutation, possibly
also choosing another digraph and/or subgraph isomorphism.

Differential Trails. We made experiments to observe how having an unaligned
permutation affects the distribution of differential trails (for a formal definition
of differential trails, we refer to Definition 13 of the full version [I7]), more specif-
ically the number of trails of a given weight (i.e. the —log, of the probability).

We computed the number of trails up to a given weight over 2, 3 and 4 rounds
for both the original permutation as well as for several permutations generated
as described in the previous section. The computation was done as an exhaustive
search using a standard Branch & Bound algorithm as well as the convolution
technique showed in [8] for the first and last round. For 3 rounds, we adapted the
algorithm in Appendix A.3 of [8], with some simplifications and optimizations
since the linear layer is only a permutation in our case. For 4 rounds, the same
algorithm as for 3 rounds is used to generate trails over 3 rounds, which are then
manually extended by adding one round at the end.

We give the detailed results in the full version [I7], comparing the original
permutation to a batch of variant permutations generated in 2 ways: either
one random permutation is generated from one random isomorphism for each
digraph (thus 346 variants considered), or 346 permutations are generated from
one isomorphism and one single graph, to showcase that the number of trails
remains rather stable within the same class of permutation. We also give a short
summary of the largest deviations in Table[l] Each row starts by the number of
rounds, followed by 3 entries giving the number of trails for the original (resp.
alternative) permutations with the largest gap and for which weight this gap
happens, when the alternative permutations are generated as one permutation
for one isomorphism for each graph. The remaining 3 entries of the row showcase
the largest gap between any of the alternative permutations, which are generated
within the same class, showing that in this case the results are rather stable.

Overall, while the (unaligned) alternative permutations tend to lead to lower
numbers of trails than the (aligned) original permutation (but not always, e.g.
over 4 rounds, there are ~ 21731 trails of weight 15 for the original permutation
while one alternative permutation leads to ~ 21740 trails of the same weight),
the gap between the original and alternative permutations is rather small and
the distribution seems to remain very similar.
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Table 2: Largest deviations observed on the number of core patterns. No devia-
tion for 2 rounds when permutations are in the same class.

1 permutation per graph all permutations in the same class
Rounds|Original |Alternative| Active S-boxes||Min. Alt.|Max. Alt.|Active S-boxes
9 531.48 931.34 12 _ _ N
3 934.18 531.32 17 927.99 928.05 15
4 933.70 931.02 18 931.81 931.92 18

Core Patterns. In [8], Bordes et al. look at the influence of alignment for trun-
cated differentials (where one only considers whether or not a given S-box has a
non-zero difference) over a few block ciphers. However due to PRESENT’s linear
layer being a bit-permutation, truncated differentials are not really meaningful
to study. Instead, we will consider core patterns, which are essentially differen-
tial trails without considering the first and last S-box layer. More precisely, core
patterns are defined as follows.

Definition 11. Let (ay, 51, @2, ..., a;, B;) be a differential trail over r rounds
with
(05] i,@l ﬂ)agi...ga,.i@.

Then (51, az,...,a) is called a core pattern.

While core patterns are still influenced by valid differentials of the S-box for
3 rounds and more, considering them allows us to ignore the effect of the first
and last S-box layer that ”inflate” the number of trails.

As for differential trails, we computed the number of core patterns for up to
a given number of active S-boxes over 2, 3 and 4 rounds, both for the original
permutation as well as for a batch of alternative permutations, which are given
in details in the full version [I7], with a short summary for the largest deviations
given in Table 2] structured in the same way as the previous table for differential
trails. The algorithm to obtain these results is very similar as for differential
trails, except that the bounding step in the Branch & Bound is done over the
number of active S-boxes, ignoring the weight of the trails as well as ignoring
the first and last S-box layer.

Clustering of Differential Trails. While differential trails are what is usu-
ally used to mount differential attacks, it has been shown multiple times (e.g.
[I2/T5126]) that the actual probability of the underlying differential can deviate
quite significantly from the probability of a differential trail because of the clus-
tering effect. In short, the probability of a differential (a, ;) is the sum of the
probability of all differential trails starting (resp. ending) with a; (resp. a.), see
Proposition 2 of the full version [I7]. Usually, the dominant trail hypothesis is
used to argue that the highest probability of any trail fitting a given differential
dominates over all other trails, that is, the probability of the differential is about
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Table 3: Largest deviations observed on the number of differentials.

1 permutation per graph |lall permutations in the same class
Rounds|Original | Alternative| Weight || Min. Alt.|Max. Alt. Weight

9 925.63 92508 |19 9556/ 215-99 916.02 8.97763

3 53015 92869 908301l 2907 5920 g

the same as the probability of the trail. However several examples in the liter-
ature show that this is not always the case, and as such it is useful to evaluate
the actual probability of differentials over a given cipher.

Adapting the algorithm used to compute differential trails, we were able to
also compute the probabilities of differentials over 2 and 3 rounds for both the
original permutation as well as for several alternative permutations. Again, we
give a short summary of the largest observed deviations in Table [3] while the
detailed results are given in the full version [I7]. As we can see, the distribution
for alternative (unaligned) permutations seems quite close to the distribution
from the original (aligned) permutation. As an example, in Fig. we give
the cumulative histogram of the number of differential of a given weight over 2
rounds, where the red line represents the cumulative histogram for the original
permutation, while each alternative permutation is represented by a blue line.
Since all the alternative permutations give very close results, their respective
lines are all clumped together, which still highlights what we want to show here.
Note that while for 2 rounds, the alternative permutations give a very similar
curve, for 3 rounds there seems to be a divergence starting around weight 15,
while still remaining quite close (we refer to the full version [I7] for more details).

To compare this to [8], we give in Fig. the cumulative histogram the
authors gave from their analysis of Saturnin, Spongent and Xoodoo, the first
two being aligned while the latter being unaligned. Here, the largest gap between
Spongent (aligned) and Xoodoo (unaligned) is several orders of magnitude larger
than for PRESENT (about 22° near weight 21), and the distributions are very
different. Thus, we now have examples of aligned and unaligned ciphers that
behave very similar (the PRESENT variants) and very different (Spongent and
Xoodoo). Those examples jointly raise doubt about the impact of alignment on
its own.

Moreover, the minimal weight for which there is at least one differential is
different, while in our experiments when comparing variants of the same cipher,
the same minimal weight is achieved both for the (aligned) original permutation
as well as for the (unaligned) variants.

While these experiments show that we can find unaligned permutations that
are technically better than the original PRESENT permutation, the margin be-
tween the two is rather small and the distributions seem to be very close to each
other. Overall, the distributions also seem to diverge mostly toward ”larger”
weights, while low weight trails/differentials are probably the most important
ones to focus on, and it’s worth recalling that all of these alternative permuta-
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Fig.3: Cumulative histogram of the number of differentials of a given weight
over 2 rounds.

tions have the exact same linear trails built from 1-1 transitions as the original
permutation. At the very least, these experiments clearly show that when com-
paring aligned vs. unaligned round function of a very similar design, the answer
to whether one is clearly better than the other is a lot less clear cut than what
was stated in [§].

5 An In Depth Analysis of the Uniqueness of
Decompositions

In this section, we will explain the results from Section [2]in greater depth. More
precisely, we will give more details on decompositions, how one can (possibly)
find refinements based on two decompositions, and finally, prove Theorem

Reconstructing a Decomposition Based on the Input Spaces. While the F;, which
can be interpreted as linear transformed S-boxes, are useful for motivating our
definition, they are strictly speaking not needed as long as the actual function
F' is known. To see this, we first note that they can be recovered by projecting
onto the corresponding output space.

Corollary 2. Let F' : F} — F3 be bijective and let {(U;, Vi, F;) | 1 < i < d} be
a decomposition of F. Then we have that 7} o F = F,on!.

Proof. Since F = Zj F; o7rJU and 7'(']‘»/ o I is the same as F; in the case that i = j
and zero otherwise, the claim follows from

ny o F=n) o E FjowJU :E WE/OF]'O’]T]U:FZ'O’]TZU. O
J J
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Now, we show that the F; provide no additional information, since the re-
striction of F' to U; is identical to F; plus some constant that can be recovered
by projecting F(0) onto @l# V.

Corollary 3. Let F : F} — F} be bijective and let {(U;, Vi, F;) | 1 < i < d} be
a decomposition of F. Then we have that F; = Fly, + 771‘;1‘ o F(0) and we can
write F =%, F ol + (d+ 1 mod 2) - F(0).

Proof. We know that F =", F; o " by definition. Hence, we have that

FoﬁlU:ZFZOWZUOFZU:FiOWZU—i—ZFl(O)=Fio7TZU+Z7erOF(O).
] 1#£i 1£i

Therefore, we get that

F=Y For/ =Y [For/+> w/oF(0)
l

l il
=Y "Forl +Y (F(0)+m oF(0)) =Y Fon +(d+1mod2)- F(0).
l l l

O

Looking at the S-box layer, we quickly see why this is the case. Assume that

v ()= (58)
T2 Sa(wa) )
To isolate S7, we would fix 2 = 0. But in order to get the second component to
be zero for the output space to be a subspace, we have to add S2(0) to it.
In addition to not having to know the F;, we also do not need to know the

output spaces V;. But note that it is still important that the output sets are
subspaces that are in direct sum.

Corollary 4. Let F : FY — F} be bijective and let {(U;, Vi, F;) | 1 < i < d} be
a decomposition of F. Then we have that V; = F(U;) + F(0).

Proof. We already know that V; = F;(U;) = F(U;) +7Tl‘;l- o F'(0). The claim now
follows from the fact that )" o F(0) = F;(0) € V. O

Hence, the only thing we need to know for constructing a decomposition
are the input spaces. Therefore, if we are able to construct a decomposition
of F' based on the input spaces U; by first recovering the output spaces V; =
F(U;) + F(0), verifying that the V; are indeed subspaces and in direct sum, and
then constructing the F; as Fjy, + 771‘;1' o F(0), validating that F =", F; o ¥
holds, then we say that the input spaces U; induce a decomposition of F'.
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Lemma 1 (Induction of Decomposition). Let F' : F} — FL be bijective.
Let further Uy, ...,Uq be non-trivial subspaces of Fy with @, U; = Fy and let us
define Vi := F(U;) + F(0). If the V; are subspaces with @, V; = Fy and if

F=) For/ +(d+1mod?2)-F(0)

then D = {(U;, Vi, F;) | 1 <4 < d} with F; := F|Ui+ﬂgéi0F(0) s a decomposition
of F. In this case, we say that {U; | 1 < i < d} induces the decomposition D.

Proof. This follows from the observations above and by definition of the Fj, as

Y Fion! => (Fu, on! + w0 F(0) =Y For! +(d+1mod 2)- F(0).

%

O

Note that we could have used this as the definition of decomposition. While
this does not need the redundant information of the F; and V;, it is way less
intuitive. Also, when working with decompositions it can be quite useful to have
both the F; and the V; at hand, too.

Decompositions of Affine Equivalent Functions. We will now show a one-to-
one relationship between the decompositions of two affine equivalent functions,
which means that the existence of a unique maximal decomposition is actually
invariant under affine equivalence.

Lemma 2. Let F,G : F} — FJ be bijective and affine equivalent, i.e. F = Ao
G (B + b) +a for invertible matrices A, B € Fy*™ and constants a,b € Fy. Then
{Ui|1 < i < d} induces a decomposition of F if and only if {B-U;|1 <1i < d}
induces a decomposition of G.

Proof. Let {(U;,V;,F;) | 1 < i < d} be the decomposition of F induced by
{U;]1 < i < d}. It obviously holds that @, B - U; = F3, as B is invertible. In
addition, if we denote by I the identity mapping, we get that

AoG(B+b)+a=F=>Y Fonr+(d+1mod?2)-F(0)
:Z(Fow?—i—Fowl[éﬁoB_l(b)+Fo7ronB_1(b)+FOB_1(b)+F(O))

+ (d+1mod 2) - F(0),
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since we can decompose FoB™!(b) into Fonj,,0 B~ (b)+Fon[ o B~*(b)+F(0).
But,as Y, ForY o B71(b) = Fo B71(b)+ (d+ 1 mod 2)- F(0), this is equal to

Y (For! + For,, 0B (b)+ F(0)) + (d+1mod 2) - Fo B~'(b)

=Y F (' +n;0B7'(b) +(d+1mod2) - FoB ' (b)
=Y F(a/ (I+B7'(b) +B (b)) + (d+1mod2)  FoB~(b)

=> (AoG(Bon! (I+B~'(b))+B-B ' (b) +b) +a)

3

+(d+1mod2) - (AoG(BoB ' (b)+b) +a)

=A <ZG(BO7TZU (I'+B7'(b)) + (d+ 1 mod 2) ~G(O)> + a.

In other words, we have that

G=> G(Bon!oB™ ')+ (d+1mod2) G(0),

where B o7 o B~! are the projections onto B - U;. In addition, we get that

A(G(B-U;)) +G(0) =F(U; + B~ -b) + F(B~' - b)

=Y Forn/(Ui+B™"-b)+ (d+1mod 2) - F(0)
l
U —1
+Y Fon(B™'-b)+ (d+1mod2) - F(0)
l
=Fornd(U)+ For’(B™'-b)

=F;on{ (U;) + m F(0) + Fyon (B™" - b) + m),;F(0)

_|_
=Vi+ Fion?(B71.b) =V,

As @, A~ - V; = F%, it now follows from Lemma (1] that {B - U;|1 < i < d}
induces a decomposition of G. The reverse direction follows from switching the
roles of F' and G, as both affine mappings are bijective. O

This especially shows that a decomposition is invariant (up to changing the
F;) under the addition of constants (e.g. a key), both at the beginning or the
end of the round function. Hence, we can ignore such additions.

While the lemma above also enables us to study an affine equivalent version
of a function such that one decomposition has a preferable form, e.g. U; =

v dim(U; / -, .
0™ x IFQIm( ) % 0™, other decompositions are not necessarily of such a form.
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Finding Refinements. In order to judge if a decomposition is maximal we need
to know if there exists a refinement. For this, let us try to find a refinement given
two decompositions.

Corollary 5. Let F : F} — F% be bijective and let {U; | 1 < i < d} and
{W; | 1 <i<e} both induce decompositions of F. Then we have that

F+(d'€+1m0d2)'F(0):ZFOWZUO’IT]VV:ZFOWJVVOWZU.
¥ x
Proof. We know that we can write F =, For! + (d+ 1 mod 2)- F(0) resp.
F = ZjFow;’V + (e+ 1 mod 2)- F(0). This means that
FOWJI-/V:ZFOTFZUOW}}V—|—(d+1m0d2)'F(0),

which in turn means that

F:ZFOWJWJr(eJrlmon)-F(O)
J

=> (ZFOWZUOWJW+(d+1mod2).F(0)> + (e +1mod 2) - F(0)
:ZFowonw]W—i-(dﬁ—i-lmon)~F(0). O

As we will see, if Im(7¥ o ’R';/V) NIm(rY o 7') = {0} holds for all i # [ and
j # k then we have found a refinement. But as soon as there exists a non-trivial
intersection, there exist multiple maximal decompositions. To see that the case
of a non-trivial intersection is even possible, let us look at the following example.

Ezample 1. Let R be as in Section 2} i.e.

T f(z1) S-box
g(z1) + x2
)
R T = Z3 ’
3 <x3> S-box
Ty h
T4

where z1 € F}, x4 € FJ* for integers n, m and x9, x3 € Fo, as well as f : F§ — FJ,
g:Fy = Fy and h: Fo x F§* — F3'. Because of Lemma [2| we can ignore a linear
layer that would usually mix the output of the two S-boxes.
Let us consider the following subspaces
Uy =F) xFa x0x0™, Uy :=0" x0xFy xFj,
Wy = Uy, Wy = {(0,a,a,0)" | a € Fy,b € F5'}.
It is not too hard to see that both {Uy, Us} and {W1, Wa} induce decompositions

(we refer to the full version [I7] for more details) while they are obviously not
identical, nor is one the refinement of the other. But

Im(7 o V) NIm(7¥ o 7dV) = U1 N0™ x Fy x 0 x 0™ = 0™ x Fy x 0 x 0™ # {0}.
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5.1 The Case of Trivial Intersections

Based on Corollary one may hope that the set {Im(x{’ om}V')|4, j}\ {0} induces
a decomposition that is a refinement of both initial decomp051t10ns While it
is clear that in case of only trivial intersections of those images they form a
direct sum, the same is not directly clear for the corresponding output spaces
Im(m} om X oF) = Im(7rV07r]X ). Obviously, the intersection can only be non-trivial
if i = [ as otherwise Im(7Y) N Im(r’) = {0} already holds, which reduces our
analysis to the spaces Im(onr )NIm(7Y o V') resp. Im(ﬂvowx)ﬂhn(wvow,f)
As the next corollary shows, the input spaces are in direct sum 1f and only if the

output spaces are in direct sum.

Corollary 6. Let F : Fy — F3 be bijective and let {(U;, Vi, F;) | 1 < i < d}
and {(W;, X;,G;) | 1 < i < e} be two decompositions of F. Then for all i,j,k,
1t holds that

Im(TFUOT( YN Im(zY omlV) = {0} & Im(n) )ﬁ]m(ﬂ omy) = {0}.

Proof From Corollaries 2 and (3] I we know that For? = Fon? + Wl?él o F(0) =
VoF + ﬂlizF(O) which means that

FOﬂ'ZUOﬂ';/V oFOﬂ' + F(0) + iVoF(O)
:Wy(wj oF + F(0)+m; X0 F(0)) + F(0) + 7/ o F(0)
:WZ‘/OW;(OFﬁ—F(O)—FWYOWJ)»(OF(O)
=n) o (F + F(0)) + F(0).
Let z € Im(x{ o 7}") NIm(n o m""), i.e. there exist a,b € F§ such that 7 o
w U w

i (a) =z =m o 7Tk (b). This means that

F(x) + F(0) :FowonwJW(a)—l—F(O) :Wyowf(F(a)-i-F(O))
and similarly F(z)+ F(0) = 7} om¥ (F(b) + F(0)), i.e. there exists ¢ = F(a) +
F(0) and d = F(b) + F(0) such that ) o 7TJX(C) = F(x) + F(0) = 7/ o X (d).
As F is a bijection, implying that F'(z)+ F(0) = 0 if and only if = 0 and that
the mappings a — ¢ and b +— d are also bijections, the claim follows. O

Next, we want to show that if Im(7{ o V') N Im(n o ") = {0} holds for
for all ¢ and j # k, we either get a reﬁnement or the two decompositions are
identical. To do so, we first take a deeper look at compositions of the projections.

Corollary 7. LetUs,...,Uq and W, ..., W, be subspaces of Fy such that @, U; =

Fy = @, Vi. Then Im(x o}V YN Im(n om}V) = {0} hold for for all i and j # k

if and only if m¥ o 7T;/V 71';/[/ or? for alli,j.

Proof. Let us assume that Im(r o 7}") N Im(x{" o m}"") = {0} holds for for all 4

and j # k. Hence, we know that @w m(r! o mV') = Fy, and we have to show
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that 7 o 7}V = 7}V ozl for all 7, . Since both Dok nl omlV and 3, m}V are
the identity, it holds that

O:7TiU+7rlU:E 7rlUO7r,L/VO7riU+§ Wgow,gvowg: g 7TlUO7T,ZVO7TZU.
Lk k

14,k

As 0 € Im(wlU o ﬂ,‘f/) for all [, k, and those images are in direct sum, we know

that 77 o 1}V o ¥ = 0 has to hold for all [ # i and all k. This shows that
YV onl =7l o}V, since

w U_§ U w u__U w U
’/Tj om, = ™ O’]Tj om, =Ty O’/Tj o, ,
l

but also
Uy W _ Uy W U_ _U_ W, _U
T om; = E T oM, oW =T, Om; O, .
!
Now, let us assume that 77 o 77}” = ’/T]VV or? for all i,j, which means that
U W, U, W _ U W, W_  U_ U, W, U__ U U, W__ U, W
m; om; om; om; =m; om; om; oW, =m; om; om; =m; om;/ om; =m;om;",
i.e. the 7/ o}V are projections. If k # j then we have that
ﬂf]owJWomUom‘:V=7riUO7r;-/V07r,ZVO7rlU=O.

But also, since Im(7{ o 7}") N Tm(x{ o m"") C Im(xY o 7}") and 7! o 7}" is a

j J
projection, it has to hold that
{0} c Im(7¥ o 7er) NIm(rf o)) =x¥ o 7T]VV (Im(r o 7er) NIm(rf o m)))
cr? o 7er (Im(x{ o)) = {0}. O

In other words, if all the intersections are trivial, we not only know that we
can find a refinement based on the two decompositions, but also that the order in
which we do, first decomposing according to the U; and then refining according to
the W; or the other way around, does not matter since the resulting projections
and therefore the subspaces are identical. This leads us to the following lemma.

Lemma 3. Let F : F} — F} be bijective and let {U; | 1 < i <d} and {W; | 1<
i < e} induce the decompositions D and E of F. If for every i and j # k it holds
that Im(?TZ-UOﬂ'}/V) NIm(zY omV') = {0} then we can either construct a refinement
of D or E induced by the set of input spaces {U;NW;|1 <i<d,1<j<ef\{{0}}
orD=F.

Proof. By our reasoning above, we already know that if Im (7Y o W;/V) NIm(7Y o

7)) = {0} holds for every i and j # k the images Im(r! o}V’ form a direct sum,

as do the images Im(m;” o 7). Note that Corollary |7 shows that 7 o 7}V =

j
7T;-/V o ¥ are the corresponding projections. Therefore, U; D Im(rV o 7TJVV) =
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Im(ﬂ;-’v on) C Wj, but also U; N W; C Im(ﬂ']W) and U; N W; C Im(7Y), which
means that
UinW; c Im(x! om}V) C U; N W;.

Hence, Im(7Y o 7r;/V) = U; N W; and if we remove the trivial subspaces then

Corollary [5| shows that the set of input spaces {U; N W;|1 < i < d,1 < j <
e} \ {{0}} induces a decomposition. Also, it obviously holds that W; NU; C W
and U; N W; C U;, which means that we either got a refinement of D or F, or
D is identical to E. O

5.2 The Case of Non-Trivial Intersections

Now, let us look at the case in which at least one intersection of the images
is non-trivial. As we will see, this means that (at least) one S-Box has to have
maximal differential uniformity and another one has to have maximal linearity.
In order to show that, we need the following lemma.

Lemma 4. Let F': Fy — FL be bijective and let {(U;, Vi, F;) | 1 < i < d} and
{(W;, X, Gy) | 1 <i < e} be two decompositions of F. Then we have that

F Zw?ow}fv =ZFo7rf]o7T¥V+(e+lmod2)~F(0).
J J

Proof. The claim follows from

F ZW?OW]VV :FOﬂ'iU Zﬂ';v :Fo7riU:ﬂ'iVoF+7rl‘;ioF(O)
J J

=77 ZFOW;V+(e+lmod2)~F(O) —|—7Tl‘;iOF(O)
J
:Zﬂ'yOFO’]T;/V+(6+1m0d2)'71—2/OF(0)+F;;£iOF(O)
:i(FOWZUOW}/V—F’]Tl‘;Z-OF(O))+(€+1m0d2)'WE/OF(O)—FTF[‘;Z-OF(O)
:ZJ:Fowgowa+(e+1mod2)-F(O). O
J

Since the inputs to the F o7V o 7TJW can be seen as independent as the W;

are in direct sum, this already shows that there has to be some kind of linearity.

Behaviour on the Intersections. Next, we will show that each F; (resp. the
corresponding S-box) has to be affine on each of the subspaces Im(m{ o 7}") N
Im(7Y o 7)), which is trivial in the case that those subspaces are {0}, but gives
us more information in the case of a non-trivial intersection. For this, we will

first take a deeper look at such intersections.
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Corollary 8. Let Uy,...,Uq, W1,..., W, C F3 be subspaces with @, U; = F3 =
@, W;. Also, let P be a composztwn of alternatmg projections 7r2U,7TJW Then it
holds that

Im (Po7r )ﬂ[m(Powk#)—Im(Pow owgéi)zlm(Pom‘f;jOWgéi).

Proof. Note that as 7}V o 77,?;]- = 0, we can assume that P is either of the form

U W o U o UoaW oW o U : :
po..oml om) ot with p € {n] o}V, 7}V o} or Poml,; is zero. As in

the second case the claim is obviously true, let us assume that P is of the form
po..ono 71'}” on!. It holds that

Im(P oT; WynIm(Po Wkij)
—(P@)x € Wy} 0 {P)]e! € Wi}
—(YIP() =y = Pz € Wy, o/ € Wiy}
={Pon} (z+2)|P(x)+ P(a') = 0,2 € W, 2’ € Wy}
={Pon] W(#)|# € ker(P)}
DIm(PO’ﬂ'W owl;éi)

as Ujz; = ker(rY) C ker(P). In addition, we have that

{Pon(2)[d € ker(P )}:{pwwm+pop<ﬂ>|¢eker(p)}

={P (m}" (&) + m (7)) |# € ker(P)}
={Por) o 7rl¢i(x)\x € ker(P)}
CIm(Po 7TJW o wgﬂ),

which, together with 7 o 7}V o ﬂgﬂ =nfo(I+7))o Wgéi =no wl‘;‘;j o Wgﬁ,

where I denotes the identity, completes the proof.

In other words, if we set P = 77 the intersections Im(7rU07r )NIm (7Y owk#)

are actually the images of 77 o W}’V o Wgéi =no Wk;éj ° 7Tl7$i. With this and the

lemma above, we can now show that the function has to be affine on those
intersection resp. images.

Lemma 5. Let F : Fy — F% be bijective and let {(U;,V;, F;) | 1 < i < d} and

{(W;, X;,Gi) | 1 < i < e} be two decompositions of F. Then we have that F is

affine on Im(7¥ o 77;/[/ o Wgél) for every i, j.

Proof. Let z,y € Im(n{ o m}¥ onf,;) = Im(x{ om0 Wgél) i.e. there exist
a,b € Fy such that @ = 7/ o 1}V o w,;(a) and y = 7 o 7rk¢ o 7y, (). Also,

let us define W, = W; and Wy = Wi+j. Note that {Wl,Wg} also induces a
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decomposition, which, combined with the above lemma, leads to

F(z +y) =F (WZU ° W;‘/V ° Wga(“) + 7o W}Z[;éj ° Wgéz(b))

:F(Z 7'('7;UO’7TXV (W;VOWgéi(a)—ﬁ—wl?;jowgéi(b)))

r=1,2

:FO’/T,LU O’lTJI-/V owgﬂ(a) -‘rFOﬂ'ZU 071']?;]- owgéi(b) + F(0)

=F(z)+ F(y) + F(0). O

A direct consequence of this is that For o 7TJW o Wgéi is affine, or equivalent

that Fon o}V omf,, + F(0) is linearm But as we can iteratively represent
F composed with a projection onto an input space as the projection of F' onto

the corresponding output space (plus a constant), this gives us the following.

Corollary 9. Let F : F§ — FJ be bijective and let {(U;, V;, F;) | 1 <i < d} and
{(Wi, X;,Gi) | 1 < i < e} be two decompositions of F. If 7 O’]T;»/V owlU# #0
then there exists an k # i such that F}, has maximal linearity.

Proof. We know that F o mi/ o m}¥ o w,; + F(0) is linear. But this means that

Fow?ow?owgéi+F(O) :WY(FOﬂWowgéiJrF(O))

= = o7rXo7rl‘;i(F+F(0))

4 J
=Y momfom (Fron + Fi(0))
1#i

< <

is also linear. Since the inputs to the Fj are independent, this shows that 7} o
7rJX om) (Fyow + F;(0)) is linear for every | # i. As n{ o w}’v ° Wgéi # 0, we

also know that 7} o 7TJX o ﬂ'l‘;i # 0, and therefore there exists a k # ¢ such that

m} omXom, # 0, which in turn means that ©} ow X omy” (Fy, + F(0)) # 0. Hence,
we can simply select a’ as a non-zero component of 7} o 71';( o) and get that

ol - F,+aoT - F (0) is linear and non-trivial, i.e. Fj has maximal linearity. [

In other words, a non-trivial intersection implies a (non-trivial) affine com-
ponent of one of the S-boxes. But it even implies more.

Non-Trivial Intersections Imply Mazimal Differential Uniformity. Knowing that
F' is affine on these intersections, we are now able to show that this implies
maximal differential uniformity of the corresponding F;.

Lemma 6. Let F : Fy — FL be bijective and let {(U;, Vi, F;) | 1 < i < d}

and {(W;, X;,G;) | 1 < i < e} be two decompositions of F. If it holds that
Im(w?oij)ﬁfm(ﬂg OWZ‘;j) # {0} for some 1,7 then F; has mazimal differential
uniformity.

0 Note that in the case of trivial intersections, we have that 77 o 7TJW o 71',[;1- = 71';-” o
77 o ﬂgﬁ = 0, which means that FornY o wyv o Wgﬁ + F(0)=0
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Proof. Let o € Im(n{ o 7}V) NIm(xY o W]Z[;j) = Im(7Y oW o wgéz) and z €

i O
— Ug W o U U g W Uy :
Ui = Im(r; om;” omy) + Im(m; o myl; omy), i.e. we can write x = 1 + 22

for 21 € Im(x! o 7}" o 7) and 23 € Im(x! o 77,?; o ¥). Furthermore, we
can find a, by, by such that « = 77 o W;/V o wgél( a), x; = 771U w;»/v 77 (by) and

o =70 T&'Z‘; jom Y(by), which, together with Lemma [4] gives us

F(x+ o) = F(z; + 2 + @)
=F (7rlU O’]T;-/V (Wgﬂ(a) + 7rl-U(b1)) + 7r owk# o, (bg))

:FomU ow}»’v (Wgéi(a) +7riU(b1)) —|—Fo7r o7rk7é] o, (bg) + F(0),

where for the last step we use the fact that =" (a) = x}" (WJW(d) + W,Z[;J(l;))

and ;7 ; (b) = T (W}/V (a) + W]Z‘;j (3)) In addition, it is easy to see that that

Forlonr ( J(a) + 7 (by))

—7TVO7I' ( Ja) + 1)+ ﬂXoF(O)
—7TVO7T (Fow ;(a) + Fo7rl (b1) + ())+F(O)+7TZVO7TJXOF(O)
*FO’/TUOTF (b)) + Forn? o7r;/V owl¢i(a)+F(O).

K2

a

If we combine those observations and apply Lemma [4 once more, we get that

F(z+a)

:Fo7r~Uo7rJW U(b]_)+FO7TUO7T;/VO7Tgéi(a)+F<O)

+Fo7on7rk¢]o7r (b2) + F(0)

—Forl (x}V ox¥(by) + 7l o7 (b2) + For? oxl¥ o 7y(a) + F(0)

=F(z) + F(a) + F(0).

In other words, F(x) 4+ F(x + «) = F(«) + F(0) holds for every z € U;, which
means that Fy, and therefore F; has maximal differential uniformity. O

Obviously, if one of the F; has maximal differential uniformity, the same has
to be true for the whole (round) function.

Mazimal Differential Uniformity Together with Maximal Linearity Implies Non-
Unique Maximal Decomposition. Next, we will show that one S-box having max-
imal differential uniformity and another one having maximal linearity implies
that there exists no unique maximal decomposition.

Lemma 7. Let F : F5 — FJ be bijective and let D = {(U;, V;, F;)|1 < i < d}
be a mazimal decomposition of F. If there exist i # k such that F; has mazximal
differential uniformity and Fy, has mazximal linearity then D is not unique.

Proof. Let us assume that there exists i # k such that F; has maximal differential
uniformity, i.e. we can find an a € U; such that F;(x) + F;(z + a) is constant for
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all z € U;, and therefore the same as F;(a)+ F;(0), and Fj has maximal linearity,
i. e. there exists an a € F3\ V- and 8 € F¥ such that 87 -z+a®- Fy(z) is constant
for all x € Uy, and hence the same as ol - Fj(0). Let us define L : F} — U,
by Lz :=a-pB"-7Y(z) for all z € F3. Then both 77 + L and 7V + L are
projections, as 7rzUoL =L= Lowg, Losz =0= W,goL and L? = 0. In addition,
their sum is obviously 7 + 7V, which means that their images together with
U, for I ¢ {i,k} form a direct sum of F}. Also, as Im (7Y + L) = U; + a = U;
we have that F(Im(zY + L)) + F(0) = F(U;) + F(0) = V; is, by definition, a
subspace. To show that F(Im(m{ + L)) + F(0) is also a subspace, let us define
the projection P :=m) + F;0 Lo F,;l om/ + F;(0). Note that P is linear, as
Fi(z + a) = F;(x) + Fi(a) + F;(0) for all 2 € U;. Furthermore, P is indeed a
projection, since (4 Fj o Lo Fy, ' ox)/ + F;(0)) = m{ and therefore P? =
P. We now get that

F(Im(n{ + L)) + F(0) ={F (7 (z) + L - 2) + F(0)|z € F3}

= {Z (F, omf (r () + L-z) + F(0)) |z € Uk}

l
={F}, o (2) + Fx(0) + F; 0 L - = + F;(0)|x € Uy}
={y+ FioL-F; ' (y + Fi(0)) + F;(0)]y € Vi}
=Im(P),

which means that F(Im(xY + L)) + F(0) is also a subspace. At last, since

F(xf + L)+ F (rf +1) =Y ot (a + 1) + 3 Fronf/ (nf +1)
l l
=F; (n¥ + L) + F(0) + F;o L+ F oY
=F,orY + F,0 L+ F;(0) + F; o L + Fy(0) + Fj, oY

ZFOﬂ'ZU—FFOﬂ'g,

we get that 35,5, 1y For +F (nf + L)+ F (7] + L)+(d+1 mod 2)-F(0) = F.
Therefore, {U;|l # k}UIm (7 + L) induces a decomposition of F, different than
D but with the same number of S-boxes, which means that D is not unique. 0O

If we combine all the observations above, we can finally prove Theorem

Proof of Theorem [l First, let {(U;,V;, F;)|1 < i < d} be a maximal decomposi-
tion of F' and assume that there exist i # k such that F; has maximal differential
uniformity and Fj, has maximal linearity. Then we know from Lemma 7] that this
maximal decomposition is not unique.

1\IOW7 let {(Uz, ‘/’L7F’L)|1 S ) S d} and {(W“X“GZ) | 1 S ) S 6} be two
different maximal decompositions. We know from Lemma [3] that if all the inter-
sections Im(m{ o}V ) NIm(x{ om;") were trivial, we could either refine one of the
decompositions or they are identical. But since they are both maximal and not
identical, we know that some of those intersection have to be non-trivial. Hence,
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we can follow from Corollary [0]and Lemma [6] that there exists a pair ¢ # k such
that F; has maximal differential uniformity and Fj has maximal linearity. [

6 Conclusion

In this paper we discussed the uniqueness of decompositions, as well as the
impact of alignment. With respect to the uniqueness of decomposition, we have
seen that this very natural and simple question required quite some technical
backup to be finally settled. In our opinion, it is of interest to further explore
the possible impact of such non-unique decompositions not only on security and
security arguments, but also on implementation aspects.

With respect to the impact of alignment, we show, based on the example of
aligned and unaligned versions of PRESENT, that the impact of alignment on
its own may only be limited. We therefore encourage further work to either find
conditions under which alignment has a meaningful impact, or to show that the
impact of plain alignment is insignificant in general. Especially, we would like
to advocate for further case studies to try to only change the property under
scrutiny, as this produces more convincing results. Another future direction is
to develop more fine grained notions that do capture the structural alignment
in a non-binary manner.

Finally, and this can be seen as the broader scope, we encourage research that
investigates the use of representations of a cipher in arguments for its security.
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