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Abstract. The hash function RIPEMD-160 is an ISO/IEC standard and
is being used to generate the bitcoin address together with SHA-256.
Despite the fact that many hash functions in the MD-SHA hash family
have been broken, RIPEMD-160 remains secure and the best collision
attack could only reach up to 34 out of 80 rounds, which was published
at CRYPTO 2019. In this paper, we propose a new collision attack on
RIPEMD-160 that can reach up to 36 rounds with time complexity 243,
This new attack is facilitated by a new strategy to choose the message
differences and new techniques to simultaneously handle the differential
conditions on both branches. Moreover, different from all the previous
work on RIPEMD-160, we utilize a MILP-based method to search for
differential characteristics, where we construct a model to accurately
describe the signed difference transitions through its round function. As
far as we know, this is the first model targeting the signed difference
transitions for the MD-SHA hash family. Indeed, we are more motivated
to design this model by the fact that many automatic tools to search
for such differential characteristics are not publicly available and imple-
menting them from scratch is too time-consuming and difficult. Hence,
we expect that this can be an alternative easy tool for future research,
which only requires to write down some simple linear inequalities.

Keywords: RIPEMD-160, collision attack, signed difference, modular
difference, MILP

1 Introduction

Background. The most powerful technique to mount collision attacks on the
MD-SHA hash family is to carefully trace the evolutions of the signed difference
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through the round functions [294/30,/31,[32]. The feature of the signed difference is
that it can capture how a bit is changed, i.e. from 1 to 0 or from 0 to 1. This
makes it interact well with the modular difference because each specified signed
difference can uniquely determine the corresponding modular difference and XOR,
difference. It is thus clear that the signed difference carries the information of
both the XOR difference and modular difference.

Based on the above crucial observations, in Wang et al’s seminal work [29]
30L[31}/32], they deduced all the collision-generating differential characteristics
by hand for a series of famous hash functions, including MD4, MD5, SHA-0 and
SHA-1. However, such hand-crafted work is too technical and time-consuming.
Therefore, several automatic tools |2,/6,/14}(15,16,/17}|18,23}24)|25] to search
for these differential characteristics have been developed and they have even
been applied to much more complex hash functions like SHA-2 [51[6[15|17] and
RIPEMD-160 [14,/18]. However, most of these tools [2,6,/14}/15,/16,/17,/18] are not
made publicly available. As far as we know, only the tools [23}24,25| developed
by Stevens are open-source. A similar tool developed by Leurent for the ARX
cipher Skein is also open-source [9]. However, the tools developed by Stevens are
only for MD5 and SHA-1. Tweaking Stevens’s tools for different hash functions is
not easy because it requires deep understanding of their implementations and
there are a few structured documents for the codes. Especially for RIPEMD-160
and SHA-2, their round functions are more complex than those of MD5 and
SHA-1, which further increases the difficulty.

On RIPEMD-160. The hash function RIPEMD-160 [4] was proposed at FSE
1996, whose overall structure can be viewed as two parallel MD5-like instances.
Such a double-branch structure makes it well resist against Wang et al’s powerful
techniques for the MD-SHA hash family. The main difficulty is to construct
suitable collision-generating differential characteristics and to perform the message
modification to fulfill the differential conditions on both branches simultaneously.

Due to the increasing difficulty of analyzing the double-branch structure, the
progress in analyzing the security of RIPEMD-160 is slow, as can be seen in
For example, the first practical collision attacks on 30 and 31 rounds
of RIPEMD-160 were demonstrated in 2019 and the best collision attack with
the same technique could only reach up to 34 rounds [10]. For the semi-free-start
(SFS) collision attack, the best attack could only reach up to 40 rounds [11],
which was published also in 2019.

As RIPEMD-160 is an ISO/IEC standard and is being used in bitcoin, we
believe further understanding its (second-)preimage and collision resistance is
of practical interest. In this work, we target the collision resistance, which is
generally more meaningful than the SFS collision resistance.

Our contributions. The contributions of this work are fourfold. Specifically,
We propose:

1. A new strategy to choose the message differences which allows to mount a
collision attack on 36-round RIPEMD-160.
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Fig. 1: The comparison between different models (left: |12],middle: [19}/24], right:
this paper)

2. A state-of-the-art method to efficiently perform the message modification
on both branches simultaneously by carefully exploiting the feature of the
differential characteristic.

3. A new methodology to search for differential characteristics for RIPEMD-160
that relies on off-the-shelf solvers. This is achieved by constructing a model
to describe the signed difference transitions through the round function of
RIPEMD-160. As far as we know, it is the first time to use the MILP-based
method to search for a pure signed differential characteristic

4. A new method to automatically detect the contradictions in the search for
signed differential characteristics. Specifically, we propose to use monitoring
variables representing the values of the internal states to monitor the incon-
sistency appearing in the signed difference transitions over different rounds.
This should be distinguished from Liu et al’s technique [12] where both the
value transitions and difference transitions are involved in a model to avoid
the inconsistency, i.e. we do not care about the value transitions because they
are costly. This should also be distinguished from the techniques [19,24] where
only a model to simply describe two parallel value transitions is used, which
is inefficient as no feature of the signed difference propagations is exploited in
such a model. The comparison between different methods is shown in

The source code to search for signed differential characteristics is available at
https://github.com/LFKOKAMI/Find_RIPEMD Trail.git.

Outline of the paper. In Section [2] we introduce the notations and some
preliminary works. In Section [3] the MILP model to describe the signed difference
transitions through RIPEMD-160’s round function is detailed. Then, we show
the 36-round collision attack in Section [ Finally, we end this paper with some
discussions on our techniques in Section [f]

2 Preliminaries

2.1 Notation

The following notations are used throughout this paper. BB and B represent the
modular addition and substraction modulo 232, respectively. z[i] denotes the i-th
bit of x and z[0] is the least significant bit. Az denotes the XOR difference of
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Table 1: Summary of preimage and (SFS) collision attack on RIPEMD-160
Attack Type‘Rounds Time Memory Reference Year

31 25 unknown  [21) 2010

Preimage 34 2'589 ynknown  [27) 2014
35% 219938 ynknown  [22] 2018

36% ractical 14 2012

42% 275% 264 {18} 2013

48> 2764 204 [28] 2017

SFS collision| 36 274 264 (18] 2013
36 2% 232 [13] 2017

36/37 practical 11 2019

40  27° negligible [11] 2019

30/31 practical [10] 2019

collision 34 273 232 [10] 2019
36 2045 224 this work 2022

# An attack starting at an intermediate round.

2’ and z, i.e. Ax = 2’ ® z. x denotes the modular difference, i.e. 0z = 2’ B x.
Vz denotes the signed difference between z’ and x, i.e. Vz[i] = [=] if 2'[i] = x[d],
Vali] = [0] if 2'[i] = =z[i]] = 0, Va[i] = [1] if 2'[i] = z[{]] = 1, Va[i] = [n]
if (2'[q] = 1,z[i] = 0), Vz[i] = [u] if (2'[{]] = 0,z[i] = 1). [a,b] denotes the
set {ila < i < b}. T denotes the bitwise NOT operation on z. Moreover, xT
denotes a column vector and we simply use 27 [i] to represent the i-th element
of 2T. Especially, 2T > yT iff 27[i] > yT[i] for all i, e.g. (1,2,3)T > (0,2,1)7 as
(1>0,2>2,3>1).

Definition 1. The signed difference Vx is said to be an expansion of the modular
difference dx only when Vx corresponds to the modular difference dx.

Definition 2. The hamming weight of the signed difference Vx is denoted by
H(Vz) and H(Vx) is the number of indices i such that Vz[i] € {n, u}.

For example, let

Vo = [=n== 1,
Vi = [nu== ]-

Then, both Vo and Vz; are the expansions of dz = 230. Moreover, we have
H(Vzo) =1 and H(Vz;) = 2.

As each signed difference corresponds to a unique modular difference, for
convenience, when computing dxHdy for a given (Vz, Vy), we also simply denote
dz B §y by VB Vy. For the above example, we have Vo B Vz; = 231

2.2 Description of RIPEMD-160

RIPEMD-160 [4] was proposed at FSE 1996 by Dobbertin et al. and it is built on
the Merkle-Damgard structure. To compress an arbitrary-length message with
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RIPEMD-160, the message will be first padded and then divided into several
message blocks and each block is of size 512 bits. Supposing there are v + 1
message blocks and they are denoted by M°, M*, ..., M", the 80-bit hash value
h = (ho, h1, ha, hs, hy) is computed as follows:
IVt = H(IVI, M7) for j € [0,7],
h=1vViH
where H(IV7, M) is the compression function of RIPEMD-160, IV is a 160-bit
chaining variable and IV? is a predetermined constant value.
In our collision attack, we aim to find (M°, M) and (M°, M) such that
H(H(I‘/OaMo)aMl) = H(H(IV07MO)7M1/)

where the number of rounds of H is reduced. In this way, a colliding message
pair for the round-reduced RIPEMD-160 can be easily derived.

Let M = (mg,m1,...,m15) be the 16 message words of size 32 bits each
and VY = (IVQ, IVP, ..., IVQ). The specification of the compression function
H(IV® M) is described below:

X 5=Y5=1V)>10,X 4, =Y 4, =1V > 10, X 3=Y 3 =1IVy > 10,
X o=Y =1V, X 1 =Y =1V,

Q) = Xi—5 < 108 ¢(X;1, Xi—2, Xig << 10) By, () B K],

X, =X, 4, < 10BQ « s,

Qf =Y, 5 < 10B ¢} (Y;1,Yi0,Yi 3 < 10) By, ) BK],

V=Y, 10BQ] K s],

where i € [0,79] and j = |7z]. Due to the page limit, the specification of
L ¢%, KL KT can be found in|Table 2, m (i), 7, (i), s}, s can be referred to [4].

) 299 9%

Table 2: Boolean functions and round constants in RIPEMD-160
o o5 K} K} Function Expression

XOR ONX 0x00000000 0x50a28be6 XOR(z,y, z) rDYydz
IFX [IFZ 0x5a827999 0xb5c4dd124 IFX(z,y,z) (zAy) B (TAz)
ONZ ONZ 0x6ed9ebal 0x6d703ef3 IFZ(z,y,2) (xAz)® (yAZ)
IFZ IFX 0x8flbbcdc 0x7a6d76e9 ONX(z,y,2) @ (yV32)
ONX XOR 0xa953fdde 0x00000000 ONZ(zr,y,z) (zV7)®~

=W N = O S,

After 80 rounds of update, the output of H(IVY M) denoted by IV =
IV, IVE, ... IV} € F,, is computed as follows:
IVy = IV B Xqg B Yer < 10, TV = TVY B X77 << 108 Yy < 10,
IVy) = TVY B Xq6 << 108 Y5 < 10, 1V = IV B X5 << 10 8 Yo,
IV} = TVY B X9 B Yis.
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2.3 The Differential Conditions for RIPEMD-160

Given a specified signed differential characteristic of RIPEMD-160, it has been
shown in [13] that there should also be additional conditions on the modular
difference. Specifically, apart from the bit conditions imposed by the differential
characteristic, there will also be implicit conditions on each Q! and Q}., which
are intermediate values during the round update of RIPEMD-160 as stated above.
These implicit conditions are of the following forms:

QB o) < 57 = Q) << 5; BB,
(QrBay) <« sf, = QL < s}, B By,
where (al,af, 8L, 87) are constants and they can be easily derived from the
specified differential characteristic. For convenience, we call these implicit condi-
tions and the bit conditions the differential conditions for a differential
characteristic.

It is possible that the conditions on these (Q!, Q%) contradict with the bit
conditions, especially for the dense parts where many bits of the internal states
(Xi, Xi_4) or (Yg,Yy_4) are fixed by the differential characteristic due to Q! =
(X; BX;—4 < 10) >> st and QF = (Yx BYj_4 <« 10) >> s. Therefore, we
should take this into account when searching for a valid differential characteristic.
We note that many valid differential characteristics used for the (SFS) collision
attacks on round-reduced RIPEMD-160 have been found with Mendel et al’s
tool [10L[11}/13}14L[18]. However, it is unclear how this problem is handled in their
tool as the implementation is not publicly available and only a few details of the
tool are given in the corresponding papers.

2.4 Previous Methods to Search for Differential Characteristics

In the automatic tools [264[141/15}/16}17,/18,[23,/25] and Wang et al’s hand-crafted
work, it is common to first linearly propagate the message differences through
the internal states backward and forward for several rounds, which can be easily
finished either by hand or in a simple automatic way. Then, the signed differences
for many internal states are fixed, while there are still some internal states whose
signed differences are unknown.

For example, (VX,,, VX, 11,..., VX 44i) and (VXky, VXkot1, - - s VXbgthy)
are determined at the linear propagation phase where kg > 79 + ¢;. Then, the
aim is to find a valid solution of (VX i, +1, VXigtiy+2,- -+, VXpy—1) to connect
<VX1’07 VXi0+1, ey VXi0+i1) and (VXkO, VXkO+1, ceey vXko-Hﬁ)' Achieving the
connection is the most technical component in these automatic tools. Its effi-
ciency directly affects the overall performance. The main difficulty to achieve the
connection is that many differential conditions are suddenly forced, which makes
invalid solutions easily occur.

The most commonly used method for this connection problem is the guess-and-
determine technique combined with some heuristic early-stop strategies [2,/6}(9,/14)
150/16},17,(18231|25]. However, the implementation for RIPEMD-160 is not publicly
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available. There are also some tools [19}/24] relying on off-the-shelf solvers for this
problem. However, in these tools, the idea is to construct a model to describe
two parallel instances of the value transitions. Specifically, does there exist a
solution of (Xigyiy+1, Xigtis+2, -+ » Xko—1) and (X o vq, X{ i voseo s Xpo )
such that the predetermined signed differences (VX;,, VX 41, ..., VX 44, ) and
(VXkos VXiot1s -y VXiotk,) can be connected? This can be easily converted
into a SAT problem by modelling the value transitions. We tried this method but
we could not find desired differential characteristics in practical time. We believe
this is mainly because the information of the signed difference propagations
cannot be efficiently encoded in such a model.

2.5 On MILP/SAT-based Automatic Methods

It has become popular to utilize some off-the-shelf solvers to reduce the workload
of cryptanalysis in the symmetric-key community. Depending on the used solvers,
different languages are required to describe a target problem. Among these
automatic methods, the SAT-based and MILP-based methods are mostly used |7}
20,[26]. For SAT-based methods, it is required to describe the target problem
in the Conjunctive Normal Form (CNF) such that the solvers can handle them.
For MILP-based methods, it is then required to describe the problem with linear
inequalities.

With the software LogicFridayEl, by importing a truth table for some variables,
one can easily obtain the minimized CNF in terms of these variables and then
convert it into linear inequalities [1]. For example, suppose (zg, z1, Z2,z3) can
only take 3 values {(0,0,1,1),(1,0,1,0),(1,1,1,1)}. With LogicFriday, we can
obtain the following equivalent minimized CNF to describe this constraint:

1‘2/\(1’0 \/5671)/\(1‘71\/$3)/\(1‘0\/£E3)/\(%\/ZE1 \/Tg),

i.e. only the above 3 possible values of (g, 21, 2, 23) can make the above boolean
expression output 1 (true), while the remaining 13 values will make it output
0 (false). The above CNF can be converted into the following linear inequality
system:

2 >1, o+ (1—z1) =21, (1—21)+wx3>1,
£C0+£L'32]., (1—$O)+.’E1+(1—1’3)21

For convenience, we also describe this system with the help of a matrix, as
shown below:

H . (w07x17$25m3)T Z (170707 1) _1)T7

where
0 010
1 =100
H=1]0 —-101
1 001
-1 10-1

8 You can easily download it from https://download.cnet.com/,
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3 Finding Signed Differential Characteristics with MILP

In this work, we consider the MILP-based methods to search for signed differential
characteristics for RIPEMD-160. To achieve this, the first step is to formulate the
problem and the second step is to model the problem with linear inequalities. We
emphasize that we tried several different modelling methods before we eventually
identified the method described in the paper. Due to the page limit, we only
describe the most successful and efficient modelling method.

Formulating the problem is easy. Take the left branch of RIPEMD-160 as an
example and it also can be applied to the right branch due to the similarity.
Specifically, given (VX;, VX;11,...,VXi14, VMg, (;)), how to describe the possi-
ble values of VX, 5 with linear inequalities? In other words, how do the signed
differences propagate through the round function and how to describe it with
linear inequalities? Once this problem is solved, searching for collision-generating
differential characteristics with some chosen message differences is easy as the
signed difference transitions through the round function are known and one
only needs to add some extra simple constraints to obtain a desired differential
characteristic.

3.1 Modelling Signed Difference Transitions
The round function of RIPEMD-160 is of the following form:

dits = (dig1 < 10) B (F(dita, dits, dive <€ 10) B (d; << 10) Bm B ¢) K s.

When considering the signed differences, the operation <& 10 only affects the order
of variables. From this perspective, to study the signed difference propagation
(Vdi, Vdi_,_l, Vdi+2, Vdi+3, Vdi+4, Vm) — Vdi+5, we indeed only need to study
the signed difference propagation (Vag, Va1, Vag, Vas, Vay, Vi) — Vas, where

as = a; B (F(ag,a3,a2) Bag BmHEc) K s. (1)

With some intermediate variables (bo, b1, bz, bs, bs, bs), can be decom-
posed as

bo =mBc,by = F(ay,as,az),by = by B by,
by =byHag,by = b3 K s,b5 = a1 Hby,as = bs.

As (bg, b1, ba,b3) are all intermediate state values and m is a free variable
that can be controlled by attackers, we only care about their modular differences.
In other words, we can arbitrarily choose only one expansion of 6b; (0 <1i < 3)
when constructing the model because one expansion is sufficient to describe the
corresponding modular difference. For example, to describe db; = 0x1, we can
constrain that Vb; only takes [ ==== ===n)]
even though Vb; indeed can take many possible values. This is because one
possible Vb; is sufficient to describe the modular difference 0x1. This is critical
to improve the whole efficiency as invalid modular differences can be filtered in a
much faster way. Our basic idea to construct the model is as follows:
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1. Deterministically compute the signed difference transitions for by = m H ¢,
by = bo B by and bz = by H ag. Specifically, for each given (Vz, Vy), uniquely
compute one Vz such that §z = dx H dy, even though there are many such
possible Vz.

2. Compute the signed difference transitions for b; = F'(ay4, as, as), where F is
a boolean function.

3. Handle the signed difference transitions for by = b3 << s, bs = a1 H b, and
as = bs according to different situations.

3.2 Describing Signed Differences

To construct the model, we first need to properly describe the signed difference.
Different from the XOR difference which can be trivially described with a binary
variable, there are 3 important statuses for the signed difference, namely {=,n,u}
and we cannot simply describe them with a binary variable. One may think that
it can be described with a variable taking the value from {—1,0, 1}, which is also
supported by Gurobi. However, such a method is unfriendly to model the signed
difference transitions through the boolean functions and the whole performance
is bad even if we try some other strategies to make it work.

Finally, we choose to use two binary variables (v, d) to describe a 1-bit signed
difference. Moreover, we restrict that (v,d) can only take 3 possible Valueﬂ
ie. (v,d) € {(0,1),(1,1),(0,0)}. Specifically, (v,d) = (0,1) corresponds to n,
(v,d) = (1,1) corresponds to u, and (v, d) = (0,0) corresponds to =. Note that we
do not allow (v,d) = (1,0) because this is redundant and will affect the overall
performance. This trick is important to improve the performance.

For convenience, when describing the signed difference of a binary variable x,
we simply use (ky, kq) € {(0,1),(1,1),(0,0)} to represent the signed difference
Vk. In many of the following algorithms, we also say such a variable Vk is a
signed difference variable and it should be viewed as a structure Vi = (ky, kq)-

3.3 Modelling the Modular Addition

We consider the signed difference transition through z = xHy bit by bit. Moreover,
as stated above, we are interested in only one Vz for a given (Vz, Vy). To achieve
this purpose, we introduce an additional variable V¢ of size 33 to represent the
signed differences of the carry bits when computing Vz B Vy. Then, we use
deterministic propagation rules for (Vz[i], Vyl[i], Vc[i]) — (Vz[i], Vc[i + 1]), i.e.
each (Vz[i], Vy[i], Vc[i]) corresponds to a unique (Vz[i], Vc[i + 1]), as shown in
In this way, V2 is uniquely determined for each given (Vz, Vy) and it
corresponds to the modular difference 6z = dx B dy, which can be easily observed
from the propagation rules.

9 Here, it can be found that d = 1 means there is a difference and v is the initial value
to be changed. Hence, (v,d) = (0,1) means 0 is changed to 1 and (v,d) = (1,1)
means 1 is changed to 0. We exclude (v, d) = (1,0) because (v,d) = (0,0) can carry
the same information as (v,d) = (1,0), i.e. both mean there is no difference.
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Let us take [nnu — n=] and [u=u — =u| as examples. For [nnu — n=], it means
20 M 2° 52" = 2. For [u=u — =u], it means B2’ 82" = H2""!. It is then clear
that the modular difference dx B dy is correctly recorded by the computed Vz.

Table 3: The propagation rules for (Vz[i], Vyl[i], Vc[i]) — (Vz[i], Vc[i + 1))

[=== — ==|, [==n — n=|, [==u — u=|, [=n= — n=],
[Fu= — u=|, [=nn — =n|, [=un — ==, [=nu — ==,
[Fuu — =u], [n== — n=|, [u== — u=|, [n=n — =n],
[u=n — ==|, [n=u — ==|, [u=u — =u], [nn= — =n],
[nu= — ==|, [un= — ==|, [uu= — =u|, [nnn — nnj,
[nun — n=|, [unn — n=|, [nnu — n=|, [uun — u=],
[unu — u=], [nuu — u=|, [uuu — uy]

According to our way to describe {n,u,=}, we can convert the above 27
propagation rules in into 27 possible values of

Voo = (2 [i], zalil, yo i, yaldl, e i) calil, 2o [i]; zalil, eo[i + 1, cali + 1]).

For example, [n=u — ==] corresponds to the possible value (0, 1,0,0,1,1,0,0,0,0).
With LogicFriday, we can obtain the corresponding linear inequality system:

Haop - V}gp > Capp-

Algorithm [T] describes how to model the deterministic modular addition. Note
that we do not make Vc[0] = [=] in Algorithm [1] to increase its flexibility and
hence before calling it, the value of V¢[0] should be clearly specified.

Algorithm 1 Model 0z = dx B dy

1: procedure MODADD_MODEL(Vz, Vy, Ve, Vz)

2 for i = 0 to 32 do

3: Voo = (1:1) [Z]v xd[ﬂ? Yv [7'}7 yd[i]v Cy ['L]v Cd M Rv Mv Zd[i]v Cy [’L + 1]7 Cd [7' + 1])
4 add constraints Happ - Vabp > Caop-

3.4 Modelling the Expansions of the Modular Difference

Given an arbitrary §z, there are many expansions of dz. For example, there are
3 possible expansions of 6z = 230 as shown below:

=n== R

nu== R

uu==
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Due to our deterministic way to compute the signed difference transitions
through the modular addition z = x By, we lose many possible Vz. When it is
necessary to compute all possible forms of Vz, we need to tackle the problem of
how to model all the possible V¢ from a given Vz such that 6§ = §z.

To achieve this, we again introduce an additional variable Ve with Ve[0] = [=].
Based on the basic fact that 2! = 2i+1 52 52! = 82!+ +2¢, 0 =0, 201! = 2i+!
and B2/t = B2/T!, we can use the following propagation rules in to
compute all possible V¢ from Vz.

Table 4: The propagation rules for (Vz[i], Vc[i]) — (VE[i], Vc[i + 1))
[nn — =n|, [uu — =u], [nu — ==], [un — ==,

%n= — (n=,un)], [u= — (u=,nu)],

[

n — (n=,un)], [Fu — (u=,nu)],
= ==}

Similarly, the propagation rules in can be converted into 13 possible
values of

Vexe = (vav Zd[i]J Cv[i], cd[i]v&l[i]ﬂgd[iL Cv[i + 1]7 cd[i + 1])?

Note that [n= — (n=,un)] corresponds to two possible transitions [n= — n=] and
[n= — un|. Similar representations will be used throughout this paper. Then, we
can obtain the linear inequality system Hexp - Vikp > Cxp to describe
with LogicFriday.

A slightly different problem. In the procedure to search for signed differential
characteristics for the MD-SHA family, it is common to first fix the signed
differences of some internal states in advance. In other words, we now consider
how to efficiently determine whether a computed Vz satisfies 66 H §z = 0 when
V¢ is known and fixed. This is indeed the same with the problem to model the
expansions of the modular difference, but we prefer a different method because it
does not rely only on a tree structure, i.e. there is no branch.

The following propagation rules for (V¢[i], Vz[i], Vc[i]) — (Vc[i + 1]) are
sufficient to constrain 66 Hdz = 0, where Vc is the signed difference of the carry
bits when computing V£ B Vz and Ve[0] = [=].

These 13 propagations rules can be converted into 13 possible values of

Vaero = (&oli], Ealil, 20d], 2ali], cod], calil, co[i + 1], cali + 1]).
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With LogicFriday, we can obtain the corresponding Hzgro - Vykgo = Czeno-

Algorithm [2] describes how to model the expansion of the modular difference.
The input isK is a binary variable and is used to provide an option to choose
different models.

Algorithm 2 Expansion: derive V¢ from Vz

1: procedure EXPAND_MODEL(Vz, V¢, iskK)

2 Claim a signed difference vector Ve of size 33

3 V0] = [=]

4 for i = 0 to 32 do

5: if isKk = 1 then

6: Vaero = (&o[d], €alt], 20[i], 2ali], cod], cali], coli + 1], cali + 1])
7 Hzero - Vz%no > Czero

8 else

9: Vexe = (20[d], zald], ev[1], cald], &o 4], €ali], coli + 1], cali + 1])
10: add constraints Hexp - Vgp > Cexp

3.5 Modelling Boolean Functions

Using some simple boolean functions in the round function is a basic operation
in the MD-SHA hash family. For RIPEMD-160, the used boolean functions are
shown in XOR,ONX, IFZ, IFX and ONZ. Especially, we have

w=I1FX(z,y,2) =IFZ(y,z,z), w=O0ONZ(z,y,z) =ONX(z,z,y).

The strategies to handle these boolean functions are the same. Due to the space
limit, we only explain the difference transitions through w = ONX(z,y, z).

Table 5: The valid values of (Vz[i], Vy[i], Vz[i], Vwl[i])

[_

[==u=], =], [==un], [==n=], [==ma], ==nu],

[=n==], [=n=n], [=n=u], [=u==], [=u=u], [=u=n],

[n==u], [n==n], [u==n], fu==u],

[=nn=|, [=uu=|, [=nun|, [=nuu|, [=unn], [=unu],

[nn=u], [nn==], [nu=u], [nu==], [uu=n], [uu==|, [un=n|, [un==],
[n=nu], [n=n=|, [n=uu], [n=u=], [u=nn], [u=n=|, [u=un|, [u=u=|,
[nnnu], [nnu=|, [nun=], [unnn|, [uun=], [unu=|, [nuuy|, [uuun

The fast filtering model. First, we list all possible (Vx[i], Vyl[i], Vz[i], Vwli]),
as shown in Similarly, we can obtain the corresponding inequality system

Honx - Vor > Conxs (2)

Vor = (xv[i]vxd[iLyv[i]’yde ZUM? Zd[i]awv[i]vwd[i])'
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The full model. In the fast filtering model, we only consider signed difference
transitions and ignore the implicit conditions. For example, for w = ON X (z,y, z),
when (Vzl[i], Vyl[i], Vz[i], Vw[i]) = [=n==|, there is an implicit condition z[i] = 1.
Ignoring such implicit conditions will cause invalid differential characteristics
because each internal state is used three times in such boolean functions to update
different internal states at 3 consecutive rounds. To capture such implicit condi-
tions, a full list of possible (Vz[i], Vy[i], Vz[i], Vw][i], z[i], y[d], z[4]) is provided in
For convenience, we call (z[i], y[i], z[¢{]) monitoring variables as they
are used to store the implicit conditions and hence to monitor the contradictions.

Table 6: The valid values of (Vzl[i], Vy[i], Vz[i], Vw[i], z[i], y[i], z[¢]), where *
represents that the bit value can take either 0 or 1.

==n=, % 1 *
b u==,*,*’0

=uu,1,0,*|,[==un,0,0,*], [ 1,
I, [= B
n==u,*,0,0], [n==n,*,0,1], [u==n,*,1,%]
(= B
Al I

=n=n 0,*,1][—n—u,1,*,1

[==nn,1,0,%*],[==nu,0,0, %],
[=u=u,0,*,1], [=u=n,1,*,1],
, [u==n,*,0,0], [u==u, *,0,1],
[= ]
[ ]

I

=uu=,*,*,*|, [=nun,0,*,*|, [=nuu, 1, *,*], [=unn, 1,*, *|, [Funu, 0, *, *|,

nn=u, *,*,0], [nn==, *,*,1], [nu=u, *,*,0], [nu==, *, *, 1], [uu=n, *, *,0], [uu==, *,*, 1],
n_nu:*51 * n=n=, ,O,*],[n=uu,*,1,*]7[n=u=,*,0,*],[u=nn,*,1,*],[u=n=,*,0,*],
u=un,*,1,*], [u=u=,*,0,%],

nnnu, *, *, * ) nnu_,*:*:*]y[nun_:*y*:*] [unms*,*i*L[um:)*:*:*]y[mlu_y*’*:*]
uuun, *, ¥, *.

=
[=
[
[
[
[un==,%*,*,1],
|
o[
[
[

Similarly, based on we can obtain the corresponding

Honxrai1 - V;):{:c > Conxru11, (3)
Vore = (woli; xalil, yo[i], yalil, o[, zali], wo i, wali], [i], ylil, 2[i]).

Note that in * means it can take either 0 or 1, e.g. [==u=,*,1, x| corre-
sponds to 4 possible values: (0,0,0,0,1,1,0,0,0,1,0), (0,0,0,0,1,1,0,0,0,1,1),
(0,0,0,0,1,1,0,0,1,1,0) and (0,0,0,0,1,1,0,0,1,1,1).

It is found that some inequalities appear in both [Equation 2| and [Equation 3]
This is indeed as expected since the information of [Table 5| is fully encoded in
Therefore, to filter invalid signed difference transitions in a faster way,
we will actually use the following linear inequality system

Hony - ViE > C
{ ONX DF — ONX (4)

T
Howxcut * Vore = Conxcut

to describe [Table 6| Specifically, (Howxcus; Conxcus) is obtained by removing the
inequalities appearing in [Equation 2] from [Equation 3] Specifically, we check the

inequalities specified by (Honxru11, Conxru11) onie by one. If it does not appear in
(Honx, Conx), add it to (Honxcut: Conxcut )-
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In this way, we can equivalently say that (Honxcut, Conxcut) is purely utilized
to describe the implicit conditions as (Hoyx, Conx) can fully describe valid signed
difference transitions. This is very important to increase the flexibility of the
model as we can add Hoyxcut * Ve = Conxcut to the model depending on different
situations while Hgyx - VDCE > Cony is always added. Moreover, the lazy constrainﬂ
can be applied to Hoyxcus * Vonxcar = Conxcus t0 improve the performance for some
problems. For simplicity, is called the fast filtering model, while
is called the full model.

Modelling other boolean functions. The above procedure is rather general
and we can apply it to other boolean functions.
For w = XOR(z,y, 2), the full model can be described with Hxog - Vik > Cxon
and HXORCut . ‘/D{:C > CXDRCuta where the fast ﬁltering model is HXUR . Vg{: > CXDR-
For w = IFZ(x,y, z), the full model can be described with: Hygz - Vit > Crrz
and Hirzcut - Vee = Crrzeut, Where the fast filtering model is Hipz - Vik > Crrz.
Algorithm [3] describes how to model the signed difference signed difference
transitions through Boolean functions.

Algorithm 3 Model the signed difference transitions through Boolean functions

1: procedure BOOLFAST_MODEL(fNa,Vz, Vy, Vz, Vw)

2 for i =0 to 32 do

3 Vor = (@o[i], walil, yold], yalil, 20 (1], 2ald], wo ], wali])
4 if fNa = “ONX"” then

5: add constraints Honx - Vor > Conx

6

7

8

else if fNa = “XOR” then
add constraints Hxon - Vor > Cxor
: else if fNa = “IF'Z” then
9: add constraints Hirz - Vok > Crrz
10: procedure BOOLFULL_MODEL(funName,Vz, Vy, Vz, Vw, z,vy, )
11: for i =0 to 32 do

12: Vore = ({Bv [Z]v de, Yo M? yd[iL Zv [Z]v zd[i]v Wy [2]7 wd[i]v zhL y[ﬂ? ZM)
13: if funName=“ON X" then

14: add constraints Howxeus - Vire > Conxcus

15: else if funName=“XOR” then

16: add constraints Hxorcut - Vore > Cxorcat

17: else if funName=“IFZ” then

18: add constraints Hirzcut - V[)?c > Crrzcut

3.6 Modelling a5 = a1 Hbs K s

This is the special operation in RIPEMD-160 and is another place where contra-
dictions easily occur especially when there are many bit conditions on (a1, as).

10 Tn Gurobi, the lazy constraint means the constraints that are checked only after a
solution is found.
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We also note that we will sometimes decompose this computation as
by = by K s,b5 = a1 Hby,as = bs.

Due to our deterministic way to compute Vbs, many possible Vbs are lost.
One idea is to first compute all possible expansions of dbs from Vbs. Then, the
bitwise rotation only affects the order of variables and we immediately obtain all
possible Vb,. However, what we need is all possible Vas where as = a1 H by. If
we compute Vbs = Va; H Vb, for each Vb, with the deterministic model for the
modular addition and then compute all possible Vas from Vb5 with the model
for the expansion, the expansion is used twice and it is too costly because there
are too many combinations. However, in some extreme cases, we will use this
idea to avoid the contradictions, i.e. the second strategy stated below.

Indeed, it has been studied in [3[13] that dby = ((bs B §b3) < s) B (b <« s)
has at most four possible values for a given dbs. Therefore, Vb, can be divided
into four classes and each class corresponds to different §b,.

The first strategy. We always choose some dby that hold with a high probability.
Then, for each of them, randomly pick one of its expansions Vb,. Next, according
to (Vay, Vby), uniquely determine Vbs with the model for the modular addition.
Finally, compute all possible Vas from Vb5 with the model for the expansion.
Describing the strategy in words is easy, but how to encode it with linear
inequalities?

The most important step is to use linear inequalities to describe how to
pick some Vb, holding with a high probability. According to [13], the branch
is mainly caused by the carries from the 31st bit and the (31 — s)-th bit when
computing bz H dbs. Therefore, we introduce two variables (Veg, Ve,) to denote
the signed difference of these two carry bits, respectively. Although the two carry
bits depend on many bits, we restrict ourselves to only (Vbs3[31], Vb3[30]) and
(Vb3[31 — s], Vb3[30 — s]). Then, we fix the propagation rules for

(Vbs[31], Vbs[30]) — (Vba[31 + s], Vb4 [30 + s], V),
(Vbs[31 — s], Vb3[30 — s]) — (Vb4[31], Vb4[30], Vi),

where the indices are within modulo 32. As the propagation rules are the same for
both cases and they are of the same form (Vu, Vt) — (Vu, V1, Vi), for simplicity,
these rules are specified in With LogicFriday, can be equivalently

Table 7: The propagation rules for (Vu, V) — (Vu, V1, Vi)

= =
[n=— (n——,u—n)], [u= — (u==,n=u)],
%un — =u=|, [nu — =n=],[=u — =u=], [=n — =n=|,

nn — =un|, [uu — =nu.
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described with:
Haor - Vagr > Cror,
Vot = (Uu, Ud, tos Ly flos Bds To, Tds Loy Ld)-
For the remaining Vb4[i], they are uniquely determined with
Vbali] = Vbsi — s] for i ¢ {31,30,31 + 5,30 + s}.

An algorithmic description of the first strategy can be referred to Algorithm
Later, we need to use Vq|0 : s] where dq = das H da; = dby to help detect
contradictions (ref. Section . Therefore, we also take Vg as an input to
ROTATE_DIFF_FIRST and whether we compute it depends on the variable isV.

The second strategy. For the second strategy, we will allow some low-probability
propagations dbg — 0bs. This is because when there are many bit conditions
on (a,as), it is possible that such a propagation 6bs — by indeed holds with
probability close to 1 under these conditions.

Still we consider Vz = Va HH Vy and use the variable Ve to denote the signed
differences of the carry bits where V¢[0] = [=]. The new propagation rules for
(Vzli], Vyli], Veli]) — (Vz[i], Ve[i + 1]) are listed in In these new rules,
the previous rules for the modular addition and the rules for the expansion are
combined in a way, i.e. we will consider branches for the modular addition this
time because a5 is no more an intermediate variable but the final output of the
round function. As a result, the new model for the modular addition will become
much heavier.

Table 8: The new propagation rules for (Vz[i], Vy[i], Ve[i]) — (Vz[i], Ve[i + 1])
== =, [(==m, ==, 5=) = (o=, wa)], [(=w, =u=,u==) = (a=, o)},
[(=un, un=, u=n, =nu, nu=, n=u) — ==|, [(=uy, uu=, u=u) — =y,
[(=nn,nn=,n=n) — =n], [nnn — nnJ, [uuu — uul,
[(nnu, unn, nun) — unl, [(wun, nuu, unu) — nu].

With LogicFriday, can be equivalently described with
Hexpaaa  Vixpaga = Cexeada
Vexpaaa = (xU [Z]a 'rd[i]a Yo [Z]7 Yd [Z]a Cy [Z]v Cd[i]v ) [Z]a Zd [Z]v Cy [7’ + 1]a Cd[i + 1])

The model for the signed difference transitions through as = a; B (b << s) with
the second strategy is also described in Algorithm [4]

3.7 Detecting More Contradictions

It has been stated in Section that there are additional implicit conditions.
Specifically, for

by = b3 K 5,b5 = a; B by, a5 = bs,
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Algorithm 4 Model a5 = a; B (b3 < s)

1:
2:
3
4:
5:
6.
7
8

9:
10:
11:
12:
13:
14:
15:
16:

17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:

procedure ROTATE_DIFF_FIRST(s, Vbs, Va1, Vas, Vg, isV, isK)

Claim two signed difference vectors Vba, Vbs of size 32
for i =0 to 30 — s do
Vby [’L + s mod 32] = Vb3 [Z]
for i = 32 — s to 30 do
Vbs[i + s mod 32] = Vbsi]
Claim a signed difference vector Ve of size 33
Claim a signed difference vector Ve,
ROTATE_MODEL(Vb3[31 — s], Vb3[30 — s], Vba[31], Vb4[30], Vo [0])
ROTATE_MODEL(Vbs3[31], Vb3[30], Vb4[31 + s], Vb4[30 + s], Vr)
MODADD_MODEL(Va1, Vbs, Vo, Vbs)// Veo[0] is no longer always [=]
EXPAND_MODEL(Vbs, Vas, isK)
if isV =1 then
Claim a signed difference vector Ve of size s + 2
Ve [0] = [=]

SIGNED_Q_MODEL(Vby4, Vco[0],Ver, Vg, s)//Vq[0 : s] = (Vbys BB Veo[0])[0 : 8]

procedure ROTATE_MODEL(Vu, Vt, Vu, V1, Vi)

Vaor = (uv, Ud, t’U7 td7 Moy fds To, Tdy Lo, Ld)
add constraints Haor - Viar > Caor

procedure SIGNED_Q_MODEL(Vz, Vy, V¢, Vz, s)

Vi = (l’v [017 xd[o]a Yv s Yd, Co [OL Cd[o]a v [O]v Zd [0]7 Cov [1}7 Cd[l])

add constraint Happ - Vabp > Canp

fori=1tos+1do
Vigw = (2ol alil, 0,0, 0 [ eall, 2fil, 20l eali + 1, i + 1)
add constraint Hap - Vibp > Camp

procedure ROTATE_DIFF_SECOND(s, Vbs, Va1, Vas, Vg, isV)

Claim a signed difference vector Vb4 of size 32
EXPAND_MODEL(Vb4, Vb3, 0)

ADDEXP_MODEL(Vai, Vbs <« s,Vas) //Vbs << s only changes the order of Vby

if isV =1 then
fori=0tos+1do
Vq[i] = Vba[i — $]

procedure ADDEXP_MODEL(Vz, Vy, Vz)

Claim a signed difference vector Ve of size 33
Ve[0] =[]
for i =0 to 32 do

Vexeaaa = (o [i, zali], yo [i], yalil, coli], caldl, zo[i), zali], eo[i + 1], cali + 1])

add constraints Hexpaaa © Vexpaaa = Cexpada-
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due to the probabilistic propagation 6b3 — b4, there will be conditions on
q = as Ha; = b3 K s, i.e. there should exist a solution of ¢ to the following
equations

q=as8ay,0q =0dasBday,dbsBq>>s=(dgHq) >> s,

where (dbs,das,daq1) are fixed according to their specified signed differences
(ng, V(l57 6(1,1).

Algorithm 5 Detect more contradictions in a5 = a1 B (bg << $)

1: procedure ROTATE_DIFF_FILTER(s, Vas, Va1, Vbs, Vg, as, a1)

2: Claim a binary vector ¢ of size 32

3 COMPUTE_Q(Vas, Vai,as,a1,q) //compute q

4: Claim a binary vector vg of size s + 1

5: VAL_DIFF_ADD_MODEL(Vgq, g, vo, s + 1)//compute vo = (6g B q)[0 : ]
6: Claim a binary vector vy of size 33 — s

7 VAL_DIFF_ADD_MODEL(Vb3,q >> s,v1,33 — s)//compute v;

8 add constraint vo[0] = v1[32 — 5]

9: add constraint vg[s] = v1[0]
10: procedure COMPUTE_Q(Vz, Vz, 2, z, q)
11: for i =0 to 32 do
12: DERIVE_COND(z[i], Vz[i])//derive conditions on z from Vz
13: DERIVE_COND(z[i], Vz[i])//derive conditions on z from Vz
14: VAL_ADD_MODEL(z,q, 2,32)//c B q =z
15: procedure DERIVE_COND(z, Vx)
16: //x=0if (Ve =n); z =11if (Vo =u); x is free if (Vo = =)
17: add constraint —z, +x > 0

18: add constraint x, —xqg —x > —1

19: procedure VAL_DIFF_ADD_MODEL(Va,b,v,l)//compute v = (da B b)[0 : | — 1]
20: Claim a signed difference vector Ve of size [

21: Vel0] = [=]

22: for i=0to !l do

23: add constraint 2(cq[i+1]—2¢, [i+1])+v[i] = (aali]—2a.[i])+b[¢]+ (ca[i] —2¢0 [4])
24: add constraint cq[i + 1] > ¢y [i + 1]

25: procedure VAL_ADD_MODEL(a, b,v,l)//compute v = (a Hb)[0 : I — 1]

26: Claim a binary vector ¢ of size [

27: c[0] =0

28: for i=0to ! do

29: add constraint 2¢[i + 1] + v[i] = a[é] + bi] + ¢[d]

In our model, the constraints have ensured that db4 is one of the 4 possible
values computed from dbs. Since dby = das H daq, there are always solutions to

dbs B g >> s=(0gHBq) >> s. (5)
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The problem exists in the additional constraint ¢ = a5 H a;. When there are
many bit conditions on (a5, a1 ), the number of possible values of ¢ is significantly
reduced and it is possible that none of them can make hold.

As 6bs — 0by is a possible propagation, taking the careful analysis in [13]
into account, we only need to add the following constraints to make the model
automatically detect such contradictions:

qg=asBay,
(6g B q)[0] = (b3 B g >> 5)[32 — 5],
(6g B q)[s] = (0bs B g >> s)[0].

In ROTATE_DIFF_FIRST and ROTATE_DIFF_SECOND, we have provided an op-
tion to compute V¢[0 : s] according to the binary variable isV and therefore
it can be viewed as known. Modelling dq BB g and ¢ = a5 H a; is trivial, the
details of which can be found from the algorithmic description to detect more
contradictions, as shown in Algorithm

Algorithm 6 Model the signed difference transitions for as = a1B(F (a4, as, a2)H
apEBmBc) K s.

1: procedure R(fNa,isC,isF,isV,isK, s, Vm, Vag, Va1, Vaz, Vas, Vaa, Vas, as, as, az, as, a1)

2: Claim signed difference vectors Vbg, Vb1, Vba, Vb3 of size 32

Claim signed difference vectors Vg, Ves of size 33.

Claim a signed difference vector Vq of size s + 1.

Vbo =Vm

BOOLFAST_MODEL(fNa,Vay, Vas, Vaa, Vb )

if isC =1 then //involve conditions into the model
BOOLCOND_MODEL(fNa,Vas, Vas, Vagz, Vb1, as,as, as)

9: Ve[0] = [=], Ves[0] = [=]//no carry for the least significant bit

102 MODADD_MODEL(Vbo7 Vbl, VCQ, Vbz)//6b2 = 51)0 BH 6b1

11: MODADD_MODEL(VI)Q, Vao,Ves, Vb3)//5b3 = dao B db2

12: if isF = 1 then//use the first strategy

13: ROTATE_DIFF_FIRST(s, Vbs, Vai, Vas, Vq, isV,isK)
14: else//the second strategy

15: ROTATE_DIFF_SECOND(s, Vbs, Vai, Vas, Vg, isV)
16: if isV =1 then//further detect contradictions

17: ROTATE_DIFF_FILTER(s, Vas, Va1, Vbs, Vq, as, a1)

3.8 The Full Model for RIPEMD-160

With the model for all operations known, it is straightforward to combine them
to describe the propagation

(Vao, Val, Vag, Vag, Va4, Vm) — Va5,
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as shown in Algorithm [} In the input parameters, £Na is the name of the boolean
function, isC is the option to involve the implicit conditions for the boolean
functions, isF is the option to use the first or the second strategy to compute
Vby, isV is the option to perform the further detection of contradictions, and isK
is the option to use different models for the expansions of the modular difference.
In other words, depending on the target parts of the differential characteristics,
one can flexibly choose different values for these options.

4 Collision Attacks on 36-Round RIPEMD-160

In our new collision attacks on round-reduced RIPEMD-160, we choose to inject
differences in (mg, mg, mg) because this choice can allow a 36-round collision
attack. The pattern of the differential characteristic under such message differences

is shown in

6Xo 60X, 0Xao 0 X35

| |
| | ]

oYy Y3 0¥ Y35

unknown difference

zero difference

Fig. 2: The pattern of the 36-round differential characteristic

Although we found (mg, mg, mg) according to our experience to analyze the
MD-SHA hash family and it is not related to our MILP model, this model is
particularly useful when determining their actual modular differences. Specifically,
we first considered the message differences of the following form:

dmo = 2, 0mg = 08 2725 §mg = 20712,

where the addition in the exponents is modulo 32. However, the obtained differ-
ential characteristics are quite unfriendly to the message modification and the
probability of the uncontrolled parts is too low. In many cases, the model even
outputs that there is no solution for the left branch.

Then, we choose to inject differences in 2 bits of mg, mg and mg, respectively.
For each possible choice, we use the model to minimize Z?iw H(VY;). It is found
that among all possible choices, the minimal value of Z?im H(VY;) is 12 and
we eventually identified the following message differences

dmo = 228222, 6meg = 08258228 dmg = 22 B 21°.

In addition, with the above message differences, we can also find a suitable
solution for the left branch.

In general, with the above message differences, we search for the corresponding
collision-generating differential characteristic as follows:
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Step 1: Find a valid solution of VX; (0 < i < 4) and check the differential
conditions. If the number of conditions is not that large, just use this
solution of VX; (0 < i < 4) for left branch.

Step 2: Find a valid solution of VY; (16 <14 < 24) with the MILP model such
that AY; = 0 for 25 <4 < 35 and we minimize Y ;= H(VY;).

Step 3: Find a valid solution of VY; (11 < 4 < 15) with the MILP model such that
it can propagate to VY; (16 <4 < 24) and we minimize Zin H(VY;).

Step 4: Choose a sparse differential characteristic manually for VY; (3 <i < 5)
and fix it.

Step 5: Find a solution of VY; (6 < i < 10) with the MILP model such
that (VYl, VYQ, VY3, VY4, VY:g) and (VYH, VYlg, VY137 Y14, VY15) can
be connected, i.e. the differential characteristic for the right branch is
valid.

The found 36-round differential characteristic is displayed in

4.1 Fulfilling Differential Conditions

Fulfilling the differential conditions for the 36-round differential characteristic
in requires nontrivial efforts. Different from the collision attacks on
round-reduced RIPEMD-160 [10,/11] where the attackers only need to perform the
message modification for one branch, we now need to handle the conditions in
both branches simultaneously [8] and the differential characteristic is very dense
at the first few rounds for both branches.

The general procedure to fulfill the differential conditions is summarized as
follows. As in most collision attacks on MD-SHA hash functions, some minor
details for the message modification are omitted here because they are trivial.

Step 1: Exhaust all possible solutions of (Yy, Ys, Ys, Y7, Ys, Yy) and compute the
corresponding mg. Store these mgs in a table denoted by TAB_M6 and
store the tuples (Yy, Ys, Y5, Y7, Ys, Yo, mg) in a sorted table denoted by
TAB_Y_M6, which is sorted according to mg.

Step 2: Exhaust all possible solutions of (X7, Xs, X3, X4, X5, Xg) and compute
the corresponding mg. If the obtained mg is in TAB_M6_F, store X; in a
table denote by TAB_X1.

Step 3: Exhaust all possible solutions of (ON X (Y11, Y10, Yo <& 10), Y7, Y5, Y12)
and compute the corresponding mi. Store these m;s in a table denoted
by TAB_M1.

Step 4: Find a valid MY such that the conditions on the newly-obtained chaining
variable (X_5, X _4,X _3,X 9, X_1) = H(CVy, M) can hold.

Step 5: For the obtained (X_5, X_4,...,X_1), exhaust all possible solutions of
(Xo,X1) and compute the corresponding (mg,mq). If m; is in TAB_M1
and X7 is in TAB_X1, move to Step 6. Otherwise, try another (Xo, X1).
If all possible values of (X, X;) are traversed, return to Step 4.

Step 6: Exhaust all possible solutions of (X5, X3, X4, X5, Xg) and compute the
corresponding (ma, ms,mg, ms, mg). For each obtained mg, if it is in
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Table 9: The 36-round differential characteristic, where dmg = 23 B 222, §mg =
082 82% and dmg = 22 B 210,

7 VX, Uyl (l) 4 VY; Wr(i)
-5 -5

-4 -4

-3 -3

-2 -2

-1 -1

0 |[nuuuuuuuuuuuuuuuuu=nuuuuuuuuuuu=| 0 0 5
1 |n===u=u==n=un====uuu=u=nn===u=uu| 1 1 14
2 |=nun=u=n==n==nn==u==uun==nnu=un=| 2 2 1 1====| 7
3 nu nu; 3 3 |====0 1==n: 0==n1| 0
4 |nnnnnnnn===unnnnnnnnnnnnnnnunnnn| 4 4 |=10=n==0=======1=n1=101===1=0010| 9
5 5 5 [=10=10=0010001=101000n0001110010| 2
6 6 6 (1000 1nuunnnnnnnnnnnnnn=un1101110| 11
7 7 7 |0uOn1uun00n10nu0innun=nuuuuuuuuu| 4
8 8 8 |[n1lunOnuuuul=0uOunOunnnninnOnunuu| 13
9 9 9 [=1=010u1000n00u01uu010n101=n100n| 6
10 10 ||10|u1=0u0110uu=u011=0=1=0=ul=1=0111| 15
11 11 ||11|111n==0=1=1=0n===11==10100n00==0| &8
12 12 ||12|==00==0=0===10==1=01=n0=1100=== 1
13 13 ||13|==00=0==u==11===0n=1===1u===u01=| 10
14 14 ||14|==u==0===n===n==1 n===01= 3
15 15 ||15 u 1=0=uu 1=n==10| 12
16 7 ||16 n=1 1| 6
17 4 ||17|== u; 1== 11
18 13 ||18|== 00 1 3
19 1 1|19 n==11 n= 7
20 10 ||20|===nu 0=| O
21 u u; 6 |21 01=0====1=| 13
22 15 ||22|====1=====]1======0==u=11=l======| §
23 1 == 3 [|23|n===1 nu=== 10
24 12 ||24 u O0===u 14
25 0 (|25 1 0==| 15
26 9 126 1== 8
27 5 |27 12
28 2 |28 4
29 14 (|29 9
30 11 {30 1
31 8 |31 2
32 3 |32 15
33 10 ||33

w w
SR
—
Ll
w
SR
wW = Ut
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Table 10: A partial solution for the 36-round differential characteristic

i VX; m(i)|| @ VY; 7 (%)
-5110100101010010101101011111001000 -5 10100101010010101101011111001000
-4111101110001000000011110110000011 -4 {11101110001000000011110110000011
-3111111010101100010100111101100010 -3 {11111010101100010100111101100010
-2100011100010010000100111100010010 -2 /00011100010010000100111100010010
-1/00111011110101101010010000011111 -1 {00111011110101101010010000011111

0 | nuuuuuuuuuuuuuuuuulnuuuuuuuuuuul| 0 0 |10111000110000010010000010111011| 5
1 | n010uOulini1un0100uuululnn000uluu| 1 1 |11111101010011101100101101100001| 14
2 | 1nun1uOn10n00nn10ulOuunOinnuiuni| 2 2 101101001000000101010110011010110| 7
3 | 1011nu11111110010nu1110011100011| 3 3 100100111110111101n001101000010n1| 0O
4 | nnnnnnnnOOOunnnnnnnnnnnnnnnunnnn| 4 4 10101n000010010011n10101010110010| 9
51 11111110100000100000101011100010| 5 5 1010010100100011101000n0001110010| 2
6 | 00110001111011101111011010111010| 6 6 |10001nuunnnnnnnnnnnnnnOuni101110| 11
7 | 01101000000111101011001111000001| 7 7 |0uOn1uun00n10nu0innunOnuuuuuuuuu| 4
8 | 10011000010111000010010111111011| 8§ 8 |nlunOnuuuul1OuOunOunnnninnOnunuu| 13
91 01111100011111000110101010010100| 9 9 [110010u1000n00u01uu010n1010n100n| 6
10| 10000100100000000111100110011011| 10 10 {u100u0110uuOu0111001101u10100111| 15
11| 00000110100010001011100111011111| 11 11 |{111n110011110n000110110100n00010| &8
12| 10100111100100110101011100111110| 12 12 |{000001010010101110010n0111001111| 1
13| 10011000000000010001000010001011| 13 13 {10001011u11111010n010001u011u010| 10
14| 00011010101011010110100101110110| 14 14 |{01u000011n010n01111001101n010010| 3
15| 00100001000111110011110010111100| 15 15 {101110u110100001101uu110010n0010| 12
16 7 16 {110100101100111n0101101000001011| 6
17 4 17 |0001101u110111011110111101011110| 11
18 13 18 {10100001110000011100110111111110| 3
19 1 19 (0111011100n1111001010011n0111111| 7
20 10 || 20 {010nu010011000010100110010100101| O
21 u u 6 21 [00001110010001011100110110011010| 13
22 15 22 100011011111010011010u11101001000| 5
23 1 = 3 23 |n=== nu===1 10
24 12 || 24 u 0===u 14
25 0 25 1 == 15
26 9 26 ==/ 8
27 5 27 12
28 2 28 4
29 14 || 29 9
30 11 || 30 1
31 8 31 2
32 3 32 15
33 10 || 33 5
34 14 || 34 1
35 4 35 3
mo| 1111101nuu111101010111011100n000 Mg |10001000100110111010111000011100
m1| 11100010100010101000011010001010 mg |[011010010011101nu110001110001n01

m2| 01110100001111011001110110000001 m10[10011100001110000100101111001101

m3| 01100101011111001001111010101101 m11[00100100001110000011000100111110

mq| 01011010111100011001011001010001 m12[10000110011010100101011001001110

ms| 10000010000110010100000110001110 m13(00100011101101110011111000101001

me| 00un101111111110u011100000100101 m14(10100010111011001101010111011101

mr7| 11011100001000100110001010001000 m15(/11010001001001110100011001001011
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TAB_M6, move to Step 7. Otherwise, try another (X2, X3, Xy, X5, Xg). If
all possible (X5, X3, X4, X5, Xg) are traversed, return to Step 5.

Step 7: Compute Yy using (Y_5,Y_4,Y 3,V o, Y 1) = (X_5,X_4, X 3, X o, X 1)
and ms.

Step 8: Retrieve from TAB_Y_M6 the corresponding (Yy, Ys, Ys, Y7, Yz, Yy) accord-
ing to mg. For each possible value, move to Step 9. If all possible values
are traversed, return to Step 6.

Step 9: Determine (Y7,Y5,Y3) to connect ¥; (=5 <i<0)and Y; (4 < j <8) by
using the degrees of freedom provided by (mi4, m7, mg, m11, m13), the
details of which will be explained later. If there exists no solution of
(Y1,Y2,Y3), return to Step 8.

Step 10: Traverse all possible values of (Y719, Y71) and compute Yi2 using

(Y7,Y3, Yy, Y10, Y11, m1).

Check the conditionﬁ on (Y12, QL) and if they hold, move to Step 11.
Step 11: Traverse all possible values of Y13 and compute Y74 using

(Y9, Y10, Y11, Y12, Y13, m3).

Check the conditions on Yy4 and if they hold, move to Step 12.

Step 12: Traverse all possible values of Y15 and compute the corresponding 1.
Then, Y; (—5 < i < 15) are all fixed and therefore all m; (0 <14 < 15)
are fixed. Hence, the remaining internal states X; (¢ > 7) and Y; (j > 16)
can be computed and we check whether the differential conditions on
them hold. If they hold, a collision for 36-round RIPEMD-160 is found.

More details about the connection (Step 9). Given Y; (-5 <i<0),Y;
(4 < j <8) and (mg, mg,m4), we aim to find a solution of (Y1, Ys,Ys) such that
the computed value of (mg,m2, my) based on Y; (=5 < i < 8) is consistent with
its given value. This is achieved by using the degrees of freedom provided by
(my4, my, mg, my1, my3). The procedure is described as follows.

Step 9.1. Exhaust all possible valid Y3. For each valid Y3, compute Y, using
(Y3,Ya,Ys5,Ys, Y7, my). If the conditions on (Q%, Yz, Q) hold, move to
Step 9.2. Otherwise, try another Y3 until all possible Y3 are traversed.
Step 9.2. Note that

Q% = ONX(Ya, Y1, Yy << 10) BY._5 << 10 8 K B m,
Y3 =Y., <« 108 Q} < s5. (6)

In the above equation, only Y; is not yet determined. As
ONX(z,y,2) =z® (yA%),

' After computing Y11, ms can be computed using Y; (6 <4 < 11). Then, Xg and QL
can be computed using X; (3 <14 < 7) and ms.
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we can uniquely determine Y7 A Yy <« 10 according to

Q% = (Y3 HY. 1 « 10) >> s,
ONX (Y2, Y1,Y < 10) = Q58 (Y2 < 108 K BHmy),
YIANYy 10 =0NX(Y,,Y1,Yy < 10) & Ys.

However, as Y; has already been determined, the computed Y; A
Yy <« 10 may contradict with Yp. Specifically, if Yp[i] = 0 and (Y7 A
Yo <« 10)[(7 4+ 10) mod 32] = 1, the current Y3 is invalid and we need
to try another Ys. Otherwise, the current Y3 is correct and we can
simply move to Step 9.3 to enumerate valid Y7 to ensure
holds. Specifically, if there are ng different indices {i1,4a,...,4n, } such
that

Yoli;] =0, (Y1 A Yy < 10)[(¢; +10) mod 32] =0 for 1 < j < ny,

there will be 2™ possible Y; and they can be simply enumerated.

Step 9.3. Enumerate all valid Y; as explained above. For each Y7, check the
condition on it, i.e. the condition on Qf = (Y5 BY; « 10) > sf. If
it holds, compute a new value of my using (Yp, Y1, Ys, Y5, Yy, Ys) and
check whether this computed ms is consistent with the predetermined
ma. If it is, compute(myq, m7, Mg, M11,M13) using

(Y74; Y73; Y72,Y71>YO7YI)7 (Y73a Y727Y717Y07Y17 }/2)7
(Yfla }/07Y17Y27 Y37 Y4)a (Yl,Y27 Y37 Y47 thn Yvﬁ), (Y37 Y47 thn Yvﬁ’ Y77Y8)7

respectively. Then, compute X7 and check the conditions on QY. If the
conditions on Ql7 holds, the connection succeeds and move to Step 10.
Otherwise, try another Y7 until all Y7 are traversed.

4.2 Complexity Evaluations and Simulations

Let us highlight what we can benefit from our message modification technique.
First, we aim to find a valid solution for

(X—5;X—47 e 7X6)a (Y—57Y—47 e ;Y9)7

which corresponds to Step 1 to Step 9. For convenience, we call its solution a
starting point in our collision attacks. Then, the remaining work is to make
the exhaustive search over (Yio,Y11), Y13 and Yj5 in a sequential manner, which
is to utilize the degrees of freedom provided by these internal states to fulfill the
remaining differential conditions.

On the exhaustive search over (Yio,Y11,Y13,Y15). Based on the number of
bit conditions, there are in total 220, 28 and 22° possible values of (Y1, Y11), Y13
and Y75, respectively. Suppose there are on average 2™ possible (Yyo,Y71) that
can pass Step 10. Moreover, for each valid solution (Y19, Y11, Y12), suppose there
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are on average 2"2 possible Y73 that can pass Step 11. Then, the time complexity
to exhaust all possible (Y1g, Y11, ..., Y15) is 220 4-218+m1 4 9204 nm14n2 o 920+ ni4n2

Experimental results suggest that ny + no =~ 16.5 where we performed the
exhaustive search over (Y19, Y11, Y13) as stated above for 110 valid starting points.
We should note that for some starting points, there is no valid solution of
(Y10, Y11, Y13) and the probability that there are valid solutions of them is about
0.36.

From the above analysis, we can equivalently say that for each starting point
where (mg, m1, ma, m3, myg, M5, Mg, M7, Mg, M11,M13,M14) are fixed, there are
about 220116:5 = 236:5 yalid values for (mys,ms, M1, m12). More importantly,
these 2365 values can be efficiently enumerated by performing the exhaustive
search over (Yio, Y11, Y13, Y15) as stated above with time complexity 2365, i.e.
our exhaustive search strategy is optimal.

On the required number of starting points. If the differential conditions on
the uncontrolled internal states Y; (¢ > 16) and X; (j > 9) hold with probability
277, we will need to generate 2P~36-5 starting points to find a collision. According
to the calculation, p = 8 + 55 + 1.5 = 64.5 where there are 8 bit conditions
on (Xi9,Xo0,...,Xa3), 55 bit conditions on (Yig, Yi7,...,Yes) and about 1.5
bit conditions on (Q4, Q45) and (Q7g, Ql7, - .., Qbs). Hence, it is required to
generate about 26457365 = 228 starting points.

On the complexity of the connection. At Step 9, we will need to exhaust
226 possible values of Y3 as there are 6 bit conditions on it. Then, we need to
check the conditions on (QF, Ya, Qf, Q%) which hold with probability of about
274, Finally, we need to check the consistency in mso which holds with probability
2732 and check the condition on Qé holding with probability close to 1.

Moreover, even if the conditions on (Q7%, Y2, Q%) hold, Y3 is still likely to be
invalid due to the contradiction between Yy and Yy A Y] < 10. However, this
happens only when there exists ¢ such that Yy[i] = 0 and (Yp A Y; <« 10)[i] = 1.
On the other hand, if Yy[i] = 0 and (Yy A Y7 <« 10)[i] = 0, we then obtain one
free bit in Y7 and the free bit will be exhausted. Therefore, it is equivalent to
stating that there are on average 226 possible (Y7, Y3) and they can be exhausted
in time 226.

For each trial of (Y3,Y7), the success probability is 274732 = 2736, Therefore,
to generate 228 starting points, we need to try 228436 = 264 times. Hence, the
total time complexity of Step 9 is 228136 = 264 |

On the complexity of Step 8. As there are on average 226 possible valid
values for (Y7,Y3), the time complexity of Step 8 is 264726 = 238,

On the complexity to exhaust (X5, X3,...,Xs). We now evaluate the cost
of Step 6—7 where we need to exhaust all possible values of (Xa, X3, ..., Xg)
for a valid (X_5,X_4,...,X;) obtained at Step 5. By counting the bit con-
ditions, we find that there are in total 28 free bits in (Xo, X3,...,Xg) for
a fixed (X_5,X _4,...,X1). Hence, the time complexity of this phase is 225.
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For each possible value of (X3, X3, ..., Xs), mg will be computed and checked
against TAB_M6. Since the size of TAB_M6 is 0x23a000 ~ 22!'15 without con-
sidering the conditions on Q! (2 < i < 6), the matching probability is about
273242115 o 9—10.9 Therefore, we can expect to obtain 2287109 = 2171 yalid
solutions of (X_5, X_4,...,Xg) after the exhaustive search. Experiments suggest
that there are about 2'® such valid solutions. For each such valid value, we need
to move to Step 8.

At Step 8, since each mg in TAB_M6 corresponds to on average 7 different
values of (Y3, Ys,...,Yy) in TAB_Y_M6, Step 8 can also provide about 2.8 free bits.
Hence, the total time complexity of Step 6—7 is 238728716428 — 9472,

On the complexity to find (X_5,X_4,...,X1). We now evaluate the cost
of Step 4—5. First, according to the bit conditions on (X_o, X_1, Xo, X3), for
each (X _5,X _4,...,X 1) computed from MY, all state bits of (X1, Xy) will be
directly fixed to fulfill their bit conditions. Hence, we are left to verify whether
the computed (Xo, X7) is valid. First, we need to check whether X; is in TAB_X1
and check whether the corresponding m; is in TAB_M1. As the size of TAB_X1
is 7800 =~ 2'49 and the size of TAB_M1 is 0x1676000 == 2245, the probability it
can pass this test is 2717H14:9 » 97324245 — 996 Gecond, we need to check the
conditions on (Q), Q}) which hold with probability of about 271®. Therefore, for
each computed (Xo, X1), it is valid with probability 27111,

Finally, we need to verify the conditions on (X_o, X_1) computed from each
M? which hold with probability 2730, Hence, finding a valid (X_5, X _4,..., X1)
requires to try about 230+11-1 = 2411 random MY. As we need 238-28-16 —
2192 guch valid solutions, it is required to try 2192411 = 2603 Jifferent MP.
Consequently, the total time complexity of Step 4—5 is 2603,

On the complexity of Step 1—3. We only need to perform Step 1—3 once
and we have finished Step 1-3 in practical time. Hence, the total cost of Step
1-3 is negligible.

The total complexity. According to the above analysis, the time complexity
and memory complexity of about collision attacks on 36 rounds of RIPEMD-160
are 2645 and 22115428 ~ 9224 regpectively.

Simulations. To verify our theoretical analysis and the correctness of our
message modification technique, we perform the experiments in the following
way. First, we randomly generate (X_5,X_4,...,X_1) by always making the
conditions on (X_o, X 1) hold because finding their valid values from random
M? is costly. Then, we compute (Xo, X;) and check the conditions until we
obtain a valid (Xg, X1). Experimental results match our theoretical analysis
for Step 4—5. Next, for each valid (X_5,X_4,...,X1), we move to Step 6 and
try to find valid solutions for (X5, X3, ..., Xs) and experiments also confirmed
our analysis of the time complexity. Then, we move to Step 7—9 to achieve the
connection. We find that the success probability of connection is about 2736
and it matches well with our analysis. In this way, we succeed in generating
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many valid starting points. At last, for each of the obtained starting points, we
perform the exhaustive search over (Yyg, Y11, Y13, Y15) in our way and aim to find
a solution for (Yip,Y11,...,Y22). The expected time complexity to find a valid
(Y10, Y11, ..., Ya2) is about 240 as the conditions on (Yig, Y17, ..., Y22) hold with
probability of about 2740, Experiments have confirmed this value and we provide
a solution of (mo,ml, ey m15) and (X,5,X,4, ce ,X,l) = (Y,5, Y,4, . ,Y,l)
which can make the conditions on X; (0 <47 <8) and ¥; (0 < j < 22) hold, as
shown in

5 Further Works and Discussions

As the round functions of the MD-SHA hash family are very similar, we expect
that some of our techniques to model the signed difference transitions can be
applied to other hash functions that have not yet been broken. The most important
target should be SHA-2. However, there are several obstacles to directly apply
our techniques to SHA-2. Specifically, in our model, we implicitly rely on the
fact that each 32-bit message word is used to update one 32-bit internal state.
When it comes to SHA-2, each message word of 32 (resp. 64) bits will be used
to update two different internal states of 32 (resp. 64) bits at the same round.
In this case, contradictions will much more easily occur and our techniques to
detect the inconsistency are insufficient. How to adapt our techniques to SHA-2
is an interesting and meaningful work.

We also notice that in the paper [6] to improve the automatic tool for SHA-2,
it is mentioned that relying on off-the-shelf solvers to search for such differential
characteristics is inefficient because the information of the signed difference
propagations cannot be well exploited. We believe they referred to the models
where two parallel instances of value transitions are considered. Obviously, in
our model, we have efficiently encoded the information of the signed difference
propagations and we believe this is the first important step towards this problem,
i.e. how to efficiently rely on off-the-shelf solvers to find such signed differential
characteristics.

For RIPEMD-160, we further made some progress by improving the best
collision attack by 2 rounds and we believe this work advances the understanding
of RIPEMD-160 further.
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