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Abstract. Correlated pairs of random variables are a central concept
in information-theoretically secure cryptography. Secure reductions be-
tween different correlations have been studied, and completeness results
are known. Further, the complexity of such reductions is intimately con-
nected with circuit complexity and efficiency of locally decodable codes.
As such, making progress on these complexity questions faces strong
barriers. Motivated by this, in this work, we study a restricted form of
secure reductions — namely, Secure Non-Interactive Reductions (SNIR)
— which is still closely related to the original problem, and establish
several fundamental results and relevant techniques for it.

We uncover striking connections between SNIR and linear algebraic prop-
erties of correlations. Specifically, we define the spectrum of a correlation,
and show that a target correlation has a SNIR to a source correlation
only if the spectrum of the latter contains the entire spectrum of the for-
mer. We also establish a “mirroring lemma” that shows an unexpected
symmetry between the two parties in a SNIR, when viewed through the
lens of spectral analysis. We also use cryptographic insights and elemen-
tary linear algebraic analysis to fully characterize the role of common
randomness as well as local randomness in SNIRs. We employ these re-
sults to resolve several fundamental questions about SNIRs, and to define
future directions.

1 Introduction

Correlated pairs of random variables — or correlations, for short — are central
to information-theoretic cryptography. In particular, 2-party function evaluation
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can be securely reduced to sampling from such a correlation, with information-
theoretic security, against passive or active corruption [16,17,24,20]. Among other
things, such a reduction defines an important cryptographic complezity measure
of a function [7,26,25,6,27] — namely, the number of samples of a correlation
that need to be used in a secure 2-party computation protocol for the function?.
Proving lower bounds for cryptographic complexity is a difficult problem, thanks
to its implications to circuit complexity and locally decodable codes; even the
existence of functions with super-linear cryptographic complexity remains open.
As such, it is prudent to approach cryptographic complexity gently, through
simplified problems and models. Taking a cue from circuit complexity, where
simpler circuit models like AC? have served as a platform for developing new
ideas and sophisticated techniques, here we consider a simplified model of secure
non-interactive reductions (SNIR). Note that, without communication, it is im-
possible to compute non-trivial functions which take inputs from both parties;’
hence we only consider the problem of sampling from a target correlation. In a
non-interactive reduction of a target correlation D to a source correlation C', two
parties receive correlated randomness from the source C; then they carry out a
local computation (possibly randomized) and produce their outputs, which are
to be jointly distributed according to D. The security requirement, informally,
requires that a party should learn nothing more about the other party’s output
than is revealed by its own output, irrespective of what it receives from the source
correlation.

Apart from being a simpler model to analyze, SNIR in fact isolates one of
two components of an interactive secure reduction. A secure reduction can be
viewed as consisting of two parts: Firstly, an interaction phase transforms the
views of the two parties arbitrarily, subject only to the constraints of protocols
(there is no element of security here); secondly, a local derivation step is used to
transform the views resulting from this interaction to the outputs. The security
condition solely applies to this second local derivation step. Thus the feasibility of
an (interactive) secure reduction from D to C splits into the question of whether
there exists a correlation C” such that (i) C’ is the distribution of the views at
the end of an interaction between the parties starting with C, and (ii) D has a
SNIR to C".

SNIR is also a natural and strictly stronger variant of a well-studied model
in information-theory, namely, (non-secure) non-interactive reduction — or non-
interactive simulation as it is more commonly known — which has attracted a
significant amount of research in both information-theory and computer science
literature [13,30,31,4,21,15,29].

4 The choice of the exact correlation is not crucial and can be replaced by any finite
complete functionality, without altering the complexity beyond constant factors [25].

% There does exist an alternate model of Zero Communication Reductions which allows
non-interactive function computation conditioned on a predicate [27]. But here we
consider the standard model of secure 2-party computation, except for the restriction
of being non-interactive.
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Our Contributions. We introduce a spectral analysis toolkit for (statistically)
secure non-interactive reductions (SNIR), and use it to resolve several fundamen-
tal questions about SNIR.

As part of the toolkit, we derive the following results. The results refer to the
spectrum of a correlation, Ao which we define as the multi-set of singular values
of the correlation operator associated with the correlation C' (see Section 2.2).
Also they deal with “non-redundant” correlations (since, as we shall see, redun-
dancies — which can be introduced or removed using local operations — do not
have any effect on the existence of SNIRs).

Suppose there is a statistical SNIR, that reduces a non-redundant correlation
D to a correlation C' with € error, then:

— D has a statistical SNIR to C using deterministic protocols (Lemma 7).

— Ap C Agerc for some £ € N (Theorem 4).

— the “spectral representation” of the SNIR satisfies a symmetry property, that
we term mirroring (Theorem 5).

Furthermore, if D does not have a statistical SNIR to C| then it has no statistical
SNIR to C even when both parties have access to unlimited common randomness
(Theorem 6).

These general results can in turn be used to derive a variety of results. In par-
ticular, we show that there is no complete correlation for SNIR (Theorem 7). We
also obtain a full characterization of all the parameter changes that are possible
via SNIR for two correlation classes of interest, namely doubly symmetric binary
correlation BSC (Theorem 8) and binary erasure correlation BEC (Theorem 9).
For OLE correlations over finite fields, we obtain a necessary condition for SNIR
(Theorem 10). We also derive results (Theorem 11 and Theorem 12) implied by
impossibility results in the one-way secure computation model [14], that BEC
and oblivious transfer correlation do not have a SNIR to BSC; we remark that the
proof in [14], based on isoperimetric inequalities, yields a quantitatively weaker
form that leaves open the possibility of inverse-polynomial security.

Finally, we also relate SNIR to secure (interactive) reductions of a correla-
tion D to another C. Recall from the discussion earlier that a secure interactive
protocol for D includes a SNIR from D to the view of the two parties at the
end of the interaction. In fact, a stronger statement is possible: We show that
when a correlation involves common information (as is the case with the view af-
ter interaction, which includes the transcript — and possibly more — as common
information), then D should have a SNIR to one of the correlations obtained
from C conditioned on a value for the common information. (Lemma 4 and
Lemma 12). This motivates a challenging (non-cryptographic) problem of char-
acterizing the spectrum of correlations that can be obtained as the view of an
interaction starting with a given correlation C'. We leave this as an open problem.

Related Work. As mentioned above, (interactive) secure reductions and non-
interactive (non-secure) reductions have both been widely studied. In an inde-
pendent, concurrent work Khorasgani et al. [23,22] also studied SNIRs. While
these works also followed a linear-algebraic approach, their motivations and re-
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sults were different. In particular, their results were mostly restricted to study-
ing specific simple target correlations—the binary symmetric and binary erasure
correlations—which admitted the use of Fourier analysis of boolean functions.
In contrast, driven by the connections to circuit complexity lower bounds, we
derive results that apply to arbitrary target correlations, including those which
may have a high circuit complexity. On the other hand, for the simpler target
correlations, [23,22] consider more fine-grained questions related to the rate of
reduction, and the decidability of reduction to other correlations. We do not
address these problems. Boyle et al. [9,10] introduced pseudorandom correlation
generators which achieve the same objective against computationally bounded
adversaries.

While perhaps not explicitly studied previously, the notions of a correlation
operator and the spectrum of a correlation that are defined in this work have
been implicitly present in spectral graph theory (by representing a correlation
as a bipartite graph). An important element of the spectrum of a correlation
was defined as maximal correlation by [30] for proving a seminal result of (non-
secure) interactive reductions; in [2], it was observed that this proof can be cast
in the language of spectral graph theory.

2 Technical Overview

Here we present an overview of the tools that we develop to derive impossibility
results for SNIRs. Our starting point is a linear-algebraic formulation of a SNIR.
For this, a distribution over X x ) is represented by a |X| x || matrix whose
entry with row indexed by z € X and column indexed by y € Y is simply the
probability Pr[(z,y)] of Alice getting = and Bob getting y. In the following, we
consider a SNIR from a target correlation represented by a matrix D € R™p*"p
to a source correlation represented by a matrix C € R™c*"¢ Restricting here
to the case of perfect security, a SNIR translates to a pair of stochastic “protocol”
matrices (A, B) representing Alice and Bob’s actions (mapping a symbol from
the source to a symbol in the target), and a pair of “simulation” matrices (U, V)
such that

ATCB=D ATC=DV CB=UTD. (1)

The first identity is a straightforward linear algebraic interpretation of the cor-
rectness of the protocol, while the next two capture the security against a corrupt
Bob and a corrupt Alice, respectively, as linear algebraic constraints. These iden-
tities are proved in Theorem 3, more generally, for statistical SNIR. As we would
be interested in allowing access to arbitrarily many copies of a given correlation
Cy, one should interpret C' as the tensor power C’SM for an arbitrarily large inte-
ger {. (However, w.l.o.g. we may consider D to be a single copy of the correlation
we are interested in obtaining. As such, when considering statistical security, we
shall use the Op(-) notation to indicate an upper bound that hides a factor that
is a function of D alone.)
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Once viewed linear algebraically, we start obtaining consequences, which may
not be evident a priori, through a series of steps that combine cryptographic intu-
ition with linear algebraic manipulation. For ease of exposition, first we describe
these steps for a perfect SNIR where many of the delicate technicalities disap-
pear. We shall also sometimes focus on the case when the marginal distributions
of Alice’s and Bob’s side of the correlations are uniform.

2.1 Restricting to Non-Redundant Correlations

Suppose two distinct symbols x1, x5 that Alice can obtain from D are such
that conditioned on either, the distribution of the symbol obtained by Bob is
the same. In this case, we may as well merge these two symbols into a single
symbol, on obtaining which, Alice can probabilistically interpret it as x; or xo
locally. We refer to the presence of such symbols, for either party, as redundancy.
It is easily verified that for the purposes of secure sampling, every correlation
is equivalent to a non-redundant correlation (obtained by merging groups of
redundant symbols).

To understand the implications of having a SNIR from a non-redundant D
to C, consider the following: Suppose Alice and Bob are given samples from D;
then Alice outputs the value she got, but Bob locally samples an output based
on the value he got as below.

— Bob’s goal is that the joint distribution of what the two parties output should
still correspond to D. The existence of a SNIR provides a way for Bob to
do this: He first feeds the output from D to the simulator (V'), to obtain a
simulated view — i.e., his side of an output from C. The simulation guarantees
that the joint distribution of Alice’s output and Bob’s view are as in a real
execution of the protocol; now Bob applies his protocol (B) to the outcome
of the simulation, to obtain his altered output.

— On the other hand, non-redundancy of D should imply — intuitively — that
the only mapping Bob can use is the identity mapping.

Linear algebraically, the first statement corresponds to DVB = ATCB = D,
and the latter is the assertion (which needs a proof) that, if D is non-redundant,
then for any stochastic matrix X, DX = D = X = I. Taken together, this gives

VB=1, UA=1I, (2)

where the second identity follows from the same argument with Alice’s and Bob’s
roles reversed. Thus, the protocol must in fact invert the simulation. This is
possible only if the protocol is deterministic, as applying a randomized strategy
to the output of a process (namely, the simulation) cannot guarantee that the
output will match the input to simulation. That is, the protocol (on each party’s
side) could be viewed as simply a partition of the alphabet of C, with symbols in
each part being mapped to a different symbol in the alphabet of D. This tells us
further that the simulation should simply distribute each D symbol back to C
symbols according to their relative probabilities. When the marginal distribution
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for Alice (resp., Bob) from the correlations D and C are both uniform, this
simplifies to

U="2yt (resp., V= mDBT> . (3)
nc mc

An Eigenvalue Condition. Our first result is a necessary condition for SNIR
in terms of the eigenvalues of matrices associated with the two correlations. Here,
we first discuss the case of uniform marginal distributions and perfect security,
followed by the important extensions to the general case.

Theorem 1 (Informal). A uniform-marginal correlation with matriz D €
R™2 XD has an SNIR to a uniform-marginal correlation with matriz C € R™c*"c
only if all the eigenvalues of mpnpDDT are also eigenvalues of mencCCT.

Given our observations above, we have a short derivation of this result in the
special case of uniform marginals. Using the two security conditions in (1) and
the two equations in (3), we have

mcncATCOT = anc(DV)CT = mDncDBTC’T
= mpneD(DTU) = mpnpDDTAT.

Now, suppose A is an eigenvalue of the symmetric matrix mpnp DDT, with a
corresponding eigenvector v. Then

(WTAT) - mene - CCT = vT(mpnp - DDT)AT = \wTAT.

Hence we conclude that A is an eigenvalue of mene - CCT as well (with eigen-
vector Av).

2.2 Beyond Uniform Marginals: The Correlation Operator

So far, we represented a correlation of X x ) as a matrix M, with rows indexed
by Alice’s alphabet X and columns indexed by Bob’s alphabet Y, with M, , =
Pr[(z,y)]. However, when the marginal distributions of this correlation are not
uniform, the above linear-algebraic arguments do not go through. This leads us
to an alternate representation of a correlation in the form of what we call the
correlation operator. It is a linear transformation defined by the matrix M
as follows:®

— M,
Y

My, = b where a, = E M, and by = E My .
R AN z'EX

A correlation operator transforms a |Y|-dimensional (column) vector with en-
tries of the form g,/,/b, into a |X|-dimensional vector with entries of the

5 Here we use the convention that symbols with 0 probability are omitted from the
alphabets X and ), so that all the marginal probabilities a, and b, are strictly
positive.
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form p,/\/a;, where p denotes the conditional distribution of Alice’s symbol
according to M when Bob’s symbol is conditioned to be according to g (i.e.,
pr = >, ayPrlzly] = > q,M,,/b,). The transpose of this operator carries
out a similar transformation in the reverse direction. Here, note that the cor-
relation operator operates on vectors with “normalized probabilities” in their
respective vector spaces; the probabilities over X (resp. )) lie on the plane tan-
gential to the unit sphere, touching it at v/a (resp. V/b), since (p/v/a,/a) =1
(and, (q/vb,vVb) = 1). The marginal distributions @ and b themselves are rep-
resented by unit vectors (y/a and v/b).

Clearly, the correlation operator and the marginal distributions together
completely specify the correlation. But in fact, as the geometric interpretation
above may suggest, the correlation operator encodes the marginal distribution
as well.” Indeed, as we shall see, the direction in which the transformation is
non-shrinking corresponds to the marginals in the respective vector spaces (unit
vectors v/a, v/b); the action of the transformation on the vector space orthogonal
to the marginal encodes the dependence component of the correlation.

Singular Value Decomposition (SVD). SVD provides us with a powerful
tool to analyze the linear-algebraic properties of a correlation operator. Given
an m x n distribution matrix M, we apply SVD to its correlation operator, to
get

M=T5,®y

where 3,/ is an m x n dimensional non-negative diagonal matrix, ¥, and
P, are orthogonal matrices of dimensions m x m and n x n, respectively (i.e.,
U, = U], and ®,; = ®],). It would be convenient to define the spectrum

of M, Ay as the multi-set of singular values of M (i-e., the non-zero entries in
3m)-

Correlation Operator and Normalized Laplacian. A natural represen-
tation of a correlation M is in the form of a weighted bipartite graph Gy,
with Alice’s and Bob’s alphabets forming the two vertex sets, and symbols x
and y connected by an edge of weight M, ,. (By our convention of omitting 0-
probability symbols, there are no isolated vertices in Gs.) This representation
allows one to use spectral graph theory to explore the correlation M. Indeed, the
correlation operator M is closely related to the “Normalized Laplacian” £(G )
of the bipartite graph described above. Specifically, from the definitions it follows

that N
L(Ga) =1 - L\% M]

" There is a caveat: if the correlation involves common information — i.e., if it is over
pairs that can be written as ((z, ¢), (y,c)) where c indicates a piece of information
available to both parties — then, the distribution of the common random variable
itself is not captured by the correlation operator. But as we shall see, this component
of the distribution can indeed be ignored when studying the feasibility of SNIRs.
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Lemma 1. For any correlation M € Rmx", the multi-set of eigenvalues of

L(Gr) is given by {1+t 0 |o € Ayt U{ 1 .1}

m4n— 2|AM\
times

A formal proof of the lemma is deferred to the full version [1].

Using this connection, the basic properties of the spectrum of a correlation
follow from well-known results in spectral graph theory [11]. In particular, we see
that all the elements in the spectrum Ay, lie in the range [0, 1], and the largest
one equals 1. The multiplicity of 1 in A, is one, unless the correlation M in-
volves non-trivial common information (i.e., multiple connected components in
the bipartite graph Gjs). This singular value corresponds to the transformations
between unit vectors, /a'M = vb' and M+vb = /a. The second largest sin-
gular value, which indicates an upper bound on the extent to which M is not a
product distribution of the marginals, has in fact been identified and used previ-
ously as mazimal correlation by Witsenhausen in a seminal work that initiated
the study of (non-secure) non-interactive reductions [30].

2.3 Spectral Protocols

Now we return to the question of generalizing Theorem 1 to correlations C' and
D whose marginals need not_be uniform. A “spectral view” of SNIR, in terms
of the correlation operators C' and D, and the spectra A¢ and Ap provides us
with just the right tools.

Given a SNIR (4, B) from D to C, we consider the singular value decom-
positions C = PIXo®c and D= WL p®p. Then, we can show that the
linear algebraic condltlons for correctness and privacy, originally formulated in
the “probability domain,” yields analogous conditions in the “spectral domain,”
where the protocols (A, B) are represented by their spectral counterparts, (A, B),
defined as follows:

A=W AR AN P®T,  B=&:ABA,®],.

Here, the notation Aj; denotes a diagonal matrix with the vector 17M along
its diagonal; note that M = A_A;I/Tz M A_Ml/z. The following lemma summarizes
the properties of a SNIR, viewed in the spectral domain.

Lemma 2. If (A, B) is a perfect SNIR from a non-redundant correlation D to
a correlation C, then

~

ATScB=%p ATSc=3pBT ScB=AYp ATA=1, BB =1.
(4)

The lemma is formally proved in the full version [1]. The condition ATScB =
3 p is obtained by simply rearranging the linear algebraic conditions for cor-
rectness and privacy in the “probability domain” and using the definitions of
A, B,3¢c and Xp. (It is also implied by the other equations.) To show that
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ATA and BTB are identity, we exploit the conditions UA = [ and VB = I,
respectively, from (2). For the remaining two “privacy” conditions we use the
generalization of (3) to the case of non-uniform marginals.

U=Ap ATAGr, V =A};'BTAc. (5)

Compared to (1), the condition (4) in the “spectral domain” involves the
diagonal matrices 3¢ and X¥p instead of C' and D. Further, it is devoid of
simulators (U, V), which are replaced by (AT, BT) Further, A and B have or-
thonormal columns, rather than being stochastic and deterministic.

Spectral Criterion. The spectral formulation of the conditions for SNIR in
Lemma 2 lead us to the following generalization of Theorem 1.

Theorem 2 (Informal). A non-redundant correlation D has a perfect SNIR
to C only if Ap C Ac (as multi-sets).

This result follows from the conditions in Lemma 2. Specifically, using the
second and third conditions from (4), we have

ATSeEL = SpBTRL = BpRT AT,

Since X p is a diagonal matrix, for j € [mp], ] EpI], = (ED)ij ¢]. Hence,
premultiplying the above expression by 5}, we get

(A;)TEcSE = (Zp)5; (A )T

Note that 3¢ X[, is a diagonal matrix, and in the LHS of the above equation,
each coordinate of A. ; is scaled by the corresponding element in the diagonal,
whereas in the RHS, all coordinates are scaled by the same scalar value. Hence,
for every ¢ such that Am > 0, we require (X¢),; = (¥p), ;. Since ATA =1
and, consequently, Hﬁj || = 1, there must be at least one i € [mc] with Am > 0.
Thus, there exists i € [mc] such that (2¢), ; = (£p); ;- In fact, we can further
argue that if a singular value appears multiple times in X p it should appear at
least as many times in X¢. For A > 0, let S\ = {j € [mp] | (£p),; = A}, and
T\ ={i € [mc]| (Xc);; = A}. Consider the set of columns {Eﬂj € Sy }; recall
that they are orthogonal to each other (since ATA = 1). Now, for each j € S),
we argued that A. ; is supported entirely on rows ¢ such that (Zc)i,i = ), e,
on rows indexed by T). Hence, A restricted to rows T \ and columns Sy has full
column rank. Hence |Ty| > |S|.

Mirroring Lemma. Pursuing the implications of the above arguments further,
we uncover a surprising symmetry in the spectral images of a SNIR.

Consider any A € Ap and j € Sy as defined above. Consider the row j in
the equation ATYc = X p BT (from (4)). We have,

(ZTL‘) XA ifie T,
¢ ii |0 otherwise,
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since EJ is supported only on rows in Ty, and for i € T\, we have (Ec)i’i =
A. On the other hand, (EDET) s the j™ row of BT scaled by (Zp)
75

equivalently, it is ABIj. Thus, we obtain that for all j € Sy, and ¢ € T\, A; ; =
Ei’j, and for 7 ¢ T whenever defined, ﬁ” =0 and LA?” = 0. Note that here we
may expand the range T to [min(mc,n¢)]. Also, since this holds for any A, we
can consider j to be in the union of all Sy, or equivalently, j € [rank(3p)]. This
gives us the following result:

g OF

Lemma 3 (Informal). Suppose a non-redundant correlation D € R™P*"P has

a perfect SNIR (A, B) to a correlation C € R™c*"c_ Let d = rank(Xp) and
r = rank(X¢). Then for each (i,j) € [d] x [r], Ai;j = B, ;. Further, for i ¢ [r]

~

and j € [d], A;; =0 and B; ; =0 (whenever defined).

2.4 Effect of Common Information

An important aspect of correlations is the presence or absence of common infor-
mation. We say that a correlation has (non-zero) common information if there is
a bit of positive entropy on which Alice and Bob can non-interactively agree with
probability 1 [13]. A correlation C' has common information if and only if the
bipartite graph G¢ contains two (or more) connected components (the correla-
tion corresponds to sampling an edge from the graph, and giving a node to each
party; they can agree on which connected component the edge lies in, and nothing
more). Equivalently, the matrix for C' can be written as C = {aCo 0 ],
0 (1 — a)Cl
where Cy, C are two correlations and 0 < o < 1.

In the context of (non-secure) non-interactive reductions, common informa-
tion is a complete correlation. That is, given common information in a source cor-
relation, Alice and Bob can sample from any target correlation. Indeed, the tools
for proving infeasibility in this area focus on how far source correlations are from
having common information, measured using maximal correlation[18,30,3,28,4],
or alternately, using the (reverse) hypercontractivity ribbon [3,8,21,12,5]. On the
other hand, in the context of interactive secure reductions, common information
is a trivial resource (against passive corruption) that does not help at all. Here
we investigate the effect of common information in the source for secure and
non-interactive reductions.

We note that C = Co 0 (which remains invariant to «). Hence, A¢c =

1
Ac, U A, (as multi-sets). By Theorem 2, D has a perfect SNIR to C only if
Ap C Ac,UA¢,. But in fact, we can obtain the following (proven in Section 7):

0&00 0

0 (1 — 01)01
and 0 < a < 1. Then, a non-redundant correlation D devoid of common infor-
mation has a perfect SNIR to C only if D has a perfect SNIR to Cy as well as a
perfect SNIR to C1; in particular, Ap C Ag, N Ac,.

Lemma 4. Suppose C = [ where Cy,Cy are two correlations
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2.5 Statistical SNIR

Perfectly secure SNIR can often be impossible even due to “uninteresting” rea-
sons; e.g. it is impossible to realize a common random bit with bias 1/3 using
unbiased common random bits with perfect correctness, however, this can be
realized with negligible error. As such it is important to extend our tools above
to handle the case of statistical security. A significant part of the technical effort
in this paper is directed towards this goal, as many of the several steps described
above require a careful analysis to be applicable to statistical security.

For statistical security in cryptographic protocols, one usually asks for errors
(in correctness and security) to be negligible in a security parameter k, while
the protocol’s complexity remains polynomial in k. A weaker security guarantee
often considered settles for a protocol family where for any polynomial p, there
is a protocol that achieves 1/p(k) error. Even weaker security guarantees are
considered in the information-theory literature: the error can be 1/p(k) for a
fixed polynomial p, or even any fixed function p such that p(k) — co as k — oc.
It is this weakest form of security — security with (merely) vanishing error — that
we shall rule out, thereby achieving a strong notion of impossibility. In this form,
there is no restriction on the complexity of the protocol itself — which, in the
case of a SNIR from D to C, corresponds to the number of samples from C used
by the protocol. That is, we seek to show that there is an error lower bound
e such that for any ¢ € N, D does not have a SNIR to C®* (the tensor power
notation indicating a correlation consisting of ¢ independent samples from C').

In deriving our technical results, we lower bound the error in a SNIR from
D to C, wherein only a single instance of C' is allowed. Then, for this lower
bound to be useful in the above sense, the error bound should be independent of
the dimensions of C' (but can depend on spectral properties that are invariant to
tensor powering). As such, we keep track of the errors in our necessary conditions
for a SNIR with an error € in the form of Op(€), where the upper bound notation
Op(-) hides constants that can depend on D (but not on C).

We briefly sketch the arguments we need for extending our results to statis-
tical SNIR.

— Firstly, the linear algebraic characterization of SNIR in (1) extends to the
setting with statistical error, with a tight characterization in terms of the
1-norm of the error matrices (Theorem 3).

— Next, we extend (2) to the statistical setting, in Lemma 6. Recall that this was
based on the non-redundancy of the correlation D; specifically, in the perfect
security case, we relied on the fact that if D = DT for a stochastic matrix T,
then T' = I. We show an analogous result that if D ~ DT, then T ~ I, in
terms of the 1-norm of the error matrices. The proof of this result (provided
in the full version [1]) relies on a purely linear-algebraic technical observation
which requires a careful application of Gaussian elimination.

— For the case of perfect security, we had argued that a SNIR for a non-redundant
correlation D must be deterministic. Clearly, this is not the case any more for
statistically secure SNIR, as a protocol can incur a small error by behav-
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ing arbitrarily with a small probability, and still remain secure. Nevertheless,
we show that every (possibly randomized) SNIR protocol can be “rounded”
to a deterministic protocol with an error of e getting amplified to Op(/e)
(Lemma 7). The following steps are shown for a deterministic protocol.

— A robust version of Lemma 2 is proven as Lemma 10. Among other things,
this requires a robust version of (5), which is proven as Lemma 8. Lemma 10
provides multiple error bounds in terms of the l-norm of various matrices
related to the error matrices (corresponding to 6 € {0, 1} in the lemma state-
ment). The reason for this is that we cannot afford to multiply the bounds
with quantities that relate to C; instead, the lemma gives bounds for matrix
expressions that incorporate C' in two different ways, as are required in the
subsequent proofs.

— Theorem 4 extends the spectral criterion Ap C Age: in Theorem 2 to the
case of statistical security. While all other extensions result in statements
that incorporate an error term, it is notable that the spectral criterion holds
exactly! The reason for this is that if Ap is not exactly contained in A ce:
for any t, then there must be an element in Ap that maintains a constant
gap from all of A g, irrespective of how large ¢’ is (Lemma 9). The proof of
Theorem 4 also requires carefully keeping track of the how errors propagate in
the spectral domain, using Lemma 10 mentioned above, as well as a technical
bound proven as Lemma 11.

— Theorem 5 extends the Mirroring Lemma (Lemma 3) to the case of statis-
tical security. For an e-SNIR, the statement here incurs an error of the form
Op(V€) /a2, where o denotes how close an element in A¢ can approach an
element in Ap without equaling it. Again, this proof relies on Lemma 10 and
Lemma 11.

— Lemma 12 extends Lemma 4 to the case of statistical security. If a correlation
D, devoid of common information, has an e-SNIR to C, then, by Lemma 12,
D has an SNIR to one of its component correlation with error Op(e). In
the full version [1], we will also show that D has an SNIR to each of its
component correlations, but with error scaled inversely with the probability
of the component. Lemma 12 is used in Theorem 6 to show that common
randomness does not aid in realizing SNIR; Theorem 7 uses this lemma to
show that no correlation is complete in the SNIR setting.

2.6 Applications

We demonstrate the utility of the toolset we built for analyzing SNIR via a few
fundamental examples.

Incompleteness in SNIR. Our first result addresses the question of complete-
ness in the SNIR model and answers it in negative Theorem 7. There exist no
finite correlation such that every target correlation has a statistical SNIR to pos-
sibly arbitrarily many copies of the correlation. This is in contrast with multiple
other models of secure computation with simple complete primitives. Specifically,
for interactive secure computation, all non-trivial correlations are complete (a
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trivial correlation is one in which the variables are independent conditioned
on common information); in the case of (non-secure) non-interactive reduction
(NIR), the complete correlations are exactly those which have non-zero common
information.

Our incompleteness result is a consequence of the ineffectiveness of common
information in SNIR. Lemma 12 shows that SNIR to a correlation C' implies SNIR
to one of its component correlations. A correlation D has no (non-secure) non-
interactive reduction to a correlation C' with strictly smaller maximal correlation;
this implies that, given any correlation C, we can always choose a correlation D
with a larger maximal correlation than all the component correlations of C.

Characterization of SNIR between Binary Symmetric Correlations. A
binary symmetric correlation with crossover probability p, denoted by BSC,, is
a symmetric Boolean correlation that corresponds to giving a uniform random
bit to Alice, and then giving the same bit to Bob with probability 1 — p and the
opposite bit with probability p. Consider a protocol in which, given k instances
of BSC,,, Alice and Bob each output the XOR of their %k bits. It is not hard to
show that this is in fact a (perfect) SNIR from BSC, to BSC,, where ¢ = px...xp
(k times) with the operator * defined by p*p’ = p(1—p’)+p’(1—p). Surprisingly,
these are the only values of ¢ for which there is a (possibly statistical) SNIR from
BSC, to BSC,. This result, which fully resolves the question of SNIR between
BSCs, follows directly from analyzing the spectra of the correlations of the form
BSC, and applying our spectral criterion for SNIRs.

Characterization of SNIR between Binary Erasure Correlations. BEC,
is a correlation which can be defined as picking a random bit for Alice, and
sampling Bob’s output based on it; here Bob gets an erasure symbol 1 with
probability p and the same bit as Alice got with probability 1 — p. Consider a
protocol in which, given k instances of BEC,, Alice outputs the XOR of all her
bits, and Bob outputs L if at least one of the symbols he received is | and
otherwise outputs the XOR of all the bits. This is a SNIR from BEC, to BEC,,
where 1 — ¢ = (1 — p)*. Again, surprisingly, these are the only values of ¢ for
which there is a (possibly statistical) SNIR from BEC, to BEC,. Again, this result
follows directly from our spectral criterion.

Necessary Conditions for SNIR between OLE Correlations. We demon-
strate the usefulness of spectral criterion by showing that it is impossible to
obtain SNIR between OLE correlations over finite fields with different character-
istics.

Application of Mirroring Lemma. We show that there is no statistical SNIR
from binary erasure correlation or oblivious transfer correlation (OT) (see (6))
to binary symmetric correlation. These results do not follow from the spectral
criterion, but can be based on the Mirroring Lemma. In this case, the source
correlation C' (BSC) has a certain symmetry (¥ = ®¢) whereas the target
correlation D (BEC and OT) have markedly different entries in ¥p and ®p;
this, we show, makes it impossible for a spectral protocol to satisfy the Mirroring
Lemma. Indeed, we provide a much more general implication of mirroring lemma
for symmetric sources in Lemma 13.
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We remark that our impossibility result rules out an error lower than a
positive constant, no matter how many copies of BSC are used. In contrast,
a quantitatively weaker result is implied by a known impossibility result for
One-Way Secure Computation [14].

We remark that independently, [23] also considered these problems regarding
SNIR between BSC and BEC correlations (using techniques tailored for these cor-
relations). They obtain the above three results, with two caveats: their definition
of a SNIR allowed only deterministic protocols, and required negligible security
error. While the first caveat can be removed using our result in Lemma 7, the
second one appears inherent to their techniques. We also remark that [23] also
shows that BSC does not have a SNIR to BEC, using techniques similar to those
in [14]; we have not obtained this result, as our approach relying on the mirroring
lemma seems to require a tedious analysis for this example. This example gives
a possible direction in which our toolkit could be expanded.

2.7 Future Directions

Our results and techniques suggest several exciting questions at the intersection
of cryptography, linear-algebra and complexity of functions. We mention a few
of these directions here.

1. As mentioned at the beginning, SNIR forms one part of a pair of ques-

tions about the feasibility of an (interactive) secure reduction from D to C. The
question we do not address here is the (non-cryptographic) question regarding
what correlations can be created as the views of two parties in an interaction.
This is a purely “communication” problem, that fits in with the rich literature of
communication complexity, which also studies the properties of communication
protocols, albeit the goals are very different.
Apart from this broad direction, our results open up some concrete questions.
Consider Alice sending a single bit to Bob, based (probabilistically) on her sam-
ple from the correlation C. The resulting view is described by the following cor-
relation, where ) encodes Alice’s communication strategy as a diagonal matrix
(with Q.. being the probability of sending 0 on receiving x):

QC 0
Vo]
How is the spectrum of this new correlation related to that of C, over all possi-
ble choices of Q7 If C' corresponds to a (possibly noisy) string-OT, where Bob
receives two strings (yo,y1) and Alice receives (b,ys), if Alice sends b to Bob,
then the maximal correlation greatly increases. However, if C is of the form C%*
it would appear that sending a single bit will have only limited effect on the
spectrum. Can this be quantified?

2. How “complex” can the spectrum of a correlation be, in terms of the
complexity of sampling from it, or computing the probabilities? In particular, if
a correlation is the tensor power of a smaller correlation, all the values in the
spectrum can be computed as monomials of a few variables.
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3. The correlation operator M essentially captures all the information about
a correlation M (other than the distribution of the common information). How-
ever, the spectrum of a correlation discards the orthogonal transformations ¥,
and ®); that are part of the singular value decomposition of the correlation
operator M. Can we obtain tighter criteria for SNIR based on them?

4. The correlation operator is a tool worthy of study on its own. We have
not explored some natural mathematical questions that would arise in such a
study.

— Which linear transformations correspond to valid correlation operators? In
particular, given a valid correlation operator, can it be altered — say, by trun-
cating the spectrum — to obtain the correlation operator of meaningfully “sim-
pler” correlations? (Truncating the spectrum to retain only the top singular
value yields the correlation operator corresponding to the product distribution
with the same marginal.)

— The correlation operator is quite symmetric in its definition (e.g., MT = M7 ).
While not as versatile as the correlation operator, asymmetric variants of it
does capture certain interesting details of a correlation. For instance, one can
define AA_/[DiMA;{(l_a) for any 0 < a < 1. We leave it to future work to
explore such variants.

5. Finally, there are information-theoretic problems on SNIR that we have
not explored. For instance, as pursued in [23], one may explore the exact constant
rate at which a SNIR between specific correlations is possible. Also, as pursued in
[22], one may consider the question of decidability (or even, efficient decidability)
of the existence of SNIR between such a pair of correlations.

3 Preliminaries

In this section, we set up the notation and make the necessary definitions and
formally define the notion of non-interactive secure reduction.

Notation. Throughout the paper, we only consider finite sets. Finite sets are
denoted as X', ), and so on; a random variable over set X" is denoted as X and a
member of X' is denoted as x. For convenience, we consider vectors with elements
indexed by elements x € X for a arbitrary set X'; hence it makes sense to define
an X dimensional column vector. For an X dimensional column (or row) vector
v, the entry at the position z is denoted by (v),. Similarly, for sets X and ),
consider an X x ) dimensional matrix H. The row of H indexed by x and the
column indexed by y are denoted as vectors (H), . and (H). ,, respectively, and
the element indexed by (x,y) is denoted as (H)Ly The transpose is denoted by
HT. Finally, |[H| denotes the absolute value of H, i.e., (|H|), ; = |(H), |, for
all i € [m] and j € [n]. We remove the parentheses whenever there is no scope
for confusion and the vector/matrix itself is subscripted; i.e., (v)_,(H)., and
(H)wy are simplified to v,, H. , and H, ,, respectively.

For n € N, an n dimensional column vector with all elements being 1 (resp. 0)
is denoted by 1™ (resp. 0™). For i € [n], £ denotes the n dimensional unit vector

x
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along the ‘direction i’. That is, (§7'); = 1 and (§}'); = 0 for all j # i. We drop
the superscript when there is no scope for confusion regarding the dimension
of the vector. n x n dimensional identity matrix is denoted I™*™ and the ‘zero
matrix’ (with all elements being 0) is denoted by 0™*™.

We write Op(€) to denote an upper bound of the form f(D) - ¢, for some
fixed non-negative function f.

Definition 1 (Norms). For a mxn dimensional matrix H, 1-norm of the matrix,
denoted by || H||, is the sum of the absolute value of all elements in H, i.e.,

IHI = > |Hiyl=am)THEL
(4.5)€lm] x[n]
3
The 2-norm of an n dimensional vector v is defined as ||v||2 = (Zie[n] 1;12) <
Definition 2. Let u and v be vectors of dimensions m and n, respectively.
Then,

where @ and © are the max(m,n) dimensional zero-paddings of vector w and v,
respectively. <

Definition 3. A matrix 7' with non-negative entries is said to be stochastic if
T1 = 1. A stochastic matrix in which every entry is either 0 or 1 is called a
deterministic stochastic matrix or simply a deterministic matrix. <

Definition 4. For an m x n dimensional matrix M, we define A; as the n xn
diagonal matrix, such that

A = ! <
(Anm )m {0 otherwise.

Probability. Let X be a random variable distributed over a domain X. Prob-
ability with which X takes on the value x € X is denoted by Px(z) or simply
as P(z), when the distribution is apparent. Given two random variables X, X’
over the same domain, we write SD (X, X’) to denote the statistical difference
(a.k.a. total variation distance) between the two, which is computed as

> [Px(z) = Pxo(x)]-
reEX

Throughout this paper, we would be interested in correlations, which are joint
distributions over a product of two sets. For finite sets X and Y, a X x Y
dimensional matrix H with non-negative entries is a joint distribution matrix or
simply a distribution matrix if

S Hyy=1.
Ty
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We write (X,Y) ~ H to imply that the random variables (X,Y") are distributed
according to the distribution law H; i.e., Pxy(z,y) = Hy, for all (z,y) €
X x Y. In the sequel, we will always refer to a pair of random variables by
its joint distribution matrix. We drop all-zero rows (and all-zero columns) from
joint distribution matrices, i.e., elements in X (and )) which occur with zero
probability are suppressed.

When we say Alice and Bob receive a correlation (X,Y’), we mean Alice
and Bob receive random variables X and Y respectively. The objective of non-
interactive secure reductions is for Alice and Bob to securely realize a desired
correlation among themselves using (potentially many copies) of the correlation
at hand without communicating with each other.

Some Correlations of Interest. Below, we define some correlations that are
extensively studied in information theory and cryptography which we use to
illustrate the implications of our main results.

For p € [0,1], the Binary Symmetric Correlation with crossover proba-
bility p over the alphabet {0,1} x {0,1}, and the symmetric Binary Erasure
Correlation with erasure probability p over the alphabet {0,1} x {0,1, L} are
given by the following probability distribution matrices, respectively.

)
1-p|-
2

1-p »p 1-p
BSCI,:{2 2] BECI,:{2
2 2

p 1l-p 0

V1SN S

The OLE correlation (for Oblivious Linear-function Evaluation) over a
finite field (or ring) F is the correlation OLEr over the domain F? x F? such that,
for all a,b,x,y € F,

F%?, ifa-b=x+y,

(OLEF) (4.2),(b) = {(l)

OLE correlation over Fs is alternately called the Oblivious Transfer correla-
tion or OT for short.

Tensor product. When G and H are X xY and X’ x )’ dimensional matrices,
tensor (Kronecker) product of G and H, denoted as G®H is an (X' xX')x (Y xY’)
dimensional matrix such that, for all (z,z') € X x X’ and (y,y') € Y x V',

(C:@]?) )ZZny-EQQy.

G ® H is essentially the product distribution of G and H, i.e., independent draws
from distributions G and H. We will use the following well known result about
Kronecker product [19].

Claim 1. For matrices G,H and t € N, (GH)®' = G®'H®".

(6)

otherwise.

(z2'),(y,y’

4 Definitions

We define the notion of secure non-interactive reduction (SNIR) in this section.
Non-interactive reduction of a distribution to another without the security guar-
antee called non-interactive reduction (NIR) is well studied. We formally define
NIR and discuss some of its properties before defining SNIR.
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Definition 5. Let C' and D be correlations over X x Y and R X S, respectively.
For any € > 0, an e-non-interactive reduction (e-NIR) from D to C is a pair of
probabilistic algorithms 2 : X — R and B : Y — S such that, when (X,Y) ~ C
and (R, S) ~ D,

SD ((A(X),B(Y)), (R, 5)) < e. (7)
0-NIR is alternatively called a perfect NIR. <

Definition 6. Let C' and D be correlations over X x ) and R x S, respectively.
D is said to have a statistical NIR to C if for all € > 0, there exists a sufficiently
large n for which, D has an e-NIR to C®™. <

Definition 7. Let C' and D be correlations over X x Y and R X S, respectively.
For any € > 0, a e-secure non-interactive reduction (e-SNIR) from D to C is a
pair of probabilistic algorithms 2[ : X — R and 8 : ) — S such that, when
(X,Y) ~ C and (R, S) ~ D, in addition to condition (7), the following security
conditions hold.

There exist a pair of probabilistic algorithms, Simg4 : R — X and Simp :
S — Y such that,

SD (<X7%(Y))7(SimA<R)7S)> < (8)
SD ((2(X),Y), (R,Simp(S5))) < e (9)
0-SNIR is alternatively called a perfect SNIR. <

Definition 8. Let C and D be distributions over X x ) and R x S, respectively.
D is said to have a statistical SNIR to C' if for all € > 0, there exists a sufficiently
large n for which, D has an eSNIR to C®". <

We begin with a linear algebraic characterization of secure non-interactive
reductions (SNIR). The following theorem is proved in the full version [1].

Theorem 3. Let € > 0, and let C and D be correlations over X XY and R X S,
respectively. D has a e-SNIR to C if and only if there exist stochastic matrices
A, B, U, and V of dimensions X Xx R, Y xS, R x X, and S x Y, respectively,
such that

ATCB=D+FE ATC =DV +E4 CB=UTD+Ep,

where E, E4, and Ep are matrices of dimensions R xS, R x Y, and X x S,
respectively, such that | E||, |Eall, |Es| < e.

Going forward, given distribution matrices C' and D of dimensions m¢ X n¢
and mp X np, respectively, and stochastic matrices A and B of dimensions
me X mp and ne X np, respectively; we say that (A, B) is a e-SNIR of D to C
if the conditions in Theorem 3 are satisfied for some stochastic matrices U and
V of dimensions mp X m¢c and np X ng, respectively.
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5 Basic Properties of SNIR

In this section, we will establish some fundamental properties of SNIR that will
be crucially used in arriving at the main results in the paper. In Lemma 5,
we show that it is sufficient to study SNIR between correlations in which there
are no redundant symbols (see Definition 9) in Alice’s or Bob’s side. Lemma 6
establishes a relation between SNIR protocols and their simulators (used for
proving the security conditions) of a secure reduction. This relation is later used
in Lemma 7 to show that protocols inducing SNIR are necessarily deterministic.
This allows us to focus on SNIR with deterministic protocols in the sequel. Fi-
nally, the main result of this section characterizes the simulators (U and V') for
a secure reduction in terms of the protocols (respectively, A and B).
We formally define redundant correlations and the core of a correlation.

Definition 9. A distribution matrix H over X x ) is said to be redundant if
there exist distinct z,2’ € X and a € R>¢ such that H,. = « - H,/ . or there
exist y,y’ € Y and B € R>q such that H., = - H. ;. <

By this definition, both the marginal distributions of a non-redundant dis-
tribution have full support since an all zero column (or row) is trivially a scalar
multiple of any other column (or row).

Consider a (potentially redundant) distribution matrix H over X x ). Con-
sider the partition X7,..., X, and Yq,...,), of X and ), respectively, such
that z,2’ € A; (resp. y,y' € Y;) if and only H,. and H, . (resp. H., and
H. /) are non-zero scalar multiples of each other. Additionally, we include all
zero columns and rows in X; and ), respectively. The distribution over such a
partition induced by H is called the core of the distribution H. Formally, the
non-redundant core of H, denoted by Hcye, is the m x n dimensional matrix
such that, for all ¢ € [m] and j € [n],

(Hcore)i’j = Z Z Hz,y-

zeX; yeY;

It is easy to verify that the core of any distribution is non-redundant and unique
up to relabelling.
Lemma 5, Lemma 6 and Lemma 7 are formally proved in the full version [1].

Lemma 5. Consider distributions C' and D over X x) and R xS, respectively.
For any e > 0, D has an €-SNIR to C if and only if Dcore has an e-SNIR to Ceope-

Lemma 6. Let C be a meo X ng dimensional distribution matriz and D be
a mp X np dimensional non-redundant distribution matriz. For any € > 0, if
stochastic matrices A, B,U,V are such that

|ATCB-D| <e |JATC-DV|<e |CB-UTD|<¢,

then ||[VB —I|| < Op(e) and |[UA - I|| < Op(e).



20 P. Agarwal et al.

Lemma 7. Let C and D be non-redundant distribution matrices of dimensions
me X ng and mp X np, respectively. For any € > 0, if there ewist stochastic
matrices A, B,U and V such that

JATCB-D|<e |ATC-DV|<e [CB-UD|<e
then there exist deterministic stochastic matrices A, B such that,
|ATCB - D|| < Op(ve) [ATC ~DV| < Op(ve) OB ~UTD| < Op(Ve).

The following is the main result of this section that characterizes the simu-
lators for a secure reduction in terms of the protocols.

Lemma 8. Let C and D be non-redundant distribution matrices of dimensions
me X ng and mp X np, respectively. For any € > 0, if there exist deterministic
stochastic matrices A and B, and stochastic matrices U and V such that

|ATCB—D|<e ||[ATC—-DV|<e |[CB-UTD| <e,
then,
|V — AL'BTA¢| < Op(e) U - AL ATAG+| < Op(e).

Proof: For i € [n¢], define j € [np] as the unique index (since B is determinis-
tic) such that B; j» = 1. Define row vectors ¢ = 17C and d = 17D of dimensions
nc and np, respectively. It can be verified that for all ¢ € [n¢], for all j # jF,
(ABlBTAc) =0, and (ABIBTAc)jm = ch . Hence, for each i € [n¢],

7,
3 ‘ (Ap'BTAC), V| = dc— Va3 Vi (10)
j€lnp] Ji i#3;

Let ATC' — DV = E; by our assumption, ||E|| < e. Define nc dimensional row
vector e = 1TE. Since A is a stochastic matrix, 1TAT = 17. Consequently,

np
e=1TE=1TATC - 17DV =c— > d;V;.

j=1

Hence, for all i € n¢,

¢ —dj:Vi;i=ei+ Y d;Vji

737

Since D is non-redundant all entries of d are non zero. Hence, for all i € [n¢],

1
"I T min d; leil + Vi

. J S
j€[np] J#3;
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Using this, along with (10), we get,

|ap' B AC-VI= 3 > [(ABTAC-V),,

i€[nc] j€[np]

Jyi

\ez 1
< Vii |1+ ——-
= Z d; Z + min _d;
i€[nc] Je[nD] J7#3} Jj€lnp]
< min d et Z Z Vi
j€inp] i€[nc] 5#5]

In the last inequality, we used 1 < m, and since [[E|| <€, 3¢,

To bound the sum in the RHS, we proceed as follows. Since each row i € [n¢]
of B has a unique non-zero entry (1 in the column j}),

2. VB)y= 3 D VisBiy= 3 > VieBuy= ) Vis

j€[np] j€[npli€[nc] i€[nc] j€[np] i€[nc]

|e¢\ S €.

By Lemma 6, ||[VB — I|| = Op(¢). Furthermore, since V is stochastic matrix
with np rows, all entries of V' add up to np. Hence,

Op(e)> > (I-VB);,=np— Y (VB);;=np— Y Vi

j€np] j€[np] i€[nc]
=2 2 Ve 2 Via= >0 2 Vi
i€[nc] j€[np]| i€[nc) i1€[nc] .776.7:
This concludes the proof. O

6 Spectral Protocols

The properties of SNIR that were established in the previous section are used in
this section to analyze the protocols in the so called spectral domain. We then
show that these spectral protocols reveal more of the underlying structures in
secure reductions that are not obvious when we analyze the protocols themselves.
The properties of secure reductions revealed by analyzing the secure reductions
in the spectral domain tend to be robust, in that, they easily extend to the
statistical case. First, we make the following definitions.

Definition 10 (Spectrum of a Correlation). For any distribution matrix M of
dimension m x n, define®

M= A&,J: M A

8 Recall that we use the convention that a distribution matrix does not have an all-0
row or column, and hence the diagonal matrices At and A s have strictly positive
entries in their diagonals.
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Further define X),, ¥, and @, to be given by a canonical singular value
decomposition of M, so that 3, is an m x n dimensional non-negative diagonal
matrix with the diagonal sorted in descending order, ¥, and ®,, are unitary
matrices of dimensions m x m and n X n, respectively, and

M=WT5,®,.

The multi-set of non-zero singular values of M is called the spectrum of M, and
is denoted by Aj;. <

We now describe the spectrum of the correlations of interest in this paper.

1-p p
Binary Symmetric Correlation. For 0 < p < %, BSC, = { 2 ﬁp]

2

[S]S]

—
—

11
1 0 NG NGNS
EBSCP{01_2] Tpse, = [V V3 Ppsc, = | 4° Vil (A1)
D VZ 2 VZ 2

e O
—_

q
Binary Erasure Correlation. For 0 < p < 1, when ¢ = 1—p, BEC,, = {

o
[SJSTSTS]

100 11 Vi VP Vi
Ygec, {0\@0} Weec, l‘@ﬂ Ppec, \/g 0 _\/g . (12)
/5 2
VE VT VE
[1010]
. . . 1 (1001
Oblivious Transfer Correlation OT = s o110
10101]
10 00 i 3 % 1 1111
0L 00 0 =tL 0 EIN O |
Sor={0% 1ol ¥or=|o0 7 L ®or= |27 27| (13)
vz 2o R
0000 3 3 3 3 33 37 3

In the full version [1], we will show that the spectrum of the OLE correlation

over a finite field F consists of only the values 1 and
\/W

Definition 11 (Spectral Image of SNIR). Given correlations C' € R™¢*"¢ and

D e R™P>*">, and a SNIR from D to C' given by (A B), where A € Rmexmp

and B € R"¢*"0  we define its spectral image (A, B) (where A € R™mc*mp and

B € Rroxnp) by

A=V AL AN P®T,  B=d:ABA, &I, q
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Note that above, for brevity we have suppressed C' and D in the notation
for A and B, as they will be evident from context. Before turning to our main
results, below we summarize a few properties of the spectrum of a correlation
(see the full version [1] for the proof).

Lemma 9. Let M be a distribution matriz of dimension m X n. Then,

(i) Elements of Ay lie in the range (0,1], and max(Ays) = 1. Furthermore,
if M has no common information, then the second largest element of Ay
is strictly less than 1.

(1) For all ¢ € N, Ajree C Aoty -
(i1i) For all A € (0,1), there exists 5 > 0 such that for all ¢ € N and for all
o € Ao, either A\ =0 or |\ —o| > 5.

Our goal in this section is to prove robust versions of the Spectral Criterion
(Theorem 2) and the Mirroring Lemma (Lemma 3) as Theorem 4 and Theorem 5,
respectively. Before proving those theorems, we state the following lemmas that
are crucially used in the proofs of the theorems. The lemmas are formally proved
in the full version [1].

The first lemma is the statistical equivalent of the results in Lemma 2 for
perfect SNIR.

Lemma 10. Suppose a non-redundant correlation D € R™P*"D has a deter-
ministic e-SNIR (A, B) to a correlation C € R™c*"¢ | for ¢ > 0. Then,

(i). There exist matrices Ey, Ey such that ||E1|| = Op(e) and ||Es|| = Op(e),
and
ATA=[moXmp 4 B BTR=["X"0 | [,

(i1). There exist matrices E,EA,EB such that
ATSeB=%p+E, ATSc=3pB'+FEs, B'SL=3LAT 4 Ep,
where ||E|| = Op(€), and for all 6 € {0,1},
|EA(SEEc) SEA| = Op(9), |EA(SEE0) Bl = Op(e).
|E5(Sc=E) SeB| = Op(e), | Es(ScET)" Al = Op(e).
Next is a technical lemma that will be needed in both the proofs.

Lemma 11. Suppose a non-redundant correlation D € R™P*"D has a deter-
ministic e-SNIR (A, B) to a correlation C € R™¢*"C for ¢ > 0. Then, for all
1€ [mD},

H (ECETC —(Zp3]),, - I) A

— 0p(vd).

2
Similarly, for i € [np],

” (2520 o (ETDED)z‘,i ' I) éz = OD(\/E) .

2
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6.1 Spectral Criterion

Theorem 4. A non-redundant correlation D has a statistically secure SNIR to
C only if, there exists { € N such that Ap C Agse.

Proof: For all € > 0, there exist a large enough ¢, and deterministic matrices A
and B and stochastic matrices U and V such that,

|ATC®* B — D|| <, |ATC®Y — DV || < e, [C¥‘B—-UTD| <e. (14)

If Ap € Acs: for all ¢ € N, by Lemma 9 (ii), there exists ¢ € [min(mp,np)]
such that for all ¢, (¥p); ; € Ace:. Then, by Lemma 9 (iii), there exists 5 > 0
such that for all ¢ € N and all A € Ager, [(2¥p);; — A| > B. Hence, when

a=A4.,
al- (E%f(zgfﬁ ~(2p3]),, -1)2 a>pYaT - a). (15)
But, (14) and Lemma 11 imply that
al- (E%E(z}?fﬁ —(2p3]),. -1)2 a=0p(e). (16)

By (i) in Lemma 10, a™ - @ = 1 — Op(e). This along with (15) and (16) imply
that 3* = Op(e). However, this yields a contradiction (since 8 > 0 is a constant
while e can be arbitrarily small), proving the theorem. O

6.2 Mirroring Lemma

Theorem 5. Suppose a non-redundant correlation D € R™P*"D has a deter-
ministic e-SNIR (A, B) to a correlation C € R™¢*"C for ¢ > 0. Then, for
i € min(mp,np) such that (Xp),, >0,

15 (2.5 B.:)lle = 225,

where

@ = min ) (25 .

j:(Ec)j,j#zD)i,i‘( )y~ (E)il
Proof: By Lemma 10, we have matrix F4 such that
A\TEC = EDET + EA'A7

where [|[EaSTA|l = Op(e) and |EaB| = Op(e). Fix i € min(mp,np) such
that (Xp);; > 0, and define \; = (Xp), ;. Since (§;)TXp = Xi(§;)T, denoting
E.,i and El by a and b, respectively,

(&)TATEc — (6)TSpB=a"Se — A\bT = (&) Ea. (17)
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Post-multiplying the above equation by the transpose of the LHS, we get,
(ZLa—\ib)T- (BLa— Aib) = (&)TEaXla — (&) Ea\b. (18)
But,

(&)TEASla — (§)TEAND = (6)TEaSLAE + (&) EaBE
- (EAZ}TC/T)M n (EAE)M < |EAXLA| + |EsB| = Ople) .
The above bound implies that, (18) can be written as,
(ZLa—\b)T-(ELa— \b) = Op(e). (19)
Define the set S C [m¢] and the m¢ dimensional vector als as follows.
(a); fj€S,

S={j €[mc]: (Zc);; =Ai}, and (als); = {0 otherwise.

Let X be a m¢ X ne dimensional matrix such that,

(), = 1if 4 = j € [min(me, ne)l,
“ ] 0 otherwise.

Define a™ = a™X and (a|s)T = (a|s)TX. We have (a|s)T(Z¢c — N X) = 0 since
(a|S)J =0 if (EJC')JL7 # )\1 Hence,

Ao =Xa"TX+a" (B - NE) =X aT+ (aT — (als)T)(Ze — ).
By Lemma 11, since (als)T (B2l — A21) =0,
(0 als) (Se=F — N1) (SoSh - V1) (a— als) = a7 (ScS% V1)’ a
@ Op(e).
Forall j ¢ S, |(§JC§JE~)M —A2| > a*. That is, for all j such that (a — als); # 0,

[(BeXF),; — A7l = . Since a > 0 by definition,

Op(e) = (a—als)"- (ZcEL = M) (a—als) > a* - (a—als)T- (a—als)

Op(e) Op(ve)

= (a—als)T-(a—als) = 2 a2

= |la —als|l2 =

Y c—A\; 2 is amxn dimensional matrix with zero as non-diagonal entries and the
absolute value of each diagonal entry is at most 1. This follows from Lemma 9,
which established that each diagonal entry is at most 1. Hence,

OD(\/E).

a2

[(Ze = Xi2)T(a - als)2 < 2lla - als]lz =
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For brevity, denote (X¢ — A\;X)T(a — als) by v. Then, by (19),
Op(e) = (BLa—A\b)T- (Xla —\ib) = (Ai(@—b)+v)T- (\i(a—b) +v)
> A (a—b)T-(a—b)+2\vT-(a—b).
Using Cauchy’s inequality,

. . R 0] € .
N (@B - (@~ b) < Op(e) + 2ol &~ bl < Op(e) + 22 ja—
By definition of a, ||a||2 = ||a|2- By the statement (i) of Lemma 10, a™ - a =
1—0Op(e) and bT-b =1—Op(e). Hence ||a — b||2 is upper bounded by 2. Using

this bound,

This concludes the proof. O

7 Common Information and SNIR

In this section, we study the role of common information in SNIR and establish
that it does not aid in secure reductions. Intuition suggests that the common
information available to both parties cannot be exploited to achieve SNIR. Specif-
ically, having access to common randomness does not aid in SNIR; this is shown
in the following theorem.

1
50
0]
If a non-redundant correlation D without common information has a statistical
SNIR to Cy, ® Cy for a correlation Cy, then D also has a statistical SNIR to Cj.

In the full version [1], we state and prove a robust variant of Lemma 4, which
shows that if a correlation D devoid of common information has an e-SNIR to
C, then it has a SNIR to each of its component distribution with error that
depends inversely on the probability of the component. But when the reduction
use arbitrarily large number of copies of common random bits, this dependence
makes the lemma ineffective in proving the theorem. However, the following
lemma (also proven in the full version [1]) implies that if D has an e-SNIR to
C®! then it has a Op(€)-SNIR to C* proving the theorem.

Theorem 6. Let C, be 1-bit common randomness correlation; i.e., C, =

Lemma 12. Consider a non-redundant correlation D € R™P>™D with zero com-

mon information. For correlations C1,...,Cy and positive numbers aq, ..., qx
such that oy + ...+ o =1, let
04101 0 0 ... 0
0 04202 0 ... 0

C=1| : c . (20)

0 0 Oaka
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If D has an e-SNIR to C, then for some 1 <i <k, D has a Op(e)-SNIR to C;.

8 Applications

In this section, we demonstrate the use of the results above in studying SNIR
between various interesting classes of correlations.

Our first result shows that no finite correlation is complete for SNIR even
when Alice and Bob share common information.

Theorem 7. [Incompleteness] For any correlation C, there exists a correla-
tion D such that D does not have a statistical SNIR to C.

Proof: We shall set D to be BSC,, for an appropriately chosen p.

For correlations C1, ..., Cy without common information and positive con-
stants aq, . . ., ak, suppose C' can be represented as in (20). By Lemma 12, D has
a e-SNIR to C®* only if it has a Op(€)-SNIR to one of its component correlations;
specifically, by Lemma 12, D has a Op(e)-SNIR to C,, ® C,, ® ... ® C,, for
some (ay,...,a;) € [k]’. This, trivially, implies that D has a Op(e)-SNIR to C’SM,
where Cyp = C1 ® C5 ® ... ® Ck. Thus, D has a statistical SNIR to Cy if it has
a statistical SNIR to C. Choose 0 < p < % such that 1 — 2p > max(Ac¢,); by

Lemma 9 (i), such a p exists since C1,...,Cy have no common information. By
(11), Agsc, = {1,1 — 2p}; hence, by Theorem 4, BSC, has no statistical SNIR
to Cp and hence to C'; this proves the theorem. O

8.1 Applications of the Spectral Criterion

The spectral criterion in Theorem 4 can be used to analyze self-reductions of
binary symmetric, binary erasure and OLE correlations.

The first couple of results characterize self-reductions of binary symmetric
correlations and binary erasure correlations. Define the operator * such that for
p.q €10,1],

pxq=p(—q)+q(l-p).
Naturally, for all k¥ € N, we can extend this notion to define p** as p*xpx*...xp
(k times). We prove the following two theorems in the full version [1].

Theorem 8. For p,q € (0,3), BSC, has a statistical SNIR to BSC,, if and only
if ¢ = p** for some £ € N.

The necessity of the condition is shown using the spectral criterion. As ob-
served in (11), Agsc, = {1, (1—2p)}. Hence, by Theorem 4, BSC, has a statistical
SNIR to BSC,, only if (1 — 2¢) = (1 — 2p)* for some ¢ € N. Necessity of the con-
dition now follows from the fact that if (1 — 2¢) = (1 — 2p)* then ¢ = p**.
The protocol for SNIR of BSC,,. to BSCE,M described in Section 2.6 shows the
sufficiency of the condition.

Theorem 9. For p,q € (0,1), BEC, has a statistical SNIR to BEC,, if and only
if 1 —q=(1—p)* for some £ € N.
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The proof is similar to that of the previous theorem. As observed in (12),
Agec, = {1,/ —p}. Necessity of the condition follows from the fact that if
VI—q = vT—¢ then ¢ = p’. The protocol for SNIR of BEC, to BEC*
described in Section 2.6 shows the sufficiency of the condition.

Next, we show a necessary condition for self-reductions between OLE corre-
lations over finite fields.

Theorem 10. OLEg has a statistical SNIR to OLEg: only if both F and F’ have
the same characteristic.

In the full version [1], we will show that the spectrum of the OLE correlation
over a finite field F consists exclusively of the values 1 and 1/+/[F|. Now, recall
that |F| = p* for some prime p and k € N, where p is the characteristic of the
field. Hence, the only values in the spectrum of OLE?Z, for a characteristic-p
field F, are of the form pt/? for integers t. Hence, together with Theorem 4, this
implies Theorem 10.

8.2 Applications of the Mirroring Lemma

In this section, we employ the mirroring lemma in Theorem 5 to argue impos-
sibility of SNIR which cannot be inferred using only the spectral criterion. To
this end, we derive a strong necessary condition for statistical SNIR to correla-
tions with uniform marginals and positive semi-definite distribution matrices. A
formal proof of the lemma is given in the full version [1].

Lemma 13. Let C be a correlation with uniform marginals and ¥ = ®¢. A
non-redundant distribution D over mp X np has a statistical SNIR to C only if,
there exist partitions S;USaU...US; = [mp| and Ty UToU...UT; = [np] such
that

> (D1), =Y (D™1),, forall k € [1],
1€SE €Ty,
and, for each j € [min(mp,np)] such that (£p); ; >0,
(aprwl) =(Aay @) foralkellic S, €T
,J i,

As a direct consequence of this result, BEC does not have statistical SNIR
to BSC. In the case of perfect SNIR, this impossibility is trivial to see: it is
impossible to arrange for Bob to output only 0 or |, whenever Alice outputs 0
(perfect correctness).

Theorem 11. For all values p,q € (0,1), BEC, has no statistical SNIR to BSC,,.

Proof: We observe that, for all 0 < p < 1, BSC,, has uniform marginal and, as
described in (11), ¥gsc, = Ppsc, - Furthermore, for 0 < ¢ < 1, it can be verified
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using (12) that

1—q
_1/5 1 —1/s
(ABE/c; ‘I’EECQ)_ = [_1] (ABECq q)EECq)‘ = 0

)2 2

Impossibility follows directly from Lemma 13 as (¥p), , = v/1 — ¢ > 0 as given
in (12). 0
Theorem 12. OT has no statistical SNIR to BSC,, for any 0 < p < %

Proof: Inspecting (13), (Xot)y, = —5 > 0 and

V2
0 -1
1 -2 1 1
(AO‘{'ZT ‘I’(T)T).72 = \/g (Ao42 ‘I’(TJT).72 =1
0 -1
Impossibility follows directly from Lemma 13. (]
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