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Abstract. Lattice-based algorithms in cryptanalysis often search for a
target vector satisfying integer linear constraints as a shortest or closest
vector in some lattice. In this work, we observe that these formulations
may discard non-linear information from the underlying application that
can be used to distinguish the target vector even when it is far from being
uniquely close or short.
We formalize lattice problems augmented with a predicate distinguishing
a target vector and give algorithms for solving instances of these prob-
lems. We apply our techniques to lattice-based approaches for solving
the Hidden Number Problem, a popular technique for recovering secret
DSA or ECDSA keys in side-channel attacks, and demonstrate that our
algorithms succeed in recovering the signing key for instances that were
previously believed to be unsolvable using lattice approaches. We carried
out extensive experiments using our estimation and solving framework,
which we also make available with this work.

1 Introduction

Lattice reduction algorithms [51, 70, 71, 34, 59] have found numerous applications
in cryptanalysis. These include several general families of cryptanalytic appli-
cations including factoring RSA keys with partial information about the secret
key via Coppersmith’s method [26, 62], the (side-channel) analysis of lattice-
based schemes [55, 8, 42, 4, 27], and breaking (EC)DSA and Diffie-Hellman via
side-channel attacks using the Hidden Number Problem.

In the usual statement of the Hidden Number Problem (HNP) [21], the
adversary learns some most significant bits of random multiples of a secret integer
modulo some known integer. This information can be written as integer-linear
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constraints on the secret. The problem can then be formulated as a variant of the
Closest Vector Problem (CVP) known as Bounded Distance Decoding (BDD),
which asks one to find a uniquely closest vector in a lattice to some target point
t. A sufficiently strong lattice reduction will find this uniquely close vector, which
can then be used to recover the secret.

The requirement of uniqueness constrains the instances that can be successfully
solved with this approach. In short, a fixed instance of the problem is not expected
to be solvable when few samples are known, since there are expected to be many
spurious lattice points closer to the target than the desired solution. As the
number of samples is increased, the expected distance between the target and
the lattice shrinks relative to the normalized volume of the lattice, and at some
point the problem is expected to become solvable. For some choices of input
parameters, however, the problem may be infeasible to solve using these methods
if the attacker cannot compute a sufficiently reduced lattice basis to find this
solution; if the number of spurious non-solution vectors in the lattice does not
decrease fast enough to yield a unique solution; or if simply too few samples
can be obtained. In the context of the Hidden Number Problem, the expected
infeasibility of lattice-based algorithms for certain parameters has been referred
to as the “lattice barrier” in numerous works [12, 30, 77, 73, 64].

Nevertheless, the initial cryptanalytic problem may remain well defined even
when the gap between the lattice and the target is not small enough to expect a
unique closest vector. This is because formulating a problem as a HNP instance
omits information: the cryptanalytic applications typically imply non-linear
constraints that restrict the solution, often to a unique value. For example, in
the most common application of the HNP to side-channel attacks, breaking
ECDSA from known nonce bits [18, 43], the desired solution corresponds to the
discrete logarithm of a public value that the attacker knows. We may consider
such additional non-linear constraints as a predicate h(·) that evaluates to true
on the unique secret and false elsewhere. Thus, we may reformulate the search
problem as a BDD with predicate problem: find a vector v in the lattice within
some radius R to the target t such that f(v − t) := h(g(v − t)) returns true,
where g(·) is a function extracting a candidate secret s from the vector v − t.

Contributions. In this work, we define the BDD with predicate problem and
give algorithms to solve it. To illustrate the performance of our algorithms, we
apply them to the Hidden Number Problem lattices arising from side-channel
attacks recovering ECDSA keys from known nonce bits.

In more detail, in Section 3, we give a simple refinement of the analysis of the
“lattice barrier” and show how this extends the range of parameters that can be
solved in practice.

In Section 4 we define the Bounded Distance Decoding with predicate
(BDDα,f(·)) and the unique Shortest Vector with predicate (uSVPf(·)) prob-
lems and mention how Kannan’s embedding enables us to solve the former via
the latter.



We then give two algorithms for solving the unique Shortest Vector with
predicate problem in Section 5. One is based on lattice-point enumeration and in
principle supports any normR of the target vector. This algorithm exploits the fact
that enumeration is exhaustive search inside a given radius. Our other algorithm
is based on lattice sieving and is expected to succeed when R ≤

√
4/3 · gh(Λ)

where gh(Λ) is the expected norm of a shortest vector in a lattice Λ under the
Gaussian heuristic (see below).3 This algorithm makes use of the fact that a
sieve produces a database of short vectors in the lattice, not just a single shortest
vector. Thus, the key observation exploited by all our algorithms is that efficient
SVP solvers are expected to consider every vector of the lattice within some
radius R. Augmenting these algorithms with an additional predicate check then

follows naturally. In both algorithms the predicate is checked (R/ gh(Λ))
d+o(d)

times, where d is the dimension of the lattice, which is asymptotically smaller
than the cost of the original algorithms.

In Section 6, we experimentally demonstrate the performance of our algorithms
in the context of ECDSA signatures with partial information about nonce bits.
Here, although the lattice-based HNP algorithm has been a well-appreciated tool
in the side-channel cryptanalysis community for two decades [63, 53, 17, 68, 69,
61, 78, 44, 24], we show how our techniques allow us to achieve previous records
with fewer samples, bring problem instances previously believed to be intractable
into feasible range, maximize the algorithm’s success probability when only a
fixed number of samples are available, increase the algorithm’s success probability
in the presence of noisy data, and give new tradeoffs between computation time
and sample collection. We also present experimental evidence of our techniques’
ability to solve instances given fewer samples than required by the information
theoretic limit for lattice approaches. This is enabled by our predicate uniquely
determining the secret.

Our experimental results are obtained using a Sage [72]/Python framework
for cost-estimating and solving uSVP instances (with predicate). This framework
is available at [7] and attached to the electronic version of this work. We expect
it to have applications beyond this work.

Related work. There are two main algorithmic approaches to solving the
Hidden Number Problem in the cryptanalytic literature. In this work, we focus
on lattice-based approaches to solving this problem. An alternative approach, a
Fourier analysis-based algorithm due to Bleichenbacher [18], has generally been
considered to be more robust to errors, and able to solve HNP instances with
fewer bits known, but at the cost of requiring orders of magnitude more samples
and a much higher computational cost [30, 12, 73, 13]. Our work can be viewed as
extending the applicability of lattice-based HNP algorithms well into parameters
believed to be only tractable to Bleichenbacher’s algorithm, thus showing how

3 We note that this technique conflicts with “dimensions for free” [32, 5] and thus the
expected performance improvement when arbitrarily many samples are available is
smaller compared to state-of-the-art sieving (see Section 5.3 for details).



these instances can be solved using far fewer samples and less computational time
in practice (see Table 3), while gracefully handling input errors (see Figure 6).

In particular, our work can be considered a systematization, formalization,
and generalization of folklore (and often ad hoc) techniques in the literature on
lattice-reduction aided side-channel attacks such as examining the entire reduced
basis to find the target vector [22, 44] or the technique briefly mentioned in [17]
of examining candidates after each “tour” of BKZ (BKZ is described below).4

More generally, our work can be seen as a continuation of a line of recent
works that “open up” SVP oracles, i.e. that forgo treating (approximate) SVP
solvers as black boxes inside algorithms. In particular, a series of recent works
have taken advantage of the exponentially many vectors produced by a sieve:
in [10] the authors use the exponentially many vectors to cost the so-called
“dual attack” on LWE [67]; in [32, 50, 5] the authors exploit the same property
to improve sieving algorithms and block-wise lattice reduction; and in [31] the
authors use this fact to compute approximate Voronoi cells.

Our work may also be viewed in line with [27], which augments a BDD
solver for LWE with “hints” by transforming the input lattice. While these
hints must be linear(izable) (with noise), the authors demonstrate the utility
of integrating such hints to reduce the cost of finding a solution. On the one
hand, our approach allows us to incorporate arbitrary, non-linear hints, as long
as these can be expressed as an efficiently computable predicate; this makes
our approach more powerful. On the other hand, the scenarios in which our
techniques can be applied are much more restricted than [27]. In particular, [27]
works for any lattice reduction algorithm and, specifically, for block-wise lattice
reduction. Our work, in contrast, does not naturally extend to this setting; this
makes our approach less powerful in comparison. We discuss this in Section 5.4.

2 Preliminaries

We denote the logarithm with base two by log(·). We start indexing at zero.

2.1 Lattices

A lattice Λ is a discrete subgroup of Rd. When the rows b0, . . . , bd−1 of B
are linearly independent we refer to it as the basis of the lattice Λ(B) =
{
∑
vi · bi | vi ∈ Z}, i.e. we consider row-representations for matrices in this work.
The algorithms considered in this work make use of orthogonal projections πi :

Rd 7→ span (b0, . . . , bi−1)
⊥

for i = 0, . . . , d− 1. In particular π0(·) is the identity.
The Gram–Schmidt orthogonalization (GSO) of B is B∗ = (b∗0, . . . , b

∗
d−1), where

the Gram–Schmidt vector b∗i is πi(bi). Then b∗0 = b0 and b∗i = bi −
∑i−1
j=0 µi,j ·

b∗j for i = 1, . . . , d− 1 and µi,j =
〈bi,b

∗
j 〉

〈b∗j ,b∗j 〉
. Norms in this work are Euclidean and

4 For the purposes of this work, the CVP technique used in [17] is not entirely clear
from the account given there. We confirmed with the authors that is the analogous
strategy to their SVP approach: CVP enumeration interleaved with tours of BKZ.



denoted ‖ · ‖. We write λi(Λ) for the radius of the smallest ball centred at the
origin containing at least i linearly independent lattice vectors, e.g. λ1(Λ) is the
norm of a shortest vector in Λ.

The Gaussian heuristic predicts that the number |Λ ∩ B| of lattice points
inside a measurable body B ⊂ Rn is approximately equal to Vol(B)/Vol(Λ).
Applied to Euclidean d-balls, it leads to the following prediction of the length of
a shortest non-zero vector in a lattice.

Definition 1 (Gaussian heuristic). We denote by gh(Λ) the expected first
minimum of a lattice Λ according to the Gaussian heuristic. For a full rank lattice
Λ ⊂ Rd, it is given by:

gh(Λ) =

(
Vol(Λ)

Vol(Bd(1))

)1/d

=
Γ
(
1 + d

2

)1/d
√
π

·Vol(Λ)
1/d ≈

√
d

2πe
·Vol(Λ)

1/d

where Bd(R) denotes the d-dimensional Euclidean ball with radius R.

2.2 Hard problems

A central hard problem on lattices is to find a shortest vector in a lattice.

Definition 2 (Shortest Vector Problem (SVP)). Given a lattice basis B,
find a shortest non-zero vector in Λ(B).

In many applications, we are interested in finding closest vectors, and we have
the additional guarantee that our target vector is not too far from the lattice.
This is known as Bounded Distance Decoding.

Definition 3 (α-Bounded Distance Decoding (BDDα)). Given a lattice
basis B, a vector t, and a parameter 0 < α such that the Euclidean distance
between t and the lattice dist(t,B) < α·λ1(Λ(B)), find the lattice vector v ∈ Λ(B)
which is closest to t.

To guarantee a unique solution, it is required that α < 1/2. However, the
problem can be generalized to 1/2 ≤ α < 1, where we expect a unique solution
with high probability. Asymptotically, for any polynomially-bounded γ ≥ 1 there
is a reduction from BDD1/(

√
2 γ) to uSVPγ [14]. The unique shortest vector

problem (uSVP) is defined as follows:

Definition 4 (γ-unique Shortest Vector Problem (uSVPγ)). Given a lat-
tice Λ such that λ2(Λ) > γ · λ1(Λ) find a nonzero vector v ∈ Λ of length λ1(Λ).

The reduction is a variant of the embedding technique, due to Kannan [46],
that constructs

L =

(
B 0
t τ

)
where τ is some embedding factor (the reader may think of τ = E

[
‖t− v‖/

√
d
]
).

If v is the closest vector to t then the lattice Λ(L) contains (t− v, τ) which is
small.



2.3 Lattice algorithms

Enumeration [66, 45, 33, 71, 58, 2] solves the following problem: Given some

matrix B and some bound R, find v =
∑d−1
i=0 ui ·bi with ui ∈ Z where at least one

ui 6= 0 such that ‖v‖2 ≤ R2. By picking the shortest vector encountered, we can
use lattice-point enumeration to solve the shortest vector problem. Enumeration
algorithms make use of the fact that the vector v can be rewritten with respect
to the Gram–Schmidt basis:

v =

d−1∑
i=0

ui · bi =

d−1∑
i=0

ui ·

b∗i +

i−1∑
j=0

µi,j · b∗j

 =

d−1∑
j=0

uj +

d−1∑
i=j+1

ui · µij

 · b∗j .
Since all the b∗i are pairwise orthogonal, we can express the norms of projec-

tions of v simply as

‖πk (v) ‖2 =

∥∥∥∥∥∥
d−1∑
j=k

uj +

d−1∑
i=j+1

ui µi,j

 b∗j

∥∥∥∥∥∥
2

=

d−1∑
j=k

uj +

d−1∑
i=j+1

ui µi,j

2

· ‖b∗j‖2.

In particular, vectors do not become longer by projecting. Enumeration algorithms
exploit this fact by projecting the problem down to a one dimensional problem of
finding candidate πd(v) such that ‖πd (v) ‖2 ≤ R2. Each such candidate is then
lifted to a candidate πd−1(v) subject to the constraint ‖πd−1 (v) ‖2 ≤ R2.

That is, lattice-point enumeration is a depth-first tree search through a tree
defined by the ui. It starts by picking a candidate for ud−1 and then explores
the subtree “beneath” this choice. Whenever it encounters an empty interval of
choices for some ui it abandons this branch and backtracks. When it reaches the
leaves of the tree, i.e. u0 then it compares the candidate for a full solution to the
previously best found and backtracks.

Lattice-point enumeration is expected [40] to consider

Hk =
1

2
· Vol(Bd−k(R))∏d−1

i=k ‖b∗i ‖

nodes at level k and
∑d−1
k=0Hk nodes in total. In particular, enumeration finds

the shortest non-zero vector in a lattice in dd/(2e)+o(d) time and polynomial
memory [40]. It was recently shown that when enumeration is used as the SVP
oracle inside block-wise lattice reduction the time is reduced to dd/8+o(d) [2].
However, the conditions for this improvement are mostly not met in our setting.
Significant gains can be made in lower-order terms by considering a different Ri
on each level 0 ≤ i < d instead of a fixed R. Since this prunes branches of the
search tree that are unlikely to lead to a solution, this is known as “pruning”
in the literature. When the Ri are chosen such that the success probability is
exponentially small in d we speak of “extreme pruning” [35].

A state-of-the-art implementation of lattice-point enumeration can be found
in FPLLL [74]. This is the implementation we adapt in this work. It visits about

2
d log d

2e −0.995 d+16.25 nodes to solve SVP in dimension d [2].



Sieving [1, 57, 16, 49, 15, 41] takes as input a list of lattice points, L ⊂ Λ, and
searches for integer combinations of these points that are short. If the initial list
is sufficiently large, SVP can be solved by performing this process recursively.
Each point in the initial list can be sampled at a cost polynomial in d [48]. Hence

the initial list can be sampled at a cost of |L|1+o(1).
Sieves that combine k points at a time are called k-sieves; 2-sieves take integer

combinations of the form u ± v with u,v ∈ L and u 6= ±v. Heuristic sieving
algorithms are analyzed under the heuristic that the points in L are independently
and identically distributed uniformly in a thin spherical shell. This heuristic was
introduced by Nguyen and Vidick in [65]. As a further simplification, it is assumed
that the shell is very thin and normalized such that L is a subset of the unit
sphere in Rd. As such, a pair (u,v) is reducible if and only if the angle between
u and v satisfies θ(u,v) < π/3, where θ(u,v) = arccos (〈u,v〉/(‖u‖ · ‖v‖)),
arccos(x) ∈ [0, π]. Under these assumptions, we require |L| ≈

√
4/3

d
in order to

see “collisions”, i.e. reductions. Lattice sieves are expected to output a list of

(4/3)
d/2+o(d)

short lattice vectors [32, 5]. The asymptotically fastest sieve has a
heuristic running time of 20.292 d+o(d) [15].

We use the performant implementations of lattice sieving that can be found
in G6K [76, 5] in this work, which includes a variant of [16] (“BGJ1”) and [41]
(3-Sieve). BGJ1 heuristically runs in time 20.349 d+o(d) and memory 20.205 d+o(d).
The 3-Sieve heuristically runs in time 20.372 d+o(d) and memory 20.189 d+o(d).5

BKZ [70, 71] can be used to solve the unique shortest vector problem and thus
BDD. BKZ makes use of an oracle that solves the shortest vector problem in
dimension β. This oracle can be instantiated using enumeration or sieving. The
algorithm then asks the oracle to solve SVP on the first block of dimension β
of the input lattice, i.e. of the lattice spanned by b0, . . . , bβ−1. This vector is
then inserted into the basis and the algorithm asks the SVP oracle to return
a shortest vector for the block π1 (b1) , . . . , π1 (bβ). The algorithm proceeds in
this fashion until it reaches πd−2 (bd−2) , πd−2 (bd−1). It then starts again by
considering b0, . . . , bβ−1. One such loop is called a “tour” and the algorithm will
continue with these tours until no more (or only small changes) are made to the
basis. For many applications a small, constant number of tours is sufficient for
the basis to stabilize.

The key parameter for BKZ is the block size β, i.e. the maximal dimension of
the underlying SVP oracle, and we write “BKZ-β”. The expected norm of the
shortest vector found by BKZ-β and inserted into the basis as b0 for a random

lattice is ‖b0‖ ≈ δd−1β ·Vol(Λ)
1/d

for some constant δβ ∈ O
(
β1/(2 β)

)
depending

on β.6

5 In G6K the 3-Sieve is configured to use a database of size 20.205 d+o(d) by default,
which lowers its time complexity.

6 The constant is typically defined as ‖b0‖ ≈ δdβ ·Vol(Λ)1/d in the literature. From the
perspective of the (worst-case) analysis of underlying algorithms, though, normalizing
by d− 1 rather than d is appropriate.



In [10] the authors formulate a success condition for BKZ-β solving uSVP on
a lattice Λ in the language of solving LWE. Let e be the unusually short vector in
the lattice and let c∗i be the Gram–Schmidt vectors of a typical BKZ-β reduced
basis of a lattice with the same volume and dimension as Λ. Then in [10] it is
observed that when BKZ considers the last full block πd−β (bd−β) , . . . πd−β (bd−1)
it will insert πd−β (e) at index d− β if that projection is the shortest vector in
the sublattice spanned by the last block. Thus, when

‖πd−β (e) ‖ < ‖c∗d−β‖ (1)

≈√
β/d · E[‖e‖ ] < δ2β−d−1β ·Vol(Λ)

1/d
(2)

we expect the behavior of BKZ-β on our lattice Λ to deviate from that of a
random lattice. This situation is illustrated in Figure 1. Indeed, in [6] it was
shown that once this event happens, the internal LLL calls of BKZ will “lift”
and recover e. Thus, these works establish a method for estimating the required
block size for BKZ to solve uSVP instances. We use this estimate to choose
parameters in Section 6: given a dimension d, volume Vol(Λ) and E[‖e‖ ], we pick
the smallest β such that Inequality (2) is satisfied. Note, however, that in small
dimensions this reasoning is somewhat complicated by “double intersections” [6]
and low “lifting” probability [27]; as a result estimates derived this way are
pessimistic for small block sizes. In that case, the model in [27] provides accurate
predictions. Instead of only running BKZ, a performance gain can be achieved
by following BKZ with one SVP/CVP call in a larger dimension than the BKZ
block size [53, 5].
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Fig. 1: BKZ−β uSVP Success Condition. Expected norms for lattices of dimension
d = 183 and volume qm−n after BKZ-β reduction for LWE parameters n =
65,m = 182, q = 521, standard deviation σ = 8/

√
2π and β = 56. BKZ is

expected to succeed in solving a uSVP instance when the two curves intersect at
index d− β as shown, i.e. when Inequality (1) holds. Reproduced from [6].



2.4 The Hidden Number Problem

In the Hidden Number Problem (HNP) [21], there is a secret integer α and a
public modulus n. Information about α is revealed in the form of what we call
samples: an oracle chooses a uniformly random integer 0 < ti < n, computes
si = ti · α mod n where the modular reduction is taken as a unary operator so
that 0 ≤ si < n, and reveals some most significant bits of si along with ti. We
will write this as ai + ki = ti · α mod n, where ki < 2` for some ` ∈ Z that is a
parameter to the problem. For each sample, the adversary learns the pair (ti, ai).
We may think of the Hidden Number Problem as 1-dimensional LWE [67].

2.5 Breaking ECDSA from nonce bits

Many works in the literature have exploited side-channel information about
(EC)DSA nonces by solving the Hidden Number Problem (HNP), e.g. [63, 19,
53, 12, 68, 73, 69, 61, 78, 44], since the seminal works of Bleichenbacher [18] and
Howgrave-Graham and Smart [43]. The latter solves HNP using lattice reduction;
the former deploys a combinatorial algorithm that can be cast as a variant of
the BKW algorithm [20, 3, 47, 39]. The latest in this line of research is [13]
which recovers a key from less than one bit of the nonce using Bleichenbacher’s
algorithm. More recently, in [54] the authors found the first practical attack
scenario that was able to make use of Boneh and Venkatesan’s [21] original
application of the HNP to prime-field Diffie-Hellman key exchange.

Side-channel attacks. Practical side-channel attacks against ECDSA typically
run in two stages. First, the attacker collects many signatures while performing
side-channel measurements. Next, they run a key recovery algorithm on a suitably
chosen subset of the traces. Depending on the robustness of the measurements,
the data collection phase can be quite expensive. As examples, in [60] the authors
describe having to repeat their attack 10,000 to 20,000 times to obtain one byte
of information; in [37] the authors measured 5,000 signing operations, each taking
0.1 seconds, to obtain 114 usable traces; in [61] the authors describe generating
40,000 signatures in 80 minutes in order to obtain 35 suitable traces to carry out
an attack.

Thus in the side-channel literature, minimizing the amount of data required
to mount a successful attack is often an important metric [68, 44]. Using our
methods as described below will permit more efficient overall attacks.

ECDSA. The global parameters for an ECDSA signature are an elliptic curve
E(Fp) and a generator point G on E of order n. A signing key is an integer
0 ≤ d < n, and the public verifying key is a point dG. To generate an ECDSA
signature on a message hash h, the signer generates a random integer nonce
k < n, and computes the values r = (kG)x where x subscript is the x coordinate
of the point, and s = k−1 · (h+ d · r) mod n. The signature is the pair (r, s).



ECDSA as a HNP. In a side-channel attack against ECDSA, the adversary
may learn some of the most significant bits of the signature nonce k. Without
loss of generality, we will assume that these bits are all 0. Then rearranging the
formula for the ECDSA signature s, we have −s−1 · h + k ≡ s−1 · r · d mod n,
and thus a HNP instance with ai = −s−1 · h, ti = s−1 · r, and α = d.

Solving the HNP with lattices. Boneh and Venkatesan give this lattice for
solving the Hidden Number Problem with a BDD oracle:

n 0 0 · · · 0 0
0 n 0 · · · 0 0

... · · ·
0 0 0 · · · n 0
t0 t1 t2 · · · tm−1 1/n


The target is a vector (a0, . . . , am−1, 0) and the lattice vector

(t0 · α mod n, . . . , tm−1 · α mod n, α/n)

is within
√
m+ 1 · 2` of this target when |ki| < 2`.

Most works solve this BDD problem via Kannan’s embedding i.e. by con-
structing the lattice generated by the rows of

n 0 0 · · · 0 0 0
0 n 0 · · · 0 0 0

...
...

0 0 0 · · · n 0 0
t0 t1 t2 · · · tm−1 2`/n 0
a0 a1 a2 · · · am−1 0 2`


This lattice contains a vector

(k0, k1, . . . , km−1, 2` · α/n, 2`)

that has norm at most
√
m+ 2 · 2`. This lattice also contains (0, 0, . . . , 0, 2`, 0),

so the target vector is not generally the shortest vector. There are various
improvements we can make to this lattice.

Reducing the size of k by one bit. In an ECDSA input, k is generally positive, so
we have 0 ≤ ki < 2`. The lattice works for any sign of k, so we can reduce the
bit length of k by one bit by writing k′i = ki − 2`−1. This modification provides a
significant improvement in practice and is described in [63], but is not consistently
taken advantage of in practical applications.



Eliminating α. Given a set of input equations a0 + k0 ≡ t0 ·α mod n, . . . , am−1 +
km−1 = tm−1 · α mod n, we can eliminate the variable α and end up with a new
set of equations a′1 + k1 ≡ t′1 · k0 mod n, . . . , a′m−1 + km−1 ≡ t′m−1 · k0 mod n.

For each relation, t−1i · (ai + ki) ≡ t−10 · (a0 + k0) mod n; rearranging yields

ai − ti · t−10 · a0 + ki ≡ ti · t−10 · k0 mod n.

Thus our new problem instance has m − 1 relations with a′i = ai − ti · t−10 · a0
and t′i = ti · t−10 .

This has the effect of reducing the dimension of the above lattice by 1, and
also making the bounds on all the variables equal-sized, so that normalization
is not necessary anymore, and the vector (0, 0, . . . , 0, 2`, 0) is no longer in the
lattice. Thus, the new target (k1, k2, . . . , km−1, k0, 2

`) is expected to be the unique
shortest vector (up to signs) in the lattice for carefully chosen parameters. We
note that this transformation is analogous to the normal form transformation for
LWE [11]. From a naive examination of the determinant bounds, this transfor-
mation would not be expected to make a significant difference in the feasibility
of the algorithm, but in the setting of this paper, where we wish to push the
boundaries of the unique shortest vector scenario, it is crucial to the success of
our techniques.

Let w = 2`−1. With the above two optimizations, our new lattice Λ is
generated by: 

n 0 0 · · · 0 0 0
0 n 0 · · · 0 0 0

...
...

0 0 0 · · · n 0 0
t′1 t

′
2 t
′
3 · · · t′m−1 1 0

a′1 a
′
2 a
′
3 · · · a′m−1 0 w


and the target vector is vt = (k1 − w, k2 − w, . . . , km−1 − w, k0 − w,w).

The expected solution comes from multiplying the second to last basis vector
with the secret (in this case, k0), adding the last vector, and reducing modulo n
as necessary. The entries 1 and w are normalization values chosen to ensure that
all the coefficients of the short vector will have the same length.

Different-sized kis. We can adapt the construction to different-sized ki satisfying
|ki| < 2`i by normalizing each column in the lattice by a factor of 2`max/2`i . [17]

3 The “lattice barrier”.

It is believed that lattice algorithms for the Hidden Number Problem “become
essentially inapplicable when only a very short fraction of the nonce is known for
each input sample. In particular, for a single-bit nonce leakage, it is believed that
they should fail with high probability, since the lattice vector corresponding to
the secret is no longer expected to be significantly shorter than other vectors in
the lattice” [13]. Aranha et al. [12] elaborate on this further: “there is a hard limit
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Fig. 2: Illustrating the “lattice barrier”. BDD is expected to become feasible when
the length of the target vector ‖v‖ is less than the Gaussian heuristic gh(Λ); we
plot the upper bound in Equation (3) for log(n) = 256 against varying number
of samples m.

to what can be achieved using lattice reduction: due to the underlying structure
of the HNP lattice, it is impossible to attack (EC)DSA using a single-bit nonce
leak with lattice reduction. In that case, the ‘hidden lattice point’ corresponding
to the HNP solution will not be the closest vector even under the Gaussian
heuristic (see [64]), so that lattice techniques cannot work.” Similar points are
made in [30, 77, 73]; in particular, in [77] it is estimated that a 3-bit bias for a
256-bit curve is not easy and two bits is infeasible, and a 5- or 4-bit bias for a
384-bit curve is not easy and three bits is infeasible.

To see how prior work derived this “lattice barrier”, note that the volume of
the lattice is

Vol (Λ) = nm−1 · w

and the dimension is m+ 1. According to the Gaussian heuristic, we expect the
shortest vector in the lattice to have norm

gh (Λ) ≈ Γ (1 + (m+ 1)/2)
1/(m+1)

√
π

·Vol(Λ)
1/(m+1)

≈
√
m+ 1

2π e
·
(
nm−1 · w

)1/(m+1)
.

Also, observe that the norm of the target vector v satisfies

‖v‖ ≤
√
m+ 1 · w. (3)

A BDD solver is expected to be successful in recovering v when ‖v‖ < gh(Λ).
We give a representative plot in Figure 2 comparing the Gaussian heuristic gh(Λ)
against the upper bound of the target vectors in Equation (3) for 1, 2, and
3-bit biases for a 256-bit ECDSA key recovery problem. The resulting lattice
dimensions explain the difficulty estimates of [77].

In this work, we make two observations. First, the upper bound for the target
vector is a conservative estimate for its length. Since heuristically our problem
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Fig. 3: Updated estimates for feasibility of lattice algorithms. We plot the expected
length of the target vector ‖v‖ against the Gaussian heuristic for varying number
of samples m for log(n) = 256. Compared to Figure 2, the crossover points result
in much more tractable instances. We can further decrease the lattice dimension
using enumeration and sieving with predicates (see Section 4).

instances are randomly sampled, we will use the expected norm of a uniformly
distributed vector instead. This is only a constant factor different from the upper
bound above, but this constant makes a significant difference in the crossover
points.

The target vector v we construct after the optimizations above has expected
squared norm

E
[
‖v‖2

]
= E

[(
m∑
i=1

(ki − w)
2

)
+ w2

]
= m · E

[
(ki − w)

2
]

+ w2

with

E
[
(ki − w)

2
]

= 1/(2w) ·
2w−1∑
i=0

(i− w)
2

= 1/(2w) ·
2w−1∑
i=0

i2 − 1/(2w)

2w−1∑
i=0

2 i · w + 1/(2w)

2w−1∑
i=0

w2

= w2/3 + 1/6

and we arrive at

E
[
‖v‖2

]
= E

[(
m∑
i=1

(ki − w)
2

)
+ w2

]
= m · w2/3 +m/6 + w2. (4)

Using this condition, we observe that ECDSA key recovery problems previously
believed to be quite difficult to solve with lattices turn out to be within reach,
and problems believed to be impossible become merely expensive (see Tables 3
and 4). We illustrate these updated conditions for the example of log(n) = 256 in



Figure 3. The crossover points accurately predict the experimental performance
of our algorithms in practice; compare to the experimental results plotted in
Figure 4.

The second observation we make in this work is that we show that lattice
algorithms can still be applied when ‖v‖ ≥ gh(Λ), i.e. when the “lattice vector
corresponding to the secret is no longer expected to be significantly shorter than
other vectors in the lattice” [13]. That is, we observe that the “lattice barrier”
is soft, and that violating it simply requires spending more computational time.
This allows us to increase the probability of success at the crossover points in
Figure 3 and successfully solve instances with fewer samples than suggested by
the crossover points.

An even stronger barrier to the applicability of any algorithm for solving the
Hidden Number Problem comes from the amount of information about the secret
encoded in the problem itself: each sample reveals log(n)− ` bits of information
about the secret d. Thus, we expect to require m ≥ log(n)/(log(n)−`) in order to
recover d; heuristically, for random instances, below this point we do not expect
the solution to be uniquely determined by the lattice, no matter the algorithm
used to solve it. We will see below that our techniques allow us to solve instances
past both the “lattice barrier” and the information-theoretic limit.

4 Bounded Distance Decoding with predicate

We now define the key computational problem in this work:

Definition 5 (α-Bounded Distance Decoding with predicate (BDDα,f(·))).
Given a lattice basis B, a vector t, a predicate f(·), and a parameter 0 < α such
that the Euclidean distance dist(t,B) < α·λ1(B), find the lattice vector v ∈ Λ(B)
satisfying f(v − t) = 1 which is closest to t.

We will solve the BDDα,f(·) using Kannan’s embedding technique. However,
the lattice we will construct does not necessarily have a unique shortest vector.
Rather, uniqueness is expected due to the addition of a predicate f(·).

Definition 6 (unique Shortest Vector Problem with predicate (uSVPf(·))).
Given a lattice Λ and a predicate f(·) find the shortest nonzero vector v ∈ Λ
satisfying f(v) = 1.

Remark 1. Our nomenclature—“BDD” and “uSVP”—might be considered con-
fusing given that the target is neither unusually close nor short. However, the
distance to the lattice is still bounded in the first case and the presence of the
predicate ensures uniqueness in the second case. Thus, we opted for those names
over “CVP” and “SVP”.

Explicitly, to solve BDDα,f(·) using an oracle solving uSVPf(·), we consider
the lattice

L =

(
B 0
t τ

)



where τ ≈ E
[
‖v − t‖/

√
d
]

is some embedding factor. If v is the closest vector

to t then the lattice Λ(L) contains (t − v, τ). Furthermore, we construct the
predicate f ′(·) given f(·) as in Algorithm 1.

Input: v a vector of dimension d.
Input: f(·) predicate accepting inputs in Rd−1.
Output: 0 or 1

1 if |vd−1| 6= τ then
2 return 0 ;
3 end
4 return f((v0, v1, . . . , vd−2));

Algorithm 1: uSVP predicate f ′(·) from BDD predicate f().

Remark 2. Definitions 5 and 6 are more general than the scenarios used to
motivate them in the introduction. That is, both definitions permit the predicate
to evaluate to true on more than one vector in the lattice and will return the closest
or shortest of those vectors, respectively. In many—but not all—applications, we
will additionally have the guarantee that the predicate will only evaluate to true
on one vector. Definitions 5 and 6 naturally extend to the case where we ask for
a list of all vectors in the lattice up to a given norm satisfying the predicate.

5 Algorithms

We propose two algorithms for solving uSVPf(·), one based on enumeration—
easily parameterized to support arbitrary target norms—and one based on sieving,
solving uSVPf(·) when the norm of the target vector is ≤

√
4/3 · gh(Λ). We

will start with recounting the standard uSVP strategy as a baseline to compare
against later.

5.1 Baseline

When our target vector v is expected to be shorter than any other vector in the
lattice, we may simply use a uSVP solver to recover it. In particular, we may
use the BKZ algorithm with a block size β that satisfies the success condition
in Equation (2). Depending on β we may choose enumeration β < 70 or sieving
β ≥ 70 to instantiate the SVP oracle [5]. When β = d this computes an HKZ
reduced basis and, in particular, a shortest vector in the basis. It is folklore in
the literature to search through the reduced basis for the presence of the target
vector, that is, to not only consider the shortest non-zero vector in the basis.
Thus, when comparing our algorithms against prior work, we will also do this,
and consider these algorithms to have succeeded if the target is contained in the
reduced basis. We will refer to these algorithms as “BKZ-Enum” and “BKZ-Sieve”



depending on the oracle used. We may simply write BKZ-β or BKZ when the
SVP oracle or the block size do not need to specified. When β = d we will also
refer to this approach as the “SVP approach”, even though a full HKZ reduced
basis is computed and examined. When we need to spell out the SVP oracle used,
we will write “Sieve” and “Enum” respectively.

5.2 Enumeration

Our first algorithm is to augment lattice-point enumeration, which is exhaustive
search over all points in a ball of a given radius, with a predicate to immediately
give an algorithm that exhaustively searches over all points in a ball of a given
radius that satisfy a given predicate. In other words, our modification to lattice-
point enumeration is simply to add a predicate check whenever the algorithm
reaches a leaf node in the tree, i.e. has recovered a candidate solution. If the
predicate is satisfied the solution is accepted and the algorithm continues its
search trying to improve upon this candidate. If the predicate is not satisfied,
the algorithm proceeds as if the search failed. This augmented enumeration
algorithm is then used to enumerate all points in a radius R corresponding to the
(expected) norm of the target vector. We give pseudocode (adapted from [28])
for this algorithm in in the full version of this work. Our implementation of this
algorithm is in the class USVPPredEnum in the file usvp.py available at [7].

Theorem 1. Let Λ ⊂ Rd be a lattice containing vectors v such that ‖v‖ ≤ R =
ξ · gh(Λ) and f(v) = 1. Assuming the Gaussian heuristic, then enumeration with
predicate finds the shortest vector v satisfying f(v) = 1 in ξd · dd/(2e)+o(d) steps.
Enumeration with predicate will make ξd+o(d) calls to f(·).

Proof (sketch). Let Ri = R. Enumeration runs in

d−1∑
k=0

1

2
· Vol(Bd−k(R))∏d−1

i=k ‖b∗i ‖

steps [40] which scales by ξd+o(d) when R scales by ξ. Solving SVP with enumer-
ation takes dd/(2e)+o(d) steps [40]. By the Gaussian heuristic we expect ξd points
in Bd(R) ∩ Λ on which the algorithm may call the predicate f(·).

Implementation. Modifying FPLLL [74, 75] to implement this functionality is
relatively straightforward since it already features an Evaluator class to validate
full solutions—i.e. leaves—with high precision, which we subclassed. We then call
this modified enumeration code with a search radius R that corresponds to the
expected length of our target. We make use of (extreme) pruned enumeration by
computing pruning parameters using FPLLL’s Pruner module. Here, we make
the implicit assumption that rerandomizing the basis means the probability of
finding the target satisfying our predicate is independent from previous attempts.
We give some example performance figures in Table 1.



Table 1: Enumeration with predicate performance data
time #calls to f(·)

ξ s/r observed expected observed (1.01 ξ)d

1.0287 62% 3.1h 2.4h 1104 30
1.0613 61% 5.1h 5.1h 2813 483
1.1034 62% 11.8h 15.1h 15274 15411
1.1384 64% 25.3h 40.1h 169950 248226

ECDSA instances (see Section 6) with d = 89 and USVPPredEnum. Expected running
time is computed using FPLLL’s Pruner module, assuming 64 CPU cycles are required
to visit one enumeration node. Our implementation of enumeration with predicate
enumerates a radius of 1.01 · ξ · gh(Λ). We give the median of 200 experiments. The
column “s/r” gives the success rate of recovering the target vector in those experiments.

5.3 Sieving

Our second algorithm is simply a sieving algorithm “as is”, followed by a predicate
check over the database. That is, taking a page from [32, 5], we do not treat a
lattice sieve as a black box SVP solver, but exploit that it outputs exponentially
many short vectors. In particular, under the heuristic assumptions mentioned
in the introduction—all vectors in the database L are on the surface of a d-
dimensional ball—a 2-sieve, in its standard configuration, will output all vectors
of norm R ≤

√
4/3 · gh(Λ) [32].7 Explicitly:

Assumption 1 When a 2-sieve algorithm terminates, it outputs a database L
containing all vectors with norm ≤

√
4/3 · gh(Λ).

Thus, our algorithm simply runs the predicate on each vector of the database.
We give pseudocode in the full version of this work. Our implementation of this
algorithm is in the class USVPPredSieve in the file usvp.py available at [7].

Theorem 2. Let Λ ⊂ Rd be a lattice containing a vector v such that ‖v‖ ≤
R =

√
4/3 · gh(Λ). Under Assumption 1 sieving with predicate is expected to find

the minimal v satisfying f(v) = 1 in 20.292 d+o(d) steps and (4/3)
d/2+o(d)

calls to
f(·).

Implementation. Implementing this algorithm is trivial using G6K [76]. How-
ever, some parameters need to be tuned to make Assumption 1 hold (approx-
imately) in practice. First, since deciding if a vector is a shortest vector is a
hard problem, sieve algorithms and implementations cannot use this test to
decide when to terminate. As a consequence, implementations of these algorithms
such as G6K use a saturation test to decide when to stop: this measures the

7 The radius
√

4/3 · gh(Λ) can be parameterized in sieving algorithms by adapting the
required angle for a reduction and thus increasing the database size. This was used
in e.g. [31] to find approximate Voronoi cells.



Table 2: Sieving parameters
Parameter G6K This work

BKZ preprocessing none d− 20
saturation ratio 0.50 0.70
db size factor 3.20 3.50

number of vectors with norm bounded by C · gh(Λ) in the database. In G6K,
C =

√
4/3 by default. The required fraction in [76] is controlled by the variable

saturation_ratio, which defaults to 0.5. Since we are interested in all vectors
with norms below this bound, we increase this value. However, increasing this
value also requires increasing the variable db_size_factor, which controls the size
of L. If db_size_factor is too small, then the sieve cannot reach the saturation
requested by saturation_ratio. We compare our final settings with the G6K
defaults in Table 2. We justify our choices with the experimental data presented
in the full version of this work.

Second, we preprocess our bases with BKZ-(d − 20) before sieving. This
deviates from the strategy in [5] where such preprocessing is not necessary.
Instead, progressive sieving gradually improves the basis there. However, in
our experiments we found that this preprocessing step randomized the basis,
preventing saturation errors and increasing the success rate. We speculate that
this behavior is an artifact of the sampling and replacement strategy used inside
G6K.

Conflict with D4F. The performance of sieving in practice benefits greatly
from the “dimensions for free” technique introduced in [32]. This technique,
which inspired our algorithm, starts from the observation that a sieve will
output all vectors of norm

√
4/3 · gh(Λ). This observation is then used to

solve SVP in dimension d using a sieve in dimension d′ = d − Θ(d/ log d).
In particular, if the projection πd−d′ (v) of the shortest vector v has norm
‖πd−d′ (v) ‖ ≤

√
4/3·gh(Λd−d′), where Λd−d′ is the lattice obtained by projecting

Λ orthogonally to the first d − d′ vectors of B then it is expected that Babai
lifting will find v. Clearly, in our setting where the target itself is expected to
have norm > gh(Λ) this optimization may not be available. Thus, when there is a
choice to construct a uSVP lattice or a uSVPf(·) lattice in smaller dimension, we
should compare the sieving dimension d′ of the former against the full dimension
of the latter. In [32] an “optimistic” prediction for d′ is given as

d′ = d− d log(4/3)

log(d/(2πe))
(5)

which matches the experimental data presented in [32] well. However, we note
that G6K achieves a few extra dimensions for free via “on the fly” lifting [5]. We
leave investigating an intermediate regime—fewer dimensions for free—for future
work.



5.4 (No) blockwise lattice reduction with predicate

Our definitions and algorithms imply two regimes: the traditional BDD/uSVP
regime where the target vector is unusually close to/short in the lattice (Sec-
tion 5.1) and our BDD/uSVP with predicate regime where this is not the case
and we rely on the predicate to identify it (Sections 5.2 and 5.3). A natural
question then is whether we can use the predicate to improve algorithms in the
uSVP regime, that is, when the target vector is unusually short and we have a
predicate. In other words, can we meaningfully augment the SVP oracle inside
block-wise lattice reduction with a predicate?

We first note that the predicate will need to operate on “fully lifted” can-
didate solutions. That is, when block-wise lattice reduction considers a block
πi(bi), . . . , πi(bi+β−1), we must lift any candidate solution to π0(·) to check the
predicate. This is because projected sublattices during block-wise lattice reduction
are modeled as behaving like random lattices and we have no reason in general
to expect our predicate to hold on the projection.

With that in mind, we need to (Babai) lift all candidate solutions before
applying the predicate. Now, by assumption, we expect the lifted target to be
unusually short with respect to the full lattice. In contrast, we may expect all other
candidate solutions to be randomly distributed in the parallelepiped spanned by
b∗0, . . . , b

∗
i−1 and thus not to be short. In other words, when we lift this way we

do not need our predicate to identify the correct candidate. Indeed, the strategy
just described is equivalent to picking pruning parameters for enumeration that
restrict to the Babai branch on the first i coefficients or to use “dimensions for
free” when sieving. Thus, it is not clear that the SVP oracles inside block-wise
lattice reduction can be meaningfully be augmented with a predicate.

5.5 Higher-level strategies

Our algorithms may fail to find a solution for two distinct reasons. First, our
algorithms are randomized: sieving randomly samples vectors and enumeration
uses pruning. Second, the gap between the target’s norm and the norm of the
shortest vector in the lattice might be larger than expected. These two reasons
for failure suggest three higher-level strategies:

plain Our “plain” strategy is simply to run enumeration and sieving with
predicate as is.

repeat This strategy simply repeats running our algorithms a few times. This
addresses failures to solve due to the randomized nature of our algorithms.
This strategy is most useful when applied to sieving with predicate as our im-
plementation of enumeration with predicate, which uses extreme pruning [35],
already has repeated trials “built-in”.

scale This strategy increases the expected radius by some small parameter, say
1.1, and reruns. When the expected target norm >

√
4/3 ·gh(Λ) this strategy

also switches from sieving with predicate to enumeration with predicate.



6 Application to ECDSA key recovery

The source code for the experiments in this section is in the file ecdsa hnp.py
available at [7].

Varying the number of samples m. We carried out experiments for common
elliptic curve lengths and most significant bits known from the signature nonce
to evaluate the success rate of different algorithms as we varied the number of
samples, thus varying the expected ratio of the target vector to the shortest
vector in the lattice.

As predicted theoretically, the shortest vector technique typically fails when
the expected length of the target vector is longer than the Gaussian heuristic, and
its success probability rises as the relative length of the target vector decreases.
We recall that we considered the shortest vector approach a success if the target
vector was contained in the reduced basis. Both the enumeration and sieving
algorithms have success rates well above zero when the expected length of the
target vector is longer than the expected length of the shortest vector, thus
demonstrating the effectiveness of our techniques past the “lattice barrier”.

Figure 4 shows the success rate of each algorithm for common parameters
of interest as we vary the number of samples. Each data point represents 32
experiments for smaller instances, or 8 experiments for larger instances. The
corresponding running times for these algorithms and parameters are plotted in
in the full version of this work. We parameterized enumeration with predicate to
succeed at a rate of 50%. For some of the larger lattice dimensions, enumeration
algorithms were simply infeasible, and we do not report enumeration results
for these parameters. These experiments represent more than 60 CPU-years of
computation time spread over around two calendar months on a heterogeneous
collection of computers with Intel Xeon 2.2 and 2.3GHz E5-2699, 2.4GHz E5-
2699A, and 2.5GHz E5-2680 processors.

Table 3 gives representative running times and success rates for sieving
with predicate, sieving with predicate, for popular curve sizes and numbers of
bits known, and lists similar computations from the literature where we could
determine the parameters used. It illustrates how our techniques allow us to
solve instances with fewer samples than previous work. We recall that most
applications of lattice algorithms for solving ECDSA-HNP instances seem to
arbitrarily choose a small block size for BKZ, and experimentally determine
the number of samples required. For 3 bits known on a 256-bit curve, there are
multiple algorithmic results reported in the literature. In [73] the authors report
a running time of 238 CPU-hours to run the first phase of Bleichenbacher’s
algorithm on 223 samples. In [52] the authors report applying BKZ-20 followed
by enumeration with linear pruning to achieve a 21% success probability in five
hours. Sieving with predicate took 1.5 CPU-hours to solve the same parameters
with a 63% success probability using 87 samples.

Table 3 also gives running times and success rates for enumeration with pred-
icate, enumeration with predicate, in solving instances beyond the information-
theoretic barrier, that is, when the number of samples available was not large
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Fig. 4: Comparison of algorithm success rates for ECDSA. We generated HNP
instances for common ECDSA parameters and compared the success rates of each
algorithm on identical instances. The x-axis labels show the number of samples m
and γ = E[‖v‖] /E[‖b0‖], the corresponding ratio between the expected length
of the target vector v and the expected length of the shortest vector b0 in a
random lattice.



Table 3: Performance for medium instances
log(n) bias m time alg. s/r previous work

160 3 bits 53 3452s E 44%
160 2 bits 87 4311s S 62% enum, m ≈ 100, s/r = 23% in [53]
160 1 bit – – – – Bleichenbacher, m ≈ 227, in [13]

192 3 bits 63 851s E 56%
192 2 bits 98 87500s S 56%
192 1 bit – – – – Bleichenbacher, m ≈ 229, in [13]

256 4 bits 63 2122s E 41%
256 4 bits 65 76s S 66% BKZ-25, m ≈ 82, s/r = 90% in [68]
256 3.6 bits 73 69s S 66 % BKZ-30, m = 80, s/r = 94.5% in [36]
256 3 bits 87 5400s S 63% enum, m = 100, s/r = 21% in [52]
256 2 bits – – – – Bleichenbacher, m ≈ 226, in [73]

384 5 bits 76 40026s E 60%
384 5 bits 78 412s S 91% BKZ-25, m ≈ 94, s/r = 90% in [68]
384 4 bits 97 49200s S 88% BKZ-20, m = 170, s/r = 90% in [9]

521 7 bits 74 16318s E 57%
521 7 bits 75 438s S 59%
521 6 bits 88 6643s S 77%

We compare the number of required samples m to previously reported results from
the literature, where available. Instances solved using enumeration with predicate are
labeled with “E” and are solved using fewer samples than the information-theoretic
barrier. Instances solved with using sieving with predicate are labeled “S”. Time is in
CPU-seconds. The success rate for our experiments is taken over 32 experiments; see
Figure 4 for how the success rate varies with the number of samples.

enough to expect the Hidden Number Problem to contain sufficient information
to recover the signing key; breaking the “information-theoretic limit”. We recall
that our techniques can solve these instances because the predicate uniquely
determines the target.

We give concrete estimates for the number of required samples and thus the
size of the resulting lattice problem in Table 4 for common ECDSA key sizes as
the number of known nonce bits varies. These estimates include both instances
we are able to solve, as well as problem sizes beyond our current computational
ability. When few bits are known, corresponding to large lattices, our approach
promises a smaller sieving dimension, but for small (that is, practical) dimensions,
“dimensions for free” is more efficient. Thus, when enough samples are available
it is still preferable to mount the uSVP attack. We note that Table 4 suggests
that there are feasible computations within range for future work with a suitably
cluster-parallelized implementation of sieving with predicate, in particular two
bits known for a 256-bit modulus, and three bits known for a 384-bit modulus.
Furthermore, Table 4 indicates that sieving with predicate allows us to decode
at almost the information-theoretic limit for many instances. For comparison, we



Table 4: Resources required to solve ECDSA with known nonce bits.

log(n) = 160

bits known 8 7 6 5 4 3 2 1
Sieve m/d 21/− 2 25/9 29/15 35/23 45/33 61/49 99/84 258/232
Sieve-Pred m/d 21/22 24/25 28/29 33/34 42/43 57/58 87/88 193/194
Sieve-Pred cost 40.2 38.3 36.4 34.9 33.6 34.4 41.5 80.9
limit m 20 23 27 32 40 54 80 160
limit −1 cost 23.5 23.6 24.7 27.9 31.1 36.5 50.6 104.0

log(n) = 192

bits known 8 7 6 5 4 3 2 1
Sieve m/d 25/9 29/15 34/21 41/29 51/39 70/57 110/94 255/229
Sieve-Pred m/d 25/26 28/29 33/34 39/40 49/50 65/66 98/99 200/201
Sieve-Pred cost 37.8 36.4 34.9 33.9 33.7 35.7 45.2 83.5
limit m 24 28 32 39 48 64 96 192
limit −1 cost 23.7 23.7 26.0 27.2 31.5 38.3 54.2 118.6

log(n) = 256

bits known 8 7 6 5 4 3 2 1
Sieve m/d 33/20 38/26 45/33 54/42 69/56 93/79 146/128 341/310
Sieve-Pred m/d 33/34 37/38 43/44 52/53 65/66 87/88 131/132 267/268
Sieve-Pred cost 34.9 34.1 33.6 33.9 35.7 41.5 57.6 108.6
limit m 32 37 43 52 64 86 128 256
limit −1 cost 27.2 27.4 29.8 32.3 38.7 48.2 73.7 169.7

log(n) = 384

bits known 8 7 6 5 4 3 2 1
Sieve m/d 50/38 57/45 67/54 81/67 103/88 140/122 219/196 512/470
Sieve-Pred m/d 49/50 56/57 65/66 78/79 97/98 130/131 196/197 401/402
Sieve-Pred cost 33.7 34.3 35.7 38.8 44.9 57.2 82.0 158.8
limit m 48 55 64 77 96 128 192 384
limit −1 cost 33.7 36.2 39.7 45.2 55.0 74.1 119.0 283.8

log(n) = 521

bits known 8 7 6 5 4 3 2 1
Sieve m/d 68/55 78/65 91/77 110/94 139/121 190/169 298/269 696/643
Sieve-Pred m/d 66/67 75/76 88/89 105/106 132/133 176/177 266/267 544/545
Sieve-Pred cost 35.9 38.0 41.8 47.9 58.0 74.5 108.2 212.5
limit m 66 75 87 105 131 174 261 521
limit −1 cost 38.0 43.7 50.9 59.4 75.6 105.5 174.1 419.1

Sieve Number of samples m required for solving uSVP as in Section 5.1 and sieving dimension
according to Equation (5) (called d′ there).

Sieve-Pred Number of samples m required for sieving with predicate and sieving dimension d =
m+ 1.

Sieve-Pred cost Log of expected cost in CPU cycles; cost is estimated as 0.658 · d− 21.11 log(d)+
119.91 which does not match the asymptotics but approximates experiments up to dimension
100.

limit Information theoretic limit for m of pure lattice approach: dlog(n)/bits knowne.
limit −1 cost Log of expected cost for enumeration with predicate in CPU cycles with m =

dlog(n)/bits knowne − 1 samples.



also give the expected cost of enumeration with predicate when solving with one
fewer sample than this limit.

Fixed number of samples m. An implication of Table 4 is that our approach
allows us to solve the Hidden Number Problem with fewer samples than the
unique SVP bounds would imply. In some attack settings, the attacker may have
a hard limit on the number of samples available. Using enumeration and sieving
with predicate allows us to increase the probability of a successful attack in this
case, and increase the range of parameters for which a feasible attack is possible.

This scenario arose in [22], where the authors searched for flawed ECDSA
implementations by applying lattice attacks to ECDSA signatures gathered from
public data sources including cryptocurrency blockchains and internet-wide scans
of protocols like TLS and SSH. In these cases, the attacker has access to a fixed
number of signature samples generated from a given public key, and wishes to
maximize the probability of a successful attack against this fixed number of
signatures, for as few bits known as possible.
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Fig. 5: Algorithm success rates in a small fixed-sample regime. We plot the
experimental success rate of each algorithm in recovering a varying number of
nonce bits using two samples. Each data point represents the success rate of the
algorithm over 100 experiments. Using sieving and enumeration with a predicate
allows the attacker to increase the probability of a successful attack even when
more samples cannot be collected. We parameterized enumeration with predicate
to succeed with probability 1/2.

The paper of [22] reported using BKZ in very small dimensions to find 287
distinct keys that used nonce lengths of 160, 128, 110, 64, and less than 32 bits
for ECDSA signatures with the 256-bit secp256k1 curve used for Bitcoin. They
reported finding two distinct keys using 128-bit nonces in two signatures each.

Experimentally, the BKZ algorithm only has a 70% success rate at recovering
the private key for 128-bit nonces with two signature samples, and the success rate



drops precipitously as the number of unknown nonce bits increases. In contrast,
sieving with predicate has a 100% success rate up to around 132-bit nonces. See
Figure 5 for a comparison of these algorithms as the number of signatures is fixed
to two and the number of unknown nonce bits varies.

We hypothesized that this failure rate may have caused the results of [22] to
omit some vulnerable keys. Thus, we ran our sieving with predicate approach
against the same Bitcoin blockchain snapshot data from September 2018 as used
in [22], targeting only 128-bit nonces using pairs of signatures. This snapshot
contained 569,396,463 signatures that had been generated by a private key that
generated two or more signatures. For the set of m signatures generated by each
distinct key, we applied the sieving with predicate algorithm to 2m pairs of
signatures to check for nonces of length less than 128 bits. Using this approach,
we were able to compute the private keys for 9 more distinct secret keys.
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Fig. 6: Search time in the presence of errors. We plot the experimental computation
time of the “scale” strategy to find the target vector as we varied the number of
errors in the sample. For these experiments, each “error” is a nonce that is one
bit longer than the length supplied to the algorithm. Increasing the number of
samples decreases the search time.

Handling errors. In practical side-channel attacks, it is common to have some
fraction of measurement errors in the data. In a common setting for ECDSA key
recovery from known nonce bits, the side channel leaks the number of leading
zeroes of the nonce, but the signal is noisy and thus data may be mislabeled. If
the estimate is below the true number, this is not a problem, since the target
vector will be even shorter than estimated and thus easier to find. However, if
the true number of zero bits is smaller than the estimate, then the desired vector
will be larger than estimated which can cause the key recovery algorithm to fail.

It is believed that lattice approaches to the Hidden Number Problem do not
deal well with noisy data [68] and “assume that inputs are perfectly correct” [13].



There are a few techniques in the literature to work around these limitations and
to deal with noise [44]. The most common approach is simply to repeatedly try
running the lattice algorithm on subsamples of the data until one succeeds [23].
Alternatively, one can use more samples in the lattice, in order to increase the
expected gap between the target vector and the lattice. For example, it was
already observed in [29] that using a lattice construction with more samples
increases the success rate in the presence of errors, even using the same block
size.

However, the most natural approach does not appear to have been considered
in the literature before: Use an estimate of the error rate to compute a new target
norm as in Eq. (4) and pick the block size or enumeration radius parameters
accordingly. That is, when the error rate can be estimated, this is simply a special
case of estimating the norm of the target vector. As before, even if the number
m of samples is limited, enumeration with predicate in principle can search out
to arbitrarily large target norms.

The most difficult case to handle is when more samples are not available and
the error rate is unknown or difficult to estimate properly. In this case, a strategy
is to repeatedly increase the expected target norm of the vector, pick an algorithm
that solves for this target norm R and attempt to solve the instance: BKZ for
R < gh(Λ), sieving with predicate for R ≤

√
4/3 · gh(Λ) and enumeration with

predicate for R >
√

4/3 ·gh(Λ). We refer to this strategy as “scale” in Section 5.5.
Figure 6 illustrates how the running time of the “scale” strategy varies with

the fraction of errors and the number of samples used in the lattice.
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24. Cabrera Aldaya, A., Pereida Garćıa, C., Brumley, B.B.: From A to Z: Projective
coordinates leakage in the wild. IACR TCHES 2020(3), 428–453 (2020), https:
//tches.iacr.org/index.php/TCHES/article/view/8596

25. Capkun, S., Roesner, F. (eds.): USENIX Security 2020. USENIX Association (Aug
2020)

26. Coppersmith, D.: Finding a small root of a bivariate integer equation; factoring
with high bits known. In: Maurer, U.M. (ed.) EUROCRYPT’96. LNCS, vol. 1070,
pp. 178–189. Springer, Heidelberg (May 1996)

27. Dachman-Soled, D., Ducas, L., Gong, H., Rossi, M.: LWE with side information:
Attacks and concrete security estimation. In: Micciancio and Ristenpart [56], pp.
329–358

28. Dagdelen, O., Schneider, M.: Parallel enumeration of shortest lattice vectors. Lecture
Notes in Computer Science p. 211–222 (2010)

29. Dall, F., De Micheli, G., Eisenbarth, T., Genkin, D., Heninger, N., Moghimi, A.,
Yarom, Y.: CacheQuote: Efficiently recovering long-term secrets of SGX EPID via
cache attacks. IACR TCHES 2018(2), 171–191 (2018), https://tches.iacr.org/
index.php/TCHES/article/view/879

30. De Mulder, E., Hutter, M., Marson, M.E., Pearson, P.: Using Bleichenbacher’s
solution to the hidden number problem to attack nonce leaks in 384-bit ECDSA. In:
Bertoni, G., Coron, J.S. (eds.) CHES 2013. LNCS, vol. 8086, pp. 435–452. Springer,
Heidelberg (Aug 2013)

31. Doulgerakis, E., Laarhoven, T., Weger, B.: Finding closest lattice vectors using
approximate voronoi cells. In: Ding, J., Steinwandt, R. (eds.) Post-Quantum Cryp-
tography - 10th International Conference, PQCrypto 2019. pp. 3–22. Springer,
Heidelberg (2019)

32. Ducas, L.: Shortest vector from lattice sieving: A few dimensions for free. In: Nielsen,
J.B., Rijmen, V. (eds.) EUROCRYPT 2018, Part I. LNCS, vol. 10820, pp. 125–145.
Springer, Heidelberg (Apr / May 2018)

33. Fincke, U., Pohst, M.: Improved methods for calculating vectors of short length in
a lattice, including a complexity analysis. Mathematics of Computation 44(170),
463–471 (1985)

34. Gama, N., Nguyen, P.Q.: Finding short lattice vectors within Mordell’s inequality.
In: Ladner, R.E., Dwork, C. (eds.) 40th ACM STOC. pp. 207–216. ACM Press
(May 2008)

35. Gama, N., Nguyen, P.Q., Regev, O.: Lattice enumeration using extreme pruning.
In: Gilbert, H. (ed.) EUROCRYPT 2010. LNCS, vol. 6110, pp. 257–278. Springer,
Heidelberg (May / Jun 2010)
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# -*- coding: utf-8 -*-
"""
"""

import os
import sys
import io


def btoi(b):
    return int.from_bytes(b, "big")


def itob(i, baselen):
    return int.to_bytes(int(i), length=baselen, byteorder="big")


class SuppressStream(object):
    """
    Suppress errors (being printed by FPLLL, which are to be expected).
    """

    def __init__(self, stream=sys.stderr):
        try:
            self.orig_stream_fileno = stream.fileno()
            self.skip = False
        except io.UnsupportedOperation:
            self.skip = True

    def __enter__(self):
        if self.skip:
            return
        self.orig_stream_dup = os.dup(self.orig_stream_fileno)
        self.devnull = open(os.devnull, "w")
        os.dup2(self.devnull.fileno(), self.orig_stream_fileno)

    def __exit__(self, type, value, traceback):
        if self.skip:
            return
        os.close(self.orig_stream_fileno)
        os.dup2(self.orig_stream_dup, self.orig_stream_fileno)
        os.close(self.orig_stream_dup)
        self.devnull.close()



# -*- coding: utf-8 -*-
"""
Solve Unique-SVP with Predicate instances.

All functions (which really are instances of a callable class) know about their parameters.  These
parameters can be prepared by calling e.g. ``usvp_pred_bkz_enum_solve.parametersf(A, norm)`` which
will return the required block sizes in this case.

A user probably wants to call ``usvp_pred_solve``.

..  note :: This file assumes that there is at most one vector satisfying the predicate in the
            lattice, i.e. we do early aborts.

"""
# NOTE: This file should not import from the sage namespace,
# i.e. this file is meant to be usable outside SageMath.
from dataclasses import dataclass
import warnings
from math import log, pi, lgamma
import logging

from fpylll import FPLLL, GSO, Enumeration, EnumerationError, Pruning, BKZ
from fpylll.algorithms.bkz2 import BKZReduction as BKZ2
from fpylll.tools.bkz_stats import BKZTreeTracer
from fpylll.util import precision as fplll_precision
from fpylll.tools.bkz_simulator import simulate
from fpylll.util import gaussian_heuristic

from g6k.algorithms.workout import workout
from g6k.siever import SaturationError
from g6k import Siever, SieverParams
from g6k.utils.stats import SieveTreeTracer
from g6k.algorithms.bkz import pump_n_jump_bkz_tour

from utils import SuppressStream


@dataclass
class USVPPredSolverResults:
    """
    All solvers return an instance of this class
    """

    success: bool  # success or not
    ntests: int  # number of calls to the predicate
    b0: float  # norm of the shortest vector in the basis (regardless of predicate)
    solution: tuple = None  # the solution
    cputime: float = None  # cputime spent
    walltime: float = None  # walltime spent
    data: object = None  # any additional data

    def __repr__(self):
        return (
            "USVPPredSolverResults(success={success}, "
            "ntests={ntests}, "
            "b0={b0:.1f}, "
            "solution=({solution}, …), "
            "cputime={cputime:.1f}, "
            "walltime={walltime:.1f}, "
            "data=…)"
        ).format(
            success=int(self.success),
            ntests=self.ntests,
            b0=self.b0,
            cputime=float(self.cputime),
            walltime=float(self.walltime),
            solution=str(self.solution[:5])[1:-1] if self.solution else "None",
        )


STRATEGIES_MAX_DIM = 99


class USVPPredEnum:
    """
    Solve an uSVP with predicate instance with enumeration.

    :param M: FPyLLL ``MatGSO`` object or ``IntegerLattice``
    :param predicate: predicate to evaluate
    :param squared_target_norm: squared norm of target
    :param invalidate_cache: a callable to invalidate caches for the predicate.
    :param target_prob: attempt to achieve this probability of success
    :param preproc_offset: preprocess with block size d - `preproc_offset`
    :param ph: magnitudes are scaled by `2^{ph}` before being considered to avoid overflows
    :param threads: number of threads to use
    :returns: statistics
    :rtype: ``USVPPredSolverResults``

    """

    DEFAULT_TARGET_PROB = 0.9

    @classmethod
    def __call__(
        cls,
        M,
        predicate,
        squared_target_norm,
        invalidate_cache=lambda: None,
        target_prob=None,
        preproc_offset=20,
        ph=0,
        threads=1,
        **kwds
    ):
        preproc_time = None
        ntests = 0

        if target_prob is None:
            target_prob = cls.DEFAULT_TARGET_PROB

        bkz_res = usvp_pred_bkz_enum_solve(
            M, predicate, block_size=min(STRATEGIES_MAX_DIM, M.d), invalidate_cache=invalidate_cache, threads=threads
        )

        if bkz_res.success:  # this might be enough
            return bkz_res

        FPLLL.set_threads(threads)

        M.update_gso()
        bkz = BKZ2(M)
        tracer = BKZTreeTracer(bkz, root_label="enum_pred", start_clocks=True)

        remaining_probability, rerandomize, found, solution = (1.0, False, False, None)

        while remaining_probability > 1.0 - target_prob:
            invalidate_cache()

            with tracer.context("preprocessing"):
                if rerandomize:
                    with tracer.context("randomization"):
                        bkz.randomize_block(0, M.d, tracer=tracer, density=3)
                with tracer.context("reduction"):
                    with tracer.context("lll"):
                        bkz.lll_obj()
                    for _ in range(4):
                        bkz.tour(
                            BKZ.EasyParam(min(max(M.d - preproc_offset, 2), STRATEGIES_MAX_DIM), flags=BKZ.GH_BND),
                            tracer=tracer,
                        )

            if preproc_time is None:
                preproc_time = float(tracer.trace.child("preprocessing")["cputime"])

            with tracer.context("check"):
                for v in M.B:
                    ntests += 1
                    if predicate(v, standard_basis=True):
                        found = True
                        solution = tuple([int(v_) for v_ in v])
                        break

            if found:
                break

            with tracer.context("pruner"):
                preproc_cost = threads * preproc_time * 2 * 10 ** 9 / 100  # 100 cycles per node
                with SuppressStream():
                    r = []
                    for i in range(M.d):
                        r_, exp = M.get_r_exp(i, i)
                        r.append(r_ * 2 ** (exp - ph))
                    (cost, prob), coeffs = cls.pruning_coefficients(
                        squared_target_norm / 2 ** ph, r, preproc_cost, target_prob=target_prob
                    )

            def callbackf(v):
                nonlocal ntests
                ntests += 1
                return predicate(v, standard_basis=False)

            enum_obj = Enumeration(M, callbackf=callbackf)
            with tracer.context("enumeration", enum_obj=enum_obj, probability=prob, full=True):
                try:
                    solutions = enum_obj.enumerate(0, M.d, squared_target_norm / 2 ** ph, ph, pruning=coeffs)
                    _, v = solutions[0]
                    found = True
                    solution = tuple([int(v_) for v_ in M.B.multiply_left(v)])
                    break
                except EnumerationError:
                    pass

            rerandomize = True
            remaining_probability *= 1 - prob

        tracer.exit()
        FPLLL.set_threads(1)

        b0, b0e = bkz.M.get_r_exp(0, 0)

        return USVPPredSolverResults(
            success=found,
            solution=solution,
            ntests=ntests + bkz_res.ntests,
            b0=b0 ** (0.5) * 2 ** (b0e / 2.0),
            cputime=tracer.trace.data["cputime"] + bkz_res.cputime,
            walltime=tracer.trace.data["walltime"] + bkz_res.walltime,
            data=tracer.trace,
        )

    @classmethod
    def pruning_coefficients(cls, squared_target_norm, r, preproc_cost, target_prob=None, precision=212):
        """
        :param squared_target_norm: squared enumeration squared_target_norm
        :param r: basis profile
        :param preproc_cost: preprocessing time in enumeration nodes
        :param target_prob: target probability of success

        """
        if target_prob is None:
            target_prob = cls.DEFAULT_TARGET_PROB

        with fplll_precision(precision):
            for prob, flags in (
                (target_prob, Pruning.GRADIENT | Pruning.HALF),
                (target_prob * 0.9, Pruning.GRADIENT | Pruning.HALF),
                (target_prob * 0.8, Pruning.GRADIENT | Pruning.HALF),
                (target_prob * 0.7, Pruning.GRADIENT | Pruning.HALF),
                (target_prob * 0.6, Pruning.GRADIENT | Pruning.HALF),
                # (target_prob, Pruning.HALF),
            ):
                try:
                    pruner = Pruning.Pruner(
                        squared_target_norm, preproc_cost, [r], target=prob, float_type="mpfr", flags=flags
                    )
                    coeffs = pruner.optimize_coefficients([1.0] * len(r))
                    cost = pruner.repeated_enum_cost(coeffs)
                    return ((preproc_cost + cost, pruner.measure_metric(coeffs)), coeffs)
                except RuntimeError:
                    pass
            else:
                raise RuntimeError("Pruning failed.")

    @classmethod
    def estimate(cls, M, squared_target_norm, target_prob=None):
        """
        :param M: either a GSO object or a tuple containing the ln of the squared volume and the dimension
        :param squared_target_norm: the squared norm of the embedded target vector.
        :returns: cost in CPU cycles, None

        """

        cost, data = usvp_pred_bkz_enum_solve.estimate(M, squared_target_norm)
        if cost:
            return cost, data

        if target_prob is None:
            target_prob = cls.DEFAULT_TARGET_PROB
        try:
            (log_vol, d) = M
            log_vol = log_vol / log(2.0)
        except TypeError:
            try:
                M.update_gso()
            except AttributeError:
                M = GSO.Mat(M)
                M.update_gso()
            d = M.d
            log_vol = M.get_log_det(0, d) / log(2.0)

        preproc_cost = 8 * float(d ** 3)
        preproc_d = max(d - 20, 2)

        for i in range(d):
            d_ = min(preproc_d, d - i)
            if d_ > 30:
                preproc_cost += 8 * float(2 ** (0.1839 * d_ * log(d_, 2) - 0.995 * d_ + 16.25))

        nf = round(log_vol * (1 / d))
        log_vol -= d * nf  # handle rounding errors
        squared_target_norm /= 2 ** nf

        r = [1.0219 ** (2 * (d - 2 * i - 1)) * 2 ** (log_vol * (1 / d)) for i in range(d)]

        from fpylll.tools.bkz_simulator import simulate

        r, _ = simulate(r, BKZ.EasyParam(preproc_d))

        (cost, prob), _ = cls.pruning_coefficients(squared_target_norm, r, preproc_cost, target_prob=target_prob)
        return int(round(cost * 64)), None

    @classmethod
    def parametersf(cls, M, squared_target_norm):
        ph = M.get_r_exp(M.d - 1, M.d - 1)[1]
        # use integers to preserve precision, squared_target_norm might not be a float
        return {"squared_target_norm": 101 * (squared_target_norm / 100), "ph": ph}


usvp_pred_enum_solve = USVPPredEnum()


class USVPPredBKZEnum:
    """
    Solve an uSVP with predicate instance with BKZ+enumeration.

    :param M: FPyLLL ``MatGSO`` object or ``IntegerLattice``
    :param predicate: predicate to evaluate
    :param block_size: BKZ block size
    :param invalidate_cache: a callable to invalidate caches for the predicate.
    :param max_loops: maximum number of BKZ tours
    :param threads: number of threads to use
    :returns: statistics
    :rtype: ``USVPPredSolverResults``

    """

    @classmethod
    def __call__(cls, M, predicate, block_size, invalidate_cache=lambda: None, max_loops=8, threads=1, **kwds):
        bkz = BKZ2(M)

        if block_size > STRATEGIES_MAX_DIM:
            warnings.warn("reducing block size to {max}".format(max=STRATEGIES_MAX_DIM))
            block_size = STRATEGIES_MAX_DIM

        FPLLL.set_threads(threads)
        params = BKZ.EasyParam(block_size=block_size, **kwds)
        auto_abort = BKZ.AutoAbort(M, M.d)
        tracer = BKZTreeTracer(bkz, root_label="bkz_enum", start_clocks=True)
        found, ntests, solution = False, 0, None
        for tour in range(max_loops):
            bkz.tour(params)

            if auto_abort.test_abort():
                break

            invalidate_cache()

            with tracer.context("check"):
                for i, v in enumerate(bkz.M.B):
                    ntests += 1
                    if predicate(v, standard_basis=True):
                        found = True
                        solution = tuple([int(v_) for v_ in v])
                        break
            if found:
                break

        FPLLL.set_threads(1)

        tracer.exit()

        b0, b0e = bkz.M.get_r_exp(0, 0)

        return USVPPredSolverResults(
            success=found,
            solution=solution,
            ntests=ntests,
            b0=b0 ** (0.5) * 2 ** (b0e / 2.0),
            cputime=tracer.trace.data["cputime"],
            walltime=tracer.trace.data["walltime"],
            data=tracer.trace,
        )

    @classmethod
    def estimate(cls, M, squared_target_norm, max_loops=8):
        """
        :param M: either a GSO object or a tuple containing the ln of the squared volume and the dimension
        :param squared_target_norm: the squared norm of the embedded target vector.
        :returns: cost in CPU cycles, block size

        """
        try:
            (log_vol, d) = M
            log_vol = log_vol / log(2.0)
        except TypeError:
            try:
                M.update_gso()
            except AttributeError:
                M = GSO.Mat(M)
                M.update_gso()
            d = M.d
            log_vol = M.get_log_det(0, d) / log(2.0)

        nf = round(log_vol * (1 / d))
        log_vol -= d * nf  # handle rounding errors
        squared_target_norm /= 2 ** nf

        lgh = lgamma(1 + d / 2.0) * (2.0 / d) - log(pi) + log_vol * log(2.0) * (1.0 / d)

        if log(squared_target_norm) > lgh:
            return None, False

        r = [1.0219 ** (2 * (d - 2 * i - 1)) * 2 ** (log_vol * (1 / d)) for i in range(d)]

        found, cost = False, None
        for beta in range(3, d + 1)[::-1]:
            rr = simulate(list(r), BKZ.EasyParam(beta, max_loops=8))[0]
            if squared_target_norm / d * beta < rr[-beta]:
                found = beta
            else:
                break
        if found:
            cost = max_loops * d * float(2 ** (0.1839 * found * log(found, 2.0) - 0.995 * found + 16.25))
            return int(round(cost) * 64), found
        else:
            return None, False

    @classmethod
    def parametersf(cls, M, squared_target_norm):
        block_size = cls.estimate(M, squared_target_norm)[1]
        if not block_size:
            block_size = M.d
        return {"block_size": block_size}


usvp_pred_bkz_enum_solve = USVPPredBKZEnum()


class USVPPredSieve:
    """
    Solve an uSVP with predicate instance with sieving.

    :param M: FPyLLL ``MatGSO`` object or ``IntegerLattice``
    :param predicate: predicate to evaluate
    :param invalidate_cache: a callable to invalidate caches for the predicate.
    :param preproc_offset: preprocess with block size d - `preproc_offset`, preprocessing is disables when 0.
    :param threads: number of threads to use
    :returns: statistics
    :rtype: ``USVPPredSolverResults``

    """

    @classmethod
    def __call__(cls, M, predicate, invalidate_cache=lambda: None, preproc_offset=20, threads=1, **kwds):
        if preproc_offset and M.d >= 40:
            bkz_res = usvp_pred_bkz_sieve_solve(
                M,
                predicate,
                block_size=max(M.d - preproc_offset, 2),
                max_loops=8,
                threads=threads,
                invalidate_cache=invalidate_cache,
            )

            ntests = bkz_res.ntests
            if bkz_res.success:  # this might be enough
                return bkz_res
        else:
            bkz_res = None
            ntests = 0

        params = SieverParams(reserved_n=M.d, otf_lift=False, threads=threads)
        g6k = Siever(M, params)

        tracer = SieveTreeTracer(g6k, root_label="sieve", start_clocks=True)
        workout(g6k, tracer, 0, M.d, dim4free_min=0, dim4free_dec=15)

        invalidate_cache()

        found, solution = False, None
        with tracer.context("check"):  # check if the workout solved it for us
            for i in range(g6k.M.d):
                ntests += 1
                if predicate(g6k.M.B[i], standard_basis=True):
                    found = True
                    solution = tuple([int(v_) for v_ in g6k.M.B[i]])
                    break

        if found:
            tracer.exit()

            b0, b0e = M.get_r_exp(0, 0)

            return USVPPredSolverResults(
                success=found,
                ntests=ntests,
                solution=solution,
                b0=b0 ** (0.5) * 2 ** (b0e / 2.0),
                cputime=tracer.trace.data["cputime"],
                walltime=tracer.trace.data["walltime"],
                data=tracer.trace,
            )

        with tracer.context("sieve"):
            try:
                g6k()
            except SaturationError:
                pass

        while g6k.l:
            g6k.extend_left()
            with tracer.context("sieve"):
                try:
                    g6k()
                except SaturationError:
                    pass

        # fill the database
        with g6k.temp_params(**kwds):
            g6k()

        invalidate_cache()

        with tracer.context("check"):
            for i in range(g6k.M.d):
                ntests += 1
                if predicate(g6k.M.B[i], standard_basis=True):
                    found = True
                    solution = tuple([int(v_) for v_ in g6k.M.B[i]])
                    break

            if not found:
                for v in g6k.itervalues():
                    ntests += 1
                    if predicate(v, standard_basis=False):
                        found = True
                        solution = tuple([int(v_) for v_ in g6k.M.B.multiply_left(v)])
                        break
        tracer.exit()

        cputime = tracer.trace.data["cputime"] + bkz_res.cputime if bkz_res else 0
        walltime = tracer.trace.data["walltime"] + bkz_res.walltime if bkz_res else 0

        b0, b0e = M.get_r_exp(0, 0)

        return USVPPredSolverResults(
            success=found,
            ntests=ntests,
            solution=solution,
            b0=b0 ** (0.5) * 2 ** (b0e / 2.0),
            cputime=cputime,
            walltime=walltime,
            data=tracer.trace,
        )

    @classmethod
    def estimate(cls, M, squared_target_norm):
        """
        :param M: either a GSO object or a tuple containing the ln of the squared volume and the dimension
        :param squared_target_norm: the squared norm of the embedded target vector.
        :returns: cost in CPU cycles, None
        """
        try:
            (log_vol, d) = M
            log_vol = log_vol / log(2.0)
        except TypeError:
            try:
                M.update_gso()
            except AttributeError:
                M = GSO.Mat(M)
                M.update_gso()
            d = M.d
            log_vol = M.get_log_det(0, d) / log(2.0)

        nf = round(log_vol * (1 / d))
        log_vol -= d * nf  # handle rounding errors
        squared_target_norm /= 2 ** nf

        lgh = lgamma(1 + d / 2.0) * (2.0 / d) - log(pi) + log_vol * log(2.0) * (1.0 / d)

        if log(squared_target_norm) - lgh > log(1.01 * 4 / 3.0):  # fudge factor
            return None, None

        # NOTE: please refrain from interpreting the function below. It is merely meant as a method
        # to compress the table that follows. It is not to be interpreted as a prediction for large,
        # cryptographic dimensions.

        # sage: attach("sieve_cost.py")
        # sage: runit(range(40, 101, 2), threads=1, jobs=40, tasks=80)
        # d:  48, cputime:     1.79 (0.082*x + 27.785), walltime:     1.79 (0.077*x + 28.027)
        # d:  50, cputime:     4.97 (0.216*x + 21.883), walltime:     4.97 (0.216*x + 21.904)
        # d:  52, cputime:     5.51 (0.280*x + 18.826), walltime:     5.51 (0.280*x + 18.829)
        # d:  54, cputime:     6.07 (0.277*x + 18.828), walltime:     6.08 (0.277*x + 18.827)
        # d:  56, cputime:     7.46 (0.221*x + 21.639), walltime:     7.46 (0.221*x + 21.638)
        # d:  58, cputime:     8.51 (0.100*x + 28.194), walltime:     8.52 (0.100*x + 28.194)
        # d:  60, cputime:    16.77 (0.185*x + 23.568), walltime:    16.77 (0.185*x + 23.569)
        # d:  62, cputime:    19.02 (0.223*x + 21.341), walltime:    19.02 (0.223*x + 21.341)
        # d:  64, cputime:    21.93 (0.214*x + 21.838), walltime:    21.93 (0.214*x + 21.838)
        # d:  66, cputime:    25.90 (0.180*x + 23.856), walltime:    25.91 (0.180*x + 23.856)
        # d:  68, cputime:    31.72 (0.114*x + 28.074), walltime:    31.72 (0.114*x + 28.075)
        # d:  70, cputime:    62.96 (0.199*x + 22.612), walltime:    62.97 (0.199*x + 22.613)
        # d:  72, cputime:    77.03 (0.245*x + 19.491), walltime:    77.04 (0.245*x + 19.491)
        # d:  74, cputime:    97.72 (0.256*x + 18.717), walltime:    97.73 (0.256*x + 18.717)
        # d:  76, cputime:   129.03 (0.234*x + 20.210), walltime:   129.04 (0.234*x + 20.210)
        # d:  78, cputime:   178.14 (0.187*x + 23.709), walltime:   178.16 (0.187*x + 23.710)
        # d:  80, cputime:   324.95 (0.251*x + 18.964), walltime:   325.03 (0.251*x + 18.962)
        # d:  82, cputime:   447.11 (0.286*x + 16.237), walltime:   447.31 (0.286*x + 16.233)
        # d:  84, cputime:   645.36 (0.299*x + 15.202), walltime:   645.64 (0.299*x + 15.196)
        # d:  86, cputime:   938.59 (0.289*x + 15.946), walltime:   939.01 (0.289*x + 15.942)
        # d:  88, cputime:  1419.92 (0.266*x + 17.898), walltime:  1420.55 (0.266*x + 17.897)
        # d:  90, cputime:  2371.75 (0.298*x + 15.242), walltime:  2372.79 (0.298*x + 15.243)
        # d:  92, cputime:  3742.38 (0.320*x + 13.250), walltime:  3744.01 (0.320*x + 13.251)
        # d:  94, cputime:  5984.56 (0.337*x + 11.747), walltime:  5987.23 (0.337*x + 11.747)
        # d:  96, cputime:  9273.02 (0.337*x + 11.704), walltime:  9276.95 (0.337*x + 11.705)
        # d:  98, cputime: 14675.40 (0.328*x + 12.558), walltime: 14681.85 (0.328*x + 12.559)
        # d: 100, cputime: 24131.73 (0.334*x + 12.071), walltime: 24142.40 (0.334*x + 12.072)

        # sage: runit(range(102, 121, 2), threads=40, jobs=1, tasks=8)
        # d: 102, cputime: 50014.29 (), walltime:  1601.63 ()
        # d: 104, cputime: 81504.44 (), walltime:  2392.41 ()
        # d: 106, cputime: 131605.79 (), walltime:  3653.74 ()
        # d: 108, cputime: 217125.04 (), walltime:  5807.46 ()
        # d: 110, cputime: 359440.48 (0.355*x + 10.268), walltime:  9509.48 (0.321*x + 8.761)
        # d: 112, cputime: 576814.24 (0.355*x + 10.308), walltime: 14967.10 (0.334*x + 7.406)
        # d: 114, cputime: 940493.32 (0.354*x + 10.370), walltime: 24090.69 (0.340*x + 6.650)
        # d: 116, cputime: 1542007.36 (0.352*x + 10.595), walltime: 39181.72 (0.342*x + 6.421)
        # d: 118, cputime: 2509762.46 (0.351*x + 10.699), walltime: 63480.77 (0.343*x + 6.331)
        # d: 120, cputime: 4162026.47 (0.356*x + 10.168), walltime: 105040.10 (0.351*x + 5.445)

        # l = [(x,log(y*2*10**9,2)) for x,y in l]
        # var("x,a,b,c")
        # f = a*x + b*log(x,2) + c
        # f = f.function(x)
        # g = f.subs(find_fit(l[10:], f, solution_dict=True))

        # var("x,a,b,c")
        # f = a*x + b
        # f = f.function(x)
        # g = f.subs(find_fit(l[-10:], f, solution_dict=True))

        # NOTE: We are ignoring the cost of checking the predicate in the database.

        if d <= 90:
            cost = 2 ** float(0.65819 * d - 30.460 * log(d) + 119.91)
        else:
            cost = 2 ** float(0.37495 * d + 8.12)
        return cost, None

    @classmethod
    def parametersf(cls, M, squared_target_norm):
        return {"saturation_ratio": 0.70, "db_size_factor": 3.50}


usvp_pred_sieve_solve = USVPPredSieve()


class USVPPredBKZSieve:
    """
    Solve an uSVP with predicate instance with BKZ+sieving.

    :param M: FPyLLL ``MatGSO`` object or ``IntegerLattice``
    :param predicate: predicate to evaluate
    :param block_size: BKZ block size
    :param invalidate_cache: a callable to invalidate caches for the predicate.
    :param max_loops: maximum number of BKZ tours
    :param threads: number of threads to use
    :returns: statistics
    :rtype: ``USVPPredSolverResults``

    """

    def __call__(cls, M, predicate, block_size, invalidate_cache=lambda: None, threads=1, max_loops=8, **kwds):
        params = SieverParams(threads=threads)
        g6k = Siever(M, params)
        tracer = SieveTreeTracer(g6k, root_label="bkz-sieve", start_clocks=True)
        for b in range(20, block_size + 1, 10):
            pump_n_jump_bkz_tour(g6k, tracer, b, pump_params={"down_sieve": True})

        auto_abort = BKZ.AutoAbort(M, M.d)
        found, ntests, solution = False, 0, None
        for tour in range(max_loops):
            pump_n_jump_bkz_tour(g6k, tracer, block_size, pump_params={"down_sieve": True})

            invalidate_cache()

            if auto_abort.test_abort():
                break

            with tracer.context("check"):
                for i, v in enumerate(M.B):
                    ntests += 1
                    if predicate(v, standard_basis=True):
                        solution = tuple([int(v_) for v_ in v])
                        found = True
                        break
                if found:
                    break

        tracer.exit()

        b0, b0e = M.get_r_exp(0, 0)

        return USVPPredSolverResults(
            success=found,
            ntests=ntests,
            solution=solution,
            b0=b0 ** (0.5) * 2 ** (b0e / 2.0),
            cputime=tracer.trace.data["cputime"],
            walltime=tracer.trace.data["walltime"],
            data=tracer.trace,
        )

    @classmethod
    def estimate(cls, M, squared_target_norm, max_loops=8):
        """

        :param M:
        :param squared_target_norm:
        :param target_prob:
        :returns: cost in CPU cycles

        """
        try:
            (_, d) = M
        except TypeError:
            try:
                M.update_gso()
            except AttributeError:
                M = GSO.Mat(M)
                M.update_gso()
            d = M.d

        _, block_size = USVPPredBKZEnum.estimate(M, squared_target_norm)
        if block_size:
            # TODO: this seems way too much
            cost = max_loops * d * 2 ** float(0.38191949470057696 * block_size - 32.71092701524247) * 3600 * 2 * 10 ** 9
            return cost, block_size
        else:
            return None, False

    @classmethod
    def parametersf(cls, M, squared_target_norm):
        block_size = USVPPredBKZEnum.estimate(M, squared_target_norm)[1]
        if not block_size:
            block_size = M.d
        return {"block_size": block_size}


usvp_pred_bkz_sieve_solve = USVPPredBKZSieve()

solvers = {
    "bkz-enum": usvp_pred_bkz_enum_solve,
    "bkz-sieve": usvp_pred_bkz_sieve_solve,
    "enum_pred": usvp_pred_enum_solve,
    "sieve_pred": usvp_pred_sieve_solve,
}


def usvp_pred_solve(A, predicate, squared_target_norm, invalidate_cache=lambda: None, solver=None, **kwds):
    """
    Solve uSVP with predicate.

    Given a USVP instance ``A`` with ``predicate`` and a target of ``squared_target_norm`` solve
    this intance using ``solver``.

    :param A: An ``IntegerMatrix`` or a ``MatGSO`` object
    :param predicate: a predicate (this will inject ``M`` into its global namespace)
    :param squared_target_norm: the squared norm of the target
    :param invalidate_cache: a callable to invalidate caches for the predicate.
    :param solver: uSVP with predicate solver to use.

    """
    from g6k import Siever

    try:
        solver = solvers[solver]
    except KeyError:
        pass

    try:
        A.update_gso()
        M = A
    except AttributeError:
        M = Siever.MatGSO(A)
        M.update_gso()

    predicate.__globals__["M"] = M

    if solver is None:
        cost, block_size = usvp_pred_bkz_enum_solve.estimate(M, squared_target_norm)
        if cost:  # HACK
            if block_size >= 70:
                solver_name = "bkz-sieve"
            else:
                solver_name = "bkz-enum"
        else:
            gh = gaussian_heuristic(M.r())
            if M.d < 40 or squared_target_norm / gh > 4 / 3.0:
                solver_name = "enum_pred"
            else:
                solver_name = "sieve_pred"
        solver = solvers[solver_name]
        logging.debug("% solving with {solver_name}".format(solver_name=solver_name))

    aux_kwds = kwds
    kwds = solver.parametersf(M, squared_target_norm)
    kwds.update(aux_kwds)

    logging.debug("% solving with {kwds}".format(kwds=kwds))

    return solver(M, predicate, invalidate_cache=invalidate_cache, **kwds)


def usvp_pred_solve_scale(
    A, predicate, squared_target_norm, invalidate_cache=lambda: None, solver=None, scale_factor=1200, **kwds
):
    """
    Solve uSVP with predicate, on failure increase target norm and try again

    Given a USVP instance ``A`` with ``predicate`` and a target of ``squared_target_norm`` solve
    this intance using ``solver``, increasing the search radius on failure.

    :param A: An ``IntegerMatrix`` or a ``MatGSO`` object
    :param predicate: a predicate (this will inject ``M`` into its global namespace)
    :param squared_target_norm: the squared norm of the target
    :param invalidate_cache: a callable to invalidate caches for the predicate.
    :param solver: uSVP with predicate solver to use, it is probably a bad idea to set this
    :param scale_factor: on failure ``squared_target_norm`` is scaled by ``scale_factor/1000``

    """
    # TODO: accumulate costs
    ntests, cputime, walltime = 0, 0, 0
    while True:
        ret = usvp_pred_solve(
            A=A,
            predicate=predicate,
            squared_target_norm=squared_target_norm,
            invalidate_cache=invalidate_cache,
            solver=solver,
            **kwds
        )
        if ret.success:
            break
        else:
            ntests += ret.ntests
            cputime += ret.cputime
            walltime += ret.walltime
            squared_target_norm = (squared_target_norm * scale_factor) / 1000

    return USVPPredSolverResults(
        success=ret.success,
        ntests=ret.ntests + ntests,
        solution=ret.solution,
        b0=ret.b0,
        cputime=ret.cputime + cputime,
        walltime=ret.walltime + walltime,
        data=ret.data,
    )


def usvp_pred_solve_repeat(
    A, predicate, squared_target_norm, invalidate_cache=lambda: None, solver=None, repeat=10, **kwds
):
    """
    Solve uSVP with predicate, repeatedly

    Given a USVP instance ``A`` with ``predicate`` and a target of ``squared_target_norm`` solve
    this intance using ``solver`` up to ``repeat`` times (since our algorithms are probabilistic).

    :param A: An ``IntegerMatrix`` or a ``MatGSO`` object
    :param predicate: a predicate (this will inject ``M`` into its global namespace)
    :param squared_target_norm: the squared norm of the target
    :param invalidate_cache: a callable to invalidate caches for the predicate.
    :param solver: uSVP with predicate solver to use, it is probably a bad idea to set this
    :param repeat: try this many times

    """
    ntests, cputime, walltime = 0, 0, 0
    for _ in range(repeat):
        ret = usvp_pred_solve(
            A=A,
            predicate=predicate,
            squared_target_norm=squared_target_norm,
            invalidate_cache=invalidate_cache,
            solver=solver,
            **kwds
        )
        if ret.success:
            break
        else:
            ntests += ret.ntests
            cputime += ret.cputime
            walltime += ret.walltime

    return USVPPredSolverResults(
        success=ret.success,
        ntests=ret.ntests + ntests,
        solution=ret.solution,
        b0=ret.b0,
        cputime=ret.cputime + cputime,
        walltime=ret.walltime + walltime,
        data=ret.data,
    )


flavors = {"plain": usvp_pred_solve, "repeat": usvp_pred_solve_repeat, "scale": usvp_pred_solve_scale}



"""
Sieve on the top-most bits of the matrix.
"""

from g6k import Siever, SieverParams
from g6k.siever import SaturationError
from g6k.utils.stats import SieveTreeTracer


from usvp import USVPPredSolverResults, USVPPredSieve, usvp_pred_bkz_enum_solve


class USVPPredCutNSieve(USVPPredSieve):
    """
    Solve an uSVP with predicate instance with sieving, considering only top most bits of matrix entries.

    :param M: FPyLLL ``MatGSO`` object or ``IntegerLattice``
    :param predicate: predicate to evaluate
    :param invalidate_cache: a callable to invalidate caches for the predicate.
    :param preproc_offset: preprocess with block size d - `preproc_offset`, preprocessing is disables when 0.
    :param threads: number of threads to use
    :returns: statistics
    :rtype: ``USVPPredSolverResults``

    """

    @classmethod
    def __call__(cls, M, predicate, invalidate_cache=lambda: None, preproc_offset=20, threads=1, ph=0, **kwds):
        # TODO bkz_sieve would be neater here
        if preproc_offset and M.d >= 40:
            bkz_res = usvp_pred_bkz_enum_solve(
                M,
                predicate,
                block_size=max(M.d - preproc_offset, 2),
                max_loops=8,
                threads=threads,
                invalidate_cache=invalidate_cache,
            )

            ntests = bkz_res.ntests
            if bkz_res.success:  # this might be enough
                return bkz_res
        else:
            bkz_res = None
            ntests = 0

        from fpylll import IntegerMatrix

        # reduce size of entries
        B = IntegerMatrix(M.B.nrows, M.B.ncols)
        for i in range(M.B.nrows):
            for j in range(M.B.ncols):
                B[i, j] = M.B[i, j] // 2 ** ph

        params = SieverParams(reserved_n=M.d, otf_lift=False, threads=threads)
        g6k = Siever(B, params)
        tracer = SieveTreeTracer(g6k, root_label="sieve", start_clocks=True)

        g6k.initialize_local(0, M.d // 2, M.d)

        while g6k.l:
            g6k.extend_left()
            with tracer.context("sieve"):
                try:
                    g6k()
                except SaturationError:
                    pass

        # fill the database
        with g6k.temp_params(**kwds):
            g6k()

        invalidate_cache()

        found, solution = False, None
        with tracer.context("check"):
            for v in g6k.itervalues():  # heuristic: v has very small entries
                ntests += 1
                if predicate(v, standard_basis=False):
                    found = True
                    solution = tuple([int(v_) for v_ in g6k.M.B.multiply_left(v)])
                    break
        tracer.exit()

        cputime = tracer.trace.data["cputime"] + bkz_res.cputime if bkz_res else 0
        walltime = tracer.trace.data["walltime"] + bkz_res.walltime if bkz_res else 0

        b0, b0e = M.get_r_exp(0, 0)

        return USVPPredSolverResults(
            success=found,
            ntests=ntests,
            solution=solution,
            b0=b0 ** (0.5) * 2 ** (b0e / 2.0),
            cputime=cputime,
            walltime=walltime,
            data=tracer.trace,
        )

    @classmethod
    def parametersf(cls, M, squared_target_norm):

        kwds = USVPPredSieve.parametersf(M, squared_target_norm)
        ph = int(M.B[0, 0]).bit_length()
        for i in range(M.B.nrows):
            for j in range(M.B.ncols):
                if M.B[i, j]:
                    ph = min(int(M.B[i, j]).bit_length(), ph)
        kwds["ph"] = max(ph - 128, 0)
        return kwds


usvp_pred_cut_n_sieve_solve = USVPPredCutNSieve()



"""
Solve the Hidden Number Problem defined by ECDSA with biased nonces (ECDSA-HNP) using lattices.
"""

from sage.all import (
    vector,
    mod,
    Combinations,
    log_gamma,
    exp,
    Integer,
    FiniteField,
    EllipticCurve,
    ZZ,
    lift,
    inverse_mod,
    sqrt,
    log,
    set_random_seed,
    median,
    mean,
    RR,
    RealField,
    pi,
    floor,
    ceil,
    cached_method,
    random,
)

from collections import namedtuple
from multiprocessing import Pool
import binascii
import datetime
import logging
import multiprocessing_logging
import socket

from fpylll import IntegerMatrix, FPLLL, GSO, LLL

from usvp import flavors
from utils import btoi, itob


multiprocessing_logging.install_mp_handler()


class ECDSA(object):
    """
    ECDSA operations are collected in this object.
    """

    @classmethod
    def supported_curves(cls):
        import ecdsa

        curves = {str.lower(str(c)): c for c in ecdsa.curves.curves}
        return curves

    def __init__(self, curve=None, nbits=256):
        curves = self.supported_curves()

        if curve is None:
            if nbits == 160:
                curve = "brainpoolp160r1"
            elif nbits == 192:
                curve = "nist192p"
            elif nbits == 224:
                curve = "nist224p"
            elif nbits == 256:
                curve = "secp256k1"
            elif nbits == 320:
                curve = "brainpool320r1"
            elif nbits == 384:
                curve = "nist384p"
            elif nbits == 521:
                curve = "nist521p"
            else:
                raise NotImplementedError("nlen={nlen} is not implemented".format(nlen=nbits))

        if str.lower(curve) in curves.keys():
            self.curve = curves[curve]
            self.baselen = self.curve.baselen
            self.nbits = self.curve.order.bit_length()
            self.G = self.curve.generator
            self.n = Integer(self.G.order())
            self.F = FiniteField(self.curve.curve.p())
            self.C = EllipticCurve([self.F(self.curve.curve.a()), self.F(self.curve.curve.b())])
            self.GG = self.C([self.G.x(), self.G.y()])
        else:
            raise NotImplementedError("curve={curve} is not implemented".format(curve=curve))

    def sign(self, h, sk, klen=256, return_k=False):
        """
        Sign ``h`` and signing key ``sk``

        :param h: "hash"
        :param sk: signing key
        :param klen: number of bits in the nonce.
        :param return_k:

        """
        d = btoi(sk.to_string())
        hi = btoi(h)
        k = ZZ.random_element(2 ** klen)
        r = Integer((self.GG * k).xy()[0])
        s = lift(inverse_mod(k, self.n) * mod(hi + d * r, self.n))
        sig = itob(r, self.baselen) + itob(s, self.baselen)
        if return_k:
            return k, sig
        return sig

    def sample(self, m=2, klen_list=None, seed=None, errors=0.0):
        """
        Sample `m` leaky signatures.

        :param m:
        :param klen_list:
        :param seed:
        :param errors: fraction of signatures that are 1 bit longer than ``klen_list`` specifies

        """
        if klen_list is None:
            klen_list = [128] * m
        import ecdsa as ecdsam
        from ecdsa.util import PRNG

        if seed is not None:
            rng = PRNG(seed)
        else:
            rng = None
        sk = ecdsam.SigningKey.generate(curve=self.curve, entropy=rng)
        d = btoi(sk.to_string())
        vk = sk.get_verifying_key()
        lines = []
        k_list = []
        for i in range(m):
            h = ZZ.random_element(2 ** self.nbits)
            hb = itob(h, self.baselen)
            if errors > 0 and random() < errors:
                k, sss = self.sign(hb, sk, klen=klen_list[i] + 1, return_k=True)
            else:
                k, sss = self.sign(hb, sk, klen=klen_list[i], return_k=True)
            k_list.append(k)
            lines.append("%s %s %s %s" % (str(klen_list[i]), bytes.hex(hb), bytes.hex(sss), bytes.hex(vk.to_string())))
        return lines, k_list, d


class ECDSASolver(object):
    """
    Solve ECDSA with biased nonces.
    """

    def __init__(self, ecdsa, lines, m, d=None, threads=1):
        """

        :param ecdsa: ECDSA object
        :param lines: TODO
        :param m: number of samples
        :param d: dimension of the lattice (default: `m+1`)
        :param threads: number of threads to use

        """
        from ecdsa import VerifyingKey

        self.ecdsa = ecdsa
        self.klen_list = []
        self.s_list = []
        self.r_list = []
        self.h_list = []
        self.m = 0
        self.vk = ""
        self.d = m + 1 if d is None else d
        self.threads = threads

        for line in lines:
            klen, h, sig, key = line.strip().split()
            self.klen_list.append(int(klen))
            self.h_list.append(int(h, 16))
            if not self.vk:
                self.pubx = btoi(binascii.unhexlify(key[: self.ecdsa.baselen * 2]))
                self.puby = btoi(binascii.unhexlify(key[self.ecdsa.baselen * 2 :]))
                vk = VerifyingKey.from_string(
                    itob(self.pubx, self.ecdsa.baselen) + itob(self.puby, self.ecdsa.baselen), curve=self.ecdsa.curve
                )
                self.vk = vk
            r = sig[: 2 * self.ecdsa.baselen]
            self.r_list.append(int(r, 16))
            s = sig[2 * self.ecdsa.baselen :]
            self.s_list.append(int(s, 16))
            assert self.vk.verify_digest(binascii.unhexlify(r + s), binascii.unhexlify(h))
            self.m += 1
            if m != 0 and self.m >= m:
                break

        # TODO: we probably don't want to walk through this in order but randomised
        self.indices = Combinations(range(self.m), self.d - 1)
        self.nbases = 0

    def gen_lattice(self, d=None):
        """FIXME! briefly describe function

        :param d:

        """

        try:
            I = self.indices[self.nbases]  # noqa
            self.nbases += 1
        except ValueError:
            raise StopIteration("No more bases to sample.")
        p = self.ecdsa.n
        # w = 2 ** (self.klen - 1)
        w_list = [2 ** (klen - 1) for klen in self.klen_list]

        r_list = [self.r_list[i] for i in I]
        s_list = [self.s_list[i] for i in I]
        h_list = [self.h_list[i] for i in I]

        rm = r_list[-1]
        sm = s_list[-1]
        hm = h_list[-1]
        wm = w_list[-1]
        a_list = [
            lift(
                wi
                - mod(r, p) * inverse_mod(s, p) * inverse_mod(rm, p) * mod(sm, p) * wm
                - inverse_mod(s, p) * mod(h, p)
                + mod(r, p) * inverse_mod(s, p) * mod(hm, p) * inverse_mod(rm, p)
            )
            for wi, h, r, s in zip(w_list[:-1], h_list[:-1], r_list[:-1], s_list[:-1])
        ]
        t_list = [
            -lift(mod(r, p) * inverse_mod(s, p) * inverse_mod(rm, p) * sm) for r, s in zip(r_list[:-1], s_list[:-1])
        ]

        d = self.d
        A = IntegerMatrix(d, d)

        f_list = [Integer(max(w_list) / w) for w in w_list]

        for i in range(d - 2):
            A[i, i] = p * f_list[i]

        for i in range(d - 2):
            A[d - 2, i] = t_list[i] * f_list[i]
        A[d - 2, d - 2] = f_list[-1]

        for i in range(d - 2):
            A[d - 1, i] = a_list[i] * f_list[i]
        A[d - 1, d - 1] = max(w_list)

        if self.ecdsa.nbits > 384:
            M = GSO.Mat(
                A,
                U=IntegerMatrix.identity(A.nrows, int_type=A.int_type),
                UinvT=IntegerMatrix.identity(A.nrows, int_type=A.int_type),
                float_type="ld",
                flags=GSO.ROW_EXPO,
            )
        else:
            M = GSO.Mat(
                A,
                U=IntegerMatrix.identity(A.nrows, int_type=A.int_type),
                UinvT=IntegerMatrix.identity(A.nrows, int_type=A.int_type),
                flags=GSO.ROW_EXPO,
            )
        M.update_gso()
        return M

    def test_r(self, k, r, w):
        """FIXME! briefly describe function

        :param k:
        :param r:
        :param w:

        """
        for kk in [-k + w, k + w]:
            testpub = self.ecdsa.GG * kk
            if testpub.xy()[0] == r:
                return True
        return False

    def recover_key(self, solution_vector):
        w = 2 ** (self.klen_list[0] - 1)
        f = Integer((2 ** (max(self.klen_list) - 1)) / w)

        def test_key(k):
            if (k * self.ecdsa.GG).xy()[0] == self.r_list[0]:
                d = Integer(
                    mod(inverse_mod(self.r_list[0], self.ecdsa.n) * (k * self.s_list[0] - self.h_list[0]), self.ecdsa.n)
                )
                pubkey = self.ecdsa.GG * d
                if (
                    itob(pubkey.xy()[0], self.ecdsa.baselen) + itob(pubkey.xy()[1], self.ecdsa.baselen)
                    == self.vk.to_string()
                ):
                    return True, d
            return False, None

        result, d = test_key(solution_vector[0] // f + w)
        if result:
            return d
        result, d = test_key(-solution_vector[0] // f + w)
        if result:
            return d
        return False

    @cached_method
    def _data_for_test(self, M=None):
        """
        Return precomputed data used in predicate tests.
        """
        if M is None:
            M = self.M

        w = 2 ** (self.klen_list[0] - 1)
        f = Integer((2 ** (max(self.klen_list) - 1)) / w)
        G_powers = {}
        for row in range(M.B.nrows):
            G_powers[Integer(M.B[row][0] / f)] = Integer(M.B[row][0] / f) * self.ecdsa.GG
        G_powers[w] = w * self.ecdsa.GG

        A0 = tuple([Integer(M.B[i][0] / f) for i in range(M.B.nrows)])
        A1 = tuple([M.B[i][-1] for i in range(M.B.nrows)])
        return G_powers, A0, A1

    @classmethod
    def volf(cls, m, p, klen_list, prec=53):
        """
        Lattice volume.

        :param m: number of samples
        :param p: ECDSA modulus
        :param klen_list: list of lengths of key to recover
        :param prec: precision to use

        """
        w = 2 ** (max(klen_list) - 1)
        RR = RealField(prec)
        f_list = [Integer(w / (2 ** (klen - 1))) for klen in klen_list]
        return RR(exp(log(p) * (m - 1) + sum(map(log, f_list)) + log(w)))

    @classmethod
    def ghf(cls, m, p, klen_list, prec=53):
        """
        Estimate norm of shortest vector according to Gaussian Heuristic.

        :param m: number of samples
        :param p: ECDSA modulus
        :param klen_list: list of lengths of key to recover
        :param prec: precision to use

        """
        # NOTE: The Gaussian Heuristic does not hold in small dimensions
        w = 2 ** (max(klen_list) - 1)
        RR = RealField(prec)
        w = RR(w)
        f_list = [Integer(w / (2 ** (klen - 1))) for klen in klen_list]
        d = m + 1
        log_vol = log(p) * (m - 1) + sum(map(log, f_list)) + log(w)
        lgh = log_gamma(1 + d / 2.0) * (1.0 / d) - log(sqrt(pi)) + log_vol * (1.0 / d)
        return RR(exp(lgh))

    @classmethod
    def evf(cls, m, max_klen, prec=53):
        """
        Estimate norm of target vector.

        :param m: number of samples
        :param klen: length of key to recover
        :param prec: precision to use

        """
        w = 2 ** (max_klen - 1)
        RR = RealField(prec)
        w = RR(w)
        return RR(sqrt(m * (w ** 2 / 3 + 1 / RR(6)) + w ** 2))

    @classmethod
    def mvf(cls, m, max_klen, prec=53):
        """
        Maximal norm of target vector.

        :param m: number of samples
        :param max_klen: length of key to recover
        :param prec: precision to use


        """
        w = 2 ** (max_klen - 1)
        RR = RealField(prec)
        w = RR(w)
        d = m + 1
        return RR(sqrt(d) * w)

    def __call__(self, solver=None, flavor="plain", worst_case=False, sample=True, **kwds):
        """
        Solve the HNP instance.

        :param solver: a uSVP with predicate solver or ``None`` for letting ``usvp_pred_solve`` decide.
        :param sample: if ``True`` a fresh basis is sampled
        :param worst_case: if ``True`` the target norm is chosen to match the maximum of the target, this will be slow.

        """
        if sample:
            self.M = self.gen_lattice()

        tau = max([2 ** (klen - 1) for klen in self.klen_list])

        def predicate(v, standard_basis=True):
            G_powers, A0, A1 = self._data_for_test()
            w = 2 ** (self.klen_list[0] - 1)
            f = Integer((2 ** (max(self.klen_list) - 1)) / w)

            if standard_basis:
                nz = v[-1]
            else:
                nz = sum(round(v[i]) * A1[i] for i in range(len(A1)))  # the last coefficient must be non-zero

            if abs(nz) != tau:
                return False

            if standard_basis:
                kG = G_powers[v[0] // f]
            else:
                kG = sum(round(v[i]) * G_powers[A0[i]] for i in range(len(A0)))

            r = self.r_list[0]
            if (kG + G_powers[w]).xy()[0] == r:
                return True
            elif (-kG + G_powers[w]).xy()[0] == r:
                return True
            else:
                return False

        def invalidate_cache():
            self._data_for_test.clear_cache()

        if worst_case:
            target_norm = self.mvf(self.m, max(self.klen_list), prec=self.ecdsa.nbits // 2)
        else:
            target_norm = self.evf(self.m, max(self.klen_list), prec=self.ecdsa.nbits // 2)

        LLL.Reduction(self.M)()
        invalidate_cache()

        res = flavors[flavor](
            self.M,
            predicate,
            squared_target_norm=target_norm ** 2,
            invalidate_cache=invalidate_cache,
            threads=self.threads,
            solver=solver,
            **kwds
        )

        if res.success:
            key = self.recover_key(res.solution)
        else:
            key = False

        return key, res


def make_klen_list(klen, m):
    if klen in ZZ:
        klen_list = [int(klen)] * m
    else:
        nz = int(round((ceil(klen) - klen) * m))
        klen_list = [floor(klen)] * nz + [ceil(klen)] * (m - nz)
    return klen_list


ComputeKernelParams = namedtuple(
    "ComputeKernelParams",
    ("i", "nlen", "m", "e", "klen_list", "seed", "algorithm", "flavor", "d", "threads", "tag", "params"),
)


def compute_kernel(args):
    if args.seed is not None:
        set_random_seed(args.seed)
        FPLLL.set_random_seed(args.seed)

    ecdsa = ECDSA(nbits=args.nlen)

    lines, k_list, _ = ecdsa.sample(m=args.m, klen_list=args.klen_list, seed=args.seed, errors=args.e)
    w_list = [2 ** (klen - 1) for klen in args.klen_list]
    f_list = [Integer(max(w_list) / wi) for wi in w_list]

    targetvector = vector([(k - w) * f for k, w, f in zip(k_list, w_list, f_list)] + [max(w_list)])

    try:
        solver = ECDSASolver(ecdsa, lines, m=args.m, d=args.d, threads=args.threads)
    except KeyError:
        raise ValueError("Algorithm {alg} unknown".format(alg=args.alg))

    expected_length = solver.evf(args.m, max(args.klen_list), prec=args.nlen // 2)
    gh = solver.ghf(args.m, ecdsa.n, args.klen_list, prec=args.nlen // 2)
    params = args.params if args.params else {}
    key, res = solver(solver=args.algorithm, flavor=args.flavor, **params)

    RR = RealField(args.nlen // 2)
    logging.info(
        (
            "try: {i:3d}, tag: 0x{tag:016x}, success: {success:1d}, "
            "|v|: 2^{v:.2f}, |b[0]|: 2^{b0:.2f}, "
            "|v|/|b[0]|: {b0r:.3f}, "
            "E|v|/|b[0]|: {eb0r:.3f}, "
            "|v|/E|b[0]|: {b0er:.3f}, "
            "cpu: {cpu:10.1f}s, "
            "wall: {wall:10.1f}s, "
            "work: {total:d}"
        ).format(
            i=args.i,
            tag=args.tag,
            success=int(res.success),
            v=float(log(RR(targetvector.norm()), 2)),
            b0=float(log(RR(res.b0), 2)),
            b0r=float(RR(targetvector.norm()) / RR(res.b0)),
            eb0r=float(RR(expected_length) / RR(res.b0)),
            b0er=float(RR(targetvector.norm()) / gh),
            cpu=float(res.cputime),
            wall=float(res.walltime),
            total=res.ntests,
        )
    )

    return key, res, float(targetvector.norm())


def benchmark(
    nlen=256,
    klen=128,
    m=2,
    e=0.0,
    tasks=8,
    algorithm=None,
    flavor="plain",
    d=None,
    jobs=1,
    parallelism=1,
    seed=None,
    solver_params=None,
):
    """

    :param nlen: number of bits in the ECDSA key
    :param klen: number of known bits of the key
    :param m: number of available samples
    :param e: fraction of errors
    :param tasks: number of experiments to run
    :param algorithm: algorithm to use, see ``usvp.solvers``
    :param flavor: higher-level strategy to use, see ``usvp.flavors``
    :param d: lattice dimension (default: `m+1`)
    :param jobs: number of experiments to run in parallel
    :param parallelism: parallelism to use per experiment
    :param seed: randomness seed

    """
    from usvp_prec_hack import usvp_pred_cut_n_sieve_solve
    from usvp import solvers

    if nlen > 384:
        logging.warning("% hotpatching with slower but more numerically stable `usvp_pred_cut_n_sieve_solve`.")
        solvers["sieve_pred"] = usvp_pred_cut_n_sieve_solve

    klen_list = make_klen_list(klen, m)

    tag = ZZ.random_element(x=0, y=2 ** 64)  # we tag all outputs for easier matching

    if seed is None:
        seed = ZZ.random_element(x=0, y=2 ** 64)

    logging.warning(
        (
            "% {t:s} {h:s} 0x{tag:016x} :: nlen: {nlen:3d}, m: {m:2d}, klen: {klen:.3f}, e: {e:.2f}, "
            "alg: {alg:s}, seed: 0x{seed:016x}, params: {params}"
        ).format(
            t=str(datetime.datetime.now()),
            h=socket.gethostname(),
            nlen=nlen,
            e=e,
            m=m,
            klen=float(mean(klen_list)),
            alg=str(algorithm),
            seed=seed,
            tag=tag,
            params=solver_params,
        )
    )

    pool = Pool(jobs)
    J = [
        ComputeKernelParams(
            i=i,
            nlen=nlen,
            m=m,
            e=e,
            klen_list=klen_list,
            seed=seed + i,
            algorithm=algorithm,
            flavor=flavor,
            d=d,
            threads=parallelism,
            params=solver_params,
            tag=tag,
        )
        for i in range(tasks)
    ]

    if jobs > 1:
        r = list(pool.imap_unordered(compute_kernel, J))
    else:
        r = list(map(compute_kernel, J))

    ecdsa = ECDSA(nbits=nlen)

    expected_target = ECDSASolver.evf(m, max(klen_list), prec=nlen // 2)
    expected_b0 = ECDSASolver.ghf(m, ecdsa.n, klen_list, prec=nlen // 2)

    successes = 0
    B0 = []
    eB0 = []
    work = []
    cputime = []
    walltime = []
    for key, res, targetvector_norm in r:
        successes += int(res.success)
        B0.append(float(targetvector_norm / res.b0))
        eB0.append(float(expected_target / res.b0))
        work.append(int(res.ntests))
        cputime.append(float(res.cputime))
        walltime.append(float(res.walltime))

    logging.warning(
        (
            "% {tm:s} {h:s} 0x{tag:016x} ::  sr: {sr:3.0f}%, v/b[0]: {b0ratio:.3f}, "
            "E|v|/|b[0]|: {eb0r:.3f}, E|v|/E|b[0]|: {eveb:.3f}, work: {wk:d}, "
            "t: {t:.1f}s, w: {w:.1f}s"
        ).format(
            tm=str(datetime.datetime.now()),
            h=socket.gethostname(),
            sr=100 * float(successes / tasks),
            b0ratio=median(B0),
            eb0r=median(eB0),
            eveb=float(expected_target / expected_b0),
            wk=int(median(work)),
            t=median(cputime),
            w=median(walltime),
            tag=tag,
        )
    )

    return r


def estimate(nlen=256, m=85, klen=254, skip=None):
    """
    Estimate the cost of solving HNP for an ECDSA with biased nonces instance.

    :param nlen:
    :param m:
    :param klen:
    :param compute:
    :returns:
    :rtype:

    EXAMPLES::

        sage: estimate(256, m=85, klen=254)
        sage: estimate(160, m=85, klen=158)

    """
    from usvp import solvers

    if skip is None:
        skip = []

    ecdsa = ECDSA(nbits=nlen)
    klen_list = make_klen_list(klen, m)
    gh = ECDSASolver.ghf(m, ecdsa.n, klen_list, prec=nlen // 2)
    vol = ECDSASolver.volf(m, ecdsa.n, klen_list, prec=nlen // 2)
    target_norm = ECDSASolver.evf(m, max(klen_list), prec=nlen // 2)

    print(
        ("% {t:s} {h:s}, nlen: {nlen:3d}, m: {m:2d}, klen: {klen:.3f}").format(
            t=str(datetime.datetime.now()), h=socket.gethostname(), nlen=nlen, m=m, klen=float(mean(klen_list))
        )
    )

    print("     E[|b[0]|]: 2^{v:.2f}".format(v=float(RR(log(gh, 2)))))
    print("        E[|v|]: 2^{v:.2f}".format(v=float(RR(log(target_norm, 2)))))
    print("  E[v]/E[b[0]]: %.4f" % float(target_norm / gh))
    print("")

    for solver in solvers:
        if solver in skip:
            continue
        cost, params = solvers[solver].estimate((2 * log(vol), m + 1), target_norm ** 2)
        if cost is None:
            print(" {solver:20s} not applicable".format(solver=solver))
            continue
        else:
            print(
                " {solver:20s} cost: 2^{c:.1f} cycles â�� {t:12.4f}h, aux data: {params}".format(
                    solver=solver, c=float(log(cost, 2)), t=cost / (2.0 * 10.0 ** 9 * 3600.0), params=params
                )
            )



#!/usr/bin/env python
# -*- coding: utf-8 -*-
"""
Command-line interface for solving ECDSA with known nonce bits
"""
import re
import csv
from collections import OrderedDict
from dataclasses import dataclass
from functools import total_ordering

import click
import logging
from multiprocessing_logging import install_mp_handler

from fpylll.tools.bkz_stats import Accumulator

from math import ceil, log
import usvp
from ecdsa_hnp import ECDSA


@click.group()
def ecdsa():
    "Solving ECDSA with known nonce bits using lattice reduction on HNP instances."
    pass


@ecdsa.command()
@click.option("-n", "--nlen", help="Bit length of curve", default=256)
@click.option("-k", "--klen", help="Number of nonce bits", default=128, type=float)
@click.option("-m", "--m", default=2, help="Number of samples considered per instance")
@click.option("-e", "--e", default=0.0, help="Fraction of (input) errors.")
@click.option(
    "-a",
    "--algorithm",
    help="Solving algorithm",
    type=click.Choice(usvp.solvers.keys(), case_sensitive=False),
    multiple=True,
    default=(None,),
)
@click.option(
    "-f",
    "--flavor",
    help="Higher-level strategy",
    type=click.Choice(usvp.flavors.keys(), case_sensitive=False),
    default="plain",
)
@click.option("-t", "--tasks", help="Number of experiments to run", default=8)
@click.option("-j", "--jobs", help="Number of parallel jobs", default=1)
@click.option("-p", "--parallelism", help="Number of threads per job", default=1)
@click.option("-s", "--seed", help="Randomness seed", type=int, default=None)
@click.option("-d", "--dimension", help="Lattice dimension ≤ m+1, default: m+1", type=int, default=None)
@click.option(
    "-P",
    "--params",
    help=(
        "Key-value pairs passed to the solver;"
        " values are `eval`d;"
        " pass multiple times for passing multiple parameters"
    ),
    type=(str, str),
    multiple=True,
    default=None,
)
@click.option(
    "--loglvl",
    help="Level of verbosity",
    type=click.Choice(["DEBUG", "INFO", "WARNING"], case_sensitive=False),
    default="INFO",
)
def benchmark(nlen, klen, m, e, algorithm, flavor, tasks, jobs, parallelism, seed, dimension, params, loglvl="DEBUG"):
    """
    Generate random instances and report solving statistics.

    Fractional nonce lengths (`-k`) are interpreted as a fraction of larger nonces.  For example
    `252.2` means `0.2⋅m` nonces of size `2^{253}` and `0.8⋅m` of size `2^{252}`.

    """

    logging.basicConfig(level=loglvl, format="%(message)s")
    install_mp_handler()

    from ecdsa_hnp import benchmark as run_hnp
    from sage.all import ZZ

    if klen >= nlen:
        raise ValueError("{klen:.2f} ≥ {nlen}".format(klen=klen, nlen=nlen))

    if params is None:
        params = tuple()
    if params:
        params = dict([(x, eval(y)) for x, y in params])
    else:
        params = {}
    if algorithm == tuple():
        algorithm = (None,)

    if seed is None:
        seed = ZZ.random_element(x=0, y=2 ** 64)

    for alg in algorithm:
        run_hnp(
            nlen=nlen,
            klen=klen,
            m=m,
            e=e,
            tasks=tasks,
            algorithm=alg,
            flavor=flavor,
            d=dimension,
            jobs=jobs,
            parallelism=parallelism,
            seed=seed,
            solver_params=params,
        )


@ecdsa.command()
@click.option(
    "-c",
    "--curve",
    help="Name of curve",
    type=click.Choice(ECDSA.supported_curves().keys(), case_sensitive=False),
    default="secp256k1",
)
@click.option("-m", "--m", default=None, type=int, help="Number of samples considered (optional, default: all)")
@click.option(
    "-a",
    "--algorithm",
    help="Solving algorithm",
    type=click.Choice(usvp.solvers.keys(), case_sensitive=False),
    multiple=False,
    default=None,
)
@click.option(
    "-f",
    "--flavor",
    help="Higher-level strategy",
    type=click.Choice(usvp.flavors.keys(), case_sensitive=False),
    default="plain",
)
@click.option("-p", "--parallelism", help="Number of threads", default=1)
@click.option(
    "-P",
    "--params",
    help=(
        "Key-value pairs passed to the solver;"
        " values are `eval`d;"
        " pass multiple times for passing multiple parameters"
    ),
    type=(str, str),
    multiple=True,
    default=None,
)
@click.option(
    "--loglvl",
    help="Level of verbosity",
    type=click.Choice(["DEBUG", "INFO", "WARNING"], case_sensitive=False),
    default="INFO",
)
@click.argument("filename", type=str)
def solve(curve, m, algorithm, flavor, parallelism, params, loglvl, filename):
    """Solve instance provided as a text file."""

    logging.basicConfig(level=loglvl, format="%(message)s")
    install_mp_handler()

    from ecdsa_hnp import ECDSA, ECDSASolver

    ecdsa = ECDSA(curve=curve)
    with open(filename, "r") as f:
        lines = f.readlines()
        if m is None:
            m = len(lines)
        solver = ECDSASolver(ecdsa, lines=lines, m=m, threads=parallelism)
        if params is None:
            params = ""
        if params:
            params = dict([(x, eval(y)) for x, y in params])
        else:
            params = {}
        key, res = solver(solver=algorithm, flavor=flavor, **params)
        if res.success:
            print("Success. Secret key:", hex(key))
        else:
            print("Failed.")


@ecdsa.command(context_settings=dict(ignore_unknown_options=True))
@click.option("-n", "--nlen", help="Bit length of curve", default=256)
@click.option("-k", "--klen", help="Number of nonce bits", default=128, type=float)
@click.option("-m", "--m", default=2, help="Number of samples considered per instance")
@click.option("-s", "--skip", multiple=True, type=str, help="skip estimating this solver")
@click.argument("args", nargs=-1, type=click.UNPROCESSED)
@click.option(
    "--loglvl",
    help="Level of verbosity",
    type=click.Choice(["DEBUG", "INFO", "WARNING"], case_sensitive=False),
    default="INFO",
)
def estimate(nlen, klen, m, skip, loglvl, args):
    """
    Estimate the cost.

    Fractional nonce lengths (`-k`) are interpreted as a fraction of larger nonces.  For example
    `252.2` means `0.2⋅m` nonces of size `2^{253}` and `0.8⋅m` of size `2^{252}`.

    """
    logging.basicConfig(level=loglvl)
    from ecdsa_hnp import estimate

    if klen >= nlen:
        raise ValueError("{klen:.2f} ≥ {nlen}".format(klen=klen, nlen=nlen))
    if args:
        logging.warning("% warning: ignoring {args}".format(args=args))
    return estimate(nlen=nlen, m=m, klen=klen, skip=skip)


@ecdsa.command()  # noqa: C901
@click.argument("filename", type=str)
@click.option(
    "-p", "--predicate", help="Predicate to decide if a statistic should be considered", type=str, default="bool(stat)"
)
@click.option(
    "-c",
    "--csvfilename",
    help="If a filename is passed, a csv file is written with the data gathered from parsing",
    type=str,
    default=None,
)
def parse_benchmark(filename, predicate, csvfilename):
    """
    Parse output of `benchmark` command.
    """
    stats = OrderedDict()

    @total_ordering
    @dataclass
    class Stats:
        date: str
        host: str
        nlen: int
        m: int
        errors: float
        klen: float
        alg: str
        seed: int
        params: str
        tag: int
        complete: bool = False
        successes: Accumulator = Accumulator(0, repr="sum", count=False)
        trials: Accumulator = Accumulator(0, repr="sum", count=False)
        cputime = Accumulator(0, repr="avg", count=False)
        walltime = Accumulator(0, repr="avg", count=False)
        work = Accumulator(0, repr="avg", count=False)
        v_over_b0 = Accumulator(0, repr="avg", count=False)

        def __repr__(self):
            if float(self.trials) == 0:
                return (
                    "{{"
                    "tag: 0x{stat.tag:016x}, "
                    "nlen: {stat.nlen:3d}, klen: {stat.klen:.3f}, m: {stat.m:3d}, "
                    "  NO DATA   "
                    'alg: "{stat.alg}", params: {{{stat.params}}}'
                    "}}".format(stat=self)
                )

            return (
                "{{"
                "tag: 0x{stat.tag:016x}, "
                "nlen: {stat.nlen:3d}, klen: {stat.klen:.3f}, m: {stat.m:3d}, "
                "e: {stat.errors:.3f}, "
                "successes: {stat.successes.sum:4.0f}, sr: {sr:5.1f}%, "
                "work: {work:>6s}, sf: {sf:.2f}, "
                "ct: {ct:10.2f}s, ct/sr: {ctsr:10.2f}s, "
                "wt: {wt:10.2f}s, wt/sr: {wtsr:10.2f}s, "
                'alg: "{stat.alg}", params: {{{stat.params}}}'
                "}}".format(
                    stat=self,
                    sr=self.sr * 100,
                    work="2^%.1f" % log(self.work.avg, 2),
                    sf=self.v_over_b0.avg if self.v_over_b0._ctr else 0.0,
                    ct=self.ct("s"),
                    ctsr=self.ctsr("s"),
                    wt=self.wt("s"),
                    wtsr=self.wtsr("s"),
                )
            )

        def __bool__(self):
            return float(self.trials) != 0.0

        def __lt__(self, other):
            return (self.nlen, self.klen, self.m, self.alg) < (other.nlen, other.klen, other.m, self.alg)

        def ct(self, unit="m"):
            if unit == "s":
                return float(self.cputime)
            if unit == "m":
                return ceil(float(self.cputime) / 60)
            elif unit == "h":
                return ceil(float(self.cputime) / 3600)
            elif unit == "d":
                return ceil(float(self.cputime) / 24 / 3600)
            else:
                raise ValueError(unit)

        def wt(self, unit="m"):
            if unit == "s":
                return float(self.walltime)
            if unit == "m":
                return ceil(float(self.walltime) / 60)
            elif unit == "h":
                return ceil(float(self.walltime) / 3600)
            elif unit == "d":
                return ceil(float(self.walltime) / 24 / 3600)
            else:
                raise ValueError(unit)

        def ctsr(self, unit="m"):
            return ceil(self.ct(unit=unit) / self.sr) if self.sr != 0.0 else 0

        def wtsr(self, unit="m"):
            return ceil(self.wt(unit=unit) / self.sr) if self.sr != 0.0 else 0

        @property
        def sr(self):
            if float(self.trials) == 0:
                return 0.0
            else:
                return float(self.successes) / float(self.trials)

    def parse_stat(line):
        pattern = (
            "% ([^ ]+ [^ ]+) ([^ ]+) :: "
            "nlen: ([0-9]+), m:\\s+([0-9]+), "
            "klen: ([0-9\\.]+), alg: ([^ ]+), "
            "seed: ([0-9a-fA-Fx]+), "
            "params: {(.*?)}"
        )

        pattern_w_tag = (
            "% ([^ ]+ [^ ]+) ([^ ]+) ([^ ]+) :: "
            "nlen: ([0-9]+), m:\\s+([0-9]+), "
            "klen: ([0-9\\.]+), e: ([0-9\\.]+), alg: ([^ ]+), "
            "seed: ([0-9a-fA-Fx]+), "
            "params: {(.*?)}"
        )

        if re.match(pattern, line):
            date, host, nlen, m, klen, alg, seed, params = re.match(pattern, line).groups()
            tag = abs(hash((date, host, nlen, m, klen, alg, seed, params)))
        elif re.match(pattern_w_tag, line):
            date, host, tag, nlen, m, klen, errors, alg, seed, params = re.match(pattern_w_tag, line).groups()
            tag = int(tag, 16)

        if params:
            params_ = []
            for param in params.split(","):
                k, v = param.strip().split(":")
                k = k.strip()[1:-1]
                if "'" not in v:
                    v = "%.2f" % float(v)
                else:
                    v = v.strip()[1:-1]
                params_.append((k, v))
            params = ", ".join(["{k}: {v:}".format(k=k, v=v) for k, v in params_])

        return Stats(
            date=date,
            host=host,
            nlen=int(nlen),
            m=int(m),
            klen=float(klen),
            errors=float(errors),
            alg=alg,
            seed=int(seed, 16),
            params=params,
            tag=tag,
        )

    def parse_experiment(stat, line):
        pattern = (
            "try: .*,(?: tag: .*,|) success: ([01]), .*, \\|v\\|/\\|b\\[0\\]\\|: ([0-9\\.]+)"
            ".*, cpu: +([0-9\\.]+)s, wall: +([0-9\\.]+)s, work: +([0-9]+)"
        )
        success, v_over_b0, cpu, wall, work = re.match(pattern, line).groups()
        stat.trials += 1
        stat.successes += int(success)
        # if int(success):
        stat.v_over_b0 += float(v_over_b0)
        stat.cputime += float(cpu)
        stat.walltime += float(wall)
        stat.work += int(work)
        return stat

    with open(filename, "r") as fh:
        for line in fh.readlines():
            if line.startswith("%") and "seed" in line:
                stat = parse_stat(line)
                stats[stat.tag] = stat
                stats["prev"] = stat

            if line.startswith("try:"):
                if "tag" in line:
                    tag = re.match(".*tag: ([^,]+).*", line).groups()[0]
                    stat = stats[int(tag, 16)]
                    stat = parse_experiment(stat, line)
                else:
                    stat = parse_experiment(stats["prev"], line)

            if line.startswith("%") and "sr" in line:
                matches = re.match(".* (0x.*?) ::.*", line)
                if matches:
                    tag = int(matches.groups()[0], 16)
                    stats[tag].complete = True

    for stat in sorted(stats.values()):
        if stat.tag != "prev" and eval(predicate):
            print(stat)

    if csvfilename:
        with open(csvfilename, "w") as fh:
            writer = csv.writer(fh, delimiter=",")
            writer.writerow(["nlen", "klen", "m", "e", "alg", "sr", "work", "ct", "wt", "ctsr", "wtsr", "params"])

            for stat in sorted(stats.values()):
                if stat.tag != "prev" and eval(predicate):
                    writer.writerow(
                        [
                            stat.nlen,
                            stat.klen,
                            stat.m,
                            stat.errors,
                            stat.alg,
                            "%.2f" % stat.sr,
                            "%.2f" % stat.work,
                            "%.2f" % stat.ct("s"),
                            "%.2f" % stat.ctsr("s"),
                            "%.2f" % stat.wt("s"),
                            "%.2f" % stat.wtsr("s"),
                            "'%s'" % stat.params,
                        ]
                    )


if __name__ == "__main__":
    ecdsa()



		klen		m		|v|		|b0|

		80		3		8.548396450010093e+23		6.82850449230346e29

		81		3		1.7096792900020185e+24		8.12050612707532e29

		82		3		3.419358580004037e+24		9.65696366374116e29

		83		3		6.838717160008074e+24		1.14841298982437e30

		84		3		1.3677434320016148e+25		1.36570089846069e30

		85		3		2.7354868640032297e+25		1.62410122541507e30

		86		3		5.470973728006459e+25		1.93139273274824e30

		87		3		1.0941947456012919e+26		2.29682597964875e30

		88		3		2.1883894912025837e+26		2.73140179692139e30

		89		3		4.3767789824051675e+26		3.24820245083014e30

		90		3		8.753557964810335e+26		3.86278546549648e30

		91		3		1.750711592962067e+27		4.59365195929745e30

		92		3		3.501423185924134e+27		5.46280359384279e30

		93		3		7.002846371848268e+27		6.49640490166020e30

		94		3		1.4005692743696536e+28		7.72557093099297e30

		95		3		2.801138548739307e+28		9.18730391859491e30

		96		3		5.602277097478614e+28		1.09256071876856e31

		97		3		1.1204554194957229e+29		1.29928098033204e31

		98		3		2.2409108389914457e+29		1.54511418619858e31

		99		3		4.4818216779828915e+29		1.83746078371899e31

		100		3		8.963643355965783e+29		2.18512143753710e31

		101		3		1.7927286711931566e+30		2.59856196066409e31

		102		3		3.585457342386313e+30		3.09022837239716e31

		103		3		7.170914684772626e+30		3.67492156743798e31

		104		3		1.4341829369545253e+31		4.37024287507420e31

		105		3		2.8683658739090506e+31		5.19712392132819e31

		106		3		5.736731747818101e+31		6.18045674479433e31

		107		4		1.2392756971311073e+32		1.29520037187848e35

		108		4		2.4785513942622146e+32		1.48779453656837e35

		109		4		4.957102788524429e+32		1.70902713672966e35

		110		4		9.914205577048859e+32		1.96315666060667e35

		111		4		1.9828411154097717e+33		2.25507482664034e35

		112		4		3.9656822308195434e+33		2.59040074375697e35

		113		4		7.931364461639087e+33		2.97558907313675e35

		114		4		1.5862728923278174e+34		3.41805427345932e35

		115		4		3.1725457846556347e+34		3.92631332121329e35

		116		4		6.3450915693112695e+34		4.51014965328069e35

		117		4		1.2690183138622539e+35		5.18080148751395e35

		118		4		2.5380366277245078e+35		5.95117814627352e35

		119		4		5.0760732554490156e+35		6.83610854691866e35

		120		5		1.0853101138317976e+36		8.60226233630467e37

		121		5		2.1706202276635953e+36		9.65571300210312e37

		122		5		4.3412404553271906e+36		1.08381713942281e38

		123		5		8.682480910654381e+36		1.21654360630933e38

		124		5		1.7364961821308762e+37		1.36552402819565e38

		125		5		3.4729923642617525e+37		1.53274889770415e38

		126		5		6.945984728523505e+37		1.72045246726094e38

		127		5		1.389196945704701e+38		1.93114260042063e38

		128		6		2.9469317421343022e+38		5.49438817740547e39

		129		6		5.8938634842686045e+38		6.06629637072672e39

		130		6		1.1787726968537209e+39		6.69773420975693e39

		131		6		2.3575453937074418e+39		7.39489810636694e39

		132		6		4.7150907874148836e+39		8.16462945392602e39

		133		7		9.940284175138546e+39		9.64711223389810e40

		134		7		1.9880568350277092e+40		1.05202504889554e41

		135		7		3.9761136700554184e+40		1.14724145077814e41

		136		7		7.952227340110837e+40		1.25107567330766e41

		137		8		1.668073279393767e+41		8.34742016028451e41

		138		8		3.336146558787534e+41		9.01571243874126e41

		139		8		6.672293117575068e+41		9.73750802251501e41

		140		9		1.393796574908164e+42		4.39886996538795e42

		141		9		2.787593149816328e+42		4.71459209405074e42

		142		10		5.802837880317351e+42		1.61555382487944e43

		143		10		1.1605675760634702e+43		1.72063120569850e43

		144		11		2.408755783549018e+43		4.79341014705848e43

		145		11		4.817511567098036e+43		5.07844114693582e43

		146		12		9.973196442563304e+43		1.20666380302334e44

		147		13		2.0600545989601454e+44		2.54012687629010e44

		148		14		4.246911353026055e+44		4.85273272159503e44

		149		16		8.979569815043484e+44		1.36039346288430e45

		150		17		1.842568848254381e+45		2.13591283351762e45

		151		19		3.8650050228237604e+45		4.45942950874639e45

		152		21		8.073732175561905e+45		8.17956225196660e45

		153		25		1.744125489940302e+46		2.04505344044650e46

		154		29		3.7290971559404865e+46		4.04441634892225e46

		155		35		8.127378826694758e+46		8.49653410254870e46

		156		45		1.8268770466636286e+47		1.92850462194736e47

		157		61		4.218991818670378e+47		4.24684693813378e47

		158		99		1.0652432176892672e+48		1.07394521100653e48

		159		258		3.407994939523818e+48		3.40922007683186e48




		klen		m		|v|		|b0|

		96		3		5.602277097478614e+28		7.49936589381913e35

		97		3		1.1204554194957229e+29		8.91829927893845e35

		98		3		2.2409108389914457e+29		1.06057049562372e36

		99		3		4.4818216779828915e+29		1.26123797935770e36

		100		3		8.963643355965783e+29		1.49987317876383e36

		101		3		1.7927286711931566e+30		1.78365985578769e36

		102		3		3.585457342386313e+30		2.12114099124745e36

		103		3		7.170914684772626e+30		2.52247595871540e36

		104		3		1.4341829369545253e+31		2.99974635752766e36

		105		3		2.8683658739090506e+31		3.56731971157534e36

		106		3		5.736731747818101e+31		4.24228198249491e36

		107		3		1.1473463495636202e+32		5.04495191743073e36

		108		3		2.2946926991272404e+32		5.99949271505534e36

		109		3		4.589385398254481e+32		7.13463942315070e36

		110		3		9.178770796508962e+32		8.48456396498985e36

		111		3		1.8357541593017924e+33		1.00899038348615e37

		112		3		3.671508318603585e+33		1.19989854301105e37

		113		3		7.34301663720717e+33		1.42692788463014e37

		114		3		1.468603327441434e+34		1.69691279299795e37

		115		3		2.937206654882868e+34		2.01798076697230e37

		116		3		5.874413309765736e+34		2.39979708602211e37

		117		3		1.1748826619531471e+35		2.85385576926029e37

		118		3		2.3497653239062942e+35		3.39382558599590e37

		119		3		4.6995306478125884e+35		4.03596153394461e37

		120		3		9.399061295625177e+35		4.79959417204423e37

		121		3		1.8798122591250354e+36		5.70771153852059e37

		122		3		3.759624518250071e+36		6.78765117199182e37

		123		3		7.519249036500141e+36		8.07192306788923e37

		124		3		1.5038498073000283e+37		9.59918834408847e37

		125		3		3.0076996146000566e+37		1.14154230770412e38

		126		3		6.015399229200113e+37		1.35753023439837e38

		127		3		1.2030798458400226e+38		1.61438461357785e38

		128		4		2.598949506789896e+38		1.51550612415909e42

		129		4		5.197899013579792e+38		1.74085939180949e42

		130		4		1.0395798027159584e+39		1.99972231965269e42

		131		4		2.0791596054319168e+39		2.29707773903589e42

		132		4		4.1583192108638336e+39		2.63864942013086e42

		133		4		8.316638421727667e+39		3.03101224831818e42

		134		4		1.6633276843455334e+40		3.48171878361899e42

		135		4		3.326655368691067e+40		3.99944463930539e42

		136		4		6.653310737382134e+40		4.59415547807179e42

		137		4		1.3306621474764267e+41		5.27729884026165e42

		138		4		2.6613242949528535e+41		6.06202449663637e42

		139		4		5.322648589905707e+41		6.96343756723799e42

		140		4		1.0645297179811414e+42		7.99888927861079e42

		141		4		2.1290594359622828e+42		9.18831095614359e42

		142		4		4.2581188719245656e+42		1.05545976805235e43

		143		4		8.516237743849131e+42		1.21240489932728e43

		144		5		1.8208482206740657e+43		3.86816163926544e45

		145		5		3.6416964413481313e+43		4.34186463680163e45

		146		5		7.283392882696263e+43		4.87357827370639e45

		147		5		1.4566785765392525e+44		5.47040665170053e45

		148		5		2.913357153078505e+44		6.14032385535300e45

		149		5		5.82671430615701e+44		6.89228049196244e45

		150		5		1.165342861231402e+45		7.73632327853079e45

		151		5		2.330685722462804e+45		8.68372927360315e45

		152		5		4.661371444925608e+45		9.74715654741266e45

		153		5		9.322742889851216e+45		1.09408133034009e46

		154		6		1.9776524150017396e+46		5.85368390981140e47

		155		6		3.955304830003479e+46		6.46299102118394e47

		156		6		7.910609660006958e+46		7.13572061345715e47

		157		6		1.5821219320013917e+47		7.87847430182417e47

		158		6		3.1642438640027833e+47		8.69854086039262e47

		159		6		6.328487728005567e+47		9.60396774822276e47

		160		7		1.3341623576614497e+48		1.79987360577289e49

		161		7		2.6683247153228995e+48		1.96277608491542e49

		162		7		5.336649430645799e+48		2.14042249809072e49

		163		7		1.0673298861291598e+49		2.33414728533860e49

		164		7		2.1346597722583196e+49		2.54540566384138e49

		165		8		4.4777001139548127e+49		2.40800459429557e50

		166		8		8.955400227909625e+49		2.60078881336635e50

		167		8		1.791080045581925e+50		2.80900728667849e50

		168		9		3.7414441915671115e+50		1.67784350018957e51

		169		9		7.482888383134223e+50		1.79826813779219e51

		170		9		1.4965776766268446e+51		1.92733606861022e51

		171		10		3.115374864994123e+51		8.24798575867112e51

		172		10		6.230749729988246e+51		8.78444373810039e51

		173		11		1.2931909142992358e+52		2.94509075520356e52

		174		11		2.5863818285984716e+52		3.12021496467692e52

		175		12		5.354319069674117e+52		8.67150577261103e52

		176		13		1.1059833913135275e+53		2.08783302429913e53

		177		14		2.280043171282252e+53		4.48106485615656e53

		178		14		4.560086342564504e+53		4.69299288783084e53

		179		16		9.641739671940133e+53		1.58501466134194e54

		180		17		1.9784432359702384e+54		2.68944571275812e54

		181		18		4.0546020864465645e+54		4.32237053338696e54

		182		20		8.486576019714755e+54		9.46580190247769e54

		183		22		1.769573426101644e+55		1.81595228109680e55

		184		25		3.745480969706787e+55		3.96911691922183e55

		185		29		8.008175164185501e+55		8.83488526238773e55

		186		34		1.7222231889444042e+56		1.86726004736102e56

		187		41		3.7561670997522253e+56		3.97456044965874e56

		188		51		8.322339756168313e+56		8.32511402212338e56

		189		70		1.9352629734690332e+57		1.96196487858009e57

		190		110		4.81557082772503e+57		4.86189368554994e57

		191		255		1.4552861687847526e+58		1.45610728746096e58




		klen		m		|v|		|b0|

		128		3		2.4061596916800453e+38		8.24564000120092e47

		129		3		4.8123193833600906e+38		9.80577375717918e47

		130		3		9.624638766720181e+38		1.16610959201444e48

		131		3		1.9249277533440362e+39		1.38674582369650e48

		132		3		3.8498555066880724e+39		1.64912800024019e48

		133		3		7.699711013376145e+39		1.96115475143584e48

		134		3		1.539942202675229e+40		2.33221918402889e48

		135		3		3.079884405350458e+40		2.77349164739300e48

		136		3		6.159768810700916e+40		3.29825600048033e48

		137		3		1.2319537621401832e+41		3.92230950287169e48

		138		3		2.4639075242803664e+41		4.66443836805773e48

		139		3		4.927815048560733e+41		5.54698329478602e48

		140		3		9.855630097121465e+41		6.59651200096068e48

		141		3		1.971126019424293e+42		7.84461900574339e48

		142		3		3.942252038848586e+42		9.32887673611548e48

		143		3		7.884504077697172e+42		1.10939665895719e49

		144		3		1.5769008155394345e+43		1.31930240019214e49

		145		3		3.153801631078869e+43		1.56892380114866e49

		146		3		6.307603262157738e+43		1.86577534722310e49

		147		3		1.2615206524315476e+44		2.21879331791438e49

		148		3		2.523041304863095e+44		2.63860480038428e49

		149		3		5.04608260972619e+44		3.13784760229732e49

		150		3		1.009216521945238e+45		3.73155069444621e49

		151		3		2.018433043890476e+45		4.43758663582877e49

		152		3		4.036866087780952e+45		5.27720960076857e49

		153		3		8.073732175561905e+45		6.27569520459465e49

		154		3		1.614746435112381e+46		7.46310138889242e49

		155		3		3.229492870224762e+46		8.87517327165756e49

		156		3		6.458985740449524e+46		1.05544192015372e50

		157		3		1.2917971480899047e+47		1.25513904091893e50

		158		3		2.5835942961798094e+47		1.49262027777849e50

		159		3		5.167188592359619e+47		1.77503465433152e50

		160		3		1.0334377184719238e+48		2.11088384030744e50

		161		3		2.0668754369438476e+48		2.51027808183787e50

		162		3		4.133750873887695e+48		2.98524055555698e50

		163		3		8.26750174777539e+48		3.55006930866304e50

		164		3		1.653500349555078e+49		4.22176768061488e50

		165		3		3.307000699110156e+49		5.02055616367568e50

		166		3		6.614001398220312e+49		5.97048111111397e50

		167		3		1.3228002796440624e+50		7.10013861732599e50

		168		3		2.645600559288125e+50		8.44353536122977e50

		169		3		5.29120111857625e+50		1.00411123273514e51

		170		3		1.05824022371525e+51		1.19409622222280e51

		171		4		2.2860601621745527e+51		2.13288525501268e56

		172		4		4.5721203243491054e+51		2.45004178383049e56

		173		4		9.144240648698211e+51		2.81435896676007e56

		174		4		1.8288481297396422e+52		3.23284951548843e56

		175		4		3.6576962594792843e+52		3.71356892039450e56

		176		4		7.315392518958569e+52		4.26577051002537e56

		177		4		1.4630785037917137e+53		4.90008356766098e56

		178		4		2.9261570075834275e+53		5.62871793352015e56

		179		4		5.852314015166855e+53		6.46569903097687e56

		180		4		1.170462803033371e+54		7.42713784078901e56

		181		4		2.340925606066742e+54		8.53154102005052e56

		182		4		4.681851212133484e+54		9.80016713532199e56

		183		4		9.363702424266968e+54		1.12574358670403e57

		184		4		1.8727404848533936e+55		1.29313980619538e57

		185		4		3.745480969706787e+55		1.48542756815781e57

		186		4		7.490961939413574e+55		1.70630820401011e57

		187		4		1.4981923878827149e+56		1.96003342706440e57

		188		4		2.9963847757654297e+56		2.25148717340807e57

		189		4		5.9927695515308595e+56		2.58627961239076e57

		190		4		1.1985539103061719e+57		2.97085513631562e57

		191		4		2.3971078206123438e+57		3.41261640802022e57

		192		5		5.1252321050787205e+57		6.91339005672535e60

		193		5		1.0250464210157441e+58		7.76001796383359e60

		194		5		2.0500928420314882e+58		8.71032565860218e60

		195		5		4.1001856840629764e+58		9.77700998019629e60

		196		5		8.200371368125953e+58		1.09743226487123e61

		197		5		1.6400742736251906e+59		1.23182606790816e61

		198		5		3.280148547250381e+59		1.38267801134507e61

		199		5		6.560297094500762e+59		1.55200359276672e61

		200		5		1.3120594189001525e+60		1.74206513172044e61

		201		5		2.624118837800305e+60		1.95540199603926e61

		202		5		5.24823767560061e+60		2.19486452974247e61

		203		5		1.049647535120122e+61		2.46365213581632e61

		204		5		2.099295070240244e+61		2.76535602269015e61

		205		6		4.453277339635098e+61		5.27252973499425e63

		206		6		8.906554679270196e+61		5.82134479094057e63

		207		6		1.7813109358540392e+62		6.42728573915702e63

		208		6		3.5626218717080784e+62		7.09629878598856e63

		209		6		7.125243743416157e+62		7.83494907550602e63

		210		6		1.4250487486832313e+63		8.65048511443460e63

		211		6		2.8500974973664627e+63		9.55090990303873e63

		212		6		5.7001949947329254e+63		1.05450594699885e64

		213		6		1.1400389989465851e+64		1.16426895818808e64

		214		7		2.403413238726339e+64		5.45298459655053e65

		215		7		4.806826477452678e+64		5.94652186864285e65

		216		7		9.613652954905356e+64		6.48472808021804e65

		217		7		1.9227305909810712e+65		7.07164611570946e65

		218		7		3.8454611819621424e+65		7.71168477185335e65

		219		7		7.690922363924285e+65		8.40965187558293e65

		220		8		1.6132614851746977e+66		1.60653166902755e67

		221		8		3.2265229703493955e+66		1.73515017497212e67

		222		8		6.453045940698791e+66		1.87406584491932e67

		223		8		1.2906091881397582e+67		2.02410306713056e67

		224		9		2.695994666715064e+67		2.10501504193669e68

		225		9		5.391989333430128e+67		2.25609926018743e68

		226		9		1.0783978666860256e+68		2.41802731591667e68

		227		9		2.1567957333720512e+68		2.59157750888731e68

		228		10		4.489728345954221e+68		1.73482564994196e69

		229		10		8.979456691908443e+68		1.84766060020257e69

		230		10		1.7958913383816886e+69		1.96783445855504e69

		231		11		3.7273690366444476e+69		9.52818315807159e69

		232		11		7.454738073288895e+69		1.00947584122725e70

		233		12		1.543277399488454e+70		3.82898349363846e70

		234		12		3.086554798976908e+70		4.03868189649800e70

		235		13		6.375560177916877e+70		1.26464214098814e71

		236		13		1.2751120355833754e+71		1.32883112516392e71

		237		14		2.628710803603301e+71		3.56969933620505e71

		238		15		5.409842202801522e+71		8.49172528442681e71

		239		16		1.1116169009600745e+72		1.82739748817826e72

		240		17		2.2809897523940465e+72		3.61707968761907e72

		241		18		4.674637938088034e+72		6.67223302654029e72

		242		19		9.569288939585276e+72		1.15913938921695e73

		243		21		1.9989592653189486e+73		2.92517594942328e73

		244		22		4.080358513866801e+73		4.44744605431160e73

		245		24		8.480865910936245e+73		9.06541625891311e73

		246		27		1.7879235206024827e+74		2.16419701286614e74

		247		30		3.750380016518824e+74		4.38772158825276e74

		248		33		7.834288346624258e+74		7.88521166150669e74

		249		38		1.6721307198435835e+75		1.70628696991430e75

		250		45		3.618502788666131e+75		3.81264012201807e75

		251		54		7.88634399135789e+75		8.01660667540140e75

		252		69		1.7726970930140027e+76		1.83790901346327e76

		253		93		4.0938685753732067e+76		4.11639886903141e76

		254		146		1.0200498817361434e+77		1.02277560935392e77

		255		341		3.0998272559061837e+77		3.10308824973332e77




		klen		m		|v|		|b0|

		192		3		4.438581203289768e+57		9.96836709669878e71

		193		3		8.877162406579535e+57		1.18544530763530e72

		194		3		1.775432481315907e+58		1.40973999428651e72

		195		3		3.550864962631814e+58		1.67647283150939e72

		196		3		7.101729925263628e+58		1.99367341933976e72

		197		3		1.4203459850527257e+59		2.37089061527061e72

		198		3		2.8406919701054513e+59		2.81947998857303e72

		199		3		5.681383940210903e+59		3.35294566301879e72

		200		3		1.1362767880421805e+60		3.98734683867952e72

		201		3		2.272553576084361e+60		4.74178123054123e72

		202		3		4.545107152168722e+60		5.63895997714607e72

		203		3		9.090214304337444e+60		6.70589132603760e72

		204		3		1.8180428608674889e+61		7.97469367735906e72

		205		3		3.6360857217349777e+61		9.48356246108248e72

		206		3		7.272171443469955e+61		1.12779199542922e73

		207		3		1.454434288693991e+62		1.34117826520752e73

		208		3		2.908868577387982e+62		1.59493873547182e73

		209		3		5.817737154775964e+62		1.89671249221650e73

		210		3		1.1635474309551929e+63		2.25558399085837e73

		211		3		2.3270948619103857e+63		2.68235653041505e73

		212		3		4.6541897238207715e+63		3.18987747094364e73

		213		3		9.308379447641543e+63		3.79342498443301e73

		214		3		1.8616758895283086e+64		4.51116798171676e73

		215		3		3.723351779056617e+64		5.36471306083011e73

		216		3		7.446703558113234e+64		6.37975494188729e73

		217		3		1.4893407116226469e+65		7.58684996886603e73

		218		3		2.9786814232452937e+65		9.02233596343353e73

		219		3		5.9573628464905875e+65		1.07294261216602e74

		220		3		1.1914725692981175e+66		1.27595098837746e74

		221		3		2.382945138596235e+66		1.51736999377321e74

		222		3		4.76589027719247e+66		1.80446719268671e74

		223		3		9.53178055438494e+66		2.14588522433205e74

		224		3		1.906356110876988e+67		2.55190197675485e74

		225		3		3.812712221753976e+67		3.03473998754642e74

		226		3		7.625424443507952e+67		3.60893438537343e74

		227		3		1.5250848887015904e+68		4.29177044866411e74

		228		3		3.050169777403181e+68		5.10380395350971e74

		229		3		6.100339554806362e+68		6.06947997509286e74

		230		3		1.2200679109612723e+69		7.21786877074686e74

		231		3		2.4401358219225446e+69		8.58354089732824e74

		232		3		4.880271643845089e+69		1.02076079070194e75

		233		3		9.760543287690179e+69		1.21389599501857e75

		234		3		1.9521086575380357e+70		1.44357375414938e75

		235		3		3.9042173150760714e+70		1.71670817946565e75

		236		3		7.808434630152143e+70		2.04152158140389e75

		237		3		1.5616869260304286e+71		2.42779199003715e75

		238		3		3.123373852060857e+71		2.88714750829876e75

		239		3		6.246747704121714e+71		3.43341635893121e75

		240		3		1.2493495408243429e+72		4.08304316280779e75

		241		3		2.4986990816486857e+72		4.85558398007431e75

		242		3		4.9973981632973714e+72		5.77429501659752e75

		243		3		9.994796326594743e+72		6.86683271786244e75

		244		3		1.9989592653189486e+73		8.16608632561537e75

		245		3		3.997918530637897e+73		9.71116796014864e75

		246		3		7.995837061275794e+73		1.15485900331951e76

		247		3		1.5991674122551589e+74		1.37336654357249e76

		248		3		3.1983348245103177e+74		1.63321726512312e76

		249		3		6.396669649020635e+74		1.94223359202973e76

		250		3		1.279333929804127e+75		2.30971800663902e76

		251		3		2.558667859608254e+75		2.74673308714498e76

		252		3		5.117335719216508e+75		3.26643453024625e76

		253		3		1.0234671438433017e+76		3.88446718405936e76

		254		3		2.0469342876866033e+76		4.61943601327805e76

		255		3		4.0938685753732067e+76		5.49346617428998e76

		256		4		8.843766896784714e+76		3.67774052416182e84

		257		4		1.7687533793569429e+77		4.22461449021060e84

		258		4		3.5375067587138857e+77		4.85280771540152e84

		259		4		7.075013517427771e+77		5.57441223979862e84

		260		4		1.4150027034855543e+78		6.40331816993198e84

		261		4		2.8300054069711086e+78		7.35548104832366e84

		262		4		5.660010813942217e+78		8.44922898042121e84

		263		4		1.1320021627884434e+79		9.70561543080306e84

		264		4		2.264004325576887e+79		1.11488244795973e85

		265		4		4.528008651153774e+79		1.28066363398640e85

		266		4		9.056017302307547e+79		1.47109620966473e85

		267		4		1.8112034604615095e+80		1.68984579608424e85

		268		4		3.622406920923019e+80		1.94112308616062e85

		269		4		7.244813841846038e+80		2.22976489591946e85

		270		4		1.4489627683692076e+81		2.56132726797280e85

		271		4		2.897925536738415e+81		2.94219241932947e85

		272		4		5.79585107347683e+81		3.37969159216849e85

		273		4		1.159170214695366e+82		3.88224617232124e85

		274		4		2.318340429390732e+82		4.45952979183892e85

		275		4		4.636680858781464e+82		5.12265453594561e85

		276		4		9.273361717562929e+82		5.88438483865896e85

		277		4		1.8546723435125857e+83		6.75938318433700e85

		278		4		3.7093446870251714e+83		7.76449234464249e85

		279		4		7.418689374050343e+83		8.91905958367786e85

		280		4		1.4837378748100686e+84		1.02453090718912e86

		281		4		2.967475749620137e+84		1.17687696773179e86

		282		4		5.934951499240274e+84		1.35187663686740e86

		283		4		1.1869902998480549e+85		1.55289846892850e86

		284		4		2.3739805996961097e+85		1.78381191673557e86

		285		4		4.7479611993922195e+85		2.04906181437825e86

		286		4		9.495922398784439e+85		2.35375393546353e86

		287		4		1.8991844797568878e+86		2.70375327373473e86

		288		5		4.06062722144502e+86		2.20832990986206e91

		289		5		8.12125444289004e+86		2.47876651396662e91

		290		5		1.624250888578008e+87		2.78232133854765e91

		291		5		3.248501777156016e+87		3.12305010872108e91

		292		5		6.497003554312032e+87		3.50550522200787e91

		293		5		1.2994007108624064e+88		3.93479657185416e91

		294		5		2.5988014217248127e+88		4.41665981972412e91

		295		5		5.1976028434496254e+88		4.95753302793324e91

		296		5		1.0395205686899251e+89		5.56464267709532e91

		297		5		2.0790411373798502e+89		6.24610021744217e91

		298		5		4.1580822747597003e+89		7.01101044401576e91

		299		5		8.316164549519401e+89		7.86959314370811e91

		300		5		1.6632329099038801e+90		8.83331963944826e91

		301		5		3.3264658198077603e+90		9.91506605586623e91

		302		5		6.6529316396155205e+90		1.11292853541907e92

		303		5		1.3305863279231041e+91		1.24922004348840e92

		304		5		2.6611726558462082e+91		1.40220208880315e92

		305		5		5.3223453116924164e+91		1.57391862874163e92

		306		5		1.0644690623384833e+92		1.76666392788966e92

		307		6		2.2580798770284818e+92		4.27758430930333e95

		308		6		4.5161597540569636e+92		4.72283597975748e95

		309		6		9.032319508113927e+92		5.21443368005166e95

		310		6		1.8064639016227855e+93		5.75720154589247e95

		311		6		3.612927803245571e+93		6.35646585492660e95

		312		6		7.225855606491142e+93		7.01810729445016e95

		313		6		1.4451711212982284e+94		7.74861866963995e95

		314		6		2.8903422425964567e+94		8.55516861860667e95

		315		6		5.7806844851929134e+94		9.44567195951498e95

		316		6		1.1561368970385827e+95		1.04288673601033e96

		317		6		2.3122737940771654e+95		1.15144030917850e96

		318		6		4.624547588154331e+95		1.27129317098532e96

		319		6		9.249095176308662e+95		1.40362145889003e96

		320		7		1.9498804701874665e+96		4.20882915492111e98

		321		7		3.899760940374933e+96		4.58976073890842e98

		322		7		7.799521880749866e+96		5.00516957686300e98

		323		7		1.5599043761499732e+97		5.45817612686996e98

		324		7		3.1198087522999464e+97		5.95218327260073e98

		325		7		6.239617504599893e+97		6.49090188501185e98

		326		7		1.2479235009199786e+98		7.07837869757687e98

		327		7		2.495847001839957e+98		7.71902670444056e98

		328		7		4.991694003679914e+98		8.41765830984223e98

		329		8		1.0470665676834767e+99		6.62072384529516e100

		330		8		2.0941331353669534e+99		7.15077726762756e100

		331		8		4.1882662707339067e+99		7.72326662855086e100

		332		8		8.3765325414678135e+99		8.34158933822831e100

		333		8		1.6753065082935627e+100		9.00941480259371e100

		334		8		3.3506130165871254e+100		9.73070619926185e100

		335		8		6.701226033174251e+100		1.05097439968125e101

		336		9		1.3998404638611276e+101		3.31331488054945e102

		337		9		2.7996809277222553e+101		3.55112296199955e102

		338		9		5.599361855444511e+101		3.80599935287433e102

		339		9		1.1198723710889021e+102		4.07916910484106e102

		340		9		2.2397447421778042e+102		4.37194519576663e102

		341		9		4.4794894843556084e+102		4.68573484048563e102

		342		10		9.324800954549149e+102		7.67488186405643e103

		343		10		1.8649601909098297e+103		8.17406454181768e103

		344		10		3.7299203818196595e+103		8.70571460477007e103

		345		10		7.459840763639319e+103		9.27194376701771e103

		346		11		1.5482885231655162e+104		9.41341255960004e104

		347		11		3.0965770463310323e+104		9.97316319887437e104

		348		11		6.193154092662065e+104		1.05661983432298e105

		349		12		1.2821047029138716e+105		7.46554379282941e105

		350		12		2.564209405827743e+105		7.87440233516456e105

		351		12		5.128418811655486e+105		8.30565245569940e105

		352		13		1.0593216346623215e+106		4.41579883309547e106

		353		13		2.118643269324643e+106		4.63992993883222e106

		354		13		4.237286538649286e+106		4.87543718611380e106

		355		14		8.735389982429428e+106		2.06535696407030e107

		356		14		1.7470779964858856e+107		2.16303620999751e107

		357		15		3.5954568543712606e+107		7.64303842507741e107

		358		15		7.190913708742521e+107		7.98142464539374e107

		359		16		1.4775923053437992e+108		2.42902790071350e108

		360		17		3.03195543698067e+108		6.54257433439415e108

		361		17		6.06391087396134e+108		6.79943073901827e108

		362		18		1.2427319234929779e+109		1.64897212021567e109

		363		19		2.54395335165034e+109		3.66456676283796e109

		364		20		5.202255962972898e+109		7.55604813474230e109

		365		21		1.0628290471582376e+110		1.46031014319442e110

		366		22		2.1694907077884344e+110		2.66761531887183e110

		367		23		4.42491018142858e+110		4.63843716844044e110

		368		25		9.183892615157915e+110		1.20458571445096e111

		369		27		1.901246398325719e+111		2.73680439655843e111

		370		28		3.865348175460904e+111		4.00492136957226e111

		371		31		8.096125410194076e+111		1.04508638478040e112

		372		33		1.6661688635815176e+112		1.81948345778778e112

		373		36		3.4684070726867704e+112		3.71116699980907e112

		374		40		7.2838665960279525e+112		8.15229734544094e112

		375		44		1.5230237646210149e+113		1.56362002330390e113

		376		50		3.2346379789256235e+113		3.42773505745955e113

		377		57		6.883247211328593e+113		7.01385617172753e113

		378		67		1.4869513446553207e+114		1.51970271138686e114

		379		81		3.257747173521432e+114		3.30500271637137e114

		380		103		7.319150238661943e+114		7.48038544131793e114

		381		140		1.7002224394875503e+115		1.71756196783481e115

		382		219		4.23686091844268e+115		4.24041577026831e115

		383		512		1.290628736907314e+116		1.29110067524047e116



