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Abstract. We describe new cryptanalytic attacks on the candidate branch-
ing program obfuscator proposed by Garg, Gentry, Halevi, Raykova, Sa-
hai and Waters (GGHRSW) using the GGH13 graded encoding, and
its variant using the GGH15 graded encoding as specified by Gentry,
Gorbunov and Halevi. All our attacks require very specific structure of
the branching programs being obfuscated, which in particular must have
some input-partitioning property. Common to all our attacks are tech-
niques to extract information about the “multiplicative bundling” scalars
that are used in the GGHRSW construction.

For GGHRSW over GGH13, we show how to recover the ideal generating
the plaintext space when the branching program has input partitioning.
Combined with the information that we extract about the “multiplicative
bundling” scalars, we get a distinguishing attack by an extension of the
annihilation attack of Miles, Sahai and Zhandry. Alternatively, once we
have the ideal we can solve the principle-ideal problem (PIP) in classical
subexponential time or quantum polynomial time, hence obtaining a
total break.

For the variant over GGH15, we show how to use the left-kernel technique
of Coron, Lee, Lepoint and Tibouchi to recover ratios of the bundling
scalars. Once we have the ratios of the scalar products, we can use factor-
ing and PIP solvers (in classical subexponential time or quantum polyno-
mial time) to find the scalars themselves, then run mixed-input attacks
to break the obfuscation.
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1 Introduction

General-purpose code obfuscation is an amazingly powerful technique, making
it possible to hide secrets in arbitrary running software. The first plausible con-
struction of a secure general-purpose obfuscation, described three years ago by
Garg, Gentry, Halevi, Raykova, Sahai and Waters [22] (hereafter GGHRSW),
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opened up a new direction of research that transformed our thinking about what
can and cannot be done in cryptography. The GGHRSW construction consists
of a “core component” for obfuscating branching programs, and a bootstrap-
ping procedure that uses the core component — in conjunction with homomor-
phic encryption and some proofs — to obfuscate arbitrary code (modeled as
a binary circuit). Many different constructions were proposed since then e.g.,
[12,8,37,3,27,34,7,39,6,23,11,4,31,32,24], most of which only modify the “core
component” for branching programs, then use the GGHRSW bootstrapping to
obfuscate circuits.

All known obfuscation constructions rely crucially on the underlying tool of
graded encoding schemes, for which there are (essentially) only three candidate
constructions: one due to Garg, Gentry and Halevi [21] (GGH13), another due
to Coron, Lepoint and Tibouchi [19] (CLT13), and the third due to Gentry,
Gorbunov and Halevi [26] (GGH15). However, the security properties of these
encoding schemes are poorly understood, and therefore the same holds for the
obfuscation constructions that use them.

Known attacks. The original publications of GGH13, CLT13 and GGH15 sur-
vey several number theoretical and algebraic attacks. For the GGH13 encoding
scheme — that relies on the difficulty of the NTRU problem and the principle
ideal problem (PIP) in certain number fields — we recently saw some advances
in attacking these underlying problem [2,14,9,10,20], that may affect the choice
of parameters.

The most serious attacks on all three encoding schemes are the so-called “ze-
roizing attacks”: when encodings of zero are easy to find, some secrets can be
extracted by linear algebraic techniques. The most devastating zeroizing attack
is found by Cheon, Han, Lee, Ryu and Stehlé [13] against CLT13 — when the
encodings of zero form certain combinations, one can extract all the secret pa-
rameters. The attack is extended by Coron et al. [16, Section 3.4], breaking the
GGHRSW branching-program obfuscator when instantiated using CLT13 encod-
ings and used to obfuscate branching programs with certain input-partitioning
features.

Applying zeroizing attacks to construction based on GGH13 and GGH15
appears somewhat harder, especially in the context of obfuscation. Nonethe-
less, Miles, Sahai and Zhandry recently introduced “annihilation attack” against
many GGH13-based branching-program obfuscators, for specific types of branch-
ing programs [35]. Interestingly, these attacks do not apply to the GGHRSW
construction, due to the presence of some random entries in the encoded matri-
ces. Moreover, it was shown in [24] that such random entries (in conjunction with
other techniques) provably eliminates all known variants of zeroizing attacks.

To the best of our knowledge, no polynomial time attacks (either classical
or quantum) were known before the current work on the GGHRSW obfusca-
tor using GGH13 encoding, nor were there any attacks on any GGHI15-based
branching-program obfuscators.
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This work. We describe new attacks on the GGHRSW branching-program obfus-
cator, when using GGH13 and GGH15 encodings. The attacks that we describe
in this work require the underlying branching programs to satisfy some input-
partitioning features, similar to the attack on the CLT variant [16, Section 3.4].
Roughly, the indexes of the branching program can be partitioned into two or
three consecutive intervals, each contains “sufficiently many” input bits that do
not appear in the other intervals.

A common thread in our attacks is that they focus on the “multiplicative
bundling” scalars that are used in the GGHRSW construction (as protection
against “mixed-input attacks”). We show that some information about these
scalars can be extracted using zeroizing techniques, if the underlying branching
program satisfy certain input-partitioning features. We are not able to fully
recover these scalars, and hence cannot quite mount mixed-input attacks, but
we can still use the extracted information in weaker attacks.

For the GGH13-based candidates, we first apply a variant of the attacks due
to Cheon et al. and Coron et al. [13,17] to recover a basis of the ideal (g) that
defines the plaintext space, as well as some representatives of the scalars, then
use the recovered information in a distinguishing attack, using an extension of
the annihilation attack of Miles et al. [35]. Alternatively, once we have a basis for
(g) we can solve PIP (in classical subexponential time or quantum polynomial
time), resulting in a total break.

For the GGH15-based candidates, we recover some rational expressions in the
bundling scalars using techniques from [17] (among others), then we can use fac-
toring and PIP solvers (in classical subexponential time or quantum polynomial
time) to recover the bundling scalars themselves from the rational expressions,
then mount mixed-input attacks.

Applicability and extensions of our attacks. We stress that all our attacks rely
crucially on the input-partitioning of the branching program (in order to use the
techniques of Cheon et al. or those of Coron et al.) In particular they do not seem
to apply to “dual input” branching programs as used in many branching-program
obfuscators. Also, our GGH13 attacks cannot be used against schemes that were
proven secure in the “Weak Multilinear Map” model of Garg et al. [24], since our
first step of recovering (g) fits in that model. However, some of our techniques
do not seem to quite fit in that model (in particular Step II of the attack, see
Section 3.2), so they should serve as a cautionary tale about relying too much on
proofs of security in such idealized models. Also, the “immunization” techniques
against GGH13 annihilation attack from [24] by themselves do not prevent our
new attack if the branching programs are input-partitioning (see Section 3.5),
it is only in combination with the “dual input” technique that they provide
protection.

Finally, our techniques can potentially be combined with the recent tech-
niques of Apon et al. and Coron et al. [5,18], to attack also some non-input-
partitioned obfuscators. This seems a promising direction for future work.
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2 Preliminaries

For a positive integer n, let [n] = {1,2,...,n}. Let &, be the n** cyclotomic
polynomial. The typical ring used in the paper R := Z[z]/ ($,,(z)), and the frac-
tional field of R,: K,, := Q[z]/ (®,(x)). Below we denote matrices by boldface
uppercase letter (e.g., A,B,...).

2.1 Matrix branching programs

We consider oblivious matrix branching programs (as usual in the obfuscation
literature). Such a branching program consists of a sequence of steps, where each
step is associated with an index of some input bit and we have two matrices
associated with each step. To evaluate such a branching program over some
input string, we choose one of the two matrices from each step, depending on
the value of the corresponding input bit, then multiply all these matrices in
order, and compare the result to the identity matrix.

Definition 1. A dimension-w, length-h branching program over £-bit inputs
consists of an index-to-input map and a sequence of pairs of 0-1 matrices,

B={v:[h] = [0, {Bis € {0, 1} Yicnpefo} } -

This branching program is computing the function fg: {0,1}¢ — {0,1}, defined

as
felx) = 0 i Hie[h] Bio, =1
1 Zf Hie[h] Bi@L(i) 7é I

where the matrix product is carried over some implicitly set ring that includes
0,1 (e.g., the ring R, from above).

Input partitioning We say (somewhat informally) that a branching program B
is input-partitioned if its set of steps can be partitioned into two or more consecu-
tive intervals [h] = H1||Hz|| - . ., such that for each interval there are “sufficiently
many” input bits that control only steps in that interval and nowhere else. We
sometime say that B is 2-partitioned or 3-partitioned if it can be broken to 2 or
3 intervals, respectively, and the number of bits that are unique to each interval
will vary among the different attacks that we describe (and will typically be
polylogarithmic).

When considering input-partitioned program B, we will often consider its
evaluation on inputs that differ in bits that only affect steps in one of the inter-
vals. A simple (but important) observation that underlies most of our techniques
is the following:

Lemma 1. Let B be a branching program as per Definition 1 which is input-
partitioned, [h] = H1||Hz2, and let z,2" € {0,1}* be two zeros of fs that differ
only in bits that are mapped to steps in Hyi. Namely, fs(x) = fr(z’) = 0,
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and for all i ¢ Hi we have x,;) = le(z‘)' Then the product of the matrices
corresponding to Hy yields the same result in the evaluation of B on x and z’,
that is [ [icp, Biz,y = [lien, Biamfu)'

Simalarly, if x, 2’ are two zeros of fg that differ only in bits that are mapped
to steps in Ha, then [[;cqy, Biw,y = [icn, Biol, -

Proof. For the first statement, denote B := [[;cy, Biz, ), B := [[;ey, B
and C := [[;cp, Biz, iy = [icn, Bz, » where the last equality follows since
T, = xi(i) whenever i € Hy. Since fg(x) = fp(z’) = 0then BXxC = B'xC =1,
and as B,B’, C are square matrices then C must be invertible and B = B’ =
C~L. The proof of the “similarly” statement is analogous.

; ’
4T 4y

2.2 Overview of the GGHRSW branching-program obfuscator

We briefly review the candidate branching program obfuscator of Garg et al. [22]
and its GGH15-based variant from [26, Section 5.2]. The GGHRSW branching-
program obfuscator applies several different randomization steps to the under-
lying branching program, and then encodes the resulting randomized matrices,
using either GGH13 or GGH15.

We defer the description of the GGH13 and GGH15 encoding schemes them-
selves to the corresponding attack sections, but just note that these schemes
let us encode matrices in a way that allows checking whether certain degree-h
polynomial expressions in these matrices evaluate to zero.

We also recall that these constructions are supposed to implement indis-
tinguishability obfuscation. In the context of branching programs, this means
that if two programs have the same length h and same input mapping function
¢ : [h] — [4] and they compute the same function, then their obfuscations should
be indistinguishable. Correspondingly when attacking these constructions we
need to show two such equivalent programs for which we are able to distinguish
the obfuscated versions.

Below welet B = {v: [h] = [(], {Bis € {0,1}**“},c(n),bef0,1} } be the branch-
ing program to be obfuscated. The obfuscation process consists of the following
steps:

0. Dummy branch. The construction begins by introducing a “dummy branch”,
which is just a length-h branching program with the same input mapping
function ¢ : [h] — [¢], but consisting of only identity matrices of the same
dimension as the B;3’s. (In particular the “dummy branch” computes the
all-zero function.) We refer to the original branching program as the “func-
tional branch”, and apply the same randomization/encoding transformations
to both branches.

1. Random diagonal entries and bookends. Next every matrix in each of
the branches (all are w x w 0-1 matrices) is embedded inside a higher-
dimension randomized matrix. Specifically, for each ¢ € [h],b € {0,1} we
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consider the matrices
- \' . )
B, = { )b Bi,b} and B/, := { ’ I} ) (1)

where V; ;, and V', ;, are “random diagonal matrices.” In the GGHRSW con-
struction from [22], these are 2(h + 3)-by-2(h + 3) diagonal matrices with
the diagonal entries chosen uniformly at random from the plaintext space,
whereas in the GGH15-based variant from [26] they are diagonal 2-by-2 ma-
trices with “random small entries” that are drawn from some Gaussian dis-
tribution over R,,. Below we denote the dimension of these random matrices
as 2m-by-2m (so we have m = h+3 for the original GGHRSW and m = 1 for
the GGH15-based variant). When the analysis requires fine grained struc-
ture of the padded matrices, we further split the notation for each m-by-m
blocks and denote the whole as diag (U; 5, V) and diag (U’ 5, Vi p). The
construction also chooses four “bookend” vectors J,J/,L,L’ € R?™+w of
the form:
3,3 € [om,$m,8%], L,L e [$m,0m $v]" (2)
where the $’s stand for uniformly random elements from the plaintext space
for the original GGH13-based construction, and for “small random” elements
drawn from some Gaussian distribution for the GGH15-based candidate.
They satisfy JL = J'L/.
2. Killian-style randomization and bundling scalars. Next the construc-

tion chooses invertible matrices {K;, K’; € R5L2m+w)x(2m+w)}ie[h] and also
scalars {ai,b,ag,b}z‘e[h],be{o,l} The scalars are chosen under the constraint
that for any input bit j € [¢], we have

! /!
[[ cwo= I] afpand JJ ain= T iy

()= u(§)=j ui)=j u(i)=j

Below we sometime use the notations 8, := [, ;= @i ( = [T,)=; @is)-
As before, here too the scalars and matrices are chosen at random from
the plaintext space in the GGH13-based construction, and drawn from an
appropriate Gaussian distribution with small parameters in the GGH15-
based solution. Let us also denote Ky = K'g = 1.
3. Encoding. Denote the randomized matrices by
1o 1 7

Sip =, K; '\ B;,K; and 8, := o JK'; | B’; ) K';. (3)
The obfuscation of the branching program B consists of encoding of all the
matrices S;;, and S’;, and also of the bookends J,J’, L, L’.

To evaluate the obfuscated branching program on some input x, we use the
operations and zero-test capabilities of the underlying encoding scheme to check

that J(Hie[h] Si7b)L — J,(Hie[h] S/i,b)L/ =0.
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Branching program with input partitioning Let X||)||Z = [h] be a 3-
partition of the branching program steps. In the attacks we use honest evaluation
of the branching program on many inputs of the form u(i7F) = z(1)y() (k)
where all the bits that only affect steps in X are in the z(¥) part, all the bits
that only affect steps in ) are in the y/) part, all the bits that only affect steps
in Z are in the z(*) part, and all the other bits are fixed. This notation does not
mean that the bits of (9, y(), 2(*) appear in this order in u(*¥) but it does
mean that «(#3%) and u('*) can only differ in bits that affect steps in X, and
similarly u(7%) and w63 k) only differ in bits that affect steps in J and u(%73:%)
and wu("3+") only differ in bits that affect steps in Z.

For such an input w = xyz, we denote by S, the plaintext product matrix
of functional branch in the X interval, by S, the plaintext product matrix of
functional branch in the the ) interval, and by S, the plaintext product matrix
of the functional branch in the Z interval (including the bookends). We similarly
denote by S/, S|, S, the plaintext product matrix of the dummy branch. Namely

Sjc = J/' (Hq‘,eX Si;%m)’ S:/y = Hiey Sfﬁut(i)’ S/Z = (Hz‘ez Sfﬂh(i)) ’ L; (4)
Sx =J (Hie){ Si,uL(i))v Sy = Hiey Si,uL(i)7 Sz = (HieZ Si,uL(i)) L )

with products over the plaintext space. In some cases we only need 2-partition
of the program, so we suppress the S, S| parts.

When we have multiple inputs of the form u(#7%) = 217 2(F) that are all
zeros of the function, then by Lemma 1 the parts of the plaintext matrices that
come from the product of the branching program matrices must be the same for
the different #(7’s (and similarly for the different y/)’s and 2(¥)’s). We denote
these matrices simply by B,, By, and B, independently of i, j, k. Namely we

have:
Sz(i) = Uy (4) J x diag(Um(i)7VI(i),Bw) X Ky;
Ly =l I xdiag(U! ), V! ), T) x K,
Sy = a, i K, x diag(Uyi, Voo, By) x Ko .
S;,u') = a;u)K;_l X diag(U;qu;(mI) x K.; )
Sz(k) = Oéz(k)Kz_l X diag(Uz(k),Vz(k),Bz) x L;
S’ o = ol KL x diag(U’ ), V'), I) x L

where the scalars o), Q,G), ete. are just the product of all the a;;’s in
the corresponding (partial) branch. Moreover, we observe that all the ratios

, o C .

of am/al iy, 1=1,2,... (and similarly for the ay,; and a,w)) must also be

equal.

Lemma 2. With the notations above, we have a;(l)/amm = a;(z) [Op@) = ...
N - / _ ! _ ! — ! —

and similarly ay(l)/ay(l) = ozy(Z)/ay@) =...and az(l)/az(m = az(g)/az(z) =....

Proof. To prove the statement for the «,)’s consider an input bit ¢ € [¢] that
affect some steps in X'. That bit either only affects steps in X" or it affects steps in
both X and in ), Z. In the former case, by construction we have HL(i,):t oy p =
HL(i,):t sy, (for b= 0,1), so this input bit’s contribution to the ratio o/ ) /a, )
is 1 (for all 7). In the latter case, this input bit has the same value (0 or 1) for
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all the inputs (¥, so it contributes the same factor to the ratio a;m /o for

all 4. The proof for the Qy() and o, is the same.

3 Cryptanalysis of the GGH13-based candidate

The GGH13 Encoding Scheme. The core secret parameter in the GGH13 en-
coding scheme is a small g € R,, (sampled from small Gaussian distribution),
such that the inverse g=! € K is also small. Let Z = (g) = gR, be the ideal
generated by g in R, the plaintext space of the GGH13 scheme is the quotient
ring R, /Z, and we typically choose g so that this plaintext space is isomorphic
to some prime field F,. Other parameters of the scheme are an integer modu-
lus ¢ > p and the multi-linearity degree k (which are public), and a random
secret denominator z € R,,/qR,, (which is kept secret). Plaintext elements are
encoded relative to levels between 0 and k.

The encoding of s € R, /Z at level 0 is a short representative of the coset
of the ideal shifted by s, i.e. ¢ € s+ I, ||c|| < ¢. To encode at level i, compute
¢/z" (mod q). (There is also an “asymmetric mode” of GGH13, in which there
are many different denominators z;.) The public zero-test parameter is p,; =
n-2*/g, with ||n|| < ¢*/2. 3 Additions and multiplications are simply adding and
multiplying the encodings in R,,/qR,,, with the restrictions that correctness only
holds when adding on the same level, or multiplying below the maximum level k.
To zero-test, multiply the (potential) top-level encoding ¢/z* by p.; (modulo g).
If ¢ encodes zero then ¢ € Z, hence ¢ = ¢’ - g, and therefore ¢ - p,; = nc’, which
is small since both 7 and ¢’ are much smaller than q.

Attacking the GGHI13-based obfuscator When using GGH13 as the underlying
encoding scheme in the GGHRSW obfuscator, we denote the encoding of the
plaintext matrices S;, S; ; by

Cipy=(Sip +9-Eip)/z, and C;,b = (S;,b +g- E;b)/z
We also denote the encoding of the bookends by
J=(J+gE))/2 L= (L+gEL)/z J = (I+gE})/2 and L/ = (L'+g-E},)/z,

where all the calculations are modulo q.

We first recover the ideal {(g) adapting the zeroing attack techniques of Cheon,
Han, Lee, Ryu and Stehlé [13] and Coron, Lee, Lepoint and Tibouchi [17]. This
part requires 2-partitioning of the branching program. Once we have a basis
of (g), sub-exponential time classical algorithms [9] and polynomial-time quan-
tum algorithms [10] are known to recover a short generator of (g) [20], thus
breaking GGH13 completely [21, Section 6.3.3].

Alternatively, using a basis of (g) we can proceed with the zeroing attack
modulo (g) to recover (some representation of) products of the bundling scalars.

3 The scalar n is denoted h in [21], but we are already using h for the length of the
branching program.
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Then we can execute a simplified variant of the annihilation attack by Miles,
Sahai and Zhandry [35]. This yields a classical polynomial time attack, and
requires 3-partitioning of the branching program. We now proceed to describe
the attack in more details.

Some more notations. Consider a 3-partitioned branching program with the
partitioning X||Y||Z = [h]. We use the same notation as in Eqn. (4) for the
plaintext matrices, and also denote C, C,, C, and C, C;, C/, for the encoded
matrices. Namely

C, = 'NI (HieX Ciﬂh(i))? Cy = Hiey CZEUL(@')? C,:= (Hiez Ciﬂn(i)) :
C,:=J" (HieX Caub(i))v C; = Hiey C;,u,mv C. = (Hiez Cg,u,,(i)) )

ot il

)
/
with products over R, /qR,,. As before, when we only need 2-partition we ignore
the C,’s. With these notations, for any v = zyz we can multiply, subtract, and
zero-test to get

w = p4(C,C,C, — C,C,C.) (6)
- g'[sx+gEz,—(S§g+gE;)]

Sy + gEy, 0 ] [Sz + gEz]
(mod q)
0, S, +gE;| [S. + gE.
(or the without the middle matrix if we only use 2-partitioning). Moreover, if u
is a zero of the function then the final zero-tested value is an encoding of zero,
and hence Eqn. (6) holds not only modulo ¢ but also over the base ring R,,.

3.1 Step I: recovering (g)

Our first task is to recover (a basis for) the plaintext-space ideal Z = (g). To that
end, we will construct two matrices M, N which are both full rank over R,, (whp),
but (after canceling some common factors) the determinant of M is divisible by
a higher power of g than the determinant of N. Computing M x N~! over the
field of fractions K, and multiplying by the common denominator, we get an
integral matrix whose determinant is divisible by g. Repeating this process many
times and taking the common denominator of all the resulting determinants we
obtain whp a basis for the ideal (g).

Let X||Z = [h] be a 2-partition of the branching program steps, where we
have sufficiently many input bits that only affect steps in the X interval and suf-
ficiently many other input bits that only affect steps in the Z interval. (Denote
these input bits by J,., J, C [¢], respectively.) Moreover, we can fix all the remain-
ing input bits in such a way that for sufficiently many choices z(*) € {0, 1}"]1",
20) € {0,1}17#] we get an input which is a zero of the function.

Finally, we assume that there are two distinguished input bits ji,j2 € J,
that we can set arbitrarily. Namely, for all the other choices of input bits as
above, we can set these two bits to 00,01,10, and 11 and all four combinations
will yield a zero of the function.
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With these assumptions, let us denote by w(%’j ) the zero-tested value which
was obtained by honest evaluation of the obfuscated program on the input

xgio)z(j) with the two distinguished bits set to 00, and similarly w(()il’j ), w%’j ),

wﬁ’j) with these bits set to 01, 10, 11, respectively. Note that:

— For every fixed 1, j, the four inputs whose evaluation yields the scalars w(()%’j ),

w(()il’j ), w%’j ), and wﬁ’j ) differ only in the values of the distinguished input
bit;

— For every a € {00,01, 10,11} and every fixed j, the inputs whose evaluation
yields the different {wgi’j )}i only differ in bits that affect the X’ interval of
steps (but not the distinguished j1, j2); and

— For every a € {00,01, 10,11} and every fixed ¢, the inputs whose evaluation
yields the different {wg” )}j only differ in bits that affect the Z interval of
steps.

Using Eqn. (6), we have for all i, 7 and a € {00,01,10, 11},

wgi,j) = pzt (Cx((Lz‘)Cz(j) - C;(i) C;<j>) (7)
= g : [(Sgggw +9E, )80 + 9E.») — (8 ) + gE ) (8L + 9EL)]
n / / S.o) + 9E.0)
=118 o)+ gE o, (=S — 9B )] |27 :
9 [ MO MUIONOP ( OB} Ig))] {S'Z(ﬂ*‘gE;m

with Eqn. (7) holding over the base ring R,. Fixing a € {00,01,10,11} and
letting 7, j range over sufficiently many inputs, we get the matrices

Wa = [w((li’j)]m = XaZ

mls . AT S, F9BELG, (8)
g | = zg)? 2z (V) ...782(]_)_’_9]@’2(”,...

Specifically we choose as many different z(’s and z()’s to make X, and Z
square matrices (of dimension 2p, where p = 2m + w).
The two matrices M, N that we consider in this part of the attack are

M — [Woo Wm] _ . {Xoo Xm} « [Z Z] ’
N [Woo 0]y [Xe 0] [2 )
o 0 Wi Ty 0 X1 Z

These matrices will have full rank over the base ring R, whp due to the
“random” error matrices E in the X’s and Z. However, we show now that whp,
the determinant of M (after disregarding the common factor 2) is divisible by

a higher power of g than that of N.
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To see that, recall that the matrices S, from Eqn. (8) are the plaintext
matrices of the GGHRSW counstructions as per Eqn. (5), and in particular they
include the scalars Bj, 5, Bj, for the two distinguished input bits ji,j2. To
somewhat simplify notations we use below 3, := ;, » and f; = 3, . Specifically
for any index i we have

S, = BBl -4 - I x diag(US), Vi) B,) x K.
= BoBy-+® - [0, v}, b] x K. (mod T) »
S' = 6-BBy-rD - I xdiag(U', V5 1) x K,
00

= 0 Boby '7( 0.0, v'§), ] x K, (mod T),

where above we used ¢ := « RO /o 2 (which by Lemma 2 is independent of ¢ or

the two bits o, 7), and ~() is some scalar that depends on ¢ but not on these two

bits. We use similar notations for S NOE S ox S NOR For any two bits o, 7, each
10

row ¢ of X, (mod Z) has the form [S m\ (Z)] so we can write

Xor = (BoBl- X + Ayy) x diag(K..K.) (mod I) (1)

Where diag(K.,K’) is invertible, X is some fixed matrix independent of o, 7,
and where A, has only few non-zero columns (i.e., the ones corresponding to

v§) and v/, (Z) from Eqn. (10)). Denoting by n the number of non-zero columns

in the A’s, we have (over R, /Z)

BoBX + Ago foB1X + Aot BoBpX BofiX
k <2 k
ran (5153X + A BBX + Ay ) = TR 38X 18X

= 2n + rank(X),
because Bof) - 8151 — oy - P18, = 0. On the other hand, we have

BoByX + Ago 0 (whp)
rank ( 0 BB + Ay 2n + 2 - rank(X).

Since it has lower rank modulo Z, then (at least heuristically?) the determinant
of [Xoo Xo1 Xoo 0 } .
X0 X11 0 Xn
Computing MN~! over K, the common factor /g drops out, and we are
left with a fractional matrix such that

Xoo0 Xo1 / det Xoo 0\  amultiple of g
X0 X171 0 Xi1/ = some denominator ’

} is divisible by a higher power of g than that of [

det(MN™!) = det (

* Having rank(A) > rank(B) (mod g) does not always mean that det(B) is divisible

by a higher power of g than det(A), since A could have one eigenvalue which is
5
divisible by a high power of g, e.g., consider A = [g() ﬂ and B = {g (g)] For our

“random matrices”, however, this is unlikely, as confirmed by our experiments.
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where the denominator is not divisible by g. Multiplying by the denominator we
thus get a multiple of g, as needed. Repeating this process several times with
different distinguished indexes ji, jo, we can take the GCD and whp get a basis
for some power Z? of the ideal Z.

Finally, when Z is a prime ideal then it is easy to find Z from Z*: The norm
of Z! is norm(Z)", and p = norm(Z) is a prime integer, and we can find p from p
(by exhaustive search over t). The Kummer-Dedekind theorem let us compute
all the ideals of norm p in K, and one of these ideals is Z.

3.2 Step II: recovering some representatives of the bundling scalars

For this step we need the branching program to be 3-partitioned. Recall that
Eqn. (6) holds over R if the input u = z(Wy® 2() is a zero of the function. Let
i, j ranging over 2p inputs, and for b € {0,1}, we get the matrices:

Wb = XYbZ
= 1 S, +gEx(’i)7._.(S;(i) +9E;(¢>)
g .. (12)
Sy +9E ), 0 ] _ [ 8.0 +9E.m, -
0, S;,w) + QE;@) e Sl H 9B,

where X, Y1, Yy, Z € R?°*2 are full-rank w.h.p. due to the contribution of E
terms from different paths.

We then compute the characteristic polynomial x of W1W51 € K?2rx2p,
which is equal to the characteristic polynomial of Y;Y . Considering Y.iY, !
modulo Z we have:

YlY_l _ Sy(l) + gEy(l)v 0 Sy(o) + gEy(O)a 0
0 0, S/yu) + gE’y<1> 0, S/y(o) + gE/y(o)
1
S (1) 0 S (0) 0
_ [Py®s y(©)
{ 0, S’yu)] [ 0, S’ym)] (mod 7) (13)

Expanding the “functional term” of Y, Y, ' (mod Z), i.e. SymS;(%,), we have:

[Jy(l)7 0, 0
Sy(l)S_1 = Oéyu)K,;l 0, Vyu), 0 K.

2(0)
Y 0, 0, B,m
U,m, 0, 0 -
x oK' | 0, Vyo, 0 |K, (14)
0, 0, Byo
—1
Q1) Yo U,o N 1 X
= Y . K;l 07 Vy(l)V:;(o), 07 KI
Qg (0) -1
y 0, 0, By(1)By(0)
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By Lemma 1, BymB;(},) =I¥X% g0 Q1) /ay(o> € K is an eigenvalue of S, 1) S;(%J)
with multiplicity at least the dimensions of the B’s (i.e., at least w).® Similarly
o'y /'y is an eigenvalue of S’y(nS’;&]) of multiplicity at least w, and by
Lemma 2 we have o/, ) /a’, o) = a,a) /ay© . Hence aya)a;([l)) is the eigenvalue

of Y1Y, ! (mod Z) of multiplicity at least 2w. Given a basis of Z, we can solve
the characteristic polynomial Xw,w;! (mod Z) and obtain eigenvalues in K.

The eigenvalue of multiplicity 2w is aya)a;([l)).

3.3 Step III: Annihilation Attack

The annihilation attacks described by Miles, Sahai and Zhandry [35] do not
extend to break GGH13-based branching program obfuscators with the padded
random diagonal entries. We show that with the knowledge of the ratios of scalars
(even if their representations are big), this attack can be extended to handle the
random diagonal entries. We begin with a brief overview of the attacks from [35].

Given many level-0 encodings {c¢; = s; + €; - g}+, any degree-d expression in
them can be written as

c=ro+r-g-+ra-g>+...+rs-g¢ (mod q).

If that expression is encoded at level d, then multiplying it by the zero-test
parameter yields © = p.; - ¢/2% = h(rog™ + r1 + 729 + ...7¢9%"1) (mod q)
(which is small if 79 = 0 and likely large when rg # 0).

An annihilation attack consists of collecting and zero-testing many encod-
ings with ro = 0, getting the corresponding =),z ..., then applying some
carefully-selected polynomial to these 2(")’es and examining the result. Specifi-
cally, Miles et al. observed that it is possible to check whether or not the terms
that depends only on the r; values vanish in the resulting polynomial. They also
observed that these r; values can be expressed as very structured expressions in
the encoded secret and the error terms,

71 = €189...84 + 81€283...84 + ... + 5182...€4.

Using these observation, Miles et al. described in [35] a particular polynomial in
the z(9’s that can be used to distinguish the obfuscation of equivalent branching
programs (under some contemporary obfuscators).

Introducing our running example. To help describe our attack, we show below
how it can be used to distinguish between GGHRSW obfuscation of two specific
branching programs that compute the constant zero function. For this attack we
need the branching programs to be 3-partitioned with intervals X||V||Z = [h],
and we need to have two distinguished input bit positions ji, jo that only control
steps in the ) interval but not X or Z. In addition, we require that bit j; controls

5 We remark that this step of finding (the multiplicity of) an eigenvalue does not seem
to fit in the “Weak Multilinear Map” model of Garg et al. [24].
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at least two steps (denoted u,w) in the ) interval, and that bit jo controls (at
least) one step in between u and w (denoted v). That is, we need w,v,w € Y
with 4 < v < w, such that ¢(u) = ¢(w) = j1, t(v) = jo, and j; does not control
any steps before u or after w. As before, we shorten our notations somewhat and
denote the relevant products of the bundling constants by

H 5.0, ﬂl:— H Q5.1 ﬂo - H Q.05 61'— H Qg -

LD =71 L(B)=j1 t(1)=j2 W(B)=J

The two branching programs in our running example will have the identity
matrix for both 0 and 1 in all the steps except for the two steps u,w controlled
by y1, and the zero matrices will be the identity also for these two steps. For the
1 matrices in these two steps, in one program they too will be the identity, and in
the other program those two matrices are a permutation matrix and its inverse
(denoted P,P~1). The two programs B and B’ are illustrated in Example 1.

Example 1. Two programs that compute the constant-zero function:

B = 0:I...IT1TT1T 1T I...1

1:I1...IT1 I 1I...1

B = 0:I...IITI1 I 1I..1
1:1...IPIP'I..1 (15)

Steps: X w v w Z

input bits: % ... xj1 jo 1 * ... *

The Attack. Recall that the GGHRSW obfuscator embeds the branching-
program matrices B, (and the identity for the dummy branch) into higher-
dimension randomized matrices

~ . ~ /,
B, = {V“b B‘b] and B/;; := {V b I] ;

)

where V; ;, V’;, are random diagonal matrices. The B’s are multiplied by the
bundling scalars and Kilian randomization matrices, and then encoded to get

Cip = oK'\ BiyK; +g-Ep = o/K;\(Biy+g -Fip)K; (mod q) (16)

where K~ 1 is the inverse of K;_1 modulo (g), and F,; is the matrix satisfying
ﬁ-’Ki_lFKZ = E (mod ¢). (We ignore the denominator z in these notations,
since it gets canceled when we apply zero-test.)
From Step IT above we can obtain (some representatives of) the ratios 81/5o
and f1/5]. Namely, we can compute four scalars vy, 1, %00, 711 € R such that

v B 11 _ BB
o B (mod Z), and Yoo~ BoBl (mod 7). (17)

(Note that we chose notations that resemble their meaning: The scalars vg, 11
relate to the step v in the program, and ~gg, 711 relate to the product of all
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relevant steps in the y interval.) Consider some values () € {0, 1}!7+! for the bits
that control steps in the X interval, 7, o for the two distinguished bits that control
steps in the ) interval, and z(9) ¢ {0, 1}“’2| for the bits that control steps in the
Z interval (all other bits are fixed). The resulting input is uff}]) = zWor20),
and it is a zero of the function. Also let Eval(u,(f;J )) be the scalar obtained by
evaluating the obfuscated branching program on this input:

Eval(u) := U J( H Chyu, )L = J'( H C ke, 1))
9\ ke ke(h)
=1 H Oék,ub(k)JL - H O/k,uL(k)J/L/ +g-ri(u) + 92 “ro(u) + ...
9 \ken) ke[h]

(18)
where if u is a zero of the function then by construction we have

IT et I = J] @b 3L =0.
ke(h] ke[h]

In our attack, we choose many different 2(*)’s and 2(9)’s and for each i,j we
compute

a; ;= Eval(a:(i)llz(j)) “Yoo0 - M1Vo — Eval(z(i)lOz(j)) Yoo - V11 (19)
— Eval(x(i)()lz(j)) “Y11 - Vol + Eval(x(i)OO,z(j)) “Y11 - Vola,

where all the operations are carried out in the base ring R. Using sufficiently
many z(9’s and z)’s we get a matrix A = [a;,;]i,j, and we check if this matrix
has full rank modulo Z. We guess that the branching program is B’ if A has full
rank, and otherwise we guess that it is B.

3.4 Analysis

The Matrix H We begin by considering the interval ) of the functional branch
only. If Y consisted of only the steps u, v, w, then for any two bits o, 7 € {0, 1},
the matrix that we get in the functional branch when evaluating on input with
uj, = 0 and u;, = 7 (namely C,r := [[;cy Ciu,,,) has the form
:=]§§;T =Fy, 5
—_—— —_——

CO’T Baﬁ;— K;il X <Bu,0]~3v,-r]§w,a +g (Bu,UBv,T(Fw,O' + E;Bw,a>

=F, =F,
—~ P
x Ky

+Bu,(Fo, +E,B,)By,+ Fu, B,.B,,) +¢* E,,

BBl K1 x (BY +g-F +¢* EY) x K,
(20)
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with equality modulo ¢, where K, K~!’es are the Kilian randomization matrices,
and EJJ is some error matrix. (In the last line we have ]?“)’,T denoting the coefhi-
cient of g in the ) interval.) If there are more steps in the interval ) then we get
the same form, except the matrices B, F are not single-step matrices but rather
a product of a few steps, and we have an extra scalar factor o/ (independent of
the bits o, 7) that comes from the bundling factors in the fixed steps in Y.

The coefficient of g in Eqn. (20) is

Let
H := F}} - F)Y - F} + F}) (21)
= (Bu 1B1) 1Fw 1+ Bu 1Fv 1Bu1 1+ Fu 1 1)
(Bu 1B’U OFw 1 +Bu va OBwl +Fu1~ w,l)
(Bu OB’U 1Fw ,0 + Bu OFv 1Bw ,0 + Fu OBv 1Bw O)

+(Bu OBv OFw o+ Bu OF’U OBw o+ Fu OB’U OBw7O)

The crux of the analysis is to show that H has a block of zeros when evalu-
ating the program B (that has the identity matrices everywhere), but whp not
when evaluating the branching program B’ (that has P and P~1).

When evaluating B, all the B;; matrices are the w x w identity I, which
are then embedded in the lower-right quadrant of the higher-dimension ]~3i7b’s
with the diagonal random Vb’s in the upper-left quadrant. Below we also use
the notation V{7 := V7 x VT for the product of two of these diagonal matrices.

We analyze separately the terms BBF, BFB, and FBB, in order to establish
that in this case the lower-right quadrant of H (that correspond to these identity

matrices) is 0, i.e. H € [: Ow*“”} .

(a) FBB:
ﬁ; BB _ FLBYB. _ FOB!B 4+ FOBORY
_ VIO [VELO) g ([ViR O] VIS0
0 I w 0 I 0 I (22)
s v;z—vgao g0 [VEL V0
w 0 0 w 0 0

c [*(Qm-i-w) X 2m’ 0(2m+w) X w}

BOFL _ BOBLEY | BOBVRY
|:V01 V00 O:| 1:‘0 |:*2m><(2m+w):| (23)
— X

uv
0w><(2m+w)

0 0
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(¢) The most interesting term is BFB:

B,F,B, - B,F|B —~2Fi13?u+132f213?u

u

* % * X * * *
TRIFL I T R IFQ o 1) T #IFL o 1) T HIFQ 1) (24)
*2m><2m 2mXw

€ |:*w><2m ' Quwxw ]

where the subscript f‘( rr) denotes the lower-right quadrant (of dimension
w X w) in the corresponding matrix.

*

Adding Equations (22), (24) and (23), we get H € [: waw} , as needed.

When evaluating B’, the form of the terms BFB changes: Instead of Eqn. (24),
in the lower-right quadrant we now get H( gy = ]_5‘1,( LR) f?,( LR) —P(P:\l,( LR) ™
F:?,(LR))P_l7 which is unlikely to be the zero matrix.

The same analysis can be applied to the dummy branch, where we can define
the matrix H' in the same way. In the dummy branch, however, the lower-right
quadrant of H' is always zero, in both B and B’ (since the dummy branch always
consists of identity matrices, regardless of what the program is).

The Matrix A We now proceed to incorporate the X, Z intervals (including
the bookends) and analyze the matrix A = [a; ;]; ;. For any fixed i, j, let us
denote the product of the X interval matrices in the two branches (including the
bookend) by . J(B%) +g- f‘%)) and o/ﬁ(f) 'J’(ﬁ’gé) +g- ]?"Eé)), respectively.
Similarly for the Z interval we denote the products in the two branches by
o BY +g-FIL and o’V )(B’(j) +g F’(J))L’, respectively.

By construction — for the case where the ) interval includes just the steps
u, v, w — we have oz(T) (ZJ) =a () ’Z]), and we denote this product by a(+7),
(In the more general case we have the same equality, except it includes also the
constants a,, a;, due to the fixed steps in the ) interval.) With these notations,

we have
Eval (x(i)chz(j)>
= alvi)g, B - Z(J(BS? +9 FY)(BY +9-F5)(BY +¢ FY)L
V@Y PO B e P EY g PO ) 2
— oG8, 5, n(J (BYBSFY + BYFYBY + FYByBY )L

()5 () (@)

— 3 (BB BUES B;+FMB’BN»U)(MMQ
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where the last equality follows since z(Mo72() is a zero of the function, and
hence the “free term” without any factor of g is equal to zero. Using Eqn. (26)
we can re-write a; ; as

Q5 = Oé(i’j)ﬁlﬁiﬁ("')%oml/o - a(i’j)ﬁlﬂén(m)%ovm
. Oé(l’j)/BO/Bin( PPN )’YllVOVO + a(zj)ﬂoﬂén( e )7111/01/1 (mod I)

where the (---)’s refer to the parenthesized expression from Eqn. (26) relative
to the appropriate bits o, 7. This is where we use the ratios that we recovered
in Step II, by definition we have that

B1B1 - Yoor1vo = BBy - yoorivr = BofB - ivovo = BofBy - yavorr  (mod T),

so the four terms above (with i, j fixed) all have the same scalar multiple. More-
over that scalar is bilinear in 4, j, so we just fold it into the matrices correspond-
ing to 2", 2U) and ignore it from now on. Thus we can further re-write the
expression for a; ; as

Gy =3 (fsg? (BY — By - BY + BY) FY

=H

" B%) (Fi} _ Fiio _ Fg} 4 Foo) B(j)

=5Hi

+ gé) (P’%}_Bm BOl—i-BOO B(J))

(26)
—J’<1§§2(Bly1—B -BY +BY)FY

=H’

+ BY (Fy -7y P+ P BY
+ Y (By -By -BY +BY) B/(”>L (mod T)

Next, we denote:

B4 := Bl - BIY - Byl + BY, ]_S,/A — ]§/11 ]_5,/ ]§/01 + ]_5,/00
X; 1= JB(;;), Zj = B(Zj)L, =J B’g(), ] = PN)’(])
e;i=JFY, £ =FYL, e; =TFY, f =T ;PL

and so we can write

~ ~ ~ A ~ A
a;; = x;Bf; + x;Hz; + e;Byz; — x/B/)f] + x{H'z) + e{B'},z; (mod 7).

i=d; ; =dj ;
(27)
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Denoting D = [d; ;;; and D" = [d] ;]; j, we have A = D — D', and so the
rank of A is at most rank(D) + rank(D’). Recalling the structure of the various
components again, we note that they contain many zeros. In particular for the
program B we have x;,xj € (0™ ™ +v), z;,2; € (+™ 0™ )", and also

*me O'I’n)(m OmXU) *m><7n *me *me
- ~ A ) ) ) )
B§7 B/y e ()TTLX’ITL7 *me7 OmX’U) , H’ H/ E *mxm’ *me’ *mxw ,
wam Ome Owa *me *w><m OU)X’LU
) Y i )

and for B’ we have almost the same thing except that H can be arbitrary. Our
goal is to detect this difference in the form of H given sufficiently many a; ;’s. Let
us analyze first only the term from the functional branch, D = [d; ;]; j, where
we pick ¢ > 2m + 1 different ¢’s and j’s.

D = XBjF + XHZ + EB}Z

Bi, 0 0] |Fy H, s Hio Hi 3| (Z
= [0XyX3] | 0 Bop0| |F2| +[0X2X3] [Hzy Hoo Hos| | 0
0 0 0] |Fs H;; Hz> 0 VA

B, 0 0] [Z,
+ [El E- Eg] 0 ]:3)272 0 0
0 0 0] |Zs
(28)
where {By, ¢, Hy ¢ }1,0c)3) are blocks of Bﬁ, H with dimensions [m|m|w]x [m|m|w].
{X%, Eg }rejs) are blocks of X, E with dimensions ¢ x [m|m|w]. {Z¢, F¢}ee[3) are
blocks of Z, F with dimensions [m|m|w] x (.

Observe that many of the blocks in Eqn. (28) do not contribute to the result,
since they are only multiplied by zeros in the adjacent matrices. For example,
FE5 in the last term above does not contribute to the evaluation since the entries
in the 3" blocked rows of B§ are all zeros. We can therefore treat these blocks
as if they were zeros themselves, so we get

000 0 0 0 0 7
D= [0X30] [0Bg20| |F2| +[0XsX5] [Hzp 0Hys| | 0
0 0 O 0 H;:0 0 Zs
N - (29)
1,100] [Z4
+[E100] | 0 00| |0
0 00] |0
From there we get
~ Z1 ~
D = X3ByoFs + [XoHo 1 4+ X3Hsz 1 0 XoHs 3] | 0 | +E1By 17y
% (30)

= XyBooFs + (XoHy + X3H31)Z1 + XoH3Z3 + E By 1 Z,
X3(BooFa + Ho3Z3) + (XoHs y + X3Hs 1 + E By 1)Zy
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The ranks of block matrices Xo and Z; are upper-bounded by m, which
means D is the sum of two matrices of rank m, hence the maximum rank is 2m.

For B’, the rank of D is 2m + 1 whp. To see the difference in the analysis, in
Eqn. (29) the potential Hs 3 block is non-zero, so whp D is not decomposable
to the sum of 2 matrices of rank m like for B.

The analysis of D’ for both B and B’ is analogous to the analysis of D in B,
i.e. in both cases the rank of D’ is at most 2m. So we are able to distinguish B
and B’ by obtaining A = [a; ;];; from picking ¢ > 4m + 1 different i’s and j’s,
and computing the rank of A.

3.5 Discussions of Recent Immunizations

Recently Garg et al. [24] (merged from two similar proposals [25,36]) propose
immunization mechanisms against the annihilation attack. The common feature
of the immunizations is to pad random 2m-by-2m matrices instead of entries on
the diagonal (i.e. change the matrices V;; and V';; in Eqn. (1) from diagonal
to fully random), so as to encode a pseudorandom function in the noises. The
difference of the two proposals lies in the ways to instantiate the paradigm.

We observe that the immunizations do not stop the attack if the branching
program is input-partitioning. The observation does not contradict the proofs of
security in the weakened idealized model from [24], since they require dual-input
branching programs (which are not input-partitioning).

Below we briefly describe the two immunizations. In the immunization pro-
posed by Miles, Sahai and Zhandry [36], the bookend vectors are changed to

3,3 € [0>,8v], L,L e [$2m §v]" (31)

These changes do not affect the algorithms and analyses in Steps I and II. In Step
ITI, the analysis of the matrix H in Eqn. (21) remains the same. The analysis of
the rank of D in Eqn. (28) changes slightly. For program B in Example 1,

D = XB{F + XHZ + EB3}Z

B F H,, H Z B Z
= [0 X,] { 0 8} {Fj + [0 X,] {H; 52} {z;] + [B1 B, [ 0 8] [zj
=0+XoH21Z, + E1B11Z) = (XoHy 1 + E1By1)Z,

(32)
where {By. s, Hy ¢} 1,0c)2) are blocks of ]~3§, H with dimensions [2m|w] X [2m]|w].
{X4, Ep}repg) are blocks of X, E with dimensions ¢ x [2m|w]. {Z¢, Fy}ocjo) are
blocks of Z, F with dimensions [2m|w] x ¢. The rank of D is thus upper-bounded
by 2m. For program ', the potential non-zero Hj o contributes to an additional
term XoHs 5Z5. So the same algorithm from Section 3.3 distinguishes B and B'.

More changes are made in the immunization proposed by Garg, Mukherjee
and Srinivasan [25]. The plaintext space is set to be R/J where J = (g?). The
encoding of s € R/J is a short representative of the coset s + J. The zero-test
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parameter remains the same: p,; = 72" /g. The bookend vectors are changed to

J,Y = [g-31,32], [g-T1,T2]) € [g-$*™, 8]

33
L, L' = [Ll, LQ]T R [Lll, LIQ]T € [$2m’ $w]T ( )

where JoLo = J'5L’5. An honest evaluation analogous to Eqn. (18) can be
expressed as

Eval( = g H Ck u, (k) L J/ H C k,u, (k) (34)
ke([h] ke([h]
N g H Ok, iy T2 Loz — H &y 2L 2+ g -1 (u) + g% rau) + ...

kelh) kelh]

where if u is a zero of the function then

H Oék7ub(k)J2L2 — H O/k:,uL(k)J/2L/2 =0.
kelh)] ke[h]

The immunization changes the coefficient of ¢! into

ri= I [] VeIt =31 [[ Vw1 |
ke[h) ke(n]

and pushes all the information about the secrets up to the coefficients of higher
order terms. This is the rationale of Garg, Mukherjee and Srinivasan’s [25] im-
munization against annihilation attacks.

Still, for branching programs with input-partitioning, these immunizations
do not affect the algorithms and the analyses in Steps I and II, except that we
obtain a basis of < 92> and (possibly big) representatives of scalars «v in the coset
a+ <gQ>. In Step III, we analyze H and A modulo J instead of modulo Z. The
feature of H remains the same. To A, the expression of each a; ; from Eqn. (27)
shall be modified to (the following expression still contains coefficients of ¢g? that
will be removed later)

a5 = g (XZ‘B§ZJ' + 92 . (XZ]~3§f] + X,’HZj + eiB§Zj>) (35)

::di,j

- g (x;]?;’ﬁz; + ¢? (x;]?;’ﬁfj'» +x;H'z} + eéﬁ’ﬁz})) (mod 7).

—d
'_di,J
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Examining the functional component D for B, with the same blocked dimen-
sions as Eqn. (32):

D= 1 (XB$Z+¢° (XBSF + XHZ + EBZ) )
B

e [ 3] (2] oo b 5] )

o X g 52| | 2]+ [0 ) [ ) @

1,1
0

= nX1B11Z1 +ng(X2Ha 1 + EiBy1)Z; +ng%(...)
n <X1B1,1 + g(XoHy 1 + Elﬁl,l)) Z, (mod J).

QIS @3

The rest of the analysis is analogous. The rank of A modulo J distinguishes B
and B'.

4 Cryptanalysis of the GGH15-based candidate

4.1 The GGH15 Encoding Scheme

We use here notations similar to [29] for “GGH15 with safeguards”. The encoding
scheme from [26] is parametrized by a directed graph G = (V, E) (with a single
sink) and some integer parameters k,n,r,q (with r > k). Its plaintext space
are matrices S € R*** (whose entries must be much smaller than ¢), and the
encodings themselves are matrices D € (R, /qR,)"*", and both plaintext and
encoding matrices are associated with edges (or paths) in the graph.

For each vertex u in the graph we choose a random matrix A, € Rflx’” to-
gether with some trapdoor information 7, [1,28,33], and another random invert-
ible matrix P,, € (R,,/qR,)"*". For the source s and sink ¢ we choose random
small “bookend vectors” Js and L; and publish the two transformed vectors
J,=J, A, - P_! (mod ¢) and L, := P, - L,, to be used for zero-testing.

To encode a matrix S € R¥*F w.r.t. a path (u ~ v), sample a low-norm error
matrix E € Rﬁx’“7 use the trapdoor 7, to sample a small solution D to A,D =
SA,+E (mod ¢), and finally output the encoding matrix C := P,,DP, ! mod q.

This scheme supports adding encoded matrices relative to the same path,
and multiplying matrices relative to consecutive paths (with the result being
defined relative to the concatenation of the two paths). The encoding invariant
is that an encoding C of plaintext matrix S relative to the path u ~~ v satisfies
A, - (P,'CP,) = SA, +E (mod q) where S,E and D := P, !CP, mod q all
have norm much smaller than ¢g. The encoding scheme also supports a zero-test
of encoding C relative to a path s ~ t, by checking that J,CL, is small, which
holds when S = 0 since J,CL; = J,A sP71-C-PiLy = J(SA,+E)L; = J,EL,
(mod q).

Consider two consecutive paths s ~» u and u ~» t and two encoding matrices
Cq, Cs, encoding S;, Sy relative to these two paths, respectively. Then C;C; is
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an encoding of Sy, Sy relative to s ~» ¢, which means that A, - (P;1C;CoP;) =
S1S2A: +E’ (mod g), but we can say more about the structure of the resulting
noise E’. Specifically, it is not hard to verify that (after zero-testing) we have

J,CCoL; = J,(S1S2A; + S1Ey + E{Dy)L,
N————
El

S;A; +E
=g sl B L medg, D

where Jg, L; are the bookend vectors, E1, E5 are the error matrices correspond-
ing to the encoding C;, Cs respectively, and Dy = P;1C,P; (all of which have
low norm). Similarly, if we have three intervals s ~ u, u ~ v and u ~» t and three
encoding matrices C1, Cy, C3 for S1, Ss, S3 relative to these paths, respectively,
then

J,C1CoC3L, = I, - [S1, E4] [52, EZ} {sgAt +E;

0, Do D3 } Ly (mod ). (38)

The GGHRSW obfuscator over GGH15 When using the GGH15 encoding
scheme in the context of the GGHRSW obfuscator, we use a simple graph with
two parallel chains leading to a sink. One minor technical issue to reconcile is that
the plaintext space of GGH15 consists of only k£ x k matrices, while the GGHRSW
construction needs to also encode the bookend vectors J,L,J’,L’. This is best
handled by combining these bookends with the GGH15 bookends Jg, L; from
above. Namely we choose the bookends as matrices rather than vectors (but
still keep the same structure for the rows/columns of these matrices), and then
these matrices will be multiplied by the GGH15 bookends J, L; during zero-test,
resulting in vectors J, L, J’, L’ with the same structure as in Eqn. (2).

Another technical issue is that the GGH15 plaintext matrices must be small,
whereas the GGHRSW construction requires that we multiply the plaintext
matrices by the Kilian randomization matrices K, K~'. Gentry et al. describe in
[26, Section 5.2.1] a method for choosing “random matrices” where both K, K1
are small, but in fact a closer look at the error terms that we get reveals that
the construction will still work even if only K—! was small but K was not (as
long as as we set Ko = I). We stress that the structure of K plays no role in our
attacks, so in the rest of the manuscript we ignore this issue.

4.2 Overview of our Attacks on the GGH15-based obfuscator

The main ingredient in our attack on the GGH15-based branching-program ob-
fuscator is a method to recover some information about the scalars a;; (and
;) that are used in this construction. Specifically, we use a zeroing technique
adapted from the work of Coron, Lee, Lepoint and Tibouchi [17], to recover the
ratios of (the products of) these «;;’s for some equivalent subbranches, as we
describe in Section 4.3 below. (Setting up the CLLT-style system of equations
relies on the input-partitioning feature of underlying branching program.)
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This step is completely algebraic, and hence the ratios that we recover do
not give us a small representation of these scalars. Namely, while we learn the
ratio B/ for some small 3,7 (each of them is a product of some «’s), we do not
recover the small 3,y themselves.

One way to mount a full attack to the obfuscator is to directly use factoring
and principle-ideal-problem solvers to recover the «;;’s from the known ratio
B/7. Once the bundling scalars «;; are known, we can mount an input-mixing
attack to break the obfuscation. This yields classical sub-exponential time or
quantum polynomial time attacks.

4.3 Step I: recovering ratios of the bundling scalars

Step I.1: Accumulating CLLT-style equations. Let X||Z = [h] be a 2-partition of
the branching program steps. Below we use honest evaluation of the branching
program on many inputs of the form w7 = z()20) where all the bits that
only affect steps in X are in the z(*) part, all the bits that only affect steps in
Z are in the z(9) part, and all the other bits are fixed. This notation does not
mean that all the bits of () must come before all the bits of 2 in w49 but
it does mean that u(*7) and u() can only differ in bits that affect steps in Z,
and similarly «(%7) and w9 can only differ in bits that affect steps in X.

For such an input u = zz, we denote by S, the plaintext product matrix of
functional branch in the the X interval and by S, the plaintext product matrix
of the functional branch in the Z interval (including the bookends), and similarly
for encodings C,, C, and for the dummy branch. That is, we denote

Sy = J- (HieX Si!“t(i))’ S, = (H Si,uLm) -L,
i€Z
S's =3 (ILex Siungs))s Sz 1= (H S i) - L,
i€z
C.:= J-([Lex Cim)r C:o= (] Cim) - L,
i€Z
C, = J. (HieX C/iﬂh(i))a C. = (H C/iﬂn(i)) L
ieZ
with the encoding arithmetic modulo q. We also denote by E,,E.,E',,E’, the
error matrices in C,,C,,C’,,C’, and

D, :=C,P,, D', :=C,P,, D,:=P,;!C,and D', :=P'C/,

(where v, v" are the vertices between X', Z on the functional and dummy branches).

Following Eqn. (37) above, the honest evaluation of branching program on
input v = xz yields the element

SzAt + Ez
D.
SLA: +E
D!

w = C,C,-C,C, = [S,,E,,—S,—E/] (mod ¢q). (39)
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If u = zz is a zero of the function, then by construction we have S, S, =S/ S/, =
BJIL for some scalar 8, and in this case Eqn. (39) holds over the base ring R,
not just modulo gq.

We begin the attack by collecting many instances of Eqn. (39) for many
(s and 2U)’s for which u(*7) = 2()20) is a zero, and put the corresponding
w elements in a matrix. This yields the matrix equation:

1 /
Sg;(l)v Ex(lh _S$(1)7 _Exu)

R SZ(j)At+Ez(j),
ey ey ey D,
=XZ:=|S (i) E (i) -S’ &, —E Y # (40)
. . AN () (i) (i) / /!
W @ 2| S AHEL,,
ey ey ey D’
!/ / ct (4)
Sg;(k)v Eaj(k')v _Sw(l«)7 _Ew(k) =

Since all the inputs are zeros of the function, then Eqn. (40) holds not only
modulo ¢ but also over the base ring R,,. As discussed in [29, Section 5.2], the
matrix Z is inherently non-full-rank when considered modulo ¢, but will have
full rank over R,, with high probability (since the E.’s are random and the D,’s
are chosen at random in some cosets after the E,’s are fixed). Taking sufficiently
many zU)’s, we can therefore ensure that the left kernel of Z is trivial, i.e.,
consisting of only the all-zero vector.® On the other hand, by using enough z(9)’s
we can ensure that the left-kernel of W (and therefore of X) is non-trivial. The
thrust of our attack will consist of collecting many vectors in this left-kernel,
and using them to recover information about (ratios of) the o p’s.

Step 1.2: Computing the left-kernel of W. The CLLT-type attack computes the
left-kernel (abbreviated as kernel in the rest of this paper) of W, i.e. vectors p
over R, s.t. pW = 0. Since Z has full rank, then such vector p must also be in
the kernel of X, so it is orthogonal to all its columns. In our attack we only use
the fact that these vectors p are orthogonal to the S’s parts of X, namely we
denote

S.a, =S,
ceey o
Q:= [S,0), _S/x(i) (41)
Sz(k)7 _S;(k)

and use the fact that every vector in the kernel of X must be in particular also
in the kernel of Q. We next recall the structure of S,u),S ) from Eqn. (3),
namely we have

S:v(i) = O‘x(i)'] X diag(uz(ihvx(i)aBz(i)) X Kz;

42
;(i) = a;(i).]l X diag(u;m,U;(th) X Kfz ( )

where B, is the product of the branching-program matrices B;; over the

. ) ) ; . ,
interval X', u,c), Uge), Uy, U, ;) are the random diagonal entries, i), o ;) are

6 With typical parameters it is sufficient to use only four different z()’s for that
purpose.
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the products of the a’s on both the functional and dummy branches, and K, K’,
are the Kilian randomization matrix at the beginning of the Z interval on the
two branches.

Importantly, since all the 2(*) 20)’s are zeros of the function, then by Lemma 1
all the B_«)’s must be equal. We denote that matrix simply by B, namely we
have S, ) = aymJ X diag(u,ym, v,6), B) x K, for all i. Moreover, all the ratios
of iy /al ), i € [k] must also be equal due to Lemma 2, and below we denote
that ratio by 4.

We can therefore re-write Eqn. (5) as follows:

. /
Vi€ [k], [Sy0, —Siw] (43)
: 1 - 1 / /
= a,m[J x diag(u, ), v, B) x K., =6J" x diag(u),), vy, I) x K]
~ ~ , -
= O,.(i) * 0, v (i) b 0, v (i) b X KZ
x [ s Y(i)y ) ) (%) ]

JIxdiag(u, (:),v, (i),B) J’ Xdiag(u;(i) ’U;(i) JI) an invertible matrix

(recall that by design, the first columns of J and J’ are zero to erase the u and u’
terms on the diagonal). The only x(Y)-sensitive terms are o, 9,0, and 1;’1(1'),
and thus the rank of @ is exactly 3. The Kernel of Q therefore has dimension
k —3, and it is contained in the ((k — 1)-dimensional) space spanned by the vec-
tors (o), —a), 0, ..., 0], e, 0, —auay, ..., 0], ... [@ym,0,0, ..., —aym]. In
other words, every vector p = [p1,p2,...,pk] in this kernel must in particular
satisfy the condition ), p;a,) = 0.

Of course, the kernel of X (which is the linear space that our attack can
recover) is only a subspace of the kernel of Q, and hence it has an even lower di-
mension. However, the difference in dimension between kernel(Q) and kernel(X)
is bounded by the dimensions of the error matrices E_ ), E' ), which is inde-
pendent of the number of (s, Namely, the number of columns in E ), E' )
together is only 2r, hence the dimension of kernel(X) is at least dim(kernel(Q)) —
2r = k — 3 — 2r, where k is the number of 2(9)’s. If we have enough zeros of the
branching-program, then we can take k to be much much larger than 2r 4 3.

Step 1.3: Extracting the ratios. The kernel of W (or equivalently of X) is a
subspace of dimension at least k — (2r + 3), all of which is orthogonal to the
vector of a,:)’s. However, we do not have enough equations to recover the a)’s
themselves, since there are k of them and we only have k — (2r + 3) equations.
Here we take advantage of the fact that the a,’s are not really k independent
variables, rather each ) ’s is obtained as a subset product of the «;;’s that
are used in the construction.

Specifically, let J, C [{] be set of input bits that only affect steps of the
branching program in the interval X', and for any just input bit j € J, let us
denote ;o = Hb(i/):j a0 and B = HL(Z-,):J- a.1. Also, recalling that all the
input bits outside J, are fixed, we denote by 3y the product of the o, ; scalars
that are used in all the steps that are not controlled by bits in J,. Then every
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o ) can be written as a subset product

o = Bo- [ [ B Y
3,b
where the exponents e(i, 7, b) are all in {0, 1}. This implies in particular that the
number of a,q) is at most 2217=!,

Consider now what happens if we take all the products of two equations
from the kernel. This will give us a set of at least (k — 2r — 3)? equations in
the product variables «;, ;, = 0G) - Gy . But the 7, 45, are perhaps not all
distinct: each of them can be written as a product 7;, ;, = 4 - I Bj,be(il’”’j’b)
with the exponents in {0, 1,2}, so the total number of distinct 7;, ;, is at most
321721 (which is smaller than (22!7+1)2),

More generally, we can take products of upto ¢ of our equations, and this
will give us at least (k — 2r — 3)° equations, but the number of variables will still
be upper-bounded by (¢ + 1)2/’=|. If for some constant ¢ we get (k — 2r — 3)¢ >
(¢ 4+ 1)217=l| then we have more equations than variables (which heuristically
should still be linearly independent”) and we can solve the system and recover
all the products 74, i5,... i -

For example, in the extreme case where every setting of the input bits in J,
yields a zero of the function, we can collect as many as k = 2!7# equations from
the kernel. If in addition |J,| > 1+1log(2r +3) then k > 2-(2r+ 3) and therefore
k—2r —3 > k/2 = 27=1=1 1In this case taking ¢ = 7 is sufficient to get more
equations than variables, since

(k—2r —3)° = (k—2r —3)7 > 271171 5 9610l = 2ol = (¢ 4 1)1

as needed. We note that in this extreme case, we can get more equations than
variables already when multiplying pairs of equations (i.e. let ¢ = 2) from the
kernel if we are careful about which pairs to multiply.

Once we have all the ’s, we can divide them by each other to get ratios
of smaller products of the ;;’s from above (which are in turn products of the
ayr p’s from the construction). In particular we can get ratios of individual £’s,
of the form f;;/B; v, but we cannot get any better granularity. In particular
we cannot separate the different ;s j, that are multiplied to form the 3;;’s.

4.4 Step II: attacking the obfuscator

If we have a quantum computer, or we are willing to run a classical subexponential-
time attack, we can implement a factoring oracle and a principal-ideal-problem
solver, using [30,38,9,10,20]. Together, these solvers make it possible to recover
(some of) the small scalars «; 3, o/ from the ratios 3;5/8;7 . Once we have
these a;p’s, we can use them in mixed-input attacks on the obfuscator. Namely,
in some steps that are controlled by the j’th input bit we take the 0 matrix,

" This heuristic argument is similar to the one used for the multi-variate Coppersmith
attack [15].
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and in some other steps we take the 1 matrix, and this lets us (at least) check if
these two matrices are the same.

In GGH15 (following GGHRSW), the small bundling scalars «;; and a;7b
s.t. [[eaip = [[ ], are chosen by first generating a set of random small (s,
let each o be a product of one or two of these (;’s, so that each of the prod-
uct [[aip, [[ ], correspond to the same subset of (’s. A factoring oracle will
recover the ideals generated by all the (;’s that happen to be prime (which
happens with noticeable probability). Then a PIP solver will find the small (x’s
themselves.® As each ;4 is a product of very few of the (}’s, we would get some
of the a;’s by trying all singletons and pairs of the (j’s.
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