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Abstract. We investigate the security of “padding-based” encryption
schemes in the standard model. This class contains all public-key en-
cryption schemes where the encryption algorithm first applies some in-
vertible public transformation to the message (the “padding”), followed
by a trapdoor permutation. In particular, this class contains OAEP and
its variants.

Our main result is a black-box impossibility result showing that one
cannot prove any such padding-based scheme chosen-ciphertext secure
even assuming the existence of ideal trapdoor permutations. The latter
is a strong ideal abstraction of trapdoor permutations which inherits all
security properties of uniform random permutations.

Keywords. Padding-based encryption, OAEP, black-box, ideal trapdoor
permutations.

1 Introduction

1.1 Padding schemes for encryption

Optimal Asymmetric Encryption Padding (OAEP) is one of the most known
and widely deployed asymmetric encryption schemes. It was designed by Bel-
lare and Rogaway [3] as a scheme based on a trapdoor permutation (TDP).
OAEP is standardized in RSA’s PKCS #1 V2.1 and is part of the ANSI X9.44,
IEEE P1363, ISO 18033-2 and SET standards. After the proposal of OAEP,
several variants were proposed, such as Shoup’s OAEP+ [41], Boneh’s Simpli-
fied OAEP [8] (SAEP), and many others (e.g., [1,8,12,13,16, 30,29, 34, 36, 37]).
All the aforementioned schemes can be classified as “padding-based encryption
schemes”: the encryption algorithm first applies a public injective transforma-
tion 7 to message m and randomness 7, and then a trapdoor permutation f to
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the result, i.e., Enc(m;r) = f(w(m,r)). Decryption inverts the trapdoor permu-
tation and then applies an inverse transformation 7 to reconstruct the message
(or output a special rejection symbol), i.e., Dec(c) = #(f~(c)). The two public
transformations IT = (m, 1) (with the consistency requirement 7 (w(m,r)) = m,
for all m,r) are called a padding scheme. For example, in the case of OAEP the
padding I consists of a two round Feistel network, involving two hash functions.

Despite their practical importance, the only known security results for all
known padding-based encryption schemes are in the random oracle model [2],
where one assumes the existence of “ideal hash functions.” For example, in the
random oracle model, OAEP+ is secure against chosen-ciphertext attack (IND-
CCA secure [38]) under the assumption that the TDP is one-way [41]; OAEP is
IND-CCA secure under the (stronger) assumption that the TDP is partial-domain
one-way [18]. However, such proofs merely provide heuristic evidence that break-
ing the scheme may be hard in reality, where the random oracles must be in-
stantiated with some efficient hash functions. Moreover, a growing number of
papers raised theoretical concerns regarding the soundness of the random oracle
model. (See, e.g., [10,24].) This leaves the question whether or not padding-
based encryption schemes can be securely instantiated in the standard model
based on reasonable assumptions to the underlying trapdoor permutation. Or,
the same question applied to OAEP: can we securely instantiate OAEP’s ran-
dom oracles assuming the TDP fulfils some strong security assumption beyond
(partial-domain) one-wayness?

IDEAL TRAPDOOR PERMUTATIONS. We consider keyed trapdoor permutations
TDP (which formally consist of key-generation, evaluation, and inversion algo-
rithms). Extending Dodis et. al. [17], we propose the notion of an ideal trapdoor
permutation. Informally, an ideal trapdoor permutation is a TDP that inherits all
security properties of a uniformly random permutation. More concretely, TDP
is an ideal trapdoor permutation if it satisfies all game-based security properties
which are satisfied by random permutations. We stress that our basic definition
only covers games where the challenger is not given the trapdoor to invert the
TDP.!

Ideal TDPs are very powerful cryptographic primitives: by definition their se-
curity properties include, for example, (exponentially-hard) one-wayness, partial-
domain one-wayness, claw-freeness, pseudo-randomness, and many other no-
tions; from an ideal TDP we can build (in a black-box way) most crypto-
graphic primitives, including collision-resistant hashing, pseudorandom gener-
ators (PRGs) and functions (PRFs), digital signatures, perfectly one-way hash
functions (POWHFSs), and, in particular, IND-CCA secure public-key encryption.

Let us remark that conceptually ideal TDPs are quite different from other
idealized models like the random oracle model or the ideal cipher model. Infor-
mally, the latter two models refer to particular objects (e.g., the random oracle

! Note that allowing the challenger to access the trapdoor to invert the TDP would
make it possible to model the IND-CCA security experiment itself as such a game,
and thus security of schemes like OAEP would trivially follow from the fact that
they are secure in the random oracle model.
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model assumes that all parties have access to an oracle realizing a uniformly
random function), whereas an ideal TDP is defined by its security properties.
Although we also realize an ideal TDP via an oracle (basically, an ideal cipher
with some extra functionalities modelling the trapdoors), we can add other in-
efficient oracles (in our case an oracle breaking all padding based encryption
schemes) and —if this oracle does not affect the security properties of an ideal
TDP- still are in the “ideal TDP” model.

BLACK-BOX REDUCTIONS. Usually, when one constructs a cryptographic prim-
itive A (e.g., a PRG) out of another cryptographic primitive B (e.g., a OWF),
A uses B as a subroutine, independent of the particular implementation of B.
The security proof for A constructs an adversary for B using any adversary for
A as a subroutine. This is known as a “black-box reduction from primitive A to
B” [27,26]. Black-box reductions play an important role in cryptography since
almost all reductions are black-box. A black-box separation result means that
there exists no black-box reduction from A to B. The common interpretation
of these results is that there are inherent limitations in building primitive A
from B, and that these impossibility results can be overcome only by explicitly
using the code of primitive B in the construction. Although there are quite a
few cryptographic constructions which are not black box —in our context, the
most notable is the Naor-Yung paradigm to construct IND-CCA secure cryp-
tosystem from any enhanced trapdoor permutation [33, 31]— such constructions
are usually prohibitively inefficient (e.g., the Naor-Yung paradigm relies on non-
interactive zero knowledge proofs), and thus mostly of theoretical interest.

1.2 Results

MAIN RESULT. Our main result is a negative one. We show that there is no in-
stantiation of a padding-based encryption scheme that allows a black-bozx reduc-
tion from ideal trapdoor permutations to its IND-CCA security. That is, we con-
sider all possible padding-based encryption schemes where the padding scheme
IT = IT™®P is an oracle circuit having arbitrary access to the underlying trap-
door permutation TDP (and IT may even arbitrarily depend on the trapdoor-key
of the final permutation). None of these constructions can be proved IND-CCA
secure based on the security properties of the ideal trapdoor permutation TDP,
using a black-box reduction.? As already discussed before, this hints some in-
herent limitations in the design concept of padding-based encryption schemes in
general, and of OAEP, in particular.

Let us stress that efficient ideal trapdoor permutations do not exist, thus
showing a black-box construction of some primitive from ideal TDPs would have
limited practical relevance. (Somewhat similar to, say, a proof in the random
oracle model.) But keep in mind, that we prove an impossibility result, and
showing that no padding-based encryption scheme can be proved secure from

2 Since we require that # from IT = (m,#) is publicly invertible, we avoid that the
padding itself is already an IND-CCA secure encryption scheme.
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ideal TDPs, immediately implies that no such scheme can be proven secure
assuming a TDP which has some subset of the security properties of ideal TDPs
(where the subset is such that it potentially could be satisfied by some efficient
construction).

TECHNICAL OVERVIEW. To obtain our separation result, we describe two oracles,
T and B, such that T implements an ideal trapdoor permutation. Furthermore,
given access to oracle B, an adversary can (trivially) break the IND-CCA security
of any padding-based encryption scheme. Yet, B does not help an adversary to
break the security properties of the ideal trapdoor permutation. Now our main
result can be derived using the “two-oracle separation technique” by Hsiao and
Reyzin [26]. (Informally, since a black-box security proof would also have to be
valid relative to the two oracles T and B, such a proof cannot exists.)

ImpACT ON OAEP AND RELATED SCHEMES. One direct application of our gen-
eral theorem is that OAEP is unprovable, even assuming that (i) the TDP (used
for the final encryption) has any security property satisfied by ideal TDPs; (ii)
one makes any computational assumption on the hash functions in the Feis-
tel network, such that hash functions with this security properties can be con-
structed from ideal TDPs.

This in particular rules out the instantiability of OAEP from most crypto-
graphic primitives like (partial-domain) one-way trapdoor permutations, collision-
resistant hash functions, PRGs, PRFs, POWHFs, and more. (Since all these
primitives are black-box implied by ideal TDPs.) Our interpretation of this re-
sult is that, in order to prove IND-CCA security of OAEP in the standard model,
one has to rely on a security property of the underlying TDP that is not fulfilled
by ideal TDPs?; or, one has to make use of special non black-box properties of
the employed trapdoor permutation (e.g., if one uses the RSA permutation one
may try to use the fact that it is homomorphic and random self-reducible).

We stress that, even though our results indicate certain limitations in the
design of OAEP and related schemes, we do not show that they are insecure,
nor that one of the security claims from [41,18] are incorrect. In particular,
OAEP’s random oracle model security proof [18] can still be viewed as a valid
argument, supporting OAEP’s security in practice. In particular, there is no
“generic attack” on OAEP which treats the hash functions like random oracles.

EXTENSIONS. For the sake of simplicity we first prove our basic impossibility
result as outlined above. In the full version of this paper we will then discuss
how this result can be strengthened in several ways, in particular:

— We observe that our impossibility proof does not actually need the full power
of IND-CCA attacks, and thus we already exclude the possibility of proving se-
curity under a significantly weaker notion. Although this notion is somewhat
artificial, it contains (and thus we rule out) natural notions such as security
in the sense of IND-CCA1 (lunchtime) and NM-CPA (non-malleability).

3 This could either be security properties where the challenger has access to the trap-
door and thus can invert the permutation or properties not satisfied by random
permutations.
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— Following [17], we extend our results to ideal trapdoor permutations with
bounded inversions. The latter is like an ideal TDP, but in the game defining
the security property, the challenger is additionally allowed to invert f on
an a-priori bounded number of points. We remark that ideal TDPs with
bounded inversion black-box imply the important cryptographic primitive
of verifiable random functions [32] (VRFs).

— A permutation f(-) is homomorphic, if from f(z), f(y) one can efficiently
compute f(z oy) (for some group operation o). The homomorphic property
(of, e.g., RSA) has proved very useful and was exploited in numerous security
proofs. As ideal TDPs are not homomorphic, our main result does not rule
out the possibility of basing the security of some padding-based encryption
scheme on the homomorphic property of the underlying TDP. Unfortunately,
we show that this is not the case, as our impossibility result still holds if we
add some additional oracle which imposes a homomorphic structure on the
ideal TDP.

1.3 Related Work

BLACK-BOX SEPARATIONS. After Impagliazzo and Rudich [27] showed that there
are no black-box constructions of key-agreement protocols from one-way permu-
tations, substantial additional work in this line followed (see, for example [19,
20,22, 28,42], and many more). To obtain our separation result, we use the di-
rect “two-oracle separation technique” by Hsiao and Reyzin [26]. Most relevant
to our result is the work of Dodis et. al. [17], who consider the security of full-
domain hash signatures in the standard model. They showed that there is no
instantiation of full-domain hash signatures that can be proven secure based on
black-box access to (in our language) ideal trapdoor permutations. Also related
is the separation result by Gertner et. al. [21] on the black-box impossibility
of constructing IND-CCA from IND-CPA secure public-key encryption without
using “re-encryption” (i.e., where decryption of the IND-CCA secure scheme is
not allowed to use encryption of the IND-CPA secure scheme).

(IN)securiTY OF OAEP. Due to its practical importance, a growing number of
papers consider the security properties of OAEP. Revisiting the earlier security
claims by Bellare and Rogaway [3], Shoup [41] showed that OAEP is black-box
unprovable solely based on the one-wayness of the underlying TDP, even in the
random oracle model. Later this result got complemented in [18] by showing
that, in the random oracle model, one needs to assume the stronger security
assumption of partial-domain one-wayness to prove OAEP secure.

In a series of two papers [6, 7], Boldyreva and Fischlin considered the question
of instantiating the random oracles in OAEP (and other scenarios) by specific
candidates of standard-model hash functions, such as POWHFs and VRFs. In
particular, they showed that POWHFs or VRFs cannot generically instantiate
the random oracles in OAEP, no matter which TDP is used [6]. Although it
follows immediately from our generic impossibility result that one cannot prove
the security of OAEP (or any other padding-based scheme) assuming the hash
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functions are instantiated with such primitives, the result of [6] (for the special
case of OAEP) is stronger as they show concrete instantiations which actually
make OAEP insecure. On the positive side, [7] show that if the hash functions
in OAEP are instantiated using non-malleable pseudorandom generators, then
the resulting OAEP scheme is proved non-malleable. However, their security
definition of non-malleability is actually weaker than what is commonly called
NM-CPA security [4] which is the reason why their positive instantiation result
does not contradict our separation results.?

Brown [9] showed that RSA-OAEP cannot be proven CCA secure under a
certain class of security reductions denoted as “key-preserving” black-box re-
ductions, i.e., reductions that are restricted to make oracle calls to the CCA ad-
versary with respect to the same RSA instance that they are given as challenge.
Similar results (for the class of “single-key factoring-based encryption schemes”)
were independently obtained by Paillier and Villar [35]. Our impossibility re-
sults seem more general since we can exclude any black-box reduction (and not
only key-preserving ones) from ideal trapdoor permutations (and not only one-
wayness). Furthermore, the results from [9, 35] do not allow the scheme’s public
key to contain any additional information beyond the RSA /factoring instance.
In particular, their results do not exclude the possibility to securely instantiate
OAEP from standard keyed hash functions, such as POWHFs and VRFs.

2 Preliminaries

2.1 Notation

If = is a string, then |x| denotes its length, while if S is a set then |S| denotes
its size. If k € N then 1* denotes the string of k ones. If = is a string, then [z],
denote the £ left-most bits of x. If S is a set then s < .S denotes the operation of
picking an element s of S uniformly at random. We write A(z,y, ...) to indicate
that A is an algorithm (i.e., a Turing Machine) with inputs z,y,... and by
z < A(z,y,...) we denote the operation of running A with inputs (z,y,...)
and letting 2 be the output. We write A91:©2(z y, ...) to indicate that A is
an algorithm with inputs x,y, ... and access to oracles O1, s, . ... With PT we
denote polynomial time and with PPT we denote probabilistic polynomial time.

2.2 Public-Key Encryption

A public key encryption scheme PKE = (Kg, Enc, Dec) with message space {0, 1}*
(where p = u(k) is some polynomial in k) consists of three PT algorithms, of

* The non-malleability definitions of [7] only consider relations over one ciphertext
and not over polynomial-size ciphertext vectors. Using the characterization of [4],
one can actually prove that this is an even weaker notion than IND-CPA security
where the adversary is allowed to additionally make one single decryption query
(also called 1-bounded IND-CCA-security [14]). Our results show that full NM-CPA
security [4] is not black-box achievable. We remark that the security notion of [7] is
still meaningful since it prevents Bleichenbacher’s attack on PKCS [5].
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which the first two, Kg and Enc, are probabilistic and the last one, Dec, is de-
terministic. Public/secret keys for security parameter k € N are generated using
(pk, sk) < Kg(1¥). Given such a key pair, a message m € {0, 1} is encrypted
by ¢ < Enc(pk,m); a ciphertext is decrypted by m « Dec(sk, ¢), where possi-
bly Dec outputs a special reject symbol L to denote an invalid ciphertext. For
correctness, we require that for all k € N, all messages m € {0, 1}*, it must hold
that Pr[Dec(sk, Enc(pk, m)) = m] = 1, where the probability is taken over the
above randomized algorithms and (pk, sk) < Kg(1¥). Sometimes we also asso-
ciate a randomness space {0, 1}” to PKE (where p = p(k) is some polynomial in
k), to denote that the randomness used in Enc is picked uniformly from {0,1}*.

We recall the standard security notion of chosen ciphertext security [38] of
a PKE scheme which is defined through the following advantage function of an
adversary A.

(pk, sk) < Kg(1¥)
cca _ /. (mOa my, State) R AO(Skﬁ)(pk) _ 1
Advpgg(A) = |Prib=0b": b5 {0,1}; ¢* «—x Enc(pk,my) 20"
b —p ACGE) (¢* state)

where O(sk,c) = Dec(sk,c), in the second phase (“guess phase”), A is not
allowed to query O(sk,-) for the challenge ciphertext ¢*, and we require that
mg and my are of the same length. state is some arbitrary state information.
PKE scheme PKE is said to be chosen ciphertext secure (IND-CCA secure) if
the advantage function Advpge(A) is a negligible function in k for all PPT
adversaries A.

3 Ideal trapdoor permutations

In this section we introduce the notion of an ideal trapdoor permutation. In-
tuitively, this is a trapdoor permutation that inherits all security properties of
a uniformly random permutation. This includes (partial-domain) one-wayness,
claw-freeness, and other non-standard notions.

3.1 Trapdoor permutations

Definition 1. A triple of PPT algorithms (Tdg,F,F~1) implements a trap-
door permutation if Tdg is probabilistic and on input 1% generates an evalua-
tion /trapdoor key-pair (ek,td) <5 Tdg(1¥), F(ek,-) implements a permutation
fer(-) over {0,1}* and F~'(td,-) implements its inverse f,*(-).

Note that the above definition is only functional, and does not impose any secu-
rity property. The most common security property for TDPs is one-wayness, i.e.,
one requires that it is hard to invert the permutation on random inputs with-
out knowing the trapdoor. We will consider a much broader class of security
properties. Using the notion of §-hard games (generalizing a notion previously
used in [17]) we can capture any game-based cryptographic hardness experiment
involving permutations.
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3.2 Hard games

A game is defined by a PPT algorithm G (the challenger). This G can interact
with another PPT algorithm A (the adversary) by exchanging messages over a
shared communication tape. Eventually, G outputs a decision bit d. We denote
one execution of game G with adversary A by d <« ExpG(A) and say that A
wins game G if d = 1.

A game G as above defines a d-hard game, where 0 < § < 1, if G is a PPT
algorithm (in the security parameter k € N), and further no PPT adversary A
can win the game when both, G and A, have oracle access to ¢t = t(k) uniform
random permutations 71, . .., 7 over {0, 1}* (here ¢(-) is implicitly defined by G)
with probability significantly better than §. Formally, we define the advantage
function of an adversary A in game G as

LD RTINS T¢(+)

AdvSL(A k) =Prld=1: d—, Exp®"" (Aﬁﬂ%wﬂﬂk1hﬂ NG

The RP in Advgp(A, k) stands for “random permutation”. Let us stress once
more, that in the above game we do not give G (or A) access to the inversion

oracles 7, 1(-), ..., 771 (+).

Definition 2. Game G is §-hard for some 0 < § < 1, if for all PPT adversaries
A, AdvSp (A, k) — 8 is negligible in k. The hardness of a game G, denoted 6(G),
is the smallest 0 such that G is §-hard.

Table 1 shows examples of hard games with the corresponding upper bound
on the advantage function Advp(A). Typical values for §(G) are 0 and 1/2, the
latter comes up in games where the adversary just has to distinguish two cases,
and thus can trivially win with probability 1/2 by a random guess. The notion
of 5-hard games generalizes the hard-games used in [17], which only covered the
case § = 0, but the results (and proofs) from [17] can easily be adapted to cover
general d-hard games.

3.3 Ideal trapdoor permutations

A trapdoor permutation TDP = (Tdg, F,F~!) is secure for hard game G if Defini-
tion 2 is satisfied even if the random permutations used to define (1) are replaced
with instantiations of TDP. Let

fori=1,...,t: (ek;, td;) <5 Tdg(1¥);

AdvS (A k) :=Pr|d=1: cho1s Yy Flehen:
VTDP( ) ' GF( ) et )(A(ekl,...,ekt))

d —r Exp

Definition 3. A trapdoor permutation TDP is secure for game G if for all PPT
adversaries A, Adv$pp(A, k) — 8(G) is negligible in k. Furthermore, TDP is an
ideal trapdoor permutation if it is secure for all games.
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Game Description of game G"1-+7t Advantage
Experiment Winning cond.  §(G)| Advi (A, k)
One-wayness (OW) [ —r {0,1}F; y — 11 (2); ¢’ —r A"1(y) ¢’ ==z 0 [<(¢+1)/2F
Partial-domain OW |z «g {0,1}*; y « 7 (z); o’ «—r A1 (y) =’ = [z], 0 1< # + ;::Z
Claw-freeness (z1,12) —r ATL72(1F) T1(z1) = 12(22) O < ¢%)2F
¢ —r{0,1}"; y1 — mi(2); b —r {0,1}
Pseudorandomness |y5 ¢ < g {0, 1}’“ s Y21 — T2(x) b =0 % < % + 2%
Y —r ATUT2(y1,y2.0)
t(k)-correlated z—r{0,1}F;fori=1,...,t:y <—Ti(fl')w/ — 0 < litg
input OW ) —r ATL Tty ye) B = 2k

Table 1. Examples of hard games. In the last column, g is an upper bound on the
number of queries the adversary A makes to each of its oracles 71(-),...,7:(:). Note
that if ¢ = g(k) is polynomially bounded, then in all cases Adv$p(A,k) — 6(G) is
negligible (even exponentially small), thus the games are §-hard (with § =0 or § = 1/2
as indicated in the table).

3.4 On the power of ideal trapdoor permutations

Ideal trapdoor permutations are a quite powerful primitive as most of the known
cryptographic primitives can be efficiently instantiated in a black-box way from
ideal trapdoor permutations. Examples include: collision-resistant hashing (from
claw-freeness [15]); pseudorandom generators and functions (from one-wayness,
using the Goldreich-Levin predicate [23]); perfectly one-way probabilistic hash
functions (from one-wayness [11]); IND-CCA secure public-key encryption (from
t(k)-correlated input one-wayness [39] for ¢(k) = 2k + 1); bit commitment (from
one-wayness), digital signatures, oblivious transfer [25], trapdoor commitments,
and many more.

On the other hand, it is easy to see (see [17] for a proof) that ideal trapdoor
permutations do not exists. However, keep in mind that we are aiming for an im-
possibility result: we rule out the existence of padding-based encryption schemes
whose security can be black-box reduced to ideal TDPs. This will immediately
also rule out this possibility for any TDP which are only hard for a “realistic”
subset of all hard games.

4 Padding schemes for encryption

In this section we introduce the notion of padding-schemes and padding-based
encryption schemes. Many efficient and widely employed encryption schemes, in
particular OAEP and its variants, are padding-based.

4.1 Definitions

Let k, u, p be three integers such that p+ p < k. A padding scheme II consists
of two mappings 7 : {0, 1}# x {0,1}? — {0,1}* and # : {0,1}* — {0, 1}* U {L}
such that 7 is injective and the following consistency requirement is fulfilled:

Ym € {0,1}*,7 € {0,1}* :  @(x(m| 7)) =m.
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Enc Dec
r«—r{0,1}° ek td
m € {0,1}* ‘ ™ F ‘ c ‘ F! 7 ‘ m/L

Fig. 1. Padding based encryption scheme from a trapdoor permutation TDP =
(Tdg, F,F1).

A pair of oracle circuits IT = (7, #) is a TDP-based padding scheme, if 77°P #TPP
is a padding scheme for any trapdoor permutation TDP = (Tdg, F,F~1).

Definition 4. Let p,p : N — N be functions (defining a message and random-
ness space, respectively) where p(k) + p(k) < k for all k. We call a triple of
efficient oracle algorithms PKE = (Kg,Enc,Dec) a padding-based encryption
scheme with message space . and randomness space p, if for any trapdoor per-
mutation TDP = (Tdg,F, F~1):

— (Key Generation) Given the security parameter k, Kg'°F (k) returns a public
key pk = (ek, IT) and a secret key sk = (td, ), where ek and td are computed
by running (ek,td) < Tdg(1%) and IT = (7, 7) is a TDP based padding
scheme.

— (Encryption) Given the public-key pk and a message m € {0,1}*, Enc pk,m)
returns a ciphertext computed as ¢ = for (7 PP (m || 1)) € {0,1}*, for r «p
{0,1}~.

— (Decryption) Given the secret-key sk and a ciphertext ¢ € {0,1}*, DecTDP(sk, c)
returns m = 7 "OP (£ 1(c)) € {0, 1} U {L}.°

TDP
(

See Fig. 1 for a graphical illustration of Definition 4. Note that it is not further
specified how DecTDP(sk, -) behaves on invalid ciphertexts, i.e., on a ¢ which is
not in the range of Enc'°F(pk,-). Dec'°P(sk,-) may return the special reject
symbol L, or output any message, depending on the definition of 7.

Also note that we include 7 as part of the public-key, even though 7 is
not required in the encryption algorithm at all. This apparently minor detail
is important as we will explain later in Section 5. Basically, by including 7 in
pk, we make sure that the padding scheme IT = (m, ) itself is not already an
IND-CCA secure encryption scheme.

4.2 Examples

Our definition of padding-based encryption schemes is quite broad and contains
many known encryption schemes, including OAEP and its variants. Table 2

® Recall that we use fe(-) := F(ek,-) and f,;' () :== F~'(td, -), where td is the trapdoor
corresponding to ek.
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contains the description of 7 for the underlying padding scheme II, for some
important schemes. The corresponding inverse @ can be easily derived from I1’s
consistency property. For example, in OAEP, 7 (s||t) is defined as L or m, de-
pending whether w = 0¥~#= or not, where m || w = s ® Hy(Haz(s) @ t)). Other
examples of padding-based encryption schemes not contained in Table 2 include
OAEP++ [29], PSS-E [13], PSP2 S-Pad [16], full-domain permutation encryp-
tion [36], 3-round OAEP [36,37], 4-round OAEP [1], and the schemes from [12,
30, 34].

OAEP OAEP+ SAEP SAEP+

k—p—p i
m| 0 T m || Hi(r || m) T m”()kfufp r m||H{(T||m) r

+ 7}
\] \]
s t s t s t s t

Fig. 2. Examples of the mapping 7 for important padding schemes. Here Hy : {0,1}* —
{0,1}=7 H{ : {0,1}F=7 — {0,1}7#=° H, : {0,1}*7? — {0,1}* are hash functions
(whose circuit description are contained in the description of 7).

5 Uninstantiability from any ideal trapdoor permutation

The following main theorem states that there does not exist a padding-based
encryption scheme PKE = (Kg, Enc, Dec) such that any adversary who breaks
the IND-CCA security of PKE'™®P can be used (in a black-box way) to break the
security of TDP as an ideal TDP.

Theorem 5. There is no black-box reduction from an ideal trapdoor permutation
to a chosen-ciphertext (IND-CCA) secure padding-based encryption scheme.

Proof. Fix a padding-based encryption scheme PKE = (Kg, Enc, Dec) with mes-
sage space u(k) and randomness space p(k). If the message plus the randomness
space is too small, i.e., u(k)+p(k) € O(log k) or equivalently 2#(F)+2(K) ¢ poly (k),
then PKE'P? is trivially insecure to matter what TDP we use, as an adversary
in the IND-CCA experiment can trivially decrypt the challenge ciphertext by
doing an exhaustive search over all possible plaintext and randomness pairs
(m,r) € {0,1}#F)+r(*) without even using the decryption oracle. Such an ad-
versary runs in 2¢(¥)+(%) ¢ poly (k) time units and has success probability 1 in
breaking the IND-CCA security of PKE.
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So from now on we can assume (w.l.o.g.) 2#F)+2(®) & 100y (k). Following [26,
Proposition 1], as to rule out black-box reductions, it is enough to prove that
there exist two oracles T and B such that the following holds:

1. T can be used to implement a trapdoor permutation, i.e., there exists a triple
of oracle PPT algorithms TDP = (Tdg, F,F~!) such that TDP" implements
a trapdoor permutation (in the sense of Definition 1).

2. Relative to the oracles T and B, TDPT is an ideal trapdoor permutation.
That is, TDPT is an ideal trapdoor permutation as in Definition 3 even if
the adversary is given access to the oracles T and B.

3. For any padding-based encryption schemes PKE: relative to the oracles T
and B, PKE™P" is not IND-CCA secure.

We first define the oracle T and show that it satisfies point 1 (Lemma 6)
and a relaxed version of point 2 where we do not consider the breaking oracle B
(Lemma 7). We then define the breaking oracle B, and prove that points 2 and 3
hold (Lemma 10 and Lemma 8, respectively).

DEFINITION OF T. (Oracle used to implement the trapdoor permutation.) Let
Py, denote the set of all permutations over {0, 1}*. For any k € N, choose 2% +
1 permutations fyo,..., fror—1 and gr from Pj uniformly at random. T =
(T1,Ta, Ts) is defined as follows.

— T1(td) returns gi(td), where k = |td|. (Convert trapdoor into public key)

— To(ek,x) with |ek| = |z| returns fi ex(x), where k = |z|. (Evaluation)

— Ts(td,y) with |td| = |y| returns f,;;k(td) (y), where k = |y|. (Inversion)

Lemma 6. There is a PPT TDP such that TDP' implements a trapdoor per-
mutation.

Proof. We implement a trapdoor permutation TDPT = (Tdg, F,F~1) as follows.
— Tdg(1¥) first picks a random trapdoor td «p {0,1}*, then computes the
corresponding key ek = T1(¢d), and outputs (ek, td).
— F(ek,x) returns Ta(ek, ).
— F~Y(td,y) returns T3(td,y).
According to Definition 1 this implements a trapdoor permutation. A

Lemma 7. TDP' is an ideal trapdoor-permutation with probability 1 (over the
choice of T).

Proof. Consider any d-hard game G (assume for now that ¢t = 1, i.e., the game
involves just one permutation). Recall that the advantage of an adversary A in
winning the game is

GF ek,

Preat i= P [d =1: (ch, td) —, Tdg(1") 5 d —, Exp® " (AT (eh))]  (2)

Now let T denote T, where f cx(-) is replaced with a “fresh” random permu-
tation 7(-). Let

(ek,td) < Tdg(1%); 7(-) «r Pr;

§ ) (3)
d —p Bxp®™ (ATOP™™ (ck))

Prand = PT ld =1:
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By definition of a §-hard game we have p,qeng — 0 < negl(k). Below we will show
that |preat — Prand| = negl(k), and thus preqa — 0 < negl(k). As this holds for any
5-hard game, TDPT is an ideal TDP.

To show that [prea;— Prand| = negl(k), we will argue that A cannot distinguish
the two games considered in (2) and (3) with non-negligible probability. First,
as a random permutation is one way almost certainly (see [19] for a proof),
an efficient adversary will find the trapdoor td given ek = Ti(¢d) only with
exponentially small probability. (In particular, A will almost certainly never
query the inversion oracle F~1 with trapdoor td.) Second, one can show (we
omit the proof) that a permutation chosen at random from a set of exponentially
many permutations (in particular, f . for ek € {0,1}*) can be distinguished
from a randomly chosen permutation by a polynomial size circuit only with an
exponentially small advantage. This two points imply that the distribution of
d in experiments (2) and (3) have exponentially small statistical distance, and
thus |preal — Prand| is exponentially small. A

DEFINITION OF B. (Oracle used to break the encryption scheme.) The oracle

B is defined below. It takes two types of inputs. On input the description of a

padding-based encryption scheme, B outputs a vector of challenge ciphertexts.

On input a padding-based encryption scheme with a vector of plaintexts, B

checks if those plaintexts correspond to the ciphertexts it would ask on a query
of the first type. If this is the case, B outputs the trapdoor of the encryption
scheme.

It is quite obvious how the oracle breaks the security of any padding based
encryption scheme (with message space u(-) and randomness space p(-)). It is
less obvious that this oracle will not be of much use in winning any hard game.
In order to prove this we will show that basically the only possibility of making
a query of the second type to B containing the correct plaintexts (and thus re-
ceiving the trapdoor), is by already knowing the trapdoor. Note that the chosen-
ciphertext security game itself cannot be formulated as a hard game since the
challenger has to know the trapdoor to answer decryption queries. It is exactly
this additional power of the CCA challenger (as compared to the challenger in
a hard game) that allows an adversary interacting with the CCA challenger to
exploit the answers of the breaking oracle.

We now formally define B. (Like all other oracles we consider, this oracle
is stateless, and thus will return the same output when queried twice on an
identical input.)

1. B, on an input of the form (k, ek, IT), where k € N, ek € {0,1}*, and
I = {r, 7} (where 7 : {0, 1}#F)+e(k) — L0 11k 7 . {0,1}F — {0,1}#(F)
is a TDP-based padding scheme), outputs a vector of challenge ciphertexts
[c1,. .., cax], computed as

¢i = fren(m! (M| 73)), (4)

for randomly chosen m; 5 {0,1}**) and r; «, {0,1}**). Note that if
(ek, IT) is the public-key of some padding based encryption scheme, then c¢;
is a proper ciphertext of message m; for this public key.
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2. B,oninput (k, ek, I1,[m}, ..., m},]), checksif [m),...,m},] = [m1,..., mag],
where the m; are the plaintext messages chosen by B on input (k, ek, n)
as described above. If the two plaintext vectors are identical, it returns
td = g,;l(ek), the trapdoor of the trapdoor permutation corresponding to
ek from the input of B. Otherwise, it outputs L.

Lemma 8. There is a PPT A such that ATB breaks the IND-CCA security of
PKET®"

Proof. Adversary A in the IND-CCA experiment first obtains a public key which
contains ek for the trapdoor permutation and the padding scheme II. Next,
it queries B on input (k, ek, 7) to obtain the vector of challenge ciphertexts
[c1,. .., car]. Next, A asks its decryption oracle O for the plaintexts m; = O(¢;),
for i = 1,...,4k. Finally, A makes the query (k, ek, m, [m},...,m},]) to B and
obtains the trapdoor td which can be used to decrypt the challenge ciphertext
¢* (and hence distinguish). We have just shown that A is a PPT algorithm with
Advide(A) = 1. A

Let us stress that it is in the proof above where we exploit the fact (as mentioned
in the paragraph before Section 4.2) that any ciphertext can be decrypted given
the public key pk = (ek, II = (w, 7)) and trapdoor td. In particular, this means
that 7 is efficiently computable.

By the following lemma, the breaking oracle B can be efficiently simulated
in some settings. In particular, this will be the case for d-hard games, and thus
—as stated in Lemma 10 below— we are able to generalize Lemma 7 to hold
relative to B.

Lemma 9. For i = 1,...,t let (ek;, td;) —, Tdg' (1¥). Consider any ora-

cle circuit C where CTB(eky, ..., eks) makes at most q(k) oracle queries where
q(k) < 2#B)+e(k) /2. Then there exists an efficient simulator S such that the
output of CTB(eky, ..., ek;) and CT’ST(ekl, ..., eky) is exponentially close (i.e.,

the statistical distance is < 27%/2). Here S will get to see all F~(-,-) (and only
those) queries made by C to the T oracle.

Before we prove this lemma, let us see how we can use it to generalize Lemma 7.

Lemma 10. TDP' is an ideal trapdoor-permutation with probability 1 (over the
choice of T) even relative to B.

Proof. By Lemma 7 we know that TDPT is an ideal TDP relative to T only. Now
consider any game G and any adversary A, and let ¢(k) € poly(k) denote the total
number of oracle queries made by G and A. As we assume 2+) (k) & poly (k)
we have (k) < 2#(0)+e(K) /2 for all but finitely many k. Thus, by Lemma 9, we
can simulate B efficiently, in particular

AdvSppr (AT k) = AdvSopr (ATS' k) £ negl(k) . (5)
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As S is efficient, we can let its computation be done by the adversary: let A
denote the adversary A, but which simulates the ST queries itself. (Note that
this is possible, as G never makes F~! queries, and S needs to see only those.)

AdvSopr (AT k) = AdvSypr (AT, k) (6)

As by Lemma 7, TDP" is an ideal TDP relative to T, A cannot win the §-hard
game G with advantage more than

AdvSypr (AT k) < 6+ negl(k) . (7)
By (5)-(7), we obtain

AdvSypr(ATB k) < 6+ negl(k) ,
which implies that G is a §-hard game, even relative to oracle B. A

Proof (Lemma 9).

We only consider the case t = 1, i.e., where there is only one single key ek.
The generalization to ¢ > 1 is straight forward. The simulator S is defined as
follows.

On input of a query (k, ek, II), S samples mq,...,myx and r1,..., 74, and
outputs [c1, .. ., csr] computed as in (4). This query, as well as the values m;,r;
are stored. (If the query is repeated, the same answer is given). Note that the
output of this query was computed exactly the same way as B would.

Oninput a query (k, ek, I, [mf, . .., m},]), S first checks if the query (k, ek, IT)
was already made.

— If this is not the case, S outputs L. Note that this almost perfectly simulates
B, as B would also output L in this case, except if by chance all the m/
correspond to the m; that B would use on input (k, ek, IT). (The probability
of this event is 27#(®)*F what we ignore.)

— If C made the query (k, ek, IT), let [my, ..., myg;] denote the message vector
used by S to answer this query. If [mq, ..., mq] # [m], ..., m/},] then output
1. Note that this perfectly simulates B.

— Otherwise, if [m1,...,ma] = [m},...,m/},], S checks for all F~! queries
(td, ) made by C, if ek L Tdg(td). If this is the case, S outputs this trapdoor
td, exactly as B would. If C never used the trapdoor td corresponding to ek
in a query, S outputs “fail”. Note that this is the only case where the answer
from S differs from what B would output.

To prove that S can almost perfectly simulate B, it remains to upper bound the
probability that an efficient adversary C can make ST output “fail” in the last
item above.

S outputs “fail”, if C makes a query (k, ek, IT) to ST, then receives 4k ci-
phertexts [c1,...,car] computed as ¢; = fi ex(n (my||r;)) for random my,r;,
and then correctly computes (or guesses) all the m; without ever inverting fy cx
(i.e., never using the F~! oracle with the trapdoor td where ek = Tdg(td)). To
analyze the probability that S outputs “fail”, consider the following three sets.
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—Let R = {x"(m||r) : m]|r € {0,1}#F+,()} denote the set of possible
inputs on which one must evaluate fj ., in order to compute a ciphertext.

As 77 is injective, |R| = 2r(R)+r(k),

— Let Y = {x"(mi|r) : i =1,...,4k} denote the set of inputs to fx .x one
must make in order to compute the ¢;’s. As 7' is injective, |V| = 4k.

— Let X C R denote all the set of queries that C made to fi e (before and
after seeing the challenge vector [c1, ..., ca]).

Let miss := |V \ X| denote the number of preimages of the ¢;’s which C did
not query. As the preimages of the ¢; are uniformly in R, and fj ¢ is a random
permutation, miss is a random variable, which can be sampled as follows: from
a set R of (super-polynomial) size 21(k)+p(k) sample a random subset X of
(polynomial size) ¢(k) and a random subset ) of size 4k and let miss denote
the number of elements in ) which are not in X'. The expected value of miss
is (1 — q(k)/2#®F)+e(E)4E which, as (k) < 2¢F)+P(E) /2 s at least 4k/2 = 2k.
Applying a Hoeflding bound, we get that the probability that miss > k (i.e.,
that mz';s‘s is not bounded away by more than k from its expectation) is at least
1—e /2

Thus, in order to get an answer # | from B, C will have to guess almost
certainly at least k of the m;’s, the probability of that happening is roughly®

g mlk)k < 9=k, A
This concludes the proof of Theorem 5. |
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