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Abstract. Non-interactive secure multiparty computation (NIMPC) is
a variant of secure computation which allows each of n players to send
only a single message depending on his input and correlated randomness.
Abelian programs, which can realize any symmetric function, are defined
as functions on the sum of the players’ inputs over an abelian group and
provide useful functionalities for real-world applications. We improve and
extend the previous results in the following ways:

— We present NIMPC protocols for abelian programs that improve
the best known communication complexity. If inputs take any value
of an abelian group G, our protocol achieves the communication
complexity O(|G|(log|G|)?) improving O(|G|?n?) of Beimel et al.
(Crypto 2014). If players are limited to inputs from subsets of size at
most d, our protocol achieves |G|(log |G|)? (max{n, d})1+°M)t where
t is a corruption threshold. This result improves |G|?(nd)tHoM)t of
Beimel et al. (Crypto 2014), and even |G['°¢"+9My of Benhamouda
et al. (Crypto 2017) if t = o(logn) and |G| = n®W).

— We propose for the first time NIMPC protocols for linear classifiers
that are more efficient than those obtained from the generic con-
struction.

— We revisit a known transformation of Benhamouda et al. (Crypto
2017) from Private Simultaneous Messages (PSM) to NIMPC, which
we repeatedly use in the above results. We reveal that a sub-protocol
used in the transformation does not satisfy the specified security. We
also fix their protocol with only constant overhead in the communi-
cation complexity. As a byproduct, we obtain an NIMPC protocol
for indicator functions with asymptotically optimal communication
complexity with respect to the input length.

1 Introduction

Secure multiparty computation enables n players P; (i € [n] := {1,2,...,n}),
each holding an input z; € AXp, to jointly compute a function while keeping



their inputs as secret as possible. NIMPC (Non-Interactive secure Multi-Party
Computation) [2, 3] is a variant of secure computation with a restricted interac-
tion pattern, which assumes an external output player called an evaluator and
allows each player to send only a single message depending on his input and
pre-distributed correlated randomness to the evaluator.

Since it requires no interaction between the players, this model is especially
well suited to a situation where the players cannot simultaneously participate
in a protocol due to physical limitations. In spite of its limitations, NIMPC still
provides useful functionalities in real-world scenarios such as voting, auctions,
and statistical surveys using histograms. NIMPC is also of theoretical interest
due to its various applications to other important models of secure computation
(10,4, 11].

To define the notion of security, an adversary is supposed to collude with
a set of players C' C [n] as well as the evaluator. In NIMPC for a function h,
it is impossible to prevent him from computing h on all possible inputs of the
corrupted players combined with the inputs of the honest players. More formally,
for the inputs of the honest players x5 = (2;);ca, the adversary can always eval-
uate the function h|€,m5($0) = h(xzc,xg) for all possible x¢ = (2;)iec, which
is called the residual function [12]. Thus, the security requirement of NIMPC
is that the adversary learns the residual functlon hlz, - and nothing more. An
NIMPC protocol is called t-robust if it can Wlthstand collusion of at most ¢
players and the evaluator. If ¢ = n, we say that it is fully robust. The efficiency
of NIMPC protocols is measured by the communication complexity defined as
the maximum bit length of randomness and messages.

Fully robust NIMPC for the class of all the functions with input domain X}’
is known to be possible [3,17,15,1]. However, due to the lower bound [17], it
necessarily has the communication complexity proportional to |Xp|™, which is
very inefficient when n is large. Therefore, it is important to construct efficient
NIMPC protocols for specific functions of practical use. The aim of this paper
is reducing the communication complexity as much as possible and specifically,
making it as close as possible to the lower bound [17].

Above all, symmetric functions realize useful functionalities including voting
and statistical surveys using histograms. The notion of abelian programs is a
generalization of symmetric functions introduced in [3]. Technically, an abelian
program h takes n elements from an abelian group G as inputs and outputs
h(zy, ..., xn) = f(3 e, @) for some function f: G — {0,1}.

The authors of [3] propose a fully robust NIMPC protocol with communi-
cation complexity O(|G|?>n?) for abelian programs allowing inputs to take any
value of G. Since NIMPC protocols do not satisfy the same level of robust-
ness in general if players are limited to inputs from smaller domains, they also
propose a t-robust protocol with communication complexity |G|?>(nd)**°™) for
abelian programs with input domains of size at most d. Benhamouda, Krawczyk,
and Rabin [6] construct a fully robust protocol with communication complexity
|G|los n+O0()p when input spaces are arbitrary subsets. However, from the view-
point of the lower bound n~!|G| [17], there is still room for improvement espe-



cially in the exponent with respect to |G|. To evaluate a histogram for m inter-
vals, for example, we have to choose d = m and the direct product G = (Z,,11)™
of m copies of the cyclic group of size n + 1 [3], which is of size n(t+e(1)m,
Hence, reducing the exponent with respect to |G| will have a large effect on the
communication complexity.

Abelian programs are also applicable to linear classifiers, which perform clas-
sification based on a weighted sum of inputs and cover popular methods such
as support vector machines [7, 8] and logistic regression. Indeed, if the weights
are public, the players can locally multiply their inputs by the weights and then
execute a protocol for a certain abelian program. However, the weights are often
kept private to protect the intellectual property of learned models in practice. To
the best of our knowledge, there is no NIMPC protocol for linear classifiers that
does not reveal weights to players other than those obtained from the generic
construction.

1.1 Our Results

The contributions of this paper are threefold. First, we present efficient NIMPC
protocols for abelian programs that improve the best known communication
complexity. Secondly, we propose for the first time NIMPC protocols for linear
classifiers that are more efficient than those obtained from the generic construc-
tion. Thirdly, we revisit a known transformation [6] (hereinafter referred to as
the BKR transformation), which transforms any 0-robust NIMPC protocol, also
known as PSM (Private Simultaneous Messages) protocol [9, 13], into a t-robust
one. The transformation is repeatedly used in the above two results to limit
players to inputs from smaller domains. We reveal that their NIMPC protocol
used in the transformation does not satisfy even 1-robustness and we also fix
their protocol.

Efficient NIMPC Protocols for Abelian Programs. We propose a fully
robust NIMPC protocol with communication complexity O(|G|(log|G|)?) for
abelian programs allowing inputs to take any value of G. Our protocol improves
the previous result O(|G|?>n?) [3]. Note that it is impossible to cut down on the
exponent with respect to |G| anymore due to the lower bound [17]. For abelian
programs with limited input domains, we apply the BKR transformation to our
protocol with the extended input domain in a non-straightforward way. This
is the first time that the BKR transformation, which originally aims at lifting
the level of robustness, has been used to restrict input domains. As a result, we
obtain a ¢-robust protocol with communication complexity |G|(log |G]|)?pt+O M)
if input domains are of size at most d, where p is the smallest prime power such
that p > max{n, d}. This protocol is more efficient than the previous protocol
of [3] and even than that of [6] if t = o(logn) and |G| = n®™).

New NIMPC Protocols for Linear Classifiers. We define the class of

linear classifiers as functions computing f (Eie[n] wix;) on a weighted sum of



Table 1. Comparison of the existing ¢t-robust NIMPC protocols for abelian programs.
Let n be the number of players, G be an abelian group, d be a positive integer at most
|G|, and p be the smallest prime power such that p > max{n,d}. We suppose t = n if
the symbol ¢ does not appear in the complexity.

Reference Input domain Communication complexity
(3] o O(IG*n?)
Ours (Theorem 1) O(|G|(log |G|)?)
(3] |G (nd)*+o®
[6] Hie[n] Si |G|10g n+0(1),,

where S; C G and |S;| < d

Ours (Corollary 1) |G|(log |G|)2pi+OM

inputs for some weights w = (w;);e[n) over a finite field F, and some function
f:Fq — {0,1}. Our definition can be naturally extended to functions outputting
many bits and can also deal with real-valued inputs by choosing a sufficiently
large prime g. We propose a fully robust NIMPC protocol with communication
complexity O(gqlogq) for this class when inputs take any value of F,. Note that
the multiplicative factor of ¢ is unavoidable due to the lower bound from [17]. In
our protocol, no information on the weights is leaked other than what is implied
by the residual function. Applying the BKR transformation, we also obtain a
t-robust protocol with communication complexity p!T@Mglogq for linear clas-
sifiers with input domains of size at most d, where p is the smallest prime power
such that p > max{n, d}.

Revisiting the BKR Transformation. We have used the BKR transfor-
mation in the above two results to restrict input domains. However, we revisit
the transformation and reveal that their fully robust NIMPC protocol for what
they call outputting-message functions, which is used as a building block in the
transformation, does not satisfy even 1l-robustness. We also fix their protocol
with only constant overhead in the communication complexity. Therefore, the
statements of [6] still hold true but it is necessary to use our modified protocol
for outputting-message functions when applying the BKR transformation. As a
byproduct of that modification, we obtain a fully robust NIMPC protocol for
the class of indicator functions. An indicator function decides whether a tuple
of inputs x € & is equal to some fixed a € A, where &) is a fixed domain.
Our protocol has communication complexity O((log|Xp|)n) improving the best
known result O((log |Xp|)?n) [17] and is asymptotically optimal with respect to
the input length according to the lower bound [17].

1.2 Related Work

It is known that NIMPC for indicator functions is used as a building block to con-
struct protocols for any given class of functions [3]. For the class of all the func-
tions from A to a finite set Z, our result on indicator functions implies a fully



robust protocol with communication complexity O(|Xp|™(log |Xo|)(log |Z|)n) im-
proving the previous results [3,17,15]. Recently, however, the authors of [1]
propose an asymptotically optimal protocol achieving O(|Xy|"(log|Z])) with-
out using indicator functions. For the class consisting only of a single function
f: Xy — {0,1}, a t-robust protocol has been proposed in [5] by applying the
BKR transformation to an efficient PSM protocol for f. If t < n/2, it is more
efficient than the protocol obtained from indicator functions. Nevertheless, it
makes sense to construct efficient protocols for indicator functions if we aim at
an intermediate class of functions rather than the above two extreme ones.

For boolean symmetric functions, the authors of [6] devise a more efficient ¢-
robust NIMPC protocol with communication complexity nloglogntlogt+01) than
those obtained from abelian programs.

2 Technical Overview

In this section, we provide an overview of our NIMPC protocols. We give more
detailed descriptions and security proofs in the following sections.

2.1 Efficient NIMPC Protocols for Abelian Programs

An abelian program h takes n inputs from an abelian group G and outputs
h(z1,...,xn) = f(Xep@i) for some function f : G — {0,1}. We start by
explaining how to construct an efficient fully robust NIMPC protocol for the
class of abelian programs in which inputs take any value of G. Our protocol is in
part based on the result of Beimel et al. [3, Theorem 7.2], which has presented a
protocol tailored to abelian programs over the cyclic group Z,+1 = {0,1,...,n}
of size n + 1. They consider a special map ¢ : x — = + 1 mod (n + 1) from
Zp+1 to itself and view every element g € Z, 1 as the g-th iteration of o,
ie, 09 :=00---00 (g times). They then reduce computing abelian programs
to composing the maps o% corresponding to the players’ inputs x;. To hide the
inputs and achieve robustness, they randomize the operation of that composition
by using Kilian’s technique [14]. However, there is no such map as o in a general
abelian group, which is why the previous result is only applicable to Zj 1.

Construction Based on the Regular Representation. To represent ele-
ments of an abelian group G, we make the most use of the regular representation
of G. Observe that the g-th iteration of o is equivalent to the map « +— x + g
mod (n + 1). Generalizing it, we view an element g € G as a permutation
0g: G > 2 — x4+ g € G, which is further viewed as a linear map from the
|G|-dimensional vector space over Fo = {0,1} to itself translating every basis
e; to e;yq, where e, € ]FLG‘ is the unit vector such that the entry indexed by
x € G is one. Then, the summation of inputs corresponds to the composition
of the associated linear maps. Furthermore, if we appropriately represent the
associated function f : G — {0,1} as a vector, we can express the whole com-
putation of the abelian program as a certain matrix-vector product. As in [3],



we use the randomization technique [14] to securely perform that linear alge-
bra operation. However, there still remain two problems in the above protocol:
(1) the resultant communication complexity is O(|G|? log |G|) since the protocol
has to communicate O(|G|) permutations over G, each of which is expressed as
O(|G|log |G]) bits and (2) it only works for the specific abelian program since it
reveals partial information on the truth table, e.g., | f~1(1)|. Regarding the first
problem, we cut down the number of matrices with the help of the fundamental
theorem of finite abelian groups. Since it implies that all the group elements are
generated by O(log |G|) elements, players can compute their messages from only
O(log |G|) permutations corresponding to the generators. To hide the value of
|f~1(1)|, we carefully choose a group extension H 2 G and extend f : G — {0, 1}
to f : H — {0,1} so that |f~1(1)| is constant regardless of f. The details are
given in Section 4.

Limiting Inputs. To construct a protocol for abelian programs with limited
input domains, we use the BKR transformation in a non-straightforward way.
Note that it has been originally devised to obtain t-robust NIMPC protocols
from O-robust ones. Clearly, the above fully robust protocol for abelian pro-
grams with the extended input domain satisfies 0-robustness. Since O-robustness
is not affected by what the input domain is, that protocol is itself a O-robust
protocol for abelian programs with limited input domain. We then apply the
BKR transformation and lift the level of robustness to ¢t > 0 with some overhead
in communication complexity.

2.2 New NIMPC Protocols for Linear Classifiers

We formally define linear classifiers as the class of all the functions of the form
hiw By 2 (2i)iem) = f(Xiep wizi) € {0, 1}, where Fy is the fixed finite field
of size q, f : Fy — {0,1}, and w = (w;);epn) € Fy.

To begin with, we fix f and treat k = |f~%(1)| as public information. We
show a construction of a fully robust protocol for the class consisting only of the
specific function {hy 4 }. Let f~1(1) = {uy,...,ux} and set u = (u;) ;e € Fr.
The main idea of our construction is to use the fact that f(3_;c(, wizi) =1
if and only if at least one entry of wo = (u; — > ;¢ wiTi)jep is zero. We
must ensure that the evaluator learns the number of zeros in uy and nothing
more. We randomly choose a permutation 7 over [k] and k non-zero elements
ri € Fg \ {0} (i € [k]) and define w = (7jur(;)) en- We then send each P;
the vector @; = (rjw;);epy along with a random vector s; € Fi for masking
his input, who in turn sends his message w;z; + s; to the evaluator. We let the
evaluator receive u + Zie[n] s; in advance and after receiving the messages, he
outputs f (3, [, wiwi) according to the number of zeros in @ — () Wi;.

However, as mentioned above, this protocol assumes the dimension k =
|f~1(1)] of the vectors is public, which is why it does not work for the class
of all the linear classifiers. Our solution to hide k is padding the vector u with
certain ¢ — k elements u; (k < j < ¢) to ensure that its dimension should be gq.



Specifically, we carefully select these ¢ — k elements from an extension field of IF,
so that the protocol satisfies correctness. We also propose a protocol for linear
classifiers with limited input domains by applying the BKR transformation as
in the case of abelian programs. The details are given in Section 5.

2.3 Revisiting the BKR Transformation

As a building block for the BKR transformation, the authors of [6] propose a
fully robust NIMPC protocol for what they call outputting-message functions.
We reveal that their protocol does not satisfy even 1-robustness. Technically,
they define an outputting-message function for a message m, a vector u, and
a matrix A = [aq,...,a,] as the function outputting m if w = Afxy,...,z,]"
holds and L otherwise.

The main issue is in their procedures for securely testing the equality u =
Alzy,...,2,]". In their protocol, each P; receives a random vector s; and sends
v; := a;x; + 8; as part of his message. The evaluator receives vy := u+ Zie[”] S;
in advance and then tests whether vy = Zie[n] v; holds. However, consider
the collusion of the player P; and the evaluator. If d := u — Zi# a;r; and
a, are linearly independent, they should learn nothing at all since the residual
function outputs nothing but L. Nevertheless, they actually obtain the vector
d:V()—Zi#lVi—Sl.

We fix their protocol with only constant overhead in the communication
complexity. Our main idea is randomizing d to ensure for P, and the evaluator
not to learn more than the linear independence relation between d and a;, which
is the only information revealed by the residual function. Specifically, we choose
an invertible matrix T uniformly at random and redefine vy = Tu + Zie[n] S;.
We additionally give T'a; to each P; as randomness. Now, P; and the evaluator
only learns vg — ), aVi—s1 = T'd, which does not reveal more than the linear
independence relation between d and a; due to the randomness of T'. Note that
our modification increases the communication complexity of their protocol only
by a constant factor. We present the formal statements in Section 6.

Finally, as a byproduct of that modification, we obtain a fully robust protocol
for indicator functions with asymptotically optimal communication complexity
with respect to the input length. Roughly speaking, we embed every input do-
main to a subset of a fixed finite field and translate the condition ()¢}, =
(ai)icin) to the equality test w = I,[z1,... , T, ", where u = [ay,...,a,]" and
I,, is the identity matrix of size n. We show that an NIMPC protocol for that
equality test is obtained from our modified protocol for outputting-message func-
tions.

3 Preliminaries

Notations. For a set X' = &} x --- x &), and C' C [n], we define Xo = [[;c Ai-
For z € X, we define ¢ as the restriction (x;);ec of  to Xo. Let C be the
complement of C' C [n] and x5 € X. For a function h : X — Z, we define



the residual function h|5,za : Xo — Z of h for C and zz as the sub-function
of h obtained by restricting the input variables indexed by C to T, that is,
h|ax6(xc) = hzc,zq).

For a finite set S, we write s <= .5 if we choose a uniformly random element s
from S. For two distributions D, D’ on S, we write D = D’ if they are perfectly
identical to each other. Define &g as the set of all the permutations over S. We
simply write Sy if S is clear from the context, where N = |S|. For 7 € &g and
a finite field K, we define a permutation matrix U, as the square matrix over
K of size |S| whose (4, j)-th entry is 1 if j = 7(i) and 0 otherwise, where we
assume that the sets indexing the rows and columns are both S. It holds that
U-'=U,: = U;'— and U,U; = U,o,, where 71 is the inverse of 7 and 7o w
is the composition of 7,7 € &g, i.e., (Tom)(i) = 7(n(¢)) for all i € S. For i € S,
let e; = (a;)jes € KV denote the i-th unit vector, i.e., a; = 1 and a; = 0 for all
J# i

For r; € K (i € [N]), let diag(ry,...,rn) € KN*Y denote a diagonal matrix
whose (4,4)-th entry is r; for ¢ € [N]. Throughout the paper, all vectors are
column vectors unless otherwise indicated. For a tuple of vectors (v;);cn) where
v; € K*, we define Ker((v;)ie(n)) = {(zi)ie;n) € KV | > ic(v vii = 0} . For a
subset S C KV, we denote by S* the orthogonal complement of S, i.e., S* =
{(0:)ieiny € KN | V(2i)ie(n) € S, >ic(v) 9iwi = 0}. We define GL(K) as the set
of all the invertible k-by-k matrices, i.e., GLi(K) = {T € KF>** | det(T) # 0}.

3.1 Non-Interactive Secure Multiparty Computation

In NIMPC, we consider n players P; (i € [n]), each holding an input, and an
external output player Py called an evaluator. In this paper, we focus on NIMPC
with correlated randomness, in which each player locally computes a message
from his input and randomness and then sends it to the evaluator.

Definition 1 (NIMPC: syntax and correctness). Let X; (i € [n]) and Z
be finite sets. Let X = Hie[n] X; and H be a class of functions from X to Z. Let
R; (i € {0} U[n]) and M; (i € [n]) be finite sets. An NIMPC protocol for H is
a triplet II = (Gen, Enc, Dec), where:

— Gen: H — Ry X Ry X -+ X Ry, is a randomized function;

— Enc is an n-tuple of deterministic functions (Ency,...,Enc,), where Enc; :
Xi X Rz — Mi,'

— Dec: Rop x My X --- Xx My, = Z is a deterministic function satisfying the
following correctness requirement: for any x = (x1,...,x,) € X and any

h € H, it holds that
Pr[(Ro, R1,...,R,) « Gen(h) : Dec(Ry, Enc(z, R)) = h(z)] = 1,

where Enc(x, R) = (Ency(x1, R1), ..., Ency(xn, Ry)).



The online communication complexity CCon(IT) of II is the maximum of
log | My],...,log|M,|. The offline communication complexity CCo(IT) of II is
log |Rol,log |R1l,...,log|R,|. The communication complexity CC(II) of II is
defined as the maximum of CCon(II) and CCus(II).

To define the security requirements of NIMPC, we consider an adversary who
colludes with a set of players C' C [n] as well as the evaluator. In this setting, it is
impossible to prevent the adversary from learning the residual function h|5 - for

the inputs z& of the honest players. Indeed, he is allowed to compute h(zc, x:)
for every input z¢ from the correlated randomness of C' and the messages of C'.
We say that an NIMPC protocol is C-robust if the adversary’s view is perfectly

simulated by some simulator with oracle access to the residual function.

Definition 2 (NIMPC: robustness). For a subset C C [n], we say that an
NIMPC protocol IT for H is C-robust if there exists a simulator Sim with oracle
access to a residual function such that, for every h € H and x5 € Xz, we have
Sim"@+(C) = (Ro, Re = (Ri)ico, Mg = (My),.q), where (Ro, Ry, ..., Rn) <
Gen(h) and M1 = Enci(o:i,R,-).

For an integer 0 < t < n, we say that I is t-robust if it is C'-robust for every
C C [n] of size at most t. We say that II is fully robust if it is n-robust.

3.2 Abelian Programs

Let G be a finite abelian group and Si, ..., .S, be subsets of G. Let X; = .5; for
i€ [n]and X = &} x --- x &,. Define the abelian program hy : X — {0,1}
associated with f : G — {0,1} as hy(21,...,2n) = f(32cp, 2:). We then define

{0,1} | f: G — {0,1}}. We simply write Ag if S; =--- =85, =G.

The class of abelian programs with limited input domains includes symmetric
functions. A function i : [d]" — {0,1} is called symmetric if h(z (1, ..., Tr(n)) =
h(z1,...,zy,) for all (z1,...,2,) € [d]” and 7 € &,,. Following [3], let G =
(Zps1)? and S; = -+ = S, = {e1,...,eq} C G, where e; € (Z,41)? is the
i-th unit vector. Then, we can see that Aél"“’s” is equivalent to the class of all
symmetric functions over [d]" identifying x; € [d] with e,, € G since the outputs
h(z1,...,xy,) of symmetric functions only depend on 3, () €a,-

Although assuming above that abelian programs output only one bit, it is
possible to extend them to the ones outputting m bits by computing each output
bit separately [3]. Specifically, given an NIMPC protocol IT for Aél’”"s”', we can
construct a protocol IT,, for H,, :=={h: X — {0,1}™ | h = (h1,...,hm), h; €
Aél"“’s”} with m times higher communication complexity by running IT for
each h; separately.

We note that limiting players to inputs from smaller domains is not a straight-
forward task for NIMPC. For example, a t-robust NIMPC protocol for Ag does
not directly imply a ¢-robust protocol for Aél %" This is because in a 1-robust
protocol for h € Ag, any player P; colluding with the evaluator learns the value



of h on the honest inputs and every possible choice of z; from G while in a
protocol for h € Aél’”"s", P; is allowed to evaluate the residual function only
on x; from S;.

4 Efficient NIMPC Protocols for Abelian Programs

4.1 The Design of Our Protocol

First, we design an efficient fully robust NIMPC protocol for the class Ag of
abelian programs in which inputs take any value of G. We have already explained
a high-level idea of our construction in Section 2.1.

Construction Based on the Regular Representation. Recall that via the
regular representation of G, we identify every element g € G with the linear map
from FY to itself translating every basis e, € FY to e,44 € FY for z € G. Here,
N = |G| and we assume that G is the index set for N-dimensional vectors and for
the rows and columns of N-by-N matrices. The linear map is in turn expressed as
the permutation matrix A, := U,, € GLy(F2), where 0, : G322 +9€G.
The summation of inputs x; is now reduced to the multiplication of the A,,’s.
To evaluate a function f : G — {0,1} on the sum s =}, z;, we associate f

with the vector vy := erf,l(l) e, € FY. Then, we can translate the evaluation

of f into the matrix-vector product eJGASvf = f(s), where Og is the identity
of G. We use the randomization technique [14] to securely perform these linear
algebra operations. Note that all the permutation matrices can be represented
by O(N log N) bits.

To obtain a concrete protocol, suppose that we compute an abelian program
hy associated with f : G — {0,1}. We first randomly select n — 1 permutations
T1,...,Tn—1 over G. Then, we give U, to the player P, (U;ilAgUm)gEG to
P (1 <i<mn),and (U;' Agvf)gec to P,. If Py sends eg A, Uy, and the
other players send the matrices corresponding to their inputs, the evaluator can
compute f(3 ;e[ @i) = eg. (ILic(n) Az, )vs. However, there remain the following
two problems: (1) the communication complexity of this protocol is O(N?log N)
since it needs to communicate at most N permutation matrices and (2) it only
works for the class {h;} consisting only of the specific abelian program associated
with the fixed function f, not for Ag, since the randomness of P, reveals partial
information on the truth table of hy, i.e., the value of |f~1(1)].

Reducing Communication Complexity and Hiding the Truth Table.
To cut down the number of permutation matrices to communicate, we recall the
fundamental theorem of finite abelian groups, e.g., [16, Theorem 6.44]. For any
abelian group G of size N, there exists a generating set {s; | j € [m]} of size
m = O(log N). For each € G, we fix m integers {;(x) (j € [m]) such that

=3 iem li(2)s; in G.
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We now give U ! Uy, and (U A, Uy,) jejm) to the player P; with 1 < i <
n. Then, P; can compute U A, Uy, for every j € [m]. For an input z; € G,
je[m](U;iilAsijq)Zj(mi) = UTrtl_lAIiUﬂ
Uﬂ_i Az, Ur, by multiplying Uﬂ_i  Ux,. Similarly, we give P,, the randomness
Uﬂ_nlflU,r”7 (U,;L{IASJ. Ur,)jcim), and Uw_nlvf7 where m,, < &g. This protocol
only communicates O(m) = O(log N) permutation matrices and hence achieves
the communication complexity O(N (log N)?).

Next, to hide the value of |f~!(1)|, we augment the vector v; of Hamming
weight | f~1(1)| by a vector of weight N —|f~*(1)| to ensure that the number of
ones in the augmented vector is N regardless of f. Specifically, we consider the
group extension H := G x Fo = {(z,b) | « € G, b € Fo} of G and replace the
|G|-dimensional vectors and matrices introduced above by some |H]|-dimensional
ones. Since |H| = 2N, the communication complexity is still O(N (log N)?).

he computes [ | Finally, he obtains

i—1°

4.2 Abelian Programs with the Extended Input Domain

Now, we present the formal description of our protocol for Ag. Let H = G xFy be
the direct product of G and Fj. Instead of vy, we redefine the vector wy € IF'ZH‘
representing a function f as wy = Zzef,l(l) €(z,0) + erffl(o) €(z,1), Where
€(xp) € ]Fle‘ is the unit vector such that the entry indexed by (z,b) is 1. Here,
H is the index set for 2/N-dimensional vectors and for the rows and columns of
2N-by-2N matrices. It can be seen that the Hamming weight of w; is now IV
regardless of f.

According to that modification, we sample each permutation at random from
Gy rather than Gg. We also replace the permutation o, € &g representing
x € G with 7, € Gy defined as 7,(g,b) = (g + =,b) for (g,b) € H. We define
B,=U, € F%NXQN instead of A,. Note that the B, ’s also satisfy the following
homomorphic property: B;' = B_, and B, B, = B,B, = B, for 2,y € G.

Theorem 1. Let G be a finite abelian group. Let S C G be a generating set of
G. Let Xy = --- =X, =G and X = X X --- X X,,. Then, the protocol Il
described in Fig. 1 is a fully robust NIMPC protocol for Ag such that
CCon(I) = 2G| - [log |G| + 1]
and CCof(II1) = 2|G| - [log |G| + 1] - (IS| 4+ 1) + 2|G].

In particular, it holds that CC(II1) = O(|G|(log |G|)?).
Proof. Correctness. The message of P; is e(OG,O)TBmUm. The message of P;
with 1 <i<mnis

Mi = ( H (U_l BSjUﬂ'z'fl)Zj(mi))(U_l U'ﬂ"i) = Uﬂ'_iilBa:'iUﬂ'i'

Ti—1 Ti—1
J€[m]
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Protocol II; for Ag

Gen(hy):
1. Choose 71, ...,7T, <3 OGm.
2. Output Ro = L, Ry = Uxy, Ri = (U;," Ux,, Uy, | Bs,Ur,)jeim) for 1 <
i <n,and R, = (Uy! \Ux,,(Us! B, Ur,)jc ,U—lwf).

Tn—1 Tn—1
Enci(azi,Ri):
—1=1:
1. Output M; = e(OG,O)TBm Ur,.
- 1l<i<n:

1. Parse R; as (Lo, (Lj);ecim]), where L; € F‘QHM‘H‘.
2. Output M; = ([ (LiLo W@y L.
—i=mn
1. Parse R, as (Lo, (Lj);e[m],T), where L; € IF|2H|X‘H| and r € IF‘QH‘.
2. Output M,, = (][] (L;LyY)% ) Lor.
Dec(M;,..., Mpy):
1. Output [[,;c(,,) M.

J€[m]

Fig. 1. The NIMPC protocol II; for the class of abelian programs Ag.

The message of P, is

M; = ([ UL, By, Us, ) ") UL Un, )U wyp) = UL Bwy.

Tn—1
J€[m]

Therefore, letting a = > x;, we have

i€[n]

H Mi = B(OG’O)TBG’LUJC
i€[n]

.
= €(0..0) Ba(D_ e(g.1-1(g))
geG

.

= €0:.0) () €(g-a1-1(g)
geG

= e(os,O)Te(oa,l—f(a))

= f(a).

Robustness. Let C' C [n]. In the following, we show that for functions f, f’ :
G — {0,1} and inputs 2z, 2% such that hf|5,15 = hy ‘ax’@’ the messages of C
and the correlated randomness of C' are equally distributed in the protocol IT;.
Based on that observation, we can construct the simulator with oracle access
to hyla vy B8 follows: the simulator finds f* and 2% giving the same residual

function as hylg s, and then executes Iy on hy and r%. Since hylg . =
* el

12
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Simulator Simhlamf(C’) for I,

Input. A set of colluding players C.
Oracle access. The residual function h\aa56 for the inputs x of honest players.
Output. Correlated randomness Ry and (R;);cc of the colluding players and messages
(M;);ce of the honest players.
Algorithm.
— IfC =0
1.

Define ' : G — {0,1} as f'(a) = h(x1,...,x,) for all a € G using the
oracle.

Define b’ : G" — {0,1} as h'(a1,...,an) = f' (3, @) for all
ai,...,an € G.

Let (Ro = L, R1,...,Ryn) + Gen(h').

Set M; = Enc;(0g, R;) for i € [n].

Output Rp = L and (My,...,M,).

Fix i € C.

Define f': G — {0,1} as follows. For every a € G:

(a) Define z¢ as z;, = a and z; = 0g for i € C'\ {io}.

(b) Let f'(a) = h\az€(xc) using the oracle h|5’16.

Define b’ : G" — {0,1} as h'(a1,...,an) = f' (3¢ ai) for all
ai,...,an € G.

Let (Ro = L, R1,...,Ryn) + Gen(R').

Set M; = Enc;(0g, R;) for i € [n].

Output Rg = L, R; for i € C, and M; for i € C.

Fig. 2. The
Ag.

simulator for the NIMPC protocol I1; for the class of abelian programs
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by |5,05 where f"(z) = f'(x+)_,.5 ;) and 05 = (0Og),c&, the actual simulator

Simhb‘”? (C) described in Fig. 2 sets x/@ = 0 for simplicity.

We denote by (Rc, Mg)(r) the joint distribution of the correlated random-
ness of C' and the messages of C' when II; is executed on f and g, where
we specify the randomness 7 <—s & used by the protocol. Similarly, we define
(Re, Mg)(r) for r <&y as the joint distribution when IT; is executed on f
and x’é It is sufficient to prove that there is a bijection ¢ : & — & such that
(Re, Mg)(r) = (Re, ME)(6(r)) for all r € &

The case of C'=0. Let a = 3, zi and o’ = 37, 25 Let di = 37, @5
and dj = >, 2} for i € [n], where we define d,, = dj, = Og. Let Sy =
{(9:1=f(9)) e H| g € G} and Sy = {(g9,1 = f'(9)) € H | g € G}. From the
definition, we have that |S¢| = |Sy/| = |G|. It also follows from hy(z1,...,2,) =
hy(2h,...,2),) that (a,0) € Sy if and only if (a’,0) € Sy. Therefore, there
is a permutation p € &y such that p(a’,0) = (a,0) and p(Sy) = S. Define
¢ : 6 — 6f as ¢(m1,...,m) = (7,...,7,), where m} = m;0T_g, 0poTy
for i € [n — 1] and 7/, = 7,. Recall that 7, is defined as 7,(g,b) = (g + z,b)
for (g,b) € H. From the definition of B,’s and permutation matrices, we have
that Ur: = By UpyB_q,Uyr,. We fix r = (m1,...,m,) € & and simply write
M; = M;(r) and M| = M/ (¢(r)).

Then, we have M; = M/ for all i € [n] from the following:

— i = n: From the definition of p, we have

-1
Z e, = Z ep(s’) < wy :Up wgr
s€Sy s'€Sy

<= By, w; = (B,;,U,; ' B_y,) By, wy
UT;,1—1B$nwf = U»;r_;l_lBr;wf/
— 1 < i< n: We have
U.' ByUy =U:' By U;'B_y_ ByByU,B_4Uy,

=U,;' Bi,_,-a,Unx,
=U;' B, Us,.

— ¢ = 1: From the definition of p, we have

(a,0) = p(a’,0) == e(o)’ =ew.0) Uy
e(mlvo)TBdl = e(z’l,O)TBd’lUp

T _ T -1
€00 = €0 UnUg
T T
€(0¢,0) Bu,Ur, = €050 BeyUg,

111

The case of C # 0. Let a = Y. m(z; — 7)) € G, di = 3., ;ca(@) —
zj) +a € G for i € [n], where we define d,, = a. Since the residual functions

14



hile oo g |az’5 are identical to each other, we have

flgd+> 2)=Ff g+ ) (Vg €G)

jec jec
= flg9) = f'(g—a) (Vg € G).
Define ¢ : 6} — &} as ¢(m,...,m,) = (71,...,m,), where 7} = m; o 74, for

i € [n]. Then, from the above observation we have that B,w; = w since

Bywy =wy <~ Ze(g—a,l—f(g)) = Z €9, 1-1'(g")

g€eG g’'eG
g Z (e, 1-f(g'+a)) — €(g/,1-f'(g7))) = 0
g'eG

= f(9)=f'(9g—a) (Vg €G).
Observe that for any 1 < i < n and any = € G,
U;;LBIUW; =U;' B_y, ,B,By,Uy,=U;" B, (4,—a; )Ur,- (1)

We also have that

x; —a, ifieC,
di—diy=4" " .
Og, otherwise.

We fix r = (m1,...,m,) € 6f and simply write R; = R;(r), R} = Ri(¢(r))
for i € C'and M; = M;(r), M} = M](¢(r)) for i € C. Now, we have R; = R] for
i€ C and M; = M/ for i € C from the following:

—i=n:
e Ifne C,thend, =d,_1. Therefore substituting z = Og and x = s; into
(1),wehaveU;11U, =U;! U, andU_' B,Ux, =U.! B,U,,

7Tn 1 7Tn 1

for j € [m], respectively. Furthermore since d = a, we also have
U;,lwf/ = Uﬂ_nlB,dnwf/ = U;nlwf.

e IfneC,thend, —d,_1 =z, —

: !/
ny L€, T

n — dn—1 = x, — a. Therefore,

—1 —1 -1
Uwglem’nwf/ = Uﬂn_lei,fdanawf = an_lBInwf'

- l<i<mn:
e If i € C, then d; = d;_1. Therefore, substituting x = Og and = = s; into
(1), we have U_! Up = Uy Uy, and U' By, Uy = Uy ! B, U,
for j € [m], respectively.
o If i € C, then d; — d;_1 = x; — x}. Therefore, substituting x = z/ into
(1), we have U_,! B, Uy = ;1leiUm.
—1=1:



e If 1 € C, then dy = 0g and hence Uy; = Ux,.
e If 1 € C, then d; = 21 — 2} and hence

e(og,o)TBz;Uw; = e(oG,o)TBx;Bxﬁxg Ur, = €(05,0) BoyUn,-

Communication complexity. The maximum component of on-line communi-
cation is the messages M; of the players ¢ with 1 < ¢ < n, each of which consists
of one permutation matrix over Fy of size |H|. The maximum component of
off-line communication is the randomness R,, of the player n, which consists of
|S|41 permutation matrices over Fy of size |H| and a vector over Fs of dimension
|H|. Note that every permutation matrix can be expressed by |H|[log |H|] bits.
Since |H| = 2|G|, the protocol achieves the communication complexity in the
statement. a

4.3 Abelian Programs with Limited Input Domains

Next, we present a t-robust protocol for the class Aél"“’s" of abelian programs

with limited input domains. As mentioned in Section 3.2, NIMPC protocols for
Ag is not directly applicable to A(gl""’s". Nevertheless, it is possible to obtain
protocols for Aél’“"s" from the ones for Ag with the help of the BKR trans-
formation [6]. Note that we will show in Section 6 that their NIMPC protocol
for outputting-message functions used in the transformation does not satisfy
the desired security. Therefore, it is necessary to replace their protocol with
our modified protocol given also in Section 6 when actually applying the BKR
transformation.

Proposition 1 ([6]). If there is a 0-robust NIMPC protocol for a class of func-
tions H with communication complexity o, then for any t, there is a t-robust
NIMPC protocol for H with communication complezity p'T°WMa, where d is the
mazimum size of the input domains of functions in H and p is the smallest prime
power such that p > max{n, d}.

Clearly, the protocol in Theorem 1 satisfies 0-robustness for Ag. Since the
simulator to prove O-robustness only receives the output of the function rather
than a residual function, the simulation works regardless of whether the input
domains are limited or not. Consequently, the 0-robust protocol also satisfies
0-robustness even for Aél"”’s". By applying the BKR transformation to it, we

Sn

obtain a t-robust protocol for .Aél"' with some overhead in communication

complexity.

Corollary 1. Let G be a finite abelian group and Si,...,S, be subsets of G.
Then, there exists a t-robust NIMPC protocol II for Aél"""s" such that CC(IT) =
|G|(log |G|)2p*tOM) | where p is a prime power with p > max{n, |Si|,...,|S.|}.

The authors of [3] present another method to limit the inputs of players
while it only works for abelian programs. However, this method applied to
Theorem 1 only provides us with a protocol with communication complexity
|G|?(log |G]|)?(nd)**©™) and hence the protocol in Corollary 1 is more efficient.
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Ezample 1. We apply our protocol for Aél"”’s"' to symmetric functions. We

have noted in Section 3.2 that the class of all symmetric functions over [d]" is
equivalent to Aél"“’S” for G = (Zpi1)?and Sy =---= 5, = {ei1,...,eq} CG,
where e; € (Z,+1)? is the i-th unit vector. Note that G can be generated by
at most d elements. Therefore, we obtain a t-robust NIMPC protocol II for the
class of all symmetric functions over [d]” such that

cc(n) = pttoM » O((n+ 1)dd2(log n)) = (max{n, d})(1+0(1))tn(1+°(1))d.

Here, p is the smallest prime power such that p > max{n,d}, which is chosen
as p = O(max{n,d}). This result is better than (nd)(Te()tpB+e(l)d 3] and
also improves n(1°8n+O0M)d [6] if + = o(logn). In the case of boolean symmetric
functions, i.e., d = 2, our protocol is more efficient than another ¢-robust protocol
with communication complexity n'oglogn+logt+01) (6] if t = o(loglogn).

5 New NIMPC Protocols for Linear Classifiers

5.1 Formalization of Linear Classifiers

Let F, be a finite field and S,...,S, be subsets of Fy. Let X; = S; for i € [n]
and X = Xy x --- x &,,. We say that a function f : F, — {0,1} is proper if
|f71(1)] ¢ {0, q}. Define the linear classifier hy ., : X — {0,1} associated with
fiFq = {0,1} and w = (wi)igp) € Fy as hyw(@r, ..., zn) = f(3X e wizi)-
We then define £§;"“’S" be the class of all the linear classifiers, that is,

E]il """ Sn — {hfw | f:Fq—{0,1} is proper and w € Fy'}.

We simply write Lr, if S1 =--- =S, =F,.

We note that focusing on proper functions does not limit the expressive power
of linear classifiers. If |[f~*(1)| = 0, i.e., f(x) = 0 for all z € F,, then the linear
classifier A o, for any w € Fy is equivalent to hy, o, where fo(z) outputs 0 if and
only if z = 0. Similarly, any linear classifier hy,, with |f~*(1)| = ¢ is equivalent
to a linear classifier associated with some proper function.

In the same manner as abelian programs, we can extend linear classifiers to
the ones outputting more than one bits by computing each output bit separately.
Specifically, we first extend the definition of proper functions as follows. A func-
tion f:F, — {0,1}™ is said to be proper if p; o f : F; — {0, 1} is proper (in the
above sense) for every i € [m], where p; : {0,1}" > (b;);je[m) = bi € {0,1} is the
i-th projection. Now, for Si,..., S, C F,, we define the class of linear classifiers
outputting m bits as

Hom = {h}y : X = {0,1}"™ | f:F; — {0,1}™ is proper and w € Fy'},

where X = ][, Si and R, (w1, ... @) = f(3 ;[ wiws). From the definition
of proper functions, we have H,, = {h : X — {0,1}™ | h = (h1,...,hmn), h; €
E]?i"“’S”} for Efgi’”"‘g”. Hence, given an NIMPC protocol IT for EI?;""’S", we can
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construct a protocol I1,, for H,, with m times higher communication complexity
by running II for each h; € ﬁg; """

We assume in the above that all the arithmetic operations are performed in
a finite field. For real-world applications, it is necessary to deal with weights and
inputs expressed as real numbers. We can still use the above linear classifiers by
embedding these values into a sufficiently large prime field using a fixed-point
number representation.

5.2 NIMPC protocols for Linear Classifiers

We first propose a fully robust protocol for Lr, (Theorem 2) and then construct

Let f : Fy — {0,1} be a proper function and w € [y, be a vector of weights.
In Section 2.2, we have already shown a construction of a fully robust protocol for
the class consisting only of the specific linear classifier {hf .} C Lr,. In that pro-
tocol, if f~1(1) = {us,...,ux}, the evaluator outputs f(X e wiwi) according
to the number of zeros of uy = u — Zie[n] 1,w;x;, where u = [uq,...,u;]" € }F’;
and 1y denotes the vector of dimension N whose entries are all one. It can be
seen that the technique for randomizing ug is equivalent to multiplying ug by
T = diag(ry,...,rx)Ur € FE*F for r; <—sFy \ {0} (i € [k]) and 7 s S How-
ever, there remains the problem that the dimension k = |f~1(1)] is assumed to
be constant, which is why it does not work for the class of all the linear classifiers.

A simple solution to hide k is padding the vector u with some g — k elements
u; € F, (k < j < q) to ensure that its dimension should be ¢. Accordingly, we
redefine ug as ug = u — Zie[n] 1,w;z;. In this solution, however, there would
exist some inputs z; such that Zie[n] wiw; ¢ f71(1) but upy, = Zie[n] W;T;
and then the protocol incorrectly outputs 1. To overcome it, we consider an
extension field K of F, and randomly choose u; (kK < j < ¢) from K\ F,.
Since Zie[n] w;z; € Fy, the above error never happens. Accordingly, we now
uniformly select a permutation m and elements r; (i € [q]) from &g and K\ {0},
respectively, and set T' = diag(r1,...,ry)Us. We also sample s; (i € [n]) from
K9. The important point is that regardless of whether € Fy\ {0} or z € K\F,,
the product rz is uniformly distributed over K\ {0} if r +—sK \ {0}. This is
why we consider an extension field of F, rather than an extension ring. The
above modified protocol communicates at most two vectors over K of dimension
g. Since we can choose K as any extension field of Fy, we may assume that
IK| = ¢%. Therefore, the communication complexity is at most O(glogq).

Theorem 2. Let I, be a finite field. Let X1 = --- = X, =F, and X = &} x
- X X,. Then, the protocol Ils described in Fig. 8 is a fully robust NIMPC
protocol for Ly, such that CCon(Ilz) = 2¢q[2logq| and CCof(Ilz) = q[2log q].

Proof. Correctness. Let h = hy ,, be a function to compute. Let S = f~1(1) =
{u1,...,ur}, where k = |S| and u; € F, for i € [k]. Correctness follows from
the following observation: h(x1,...,2,) = 1 if and only if the number of 0’s in
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Protocol 115 for ﬁ]yq

Gen(hyw):
1. Set S = f~*(1) = {u1,...,ux} C Fy and choose uj +sK\F, (k <j < q).
2. Set u = [u1,...,uy]" € K.
3. Choose 1; K\ {0} (i € [q]), ™ <=5 S}q}, and s; <sK? (i € [n]).
4. Set T = diag(r1,...,rq)Ur € K9,
5. Output Ro = Tu + },c(,, i and Ri = (T'1qwi, s;) for i € [n].

Enci(asi, Rz)
1. Parse R; as (pi1, piz), where pi1, pi2 € K%
2. Output M; = pirxi + piz-
DeC(Ro, M1, ceey Mn):
1. If at least one entry of Ry — Zie[n] M; is zero, then output 1 and otherwise
output 0.

Fig. 3. The NIMPC protocol Il for the class of linear classifiers L, .

u — Ziew 1,w;z; is at least one, which is in turn equivalent to the condition
that the number of 0’s in Rg — Zie[n] M, =T (u— Zie[n] 1,w;z;) is at least one.
Robustness. Let C C [n]. The adversary’s view is

(Tu + Z 8:; (T1w;)icc, (8i)ico; (T1qwiz; + 8:),c5),
i€[n]

where T = diag(r1, ..., 7¢) Pr, 7 <sK\{0} (i € [q]), 7 <&y, u = [u1,...,u,]",
uj +sK\F, (k<j<gq),and s; <sK? (i € [n]). It is sufficient to show that the
following distribution can be perfectly simulated:

(Tv; (T1qwi)icc, (8i)icc; (T1qwix; + 83),c5), (2)

where we set ¥ = wgmg = > iccwir; and v = uw — 1,7. This is because the
original view can be obtained by computing Tu + Zie[n] s;=Tv+> .8+
Zie@(quwixi + Si).

The case of C' = (. We can see below that the distribution of (2) is simulated
by the simulator described in Fig. 4:

— If h(z1,...,2,) = 0, then u; # 7 for all j € [k]. In addition, u; # 7 for
all k < j < ¢ since the u;’s are selected from K\ Fy and 7 is an element
of F,. Therefore, v € (K \ {0})? and hence Tw is uniformly distributed
over (K '\ {0})?. Since the s;’s are chosen independent of T, we have that
(Tv; (T1wir; + 8i)icn)) = (U5 (83)ien) for vectors v and s; (i € [n]) sam-
pled by the simulator.

— If h(z1,...,2,) = 1, then there is the unique index j € [k] such that u; = 7.
Again, it holds that u; # 7 for all k¥ < j < g. Therefore, the number of 0’s
in v is exactly one and Tw is uniformly distributed over the set of all the
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Simulator Simhla‘rﬁ(C’) for II»

Input. A set of colluding players C.
Oracle access. The residual function h\a - for the inputs xF of honest players.
Output. Correlated randomness Ry and (R;);cc of the colluding players and messages
(M;);ce of the honest players.
Algorithm.
- IfC =0
1. Choose (V5)jclqy € K? uniformly at random from (K \ {0})? if
h(z1,...,2,) = 0 and otherwise from {0} x (K\ {0})¢~*.

2. Choose 7 <&, and set ¥ = (Ur(5))je[q-

3. Choose s; «<sK? (i € [n]).

4. Output Ro = v+ > ., Si and M; = s; for i € [n].
— IfC #0:

1. For xc = (x;)icc € ]FLC‘, construct a set Az, using the oracle h\azﬁ as
Amc = {a S Fq | h‘a’mé(itca) = 1}

2. Construct a set I as I' = {zc € FI°! | |Awe| € {0, )}

3. Do the following.
o If |I'] = ¢!°I:
(a) Set we =0.
(b) Choose (U5)jeq € K? uniformly at random from (K '\ {0})? if

|Azg| = 0 for all z¢ and otherwise from {0} x (K \ {0})¢~'.

) Choose m <—s &, and set ¥ = (Ur(5))jeq-

) Choose s; <—sK? (i € [n]).

) Output Ro =v + EiE[n] §i7 R; = (Oq,gi) fori € C, and M; = Si

forie C.

o If || # ¢!°I:

(a) Fix we = (w;) € I'\ {0}.

(b) Fix xc = (x;)icc € F(‘IC‘ \ I" and write Az, = {a1,...,ax}, where
k= |ch ‘

(c) Set T = o (S0 @izs) (j € K], choose 7 K\, (k < j < q),
and set ¥ = (;)¢[q)-

(d) Choose T —sK\ {0} (j € [q]), T +s8q, and 5; <sK? (i € [n])
and set T = diag(71,...,7q) Uz N

(e) Output Ry = T + 3>, 8iy i = (T1qw;, 8;) for i € C, and
M; =3; fori e C.

e

(c
(d
(

Fig. 4. The simulator for the NIMPC protocol Il for the class of linear classifiers Lr, .
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vectors of K¢ of Hamming weight g— 1. Since the s;’s are chosen independent
of T, we have that (Tv; (T1,w;x; + 8;)ic[n]) = (V; (8i)ign)) for vectors v
and s; (i € [n]) sampled by the simulator.

The case of C' # ). To begin with, observe that A, constructed by the sim-
ulator described in Fig. 4 satisfies |Az.| € {0,q} if and only if >, wiz; =0
for any zc = (2i)icc. Indeed, if ), o wix; = 0, then for every a € F,, we have
that

hlg e, (Tca) =1 — > wiria =u; -7 (35 € [K])
ieC
= 0=u; —7 (3j € [k])
— hlg,_(0)=1.

Therefore, h|5,m5(a:ca) = h|awa(0) for all & € Fy and hence | A, | is either ¢ or
0 depending on whether h\awé(O) = 1 or not. Conversely, if ) ;- w;z; = # 0,
then for every o € Iy, we have that

hlg o (@oa) = 1 <= Y wiwia =u; —7 (3 € [K])
e
= a=0"(u;—7) (3 € [k])

Therefore, |A..| =k =1[S| = |f~1(1)| ¢ {0,¢}.

It is then possible to determine we up to a scalar multiple from the size
of the set I'. Indeed, if we = 0, then |Agz.| € {0,q} for all ¢ and hence
|| = ¢!€l. If we # 0, then a vector ¢ satisfies |Ag.| € {0,q} if and only if
it is orthogonal to w¢ and hence |I'| = ¢'°I=1. In the latter case, we have that
I't =we F, :={wecpB | B € F,} and so any non-zero vector in I'* is a salar
multiple of we.

Now, we can see that the simulator in Fig. 4 simulates the distribution of

(2):

— If I' = ¢/°l, we surely know that we = 0 and particularly, W = we. In
this case, we should have either |Ag.| = 0 for all ¢ or |Az.| = ¢ for all z¢
since |Ag..| only depends on h|57m5(0) regardless of . If | Ay | = 0 for all
xc, then it should hold that h\amﬁ(O) =0and 7 ¢ S. Then, v € (K\ {0})?
and hence T'v is uniformly distributed over (K\ {0})?. Otherwise, it should
hold that h|57m6(0) =1 and ¥ € S. Then, the number of 0’s in v is exactly
one and T'w is uniformly distributed over the set of all the vectors of K¢
of Hamming weight ¢ — 1. Since the s;’s are chosen independent of T, the
distribution of (2) is simulated by (v;(04)icc; (8i)iec; (8i);cg) for v and
8; (i € [n]) sampled by the simulator.

— If T # ¢\, we surely know that I' = w¢ - F,. The vector w¢ sampled
by the simulator can be expressed as we = we - S for some 3 € F, \ {0}.
Let v; = u; —7 for j € [k]. Let ¢ be inputs chosen by the simulator
such that xc ¢ I' and write Ay, = {aq,...,ax} for the inputs xc. Let
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Y= iccWizi #0and 0 = Y .~ w;z;. It holds that v = 63. Note that the
simulator knows k = |S|, wc, a; (5 € [K]), and ~.

We have that the values v; := a7 set by the simulator determine the v;’s
up to a scalar and a permutation. Specifically, there exists 7 € &) C Sy
such that v; = Bv,(;) for all j € [k] since for every o € Ay, = {0,..., a},
it holds that

a€ A, < da=v; (3jeElk])

= a=46"1v;=py v (35 €[k])

< ay=pv; (3j € [k])
Since v; and v; for k < j < ¢ are both uniformly distributed over K\ Fg,
we have (v;)jefq = (B70:-1(j))jelq- We also have 1,w; = 1,w;37" for all
1€ C.
Since the s;’s are chosen independent of T', we have the following:

(Tv; (T1wi)iec, (8i)icc; (TLqwizi + 8i);c5)

=( Tj w(j))je[q]' ((Tjwl)jE[q])ZGCv( 8i)iecs (Sﬁ)lec)

= (
= (
(

707 () jelq; (T5Wi) je[q))iec; (Si)iec; (8i)ca)
T (quw1)1€Ca (Nl)iEC§ (gi)ieé)a

(rjv
(r; B 0-10m))jelas (1B W) jeq)iccs (8i)iccs (8i);ea)
(750

where 7; (j € [q]), 7, T = diag(71, . . . ,7¢)Uz, and s; (i € [n]) are elements
sampled by the simulator.

Communication complexity. The maximum component of on-line and off-line
communication is the randomness R; for ¢ € [n], which consists of two vectors
over K of dimension ¢. Since K can chosen as any extension field of Fy, the
protocol achieves the communication complexity in the statement. a

As in the case of abelian programs, NIMPC protocols for Lr, is not directly

.....

applicable to Esl Sn Nevertheless, from the same reason presented in Corol-

lary 1, it is p0551ble to obtain a protocol for CI?;’”"S” by applying the BKR
transformation to the protocol for L, .

Corollary 2. Let F, be a finite field and Si,...,S, be subsets of F,. Then,

there exists a t-robust NIMPC' protocol II for Esl’ S such that CC(IT) =

ptTOPWqlog q, where p is a prime power with p > max{n, [S1], -, |Snl}-

6 Revisiting the BKR Transformation

6.1 Analyzing and Fixing the NIMPC Protocol of [6] for
Outputting-Message Functions

To realize the BKR transformation, the authors of [6] introduce the class of
outputting-message functions. Let M be a finite set and let L be the special
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symbol not in M. Let & = --- = &, = F, and & = &} x --- x &,. Let
A = [ay,...,a,] € ]F’;X” be a fixed matrix. Define the outputting-message
function Ay m : X — MU {L} associated with u € FX and m € M as

T

m, ifu=Afzy,...,z,]",

hu,’m(ajla ce 737»”) = {

1, otherwise.

Define O, 4 be the class of all the outputting-message functions, that is, Opa,4 =
{hum | w € FE,m e M}.

The authors of [6] propose a fully robust NIMPC protocol for O 4 with
communication complexity O(k(logg)(log|M]|)) and use it as a building block
for the BKR transformation. However, we show that their protocol does not
satisfy even 1-robustness if the matrix A satisfies a certain condition. We first
recall their protocol for Opq, 4. We denote by a; € ]F’; the i-th column vector of
A€ F’;X". We may assume M = [, since a protocol for an arbitrary message
space M is obtained by expressing an element of M as a vector over F, of
dimension [log, |[M[].

Protocol IIgkr for O a

Gen(huy,m):
1. Choose s +sF¥ r; <sF, (i € [n]) and set o =m — s u — 2icin Ti-
2. Choose s; «sF¥ (i € [n]) and set vo = u + 2icin) Si-
3. Output Ry = (pto,v0) and R; = (s " ai,7:,8;) for i € [n].
Enc;(z;, R;):
1. Parse R; as (i1, fi2, pi), where ui1, pi2 € Fq and p; € IFZ.
2. Output M; = (,uz-lxi + Wiz, @;x; + pi).
DEC(Ro, Ml, ceey Mn):
1. Parse Ry as (uo,v0) and M; as (us, v;), where u; € Fq and v; € ]F’;.
2. Ifvg = Zie[n] v;, then output uo + Zig[n] i and otherwise output L.

Fig. 5. The NIMPC protocol IIgkr of [6] for the class of outputting-message functions
OM,A.

Proposition 2. Let C C [n]. If there exists j € C such that a; # 0 and {a; | i €
CU{j}} does not span F%, then the protocol kg described in Fig. 5 is not
C-robust.

Proof. Let u € ]F’qc be a vector that is not in the space spanned by {a; | i €
C U {j}}. Fix any m € F, and set h = hym € Om,a- Let x5,y be two
inputs such that z; # y; and z; = y; = 0 for all ¢ € C \ {j}. Then, it holds
that hlz,_ () = hlg, _(2g) = L for any 2z € Xo. Assume that IIgkr is
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C-robust and that there is a simulator Sim satisfying Definition 2. Since Sim
simulates the adversary’s view with oracle access to the same residual function
h|€,w5 = h|ay5’ the views of the execution of ITgkr on x5 and yz should be
identical to each other.

On the other hand, the adversary can compute d := vy — Zieﬁ v; — ZieC S;
from his view. If z is inputted to IIgkr, then d = u — a;z;. If y5 is inputted,
then d = u — a;y; # v — a;jz;, from which it follows that the two views are
different. This is a contradiction. a

We note that the condition of Proposition 2 holds even for the matrix A used
in the BKR transformation. Indeed, to transform a 0-robust NIMPC protocol
into a t-robust one, it is necessary to choose k =t+1and A = [H",e;]", where
H e IFZX" is a matrix such that every ¢ column vectors is linearly independent.
For any set C' of size at most ¢t — 1 and any j € C, the column vectors of A
indexed by C'U{;j} span a subspace of F¥ of dimension ¢, which therefore implies
that the condition of Proposition 2 holds.

Next, we fix their protocol IIgkg. The main issue is that the adversary is
able to compute d = vy — >, c5Vi — D iccSi = W — ) . a;v; while the
only information on d revealed by the residual function is whether it is in the
space spanned by {a; | i € C}. We therefore randomize the vectors d and
a; (i € C) to ensure for the adversary not to learn more than their linear
independence relation. Specifically, we choose a matrix T' uniformly at random
from GLi(Fg) and redefine vo = Tu + ., 8i- We additionally give T'a;
to each P; as randomness. Then, the adversary only learns vo — ), sV —
Yicc8i = T(u — ), za;x;), which leaks the linear independence relation
among d and a; (i € C) and nothing more. Note that our modification increases
the communication complexity of ITgkr only by a constant factor and hence the
statements of [6] still hold true.

Theorem 3. Let M be a finite set and A € ]F’;X” be a matriz. Let X} = --- =
Xn =F, and X = X x --- x &),. Then, the protocol Il described in Fig. 6
is a fully robust NIMPC protocol for Opaq, a such that

Clon(ITpxR) = (K + [log, [M]]) - [log g
and CCoft(ITpg) = (2k + 2[log, [ M[]) - [log q].

To begin with, we show a lemma used in the proof of Theorem 3.

Lemma 1. Let A = (a;)icpq be a tuple of £ vectors, where a; € ]F’;, Let I' =
Ker(A). Then, the distribution of (T'a;);cjq induced by T <s GLp(F,) is the
uniform distribution over Fr = {(vi)icyg | Ker((vi)ici) = I'}.

Proof. Fix W; = [wj1,...,w;¢] € Fr for j = 1,2. Note that TA € Fr for any
T € GLg(F,). It is sufficient to show that the probabilities of T'A being W; are
equal to each other.

Let I; C [¢] be such that {wy; | i € I} is a basis of W7y, that is, {wy; | i € I}
is linearly independent and for every j € [¢] \ I, there exist ¢;; € F, such
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Protocol IIkg for Oara

Gen(huy,m):
1. Choose s +sF¥ r; <sF, (i € [n]) and set o =m — 8" u — 2icin) Ti-
2. Choose T s GLy(F,), s; +sFX (i € [n]) and set vo = Tu + >icin) Si-
3. Output Ro = (uo,v0) and R; = (sTai7ri7Tai7si) for i € [n].
Enc;(z;, R;):
1. Parse R; as (ui1, iz, Pi1, Pi2), where p;1, iz € Fg and pi1, piz € IF’,;.
2. Output M; = (ua1zi + piz, pi1Ti + pi2).
DeC(Ro, ]\417 ceey Mn):
1. Parse Ry as (uo,v0) and M; as (us, v;), where u; € Fq and v; € F’;.
2. Ifvg = Zig[n] v;, then output po + Zie[n] i and otherwise output L.

Fig. 6. The NIMPC protocol ITikg for the class of outputting-message functions
OM,A.

that wy; = Ziell wi;c;j. Then, {wq; | ¢ € I} is a basis of Ws. Indeed, if
Eieh wy;d; = 0 for some d; € Fy, then (d;);er, € I'. Hence Zieh wi;d; = 0 and
d; =0 for every i € I1. If {wo; | i € I5} is linearly independent for some I D I,
then there is no non-zero d € I" such that supp(d) C I5. Then, {wy; | i € Iz} is
linearly independent and hence I = I;. Note that wy; = Zz‘eh Wo;Cij.

Due to the linear independence, there exists S € GLg(F,) such that Swy; =
w2, for every s Il. Then, Swlj = Z S'wucij = Zieh S’UJQq;CZ‘j = Wy for
every j € [{]\ I;. Therefore,

i€l

Pr[T s GLy(F,) : TA = W1 = Pr[T ¢ GLy(F,) : STA = Wa]
=Pr[T <sGLy(F,) : TA = Wa3].

Proof (of Theorem 3). We assume that M = F,. It is possible to construct a
protocol for any message space M in the same manner as [6].

Correctness. Let h = h,, ,, be a function to compute. Correctness follows from
the following observation: the protocol outputs a message other than L if and
only if vy — Zie[n] v, = T(u— Zie[n] a;x;) = 0, which in turn occurs if and
only if u = Zie[n] a;z; since T € GL(F,). Then, the output is po —&-Zie[n] i =
m—s(u—3,cp, @) =m.

Robustness. Let C C [n] and Cy = C U {0}. The adversary’s view can be
decomposed into the following two parts:

(Tu + Z si; (Ta;)ico, (8i)ico; (Taiw; + 8i);c6),
i€[n]
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Simulator Simh‘azﬁ(C) for ITgkr

Input. A set of colluding players C.
Oracle access. The residual function h\am6 for the inputs xF of honest players.

Output. Correlated randomness Ry and (R;);cc of the colluding players and messages
(M;);ce of the honest players.
Algorithm.
- IfC =0
1. Set 0o = m and Ag = 0 if h(z1,...,2n) = m # L and otherwise choose
50 <—$Fq, Ao <—$]FI; \ {0}
2. Choose 7; <sFy (i € [n]), 3; +sFF (i € [n]).
3. Output Ro = (80 = >Z;c(n) Tir Ao+ D¢ 8i) and Mi = (74, 8;) for i € [n].
— IfC #0:
1. Construct I'p and I as
Iy ={zc € Fi’' | " aiwi =0} and Iy = {(0,z0) € F,”*" | e € I}
icC

2. Construct Iy and Iy using the oracle h|5,15 as
Iy ={wc €FS | hig g (wo) # L}
and I = {(z0, ®owo) € FICT | 2o € Fy \ {0}, zc € I}
3. Set I'" = I} UTY and define
Fri={(Ai)iccuioy € Fg) I | Ker((Ai)iccugoy) = I'}-
4. Choose (6:)iccuoy +s(I")*, (Ai)iccuioy < Frv, Ti <sFy (i € [n]), and
3i Tk (i € [n]).
5. If I't = 0, output

Ro = (60 — Z Ti, Z Si — Ao), Ri = (64,73, A4, 8;) for i € C,
]

i€[n] i€[n
and M; = (?ugz) for 1 € C.

Otherwise, fix ¢ € I and set m = h|€,w5(mc)' Then, output

Ro = ((50 +m — Z ’7"1', Z S; — Ao),Ri = (51,?Z,Az,§z) for ¢ € C,

i€(n] i€[n]

and M; = (75, 8;) for i € C.

Fig. 7. The simulator for the NIMPC protocol IIgkg for the class of outputting-
message functions O, 4.
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where T’ s GLx(F,) and s; <sF¥ (i € [n]), and
(m — sTu— Z i (STai)ieCa (ri)iecs (STaz‘%‘ + 7))
i€[n]
where s <—sF¥ and r; <—sF, (i € [n]). We separately show that each of the two

distributions is perfectly simulated by the simulator described in Fig. 7.
As for the first part, it is sufficient to show that the distribution of

(Tao; (Tas)icc, (8i)icc; (Taix; + 8:),.5) (3)

is perfectly simulated, where ag = ), & @;z; — u. This is because the original
view can be obtained by computing vy = ~T'ag+)_,cc 8i + ) ;ca(Tair; + ;).
The case of C = (). We have the following:

— If h(xy,...,2,) = L, then ag # 0 and Tag is uniformly distributed over
F%\ {0}. Since the s;’s are chosen independent of T, letting Aq <—sFF \ {0}
and §; <s F’; (i € [n]), we have (T'ag; (T'a;x; + 8i)icin)) = (Qo; (8i)iem)-

— If A(z1,...,2,) = m # L, then ag = 0 and T'ap = 0. Since the s;’s are
chosen independent of T, letting Ag = 0 and 8; «sF¥ (i € [n]), we have
(Tao; (T'aiz; + si)iein)) = (Ao (Si)iem))-

The case of C # 0. Let B = (a;)icc, and I' = Ker(B). We show that I7)
and I constructed by the simulator satisfy I)j U I7 = I'. Indeed, let &, =
(zo,xc) € I'. If 29 = 0, then ), a;r; = 0 and hence x¢, = (0,z¢) € I}. If
o 7é 0, then Ziea a;xr; + Ziec ai(l‘,ﬂ?al) = u and h|aw€(mca:51) =m 7& 1.
Hence, xc, = (w0, (xoxy  )2o) € IY. Conversely, any (0,z¢) € I} is clearly an
element of I". Any element of I'] can be expressed as (xg, xcxo) for some g # 0
and zc = (2i)iec With hlg,_(zc) # L, e, Yo airi + Yicc aimi = u.
Therefore, it holds that aozo + ). ai(w:20) = 0 and hence (zo, zowo) € I

It follows from Lemma 1 that (T'a;);cc, is uniformly distributed over Fr =
{(Ai)icc, | Ker((As)iec,) = I'} when T «—s GLy(F,). Note that the s;’s are cho-
sen independent of T'. Therefore, letting (A;)icc, s Fr» = Fr and §; < IF’; (i e
[n]), we have

(Tao, (Tas)icc, (8i)icc; (Taix; + 8:),c5) = (Ao; (Ai)ico, (8i)ico; (8i),c)-

As for the second part, it is sufficient to show that the distribution of

(m+ STao; (STai)iGCa (ri)iecs (STaixi + Ti)z‘eé) (4)

is perfectly simulated, where ag = ), & @;x; — u. This is because the original

view can be obtained by computing po = (m-+s"ag)=>,ccri—> ca(s’ aiwi+

’f‘i).
The case of C = ). We have the following;:

— If h(z1,...,2,) = L, then ag # 0. It follows that s ay and hence m + say

are uniformly distributed over F,. Since the r;’s are chosen independent of
s, letting &g <—sF, and 7; «sF, (i € [n]), we have (m + s"ao; (s a;z; +
i)iein)) = (005 (T)icn))-
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— If h(xy,...,2,) =m # L, then ag = 0 and s"ag = 0 for all s € IF’;. Since
the r;’s are chosen independent of s, letting o = m and 7; <—=sF, (i € [n]),
we have (m + STao; (STaixi + Ti)ie[n]) = (do; (Fi)ie[n])~

The case of C # (). For s s F’;, we have that (m+sao, (s"a;)icc) = s' B+
mey. Define row(B) = {s"B = (s'ai)icc, | s € FF}. It then holds that
(I'")*+ = I't =row(B) since I'" = I' = Ker(B).

Now, we can see below that the distribution of (4) is perfectly simulated:

- If h|am6(wc) = 1 for all x¢, then ag is not in the space spanned by

{a; | i € C}. In particular, there exists a vector sg € F’; such that s] B =
e] =11,0,...,0]. Therefore, s B + me] = (s + som)" B is uniformly dis-
tributed over row(B) if s ¢ IF’;. Since the 7;’s are chosen independent of
s, the distribution of (4) is identical to (do; (0;)iec, (Ti)icc; (Ti);ce), Where
(6:)iec, < (I")* and 7; <—sF, (i € [n]) are sampled by the simulator.

- If h|€,m5(m0) # 1 for some x¢, then the simulator actually gets the mes-
sage m € F,. We know that (s a;)icc, is uniformly distributed over row(B)
if 8 ¢ IF’;. Therefore, since the r;’s are chosen independent of s, the distribu-
tion of (4) is identical to (8o+m; (8;)icc, (Ti)iecs (Ti);ea), where (6;)icc, s (I")*
and 7; <—sF, (i € [n]) are sampled by the simulator.

Communication complexity. The maximum component of on-line and off-
line communication is the randomness R; for ¢ € [n], which consists of two
scalars of I, for outputting messages and two vectors over F, of dimension k for
checking the equality u = Ax. If elements of M are expressed as vectors over
F, of dimension ¢, the communication complexity of the first two entries of R;
increases ¢ times. Therefore, the protocol achieves the communication complexity
in the statement. ad

6.2 An Asymptotically Optimal NIMPC Protocol for Indicator
Functions

As a byproduct of our modified protocol IIfkg, we obtain a fully robust NIMPC
protocol for indicator functions with asymptotically optimal communication
complexity with respect to the input length.

We recall the definition of indicator functions [3]. Let X; (i € [n]) be finite sets
and X = X X - - X X,. Define the indicator function h, : X — {0,1} for a € X as
he(z) =1 if and only if = a for z € X. In addition, we define idg : X — {0,1}
as idg(z) = 0 for any « € X. Define Zx be the class of all the indicator functions
together with idg, that is, Zy = {h, | a € X} U {idp}. Indicator functions are
fundamental building blocks to realize NIMPC for an arbitrary class of functions.
Actually, based on the fact that any function h : X — {0,1} is expressed as
h(z) = > cx:n(a)=1 Mta(@), it is shown that an NIMPC protocol for any given
class H can be obtained from any protocol for Zy with a multiplicative overhead
of maxyey, |h~1(1)] [3]. The reason why we incorporate idg in Zy is to prevent
the equality h = 37, ¢ v.(a)=1 ha from revealing [A~'(1)].
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We show that the protocol IIjky can be used as a protocol for Zy with
a slight modification. Let ¢ be a prime power such that ¢ > max;c[,) |X;]. We
identify each X; with a subset of F, \ {0}. Let A = [e1, ..., e,] be the identity
matrix of size n. Note that computing h, for a = (a;)icp,) € & is reduced to
testing the equality w = Ax, where u = [a1,...,a,]". We also see that testing
Ax = 0 is equivalent to computing idg since the inputs are represented as non-
zero field elements. Therefore, we can realize NIMPC for Zy by running the
protocol Iy for O, a except that we skip the procedures to reveal messages.

Corollary 3. Let Xy,...,X, be finite sets and X = X} x --- x X,. Let q be
a prime power such that ¢ > max;cy |X;|. Then, the protocol I3 described in
Fig. 8 is a fully robust NIMPC protocol for Ty such that CCon(IT) = nflogq]
and CCof(IT) = 2n[logq].

Protocol 113 for Zx

Gen(h):
— h =1ido:
1. Choose T <=5 GLn(Fy), si <sFg (i € [n]) and set vo =37, si-
2. Output Rg = vo and R; = (Te;, s;) for i € [n].
— h=hge for a=(ai,...,an):
1. Set u = [a1,.. .,an]T e Fy.
2. Choose T <= GLn(Fq), si <—sFy (i € [n]) and set vo = Tu + 3, Si-
3. Output Ry = v and R; = (Te;, s;) for i € [n].
Enc;(zi, Ri):
1. Parse R; as (pi1, pi2), where pi1, pi2 € Fy.
2. Output M; = pinxi + piz.
Dec(Ro, M1, ..., My):

1. f Ry =5, M;, then output 1 and otherwise output 0.

i€[n]

Fig. 8. The NIMPC protocol I3 for the class of indicator functions Zx.

According to the lower bound [17], any NIMPC protocol for Zx has commu-
nication complexity at least n~! Zie[n] log |X;|. Therefore, if the input domains
all have the same size, i.e., |X1| = --- = |&,|, our protocol is asymptotically
optimal with respect to the input length.
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