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Abstract. We consider interactive proofs for social graphs, where the
verifier has only oracle access to the graph and can query for the ith neigh-
bor of a vertex v, given i and v. In this model, we construct a doubly-
efficient public-coin two-message interactive protocol for estimating the
size of the graph to within a multiplicative factor ε > 0. The verifier per-
forms Õ(1/ε2 · τmix ·∆) queries to the graph, where τmix is the mixing
time of the graph and ∆ is the average degree of the graph. The prover
runs in quasi-linear time in the number of nodes in the graph.
Furthermore, we develop a framework for computing the quantiles of
essentially any (reasonable) function f of vertices/edges of the graph.
Using this framework, we can estimate many health measures of social
graphs such as the clustering coefficients and the average degree, where
the verifier performs only a small number of queries to the graph.
Using the Fiat-Shamir paradigm, we are able to transform the above
protocols to a non-interactive argument in the random oracle model.
The result is that social media companies (e.g., Facebook, Twitter, etc.)
can publish, once and for all, a short proof for the size or health of their
social network. This proof can be publicly verified by any single user
using a small number of queries to the graph.
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1 Introduction

Social networks have become a large and influential part of the everyday lives
of billions of people. The study and analysis of social networks is a modern
approach to understand human relationships and, as such, it has gained a vast
amount of attention from researchers in areas spanning from psychology and
public policy to game theory and computer science. As many of these networks
contain immense amounts of data [CEKLM15], new tools ought to be developed
to facilitate new demands.

From a computational point of view, a social network is modeled as a graph.
Very abstractly, a node represents an individual (or an entity), and an edge
represents a relationship between two individuals (we note that a social graph
can represent other entities as well, such as companies, objects of interest, or
virtual asserts such as a webpage and more). This abstraction is limited yet has



been shown very fruitful for studying social relationships with applications rang-
ing from economics to health. Social networks usually share common structural
properties such as homophily, the existence of clusters, the small-world phenom-
ena, heterogeneous distributions of friends, and community structure [Bre12;
EK10; Kle00]. Some of these properties can be explained using known measures
of graphs such as small mixing time (e.g., a random walk converges rapidly to
its stationary distribution), small average distance between a pair of nodes (the
“small world” phenomenon), and small average degree.

The company or the network’s provide (the entity in hold of the data of the
network) in most cases regularly publishes data (either to the public or to a group
of interest) regarding the number of (active) users and other “health” measures
for various commercial and sociological purposes. However, as a community, it is
crucial to have an independent estimate of these measures, and in particular, one
that does not have a blind trust in the provider’s reports, which are amenable by
financial or political incentives. For example, Facebook has acquired WhatsApp
at a steep price of 16 billion dollars which was computed by a 40 dollar evaluation
per user of the platform [Wha], giving WhatsApp incentive to increase their
network size in the reports4.

Two main challenges stand in the path to performing independent estimates
of social graphs health measures. First, the graphs are huge, which makes it
infeasible to simply obtained the data on a standard machine and perform arbi-
trary computations. Second, and perhaps more importantly, the data is usually
not freely available to obtain, but instead, is accessible via the public interface
of the network. Typically, and as considered in this work, the interface includes
queries to check membership of a specific node’s ID, querying for the node’s
neighbors, fetching meta-data as its degree, and so on. Furthermore, for security
and data proprietary reasons, access to this interface is throttled where it is
forbidden to perform a large number of queries in a short time.

As a result, to face these challenges, there has been a line of work focused on
estimating the size of social graphs, and other measures, via its public interface
while performing few queries as possible. The main ingredient in these works is
that the public interface allows performing a “random walk” in the graph and
since such graphs have good mixing-time one can reach the stationary distri-
bution with only a few queries. For example, the public interfaces have been
used in [GKBM10; HRH09; RT10] to estimate the assortativity coefficient, de-
gree distribution, and clustering coefficients of online social networks, as well as
in [YW11; HRH09; KLSC14; KBM12; KH15] to estimate the number of regis-
tered users.

Similar techniques are used for search engines as well, as they provide a
public interface as part of their service. Web results (documents) which fit a
search engine queries induces a bipartite query-document graph structure. Search
engine public interfaces have been used in [BYG08; Bro+06; BYG11] to estimate
corpus size, index freshness, and density of duplicates using search engine queries.

4 We are not suggesting that WhatsApp behave untruthfully, but merely that they
had the incentive to do so.
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In [BYG09] the authors provide a way to estimate the impression rank of a
webpage. In [ZLAZ11] the number of YouTube videos is estimated by sampling
link prefixes.

One of the most basic property of a social graph that one would study is
the size of the graph (the number of nodes in the network). If the graph has n
nodes, then using birthday paradox techniques, the number of queries required
to estimate n is roughly

√
n, assuming queries return a uniform node at ran-

dom [YW11]. In a more recent work, [KLSC14] have shown that the random
walks provide a biased sampling of the nodes in the graph which, under certain
assumptions on the graph, allow to get a biased version of the birthday para-
dox that uses only (roughly) O(n1/4) queries. In [KMV17] it is shown that this
bound is tight, if one insists on solely using the public interface. This is a huge
improvement over a naïve O(n) solution but still leaves much to be desired. This
leads us to ask:

Can we estimate social graph measures using few queries to the
network while having no trust in the graph’s provider?

We propose a way to, on the one hand, use the power of the network provider
(e.g., Facebook, Twitter, YouTube, Linkedin, etc.) for computation, and on the
other hand, put no trust in them. That is, we propose interactive proof for
social graphs, as a solution to this problem and as a generalization of the known
interactive protocols [GMR89]. In this model, we request the network’s provider
to not only provide measures such as the size of the graph but, in addition,
provide a “proof” of their claims. The proof will come in the form of an interactive
protocol between a verifier (a weak computation device that can perform a small
number of queries to the public interface) and a prover (the network’s provider
that has full access to the graph).

As the verifier cannot query the entire graph, we cannot hope to compute the
precise graph size. Instead, we relax this requirement and settle for an approx-
imation of the size of any measure in mind. As is often the case in interactive
proofs, we require two properties from the interactive protocol. Completeness: if
the prover is honest and provides the right measures with the prescribed proof,
then the verifier will accept the claims (with high probability). Soundness: if a
cheating prover submits claims that are far from the correct ones, then no matter
what proof it provides, the verifier will reject its claims (with high probability).
This way, we can efficiently estimate the graph’s size without putting any trust
in the network itself.

Our model assumes that the graph itself is fixed, and we only interact with
a prover that has access to this graph but cannot make changes to it. One could
imagine that a social network could create an alternative fake view of the network
with a large number of fake users and connections which would fool the verifier.
However, there are several reasons why this would not happen and we stress two
points.

First, it is impossible to distinguish between queries issued by a verifier and
by legitimate users. Thus, in order for the prover to cheat the cheating prover
must consistently change the graph for all users, and not only for a specific
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verifier. Second, without our protocol, the social network can cheat simply by
publishing wrong reports about their network (which happens in many cases).
Using our protocol, any cheating report has to be materialized and maintained
in the network in a way that affects all users. While this is still possible, it puts
a huge burden on the cheating party.

1.1 Our results

We develop a framework for interactive proofs for social graphs. The first main
result is a public-coin interactive protocol for estimating the size of a social
graph, up to a small multiplicative error ε for any ε > 0. Let G be a graph of
size n and let ñ be the claimed size. The protocol verifies that ñ ∈ (1± ε)n. The
verifier performs a small number of queries (depending on the mixing-time and
average degree of the graph), and the prover is quasi-linear in the size of the
graph. This improves upon all previous works in terms of the number of queries
(however, with the help of a prover).

We stress that we have no precise definition of a “social graph” and instead
our results apply to any graph where the complexity of the protocol depends on
different measures of the graph (e.g., mixing time) which are relatively small for
social graphs. We show the following theorem.

Theorem 1 (informal). Let G be a graph with n nodes, mixing time τmix and
average degree ∆, and let ε > 0. There is a two message public-coin interactive
proof for estimating the size of a graph in the social graph model, within an error
of ε where the verifier’s query complexity, running-time and the communication
complexity are all bounded by Õ(1/ε2 · τmix · ∆), and the prover runs in time
Õ(n · 1/ε2).

The theorem above is shown via a more general technique of estimating the
size of any set S where the verifier has limited access to the set, in our case, the
set will be the set of vertices in the graph. The verifier has membership queries
to the set and an efficient procedure that can sample a uniform element from the
set (which in our case corresponds to a random walk in the graph). The precise
theorem is given in Theorem 5.

Estimating the size of a social graph (or in general a set) is perhaps the
first and most basic property one would like to know about the graph. However,
many other more involved complexity measures are desired as well, including the
average degree, the local clustering coefficients, and others. Towards this end,
we develop a general framework for estimating a large class of measures that
include the most popular and studied ones, such as the examples given above.

For essentially any computable function f which is applied on a single vertex
of the graph, let Af (q) a value that is the q-th quantile of the vertices of the
graph when applying the function f . As the first theorem, this theorem, too, is
shown via a more general approach to estimate the average value f(x) for any
set S.
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Theorem 2 (informal). Let G be a graph with n nodes and mixing time τmix,
and let f be a computable function. There is a two-message protocol that (given
n) computes Ãf (q) such that

Ãf (q) ∈ [Af ((1− ε)q), Af ((1 + ε)q)] ,

with soundness error 1/3, completeness error 1/3, communication complexity
Õ(1/ε2), verifier query complexity Õ(1/ε2·τmix), and prover running-time Õ(1/ε2·
n).

The precise theorem (for general sets) is given in Theorem 8.

Applications of our framework. The structure of social networks is studied via
a set of common structural measures which reflect the health and authenticity
of the network (see [CRTB06] for a survey of major structural measurement).
In [MMGDB07] a large-scale measurement study and analysis of the structure of
multiple online social networks. Our framework is useful for estimating various
different structural measures of social graphs. The core measures are average de-
gree; degree distribution; and local clustering coefficient distribution. [CRTB06].
In Section 5 we elaborate on these applications.

Social graphs and society. Social media companies are subject to severe public
critique in the past years. As the understanding of the effects of social me-
dia grows, the companies are expected to fight bots pretending to be users, echo
chambers, and other unfavorable phenomena (see, e.g., [GDFMGM18; ACELP13]
and references therein). The protocol proposed in this paper can be used by the
companies to prove that the issues are under control, and by society to hold the
companies accountable. In Section 5.5 we elaborate on this further.

Non-interactive arguments for social graphs. One important property of our
protocols is that they are public-coin protocols, meaning that the verifier has
no secret random coins and the messages it sends are merely the random coins
he flips. This has two main benefits. First, it ensures that the protocol is secure
even if the social graph observes the verifier’s queries. The verifier might perform
queries that are later not sent to the prover and leak information about its private
randomness. Since the social graph is the entity that implements these oracles to
the graph, these private queries are indeed leaked to it. Our public-coin protocol
removes any concern of this type.

Second, and even more importantly, public-coin protocols can be transformed,
via the Fiat-Shamir transformation, to non-interactive arguments systems, in the
random oracle model. This is achieved by having the prover use the random or-
acle for getting the random challenge for a specific prover message. The result is
a short (e.g., polylog-sized) “proof” that can be published once and for all by a
social graph company (Facebook, Twitter, etc.) and can be later publicly verified
by any single user using only few (i.e., polylog) queries to the network (in the
random oracle model, the scheme is even more practical and does not hide any
large constants). These proofs can be used for publishing the company’s annual
report and even possibly used in court.
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1.2 Related work

Goldwasser and Sipsers [GS89] presented a general technique that transforms any
interactive protocol to a public coin protocol. At the heart of their transformation
is a public-coin interactive proof for lower bounding the size of a specific set that
is given implicitly to the verifier (he has only membership access to the set). Our
work strengthens this result in several ways. First, we provide an upper bound
together with the lower bound, which gives a complete estimation of the size
of the set (in [GS89] a lower bound was sufficient for their proof). Second, we
provide an arbitrary approximation with ratio ε where in [GS89] the ratio was
assumed to be 2. We note that the protocol given in [GS89] does not work for
better approximations ratios (it is not merely a matter of better analysis, but a
protocol change is required).

There is a generic way to reduce a general approximation ratio of ε to 2, by
taking the Cartesian product of the set with itself. That is, if S is the set, we
estimate the size of Sk which contains all k tuples from S. The main problem
with this is that the set Sk has size |S|k, and thus, the running time of the prover
is at least |S|k, which is not realistic for most sets S and appropriate values k.

Fortnow [For87] also gave a protocol for estimating the size of a general set (he
gives a lower bound and an upper bound), however, in his work the approxima-
tion ratio assumed is super-constant (in fact, his protocol allows distinguishing
between a set of size n and a set of size n2). Moreover, the upper bound he
gives is a private-coin protocol where our protocol is public-coin. As discussed, a
public-coin protocol is desirable, in part for applying the Fiat-Shamir transfor-
mation to get a corresponding non-interactive argument. Note that one cannot
simply apply the [GS89] transformation to make the protocol of [For87] public-
coin as this transformation is proven in the standard model (where the verifier
has full access to the input) and, moreover, this transformation does not preserve
the running-time of the prover (where we aim to have an efficient and practical
prover).

Interactive proofs of proximity. In our protocol, the verifier is sublinear in its
input and soundness condition only asserts that what we compute is close to
the real value. This can be modeled as an interactive proof of proximity (IPP)
[EKR04; RVW13]. One can view IPPs as the property testing analogue of inter-
active proofs. More concretely, consider the representation of the graph as a long
indicator vector of size |U | where U is the universe of all possible vertex IDs.
Then, what we develop here is an IPP for the hamming weight of this vector,
which corresponds to the size of the graph. However, there are critical differ-
ences in our goal compared to what is known for IPPs. Our protocols achieve a
multiplicative error ε with respect to the size of the graph. On the other hand,
in an IPP, the distance and error are with respect to |U |, the size of this long
vector. Thus, any hamming weight IPP would not be useful in our setting.
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1.3 Paper organization

In Section 2 we give a formal definition of the graph query model in which our
interactive protocols take place, and provide additional required preliminaries.

In Section 3 we show our first main result which is a general protocol for
estimating the size of any set, where the verifier is given only oracle access to
the set. The proof is split into two parts, one for the lower bound and one for
the upper bound (each in its own subsection).

Then, in Section 4 we build upon this protocol and construct a general frame-
work for estimating a large class of functions. The section begin with an overview
of our techniques and then the formal statement and proof.

In Section 5 we combine the previous sections (that apply to any set) and
show how to instantiate them on a social graph using random walks and get our
final theorem statements. Additionally, we demonstrate the usefulness of our
framework and show how to estimate various different social graph measures.

Finally, in Section 6 we show how to apply the Fiat-Shamir transformation
to get a corresponding non-interactive version of our protocols, in the random
oracle model.

2 Model definition and preliminaries

Graph notations. Throughout the paper, we will consider a social graph. The
graph is denoted by G, its set or vertices is denoted by V and the set of edges
is denoted by E. Usually, n represents the size of the graph, i.e., the number of
vertices in the graph, where m usually represents the number of edges. Using
this notation, |V | = n and |E| = m. Additionally, we denote by di the degree of
vertex i and the sum of degrees by D =

∑n
i=1 di = 2|E|. The maximum degree

of a graph is noted by dmax = maxni=1 di.

2.1 Interactive proofs

An interactive protocol (P, V ) for a language L is a pair of interactive Turing
machines; for a instance x we denote by 〈P (x), V (x)〉 the output of V in an
interaction between P and V on common input x.

Definition 1. An interactive protocol (P, V ) is an interactive argument system
for a language L ⊂ {0, 1}∗, if V is PPT and the following conditions hold:

– Completeness: For every x ∈ L: Pr[〈P (x), V (x)〉 = 1] ≥ 2/3.
– Soundness: For every P ∗, for every x /∈ L: Pr[〈P ∗(x), V (x)〉 = 1] ≤ 1/3.

We refer to (P, V ) as a public-coin proof system if V simply sends the outcomes
of its coin tosses to the prover (and only performs computation to determine
its final verdict). Note that the soundness error and completeness error can be
arbitrary amplified to 2−k by repeating the protocol in parallel O(k) times.
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2.2 The graph query model

In this paper, we construct interactive protocols for languages where the verifier
is sublinear and has specific oracle access to the input. In particular, we consider
languages of graphs. Let U be a universe of elements (e.g., U is the set of all
possible IDs of a vertex in the graph). Let G = (V,E) be a graph where V ⊆ U
and let n = |V |. Every element in x ∈ V is described using log |U | bits and this
will be our “word” size w = log |U |. In our model of computation, we assume
that algorithms can perform operations on words of size w in constant time.
The verifier has oracle access to such a graph G where the oracle ρG is given as
follows:

ρG : U × {0, 1, . . . , |U |} −→ U ∪ {0, 1, . . . , |U |} ∪ {⊥} .

The oracle ρG gets an element x and an index i and returns the ith neighbor of
x in the graph G. If x is not in the graph then it returns ⊥. If x has less than
i neighbors then it returns ⊥. If i = 0 then it returns the number of neighbors
that x has in the graph (this is why the range of ρG is U ∪0, 1, ..., |U |). Formally,
we define

ρG(x, i) =


⊥ if x /∈ V or deg(x) < i

deg(v) if x ∈ V and i = 0

u if x ∈ V and u is the ith neighbor of v
.

We consider algorithms that have oracle access to ρG. An oracle algorithm A
with oracle ρG can perform queries to ρG and get a response in a single time unit
cost. Thus, the running time of A is a bound on the actual computation time and
the number of oracle queries it performs. Using this, we can define an interactive
protocol between a verifier and a prover where the prover has complete access
to the graph and the verifier has only ρG query access, and performs a small
number of queries.

Definition 2 (Interactive proofs in the graph query model). Let G be a
graph and let 〈P (G), V (G)〉 be an interactive protocol where the instance is the
graph G. We say that the protocol is in the graph query model if the verifier V
has only oracle access to ρG (the prover has explicit access to G). Additionally,
we give the verifier V an arbitrary node x0 in the graph.

Formally, we write the completeness and soundness conditions as follows.

– Completeness: For every G ∈ L:

Pr[〈P (G), V ρG(x0)〉 = 1] ≥ 2/3 .

– Soundness: For every unbounded P ∗, and every G /∈ L,

Pr[〈P ∗(G), V ρG(x0)〉 = 1] ≤ 1/3 .
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2.3 Additional preliminaries

Theorem 3 (Chernoff-Hoeffding). Let X =
∑m
i=1Xi be the mean of m

independent Bernoulli (indicator) random variables where E [Xi] = pi. Let µ =
E [X] =

∑m
i=1 pi. Then,

1. Pr [X ≥ (1 + δ)µ] ≤ e−
δ2

2+δ ·µ for all δ > 0.
2. Pr [X ≤ (1− δ)µ] ≤ e− δ

2

2 ·µ for all 0 < δ < 1.

Limited independence. A family of functions H mapping domain {0, 1}n to range
{0, 1}m is k-wise independent if for every distinct elements x1, . . . , xk ∈ {0, 1}n,
y1, . . . , yk ∈ {0, 1}m, we have Prh∈H[h(x1) = y1 ∧ . . . ∧ h(xk) = yk] ≤ 1

2km
.

Theorem 4. There exists a family H of k-wise independent functions from
{0, 1}n to {0, 1}m such that choosing a random function from H requires O(k ·n)
bits.

Definition 3. We say that G : {0, 1}d → {0, 1}n ε-fools a circuit class C if for
every C ∈ C it holds that∣∣∣∣ Pr

s←{0,1}d
[C(G(s)) = 1]− Pr

x←{0,1}n
[C(X) = 1]

∣∣∣∣ ≤ ε . (1)

3 Set cardinality interactive proof

In this section, we provide a general interactive protocol for estimating the size
of a (large) given set, with a sublinear verifier that has only oracle access to
the set. Looking ahead, we will apply this protocol on the nodes (and edges) of
the social graph. The task is formulated as follows. There is a universe U and a
subset S ⊂ U of interest. Our goal is to (approximately) compute the size of the
set to within a multiplicative error ε. The prover has complete access to the set
S while the verifier has only limited access to S given by two methods. The first
method is a membership oracle where the verifier can specify an element x ∈ U
and gets as response whether x ∈ S or not. The second method is an efficient
random algorithm D that samples a uniformly random element in the set. We
say that D is a sampler for the set S that uses ` bits if D can sample a uniform
element in S using at most ` random bits.

One can easily observe that it is impossible to verify that indeed the size of
the set S is exactly n while using a sublinear (in n) number of queries. However,
here our goal is to verify that the size of the set is approximately n. That is, for
every ε > 0 we want a protocol that assures that a given alleged size ñ satisfies
ñ ∈ (1± ε)|S| with probability at least 2/3.

To formally define this as an interactive proof for a specific language, we
define the language LS,ε

LS,ε = {(S, ñ) : (1− ε)|S| ≤ ñ ≤ (1 + ε)|S|} .
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The main focus is to minimize the number of queries the verifier performs (both
membership queries and sampling queries). For practical use cases, we addition-
ally want the running-time of the prover to actually be quasi-linear in the size
of the set S (which is achieved in our protocol). In the following theorem the
notation Õ hides polylog(n) factors.

Theorem 5. Let S be a set of size n with a sampler D that uses ` random bits.
Let ε > 0 be a parameter and let LS,ε be the language defined as above. Then,
there is an public-coin protocol for LS,ε with the following properties: (1) The
protocol has two messages (first the verifier then the prover); (2) The verifier
performs at most Õ(1/ε2) queries (to both D and the membership oracle); (3)
The verifier’s running time and the communication complexity are bounded by
Õ(1/ε2 · `); and (4) The prover runs in time Õ(n · 1/ε2).

We split the proof into two parts, one for the lower bound and one for the
upper bound. The protocols are described separately for ease of presentation and
since each might be used independently in different contexts. The final protocol
is obtained by simply running the two subprotocols in parallel (without a cost
in the round complexity).

Let n be the real number of nodes in the graph and let ñ be the number
of nodes in the graph claimed by the prover. Throughout, assume for simplicity
that 0 < ε ≤ 1/2. Recall, our goal is to verify that ñ ∈ n ± εn. We begin with
the lower bound.

3.1 Lower bound

Overview. The general idea of the protocol is inspired by the Goldwasser-Sipser
protocol [GS89]. Goldwasser and Sipser provide a method to compile any pri-
vate coin protocol to a corresponding public-coin protocol. At the heart of their
transformation was a protocol proving that a certain exponentially large set,
given implicitly to the verifier, is indeed large enough. The verifier has only
membership access to this set.

In the protocol, the verifier sends a (pairwise independent) hash function
h ∈ H that hashes the elements of the set to a range of size ñ. The prover is
asked to find an element that is mapped to a specific bin (i.e., an element in
the range of the hash). Their main observation is that is the set is indeed large
enough, then such an element exists with higher probability than if the set is
smaller. This suffices for catching a cheating prover (with some probability) and
at the end the soundness and completeness of the protocol are amplified.

A better statistical measure. Put in more general terms, the verifier picks a
random hash function, and is concerned with how the elements of the set are
distributed among the different bins. The Goldwasser-Sipser protocol asks the
prover to send a simple “statistical measure” of proving that a random bin is
not empty. This measure was sufficient for their protocol as they had a factor
of 2 separating from a large set and a small set, however, their protocol cannot
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separate smaller differences in the sizes, and in our case, we only have a factor
of (1 + ε).

There is a generic way to amplify this factor by taking the Cartesian product
of the set with itself. That is, if S is the set, we estimate the size of Sk which
contains all k tuples from S. The main problem with this approach is that it
does maintain the running of the prover which is now at least O(|S|k) (k is not
even a constant in general, and we aim for linear time prover).

Instead, we look at a more involved statistic, namely, the size of the preimage.
The verifier samples a single hash function h ∈ H which is sent to the prover.
The prover responds with all the preimages z of fixed output y with respect to
h. The verifier asserts that z is indeed a set of preimages, and then counts the
number of elements in z and accepts if and only if it is higher than its expectation
(minus a small fraction).

The hash family we use is a t-wise independence hash family. Let H =
{h : U → [c · ñ/k]} be a family of t-wise independent hash functions, where t
and c are a parameters that will be defined later. The c parameter is used to
ensure the h’s co-domain(range) is a power of 2 and also to control the error
probability. It would be easier for the reader to think of the hash functions as
being completely random, and moreover, the analysis will be first shown under
this assumption. Then, in Section 3.3 we show how the same analysis (with neg-
ligible changes in the soundness and completeness) holds for our family of t-wise
independent hash functions.

The formal description of the protocol is given in Figure 1.

Set cardinality lower bound

Parameters: c and k = 43

ε2
.

1. V ⇒ P: Verifier samples h ∈ H where h : U → [c · ñ/k], and y ∈ [c · ñ/k] and
sends them to the prover.

2. P ⇒ V: Prover sends the set of preimages Z = h−1(y).
3. Verifier checks that:

(a) Z ⊆ S (by a membership query to each element z ∈ Z); and
(b) ∀z ∈ Z, h(z) = y (and rejects otherwise).

4. The verifier accepts iff |Z| > (1− ε/4) · c · k.

Fig. 1. Our lower bound protocol for the approximate size of a set.

Formally, this protocol is an interactive protocol for a similar language of
LS,ε only where we consider only the lower bound. Thus, we define

L′S,ε = {(S, ñ) : (1− ε)|S| ≤ ñ} .

We show the following lemma which specifies the properties of the protocol with
respect to parameter c.
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Lemma 1. Given a parameter c, and ε the protocol in Figure 1 is an interactive
protocol for L′S,ε with the following properties: soundness error e−2c; complete-
ness error e−4c; total communication O(c/ε2 ·polylog(n)); verifier running time
O(c/ε2 · polylog(n)); prover running time O(1/ε2 · n · polylog(n)).

We turn to analyze the protocol (i.e., Figure 1). As mentioned, the com-
pleteness and soundness are first analyzed under the assumption that each h is
a truly random function. After the proof, in Section 3.3 we show that the lim-
ited independence hash function suffices and compute its complexity (both in
terms of the key size and the evaluation time), as this affects the communication
complexity of the protocol and the verifier’s running time.

Completeness. Assume that ñ = n and that the prover behaves honestly accord-
ing to the protocol. Denote the elements of the set by S = (x1, . . . , xn). Let Zi
be the indicator h(xi) = y. Namely, Zi = 1 iff h(xi) = y. Then, since the hash
function is random we get that E [Zi] = c · k/n. Clearly |Z| =

∑
i Zi, and thus

we get

E [|Z|] =
n∑
i=1

E [Zi] = n · c · k
n

= c · k .

Since we assumed that h is a completely random function, we get that we the
random variables Z1, . . . , Zn are independent. Using a Chernoff-Hoeffding bound
(see Theorem 3) we entail

Pr [reject] = Pr [Z ≤ (1− ε/4) · c · k] ≤ e−
ε2

2·42
·c·k = e−2c .

Soundness. Assume that the instance is not in the language, that is, ñ > (1+ε)n.
Let Z̃ be the set sent by the prover (i.e., the alleged Z). If the verifier did not
reject at step (3) then it must be that Z̃ ⊆ S and Z̃ ⊆ Z, and therefore |Z̃| ≤ |Z|.
Again, let Zi be the indicator h(xi) = y. In this case, we have that

E [|Z|] =
n∑
i=1

E [Zi] = n · c · k
ñ

= c · k < c · k n

(1 + ε)n
=

c · k
1 + ε

.

We bound from above the probability that the verifier accepts in this case.

Pr [accept] ≤ Pr
[
|Z̃| > (1− ε/4) · c · k

]
≤ Pr [|Z| > (1− ε/4) · c · k]
= Pr [|Z| − E [|Z|] > (1− ε/4) · c · k − E [|Z|]]
≤ Pr [|Z| − E [|Z|] > (1− ε/4)(1 + ε)E [|Z|]− E [|Z|]]
= Pr

[
|Z| − E [|Z|] > (ε− ε/4− ε2/4)E [|Z|]

]
≤ Pr [|Z| − E [|Z|] > ε/2 · E [|Z|]] < e−4c .

This shows the soundness error and completeness error of the protocol. Notice
that one can set c to be a small constant (e.g., c = 2) to get the standard 1/3
and 2/3 soundness error and completeness requirements. We now turn to show
the other complexity measures of the protocol.

12



Complexity measures.

– Queries. The verifier performs c · k = O(c/ε2) membership queries, one to
each z ∈ Z. Note that there is no need for the prover to send Z whose size
is bigger than c · k. That is, if Z is larger than c · k then the prover simply
sends an arbitrary subset Z ′ ⊂ Z of size c · k. This way, the verifier performs
at most O(c · k), and it also bounds the communication complexity.

– Communication.We bound the total amount of communication in the protocol
(both from prover to verifier and from verifier to prover). The verifier sends
a hash function with O(t) bits, where t = polylog(n) is the independence of
the hash function. The prover replies with a set that have total size of O(c ·k)
(see argument above) and thus can be specified using O(c · k · log n) bits. The
total communication is thus O(c · k · polylog(n)) = O(c/ε2 · polylog(n)).

– Verifier running-time. The verifier is rather simple and its only computation
besides choosing randomness and reading the communication is to compute
the hash function h on all z ∈ Z. The hash function can be computed in time
polylog(n) for a single element, there are O(c · k) elements and thus the total
running time of the verifier is O(c/ε2 · polylog(n)).

– Prover running-time. The prover runs over all n nodes in the graph and checks
if it a preimage of y. This takes time O(1/ε2 · n · polylog(n)).

3.2 Upper bound

Overview. In the previous subsection, we have devised a protocol for a lower
bound on the set size. In this subsection, we provide a protocol for an upper
bound on the size of the set. An upper bound for a set is somewhat counter-
intuitive, as the prover can always act honestly on a small subset. Since the
verifier has limited access to the set, it would be hard to notice this.

Here, we exploit the fact that the verifier has uniform random access to the
set. If the prover ignores an ε fraction of the set, and the verifier samples 1/ε
random elements then the verifier has a good chance of sampling an element that
was ignored by the prover. However, even if this happens, how can the verifier
check if the prover included this element in this proof? After all, the proof is
very short compared to the large set (the set is of size n and the proof is roughly
logarithmic in the size of the set).

A simple but expensive solution. Our protocol is based on the “birthday paradox”
and works as follows. We begin with a simple and not query efficient protocol.
We have the verifier sample roughly O(

√
ñ) random elements from the set. If

indeed n = ñ, then we expect to see a collision (i.e., two samples that ended
with the same element). However, if the set is much larger, then such a collision
is less likely. This is a good protocol, however, the verifier has a very high query
complexity.

The actual protocol. Instead, we let the prover simulate this process for us. We
ask the prover to perform O(

√
ñ) samples and tell us if he saw a collision. This is

13



very naive, as it is hard to force that prover to behave this way. Thus, we again
use a random hash function. Here the goal of the hash is fixed some common
randomness that is used in order to perform the O(

√
ñ) samples.

Let H = {h : U → [`]} be a family of hash functions (recall that ` is the
number of bits used by the algorithm D. Then, the prover uses the values of
the hash function h(i) as random bits to use to run the D, and finds 1 ≤ i 6=
j ≤ ñ such that running the sampler with random coins h(i) results in the same
elements as with the coins h(j), namely, D(h(i)) = D(h(j)). The prover sends i
and j to the verifier which can easily verifier that D(h(i)) = D(h(j)) (and that
i 6= j) with merely 2 queries!

The description above heavily uses the fact that the hash function h is truly
random. Again, in Section 3.3 we show that a limited independent hash function
suffices for this analysis as well. Formally, the protocol is given in Figure 2.

An upper bound for estimating the size of a general set

1. V ⇒ P: Verifier samples h ∈ H and sends it to the prover.
2. P ⇒ V: Prover does the following:

(a) compute randomness ri = h(i) for all i ∈
√
ñ.

(b) let vi ← D(ri).
(c) sends the minimal i 6= j ∈

√
ñ such that vi = vj .

3. V: Verifier computes ri = D(h(i)) and rj = D(h(j)) and asserts that: (1)
D(ri) = D(rj); (2) i 6= j; and (3) i, j ∈ [

√
ñ] and accepts.

Fig. 2. An interactive protocol for ensuring an upper bound of the set size.

Completeness and Soundness. We turn to analyze the protocol. Here, we do
not argue completeness and soundness separately but rather in a single joint
argument. We denote the completeness by α and the soundness error by β and
show that α − β = γ, where γ is not too small. Then, using parallel repetition,
we can expand the gap between the completeness and soundness error by an
arbitrary constant of our choice. In particular, if γ is the gap, then, to get the
desired completeness 2/3 and soundness error 1/3, the number of repetitions
required is O(1/γ) (see e.g., [HPWP10]). In our case, we show that γ ≥ Ω(ε)
which means that we need O(1/ε) repetitions of the protocol we describe above.

Define α and β as follows:

α = Pr
[
∃i, j ∈ [

√
ñ] : D(ri) = D(rj) | ñ = n

]
,

β = Pr
[
∃i, j ∈ [

√
ñ] : D(ri) = D(rj) | ñ ≤ (1− ε)n

]
.

Note that α and β are indeed the completeness and soundness parameters of
the protocol. We consider what is known to be “the birthday paradox”. Given m
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uniformly chosen items r1, . . . , rm from a set of size n we have that

Pr [r1, . . . , rm are distinct] =
m−1∏
i=0

(
1− i

n

)
.

We are interested in analyzing this formula. Thus, before we continue the proof
of the completeness and soundness we provide the following technical lemma.

Lemma 2. For any integer 1 ≤ k ≤ n
2 ,

e−
k(k+1)

2n − (k+1)3

3n2 <

k∏
i=0

(
1− i

n

)
< e−

k(k+1)
2n .

Proof. First, we observe that
k∏
i=0

(
1− i

n

)
= exp

(
k∑
i=0

ln

(
1− i

n

))
.

Next, we note that −x−x2 < ln (1− x) < −x holds for 0 < x ≤ 1/2 (the second
inequality even holds for 0 < x < 1). In addition, for every positive k we have
k(k + 1)(2k + 1) < 2(k + 1)3. Finally,

−k(k + 1)

2n
− k(k + 1)(2k + 1)

6n2
<

k∑
i=0

ln

(
1− i

n

)
< −k(k + 1)

2n
.

Claim. For any x ≥ 1, c > 0 and ε > 0,

ce−x − e−
x

1−ε > e−x [c− (1− ε)] .

Proof.

ce−x − e−
x

1−ε = e−x
[
c− e−

x
1−ε+x

]
= e−x

[
c− e−x

ε
1−ε
]

> e−x [c− (1− ε)x] ≥ e−x [c− (1− ε)] .

The for first inequality we used e−
z

1−z < 1−z for z > 0. The for second inequality
we used x ≥ 1.

We choose k as the smallest integer such that k(k + 1) ≥ 2n. Using the
lemma 2 and claim 3.2, we get

α− β > e−
k(k+1)

2n − (k+1)3

3n2 − e−
k(k+1)
2n(1−ε)

> e−
k(k+1)

2n

(
e−

(k+1)3

3n2 − (1− ε)
)

> e−
k(k+1)

2n

(
1− (k + 1)3

3n2
− (1− ε)

)
= e−

k(k+1)
2n

(
ε− (k + 1)3

3n2

)
,
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where the three inequalities follow since: (1) the first inequality is due to lemma 2
and the definition of α and β; (2) the second inequality is due to claim 3.2 for

x = k(k+1)
2n , c = e−

(k+1)3

3n2 and ε (and the choice of k); and (3) the third inequality
is due to e−x > 1 − x. Since (k − 1)2 < (k − 1)k < 2n ≤ k(k + 1), we get that
k < 1 +

√
2n which yields

1. k(k+1)
2n < 1 + 2+3

√
2n

2n ;

2. (k+1)3

3n2 < (2+
√
2n)3

3n2 < 2√
n
.

For any n ≥ 1000, we get e−
k(k+1)

2n

(
ε− (k+1)3

3n2

)
> 1

4

(
ε− 2√

n

)
. Assuming ε ≥

2√
n
, we have α− β ≥ ε

12 , as desired.

Complexity measures. We compute the complexity measures of the underlying
protocol and then its cost for the amplified protocol. Recall that we perform
parallel repetitions for O(1/ε) repetitions. All the complexity measures below
are actually subsumed by the upper bound.

– Queries. The verifier performs only two queries, for the given i and j. After
amplification, the number of queries is O(1/ε).

– Communication. The verifier sends h which takes polylog(n) bits. The prover
simply sends i and j which are O(log n) bits. After amplification, the commu-
nication complexity is O(1/ε · polylog(n)).

– Verifier running-time. The verifier’s running time is mainly the running time
of D, which is O(`·polylog(n)), and computing the hash function h which takes
time polylog(n). After amplification, the running time is O(1/ε·`·polylog(n)).

– Prover running-time. The prover runs over all i ∈ [
√
n] and runs D on h(i)

and searches for collisions. The running time is O(
√
n · polylog(n)), and after

amplification it is O(1/ε ·
√
n · polylog(n)).

3.3 Using explicit hash functions

The analysis of the above upper bound and lower bound were performed in a
model where the sampled hash functions h ∈ H were assumed to be truly random
functions. This approach is useful for making the analysis easy to read and is
a complete proof in the random oracle model. Practically speaking, one could
implement the protocol above using a heuristic hash function such as SHA256
and similar implementations as the random oracle. This would heuristically be
secure and save a lot in terms of communication since the random oracle serves a
large common source of randomness and thus eliminating the need of the verifier
to send random coins.

Nevertheless, we show how to use explicit limited independent hashes func-
tions to make the analysis provably secure where the description of the hash is
small (it will be polylog(n)). Thus, our protocol is secure in the standard model
with no heuristics or any further assumptions.
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We give different arguments for the lower bound and upper bound, but in
both cases we rely on pseudorandom generators. The main idea in both the lower
bound and upper bound is similar. The analysis of the protocols relies on the
probability of a certain event. For example, in the lower bound, we relied on the
probability of Z to be large enough for completeness and to be small enough for
soundness. Instead of using a completely random hash function, we use pseudo-
random hash function. The main question is which definition of “pseudo” suffices
for our protocol, which we now argue separately.

What we show here is that the event we rely on can be identified by a
low depth circuit. Thus, it will suffice to use polylog(n) wise independent hash
function as these fool AC0 circuits.

Lower bound. Consider the event E that the set Z = h−1(y) has size at least
(1− ε/4) · c · k. The completeness of the protocol shows that if the instance is in
the language then the probability of E is high, and the soundness of the protocol
shows that when the instance is not in the language then the probability of this
event is low. The probability is taken over a truly random hash function h, where
takes at most |U | · log n bits to describe.

The key point is that this event can be identified by a low space algorithm,
and thus we can use a pseudorandom generator to fool it. Define an algorithm
C that has gets x1, . . . , xn and y and outputs 1 if and only if

|h−1(y)| > (1− ε/4) · c · k ,

where h is a truly random function defined by the random coins of the algorithm.
What the analysis of the completeness of the protocol shows is that for any
x1, . . . , xn and y it holds that Pr[C(x1, . . . , xn, y) = 1] ≥ 1−e−4c. The soundness
shows that in the “no” case it holds that Pr[C(x1, . . . , xn, y) = 1] ≤ e−2c

It is easy to see that this algorithm C can be implemented in O(log n) space.
Indeed, the algorithm enumerates over all x1, . . . , xn and for each computes
h(xi) by tossing coins (no need to remember the coins) and counting how many
of them equal h(xi) = y (where or course counting can be done in small space).

Thus, it suffices to use Nisan’s pseudorandom generator to fool algorithm C.

Theorem 6. Let C be the family of algorithms computable in logm space. There
is a PRG G : {0, 1}log2m → {0, 1}m that 1/m-fools C.

That is, we do not need the verifier to send |U | log n = poly(n) = m random
bits. Instead, it suffices for the verifier to send a seed of length O(log2 n) to
the prover which will then act the same on the m pseudorandom bits which
the generator G provides. This has a negligible effects in the completeness and
soundness error of the protocol and reduces the description of the hash function
to O(log2 n) bits.

Upper bound. We now move to the upper bound. In this protocol, we used the
truly random property of the hash function where we claimed that for ri =
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D(h(i)) it holds that

Pr [r1, . . . , rm are distinct] =
m−1∏
i=0

(
1− i

n

)
.

To argue this with an explicit hash function, we will the following theorem
due to Braverman [Bra10] and its improvement by Tal [Tal17] and Harsha and
Srinivasan [HS19].

Theorem 7 (Follows from [Bra10; Tal17; HS19]). Let C be an AC0 circuit
of size m and depth d over n bits. Let µ be a distribution that is r = r(m, d)-
independent over n bits and let U be the uniform distribution over n bits. Then,
|Ex←µ[C(x)]− Ex←U [C(x)]| ≤ 1

m where r = (logm)
O(d).

Let C be a circuit that gets an input a random string R = r1, . . . , r√ñ, and
works as follows:

C(r1, . . . , r√ñ) = 1 if and only if D(ri) 6= D(rj) for all i 6= j .

Recall that D uses at most ` bits of randomness assume, without loss of gener-
ality, that logm ≤ `. Then, the circuit C can be implemented as an AC0 circuit
(constant depth) of size |C| = 2O(`) by precomputing D(r) for all r ∈ {0, 1}` and
then searching for collisions. Thus, there exists a constant c such that `c-wise
independence 1/n-fools C. Therefore, we set H to be a family of `c-wise indepen-
dent hash functions from Theorem 4. Each function h ∈ H maps [n] to {0, 1}`
and can be described using O(`c · log n) bits. In particular, if ` = polylog(n) then
each hash function can be described using polylog(n) bits and the difference in
the soundness and completeness is at most 1/n.

4 The general framework

We have seen an interactive protocol for estimating the size of a set while given
only oracle access to the set. In this section, building on this protocol, we extend
it to get a more general framework for computing arbitrary function quantiles of
the set (the precise definition is below). Then, the framework is used to estimate
other interesting measures of the graph, such as degree distribution, the local
clustering coefficients distribution and more (see Section 5), given that the size
of the set has already been established.

Fix a set S of interest. Let S≤u be the set of all elements in S whose f value is
less or equal u. Formally, S≤u = {x ∈ S | f(x) ≤ u}. Moreover, we given a similar
definition for other operations such as greater than, equal and so on. Formally,
for any ◦ ∈ {≥, >,=, <,≤} we define S◦u to be S◦u = {x ∈ S | f(x) ◦ u}.

Given a function f , a set S of known size n, and a parameter q we seek to
compute the q-th quantile of f which is a value Af (q) such that:∣∣∣S≤Af (q)∣∣∣ ≥ n · q; and∣∣∣S≥Af (q)∣∣∣ ≥ n · (1− q)
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In particular, if q = 1/2 then Af (q) is the median of the set S with respect to the
function f . As before, we will not compute Af (q) exactly (which is impossible
with a sublinear-time verifier), but rather give an approximation Ãf which with
high probability satisfies

Ãf (q) ∈ [Af ((1− ε)q), Af ((1 + ε)q)] .

Note that the approximation above is with respect to the quantile and not the
value Af (q).

Overview. We begin with a high-level overview of the protocol. We divide the
elements into three “buckets” (or bins) according to their f(x) values. Each
bucket includes all nodes with values in a specific range, where the ranges are
(−∞, Ãf (q)), [Ãf (q), Ãf (q)], and (Ãf (q),∞). The size of each bucket can be
communicated using the lower bound protocol (Section 3.1).

Therefore, our goal now is to learn the size of each bucket. Actually, approx-
imate values suffice as well. Here we reduce the problem to our lower bound
protocol. To run the cardinality protocol, we need to implement the two oracle
queries for the verifier. The membership queries are easy to implement, as we
simply check that the element x is in the set, then compute f(x) and see that
its value is in the buckets range (given Ãf (q) the ranges are fixed and known to
the verifier).

Multiple q values. The framework can be extended to multiple q values. We can
reduce the number of queries if we perform the protocol for buckets induced by
the ranges intersection together instead of one-by-one.

An interactive protocol for estimating Af for a set S and a function f

Parameters: ε, q.

1. P⇒ V: The prover sends the values Ãf (q); ñ<q; ñ=q; and ñ>q, where (allegedly)
Ãf (q) = Af (q); ñ<q =

∣∣∣S<Af (q)

∣∣∣; ñ=q =
∣∣∣S=Af (q)

∣∣∣; and ñ>q =
∣∣∣S>Af (q)

∣∣∣.
2. V: Verifier assets that: (a) ñ<q, ñ=q, ñ>q ∈ N; (b) n = ñ<q + ñ=q + ñ>q; (c)

ñ<q + ñ=q ≥ n · q; and (d) ñ=q + ñ>q > n · (1− q).
3. P ⇐⇒ V: The prover and verifier run the lower bound protocol (Figure 1) on

the sets S<Af (q), S=Af (q), S>Af (q) with approximation parameter ε.
4. V returns Ãf (q).

Fig. 3. A detailed description of our interactive protocol for estimating the quantile q
of a function f on the elements of a given set S of known size n.
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Theorem 8. The protocol described above (See Figure 3) asserts that

Ãf (q) ∈ [Af ((1− ε)q), Af ((1 + ε)q)] ,

with soundness error 1/3, completeness error 1/3, communication complexity
Õ(1/ε2), verifier running-time Õ(1/ε2), and prover running-time Õ(1/ε2 · n).

Proof of Theorem 8. The lower bound protocol (see Figure 1) is invoked three
time. To correct for potentially increased error we use a large enough constant
c (as specified in Lemma 1) such we can union bound over all invocations of
the protocol (e.g., c ≈ 3). Thereby, soundness is guaranteed with probability
3e−2c < 1/3 (by union bound) and completeness guaranteed with probability
e−4c < 1/3.

Given the guarantees of the lower bound protocol we can conclude that:∣∣∣S≤Ãf (q)∣∣∣ = ∣∣∣S<Ãf (q)∣∣∣+ ∣∣∣S=Ãf (q)

∣∣∣ ≥ (1− ε) (ñ<q + ñ=q) ≥ (1− ε)n · q .

This implies that Ãf (q) ≥ Af ((1− ε)q). On the other hand, we have that∣∣∣S≥Ãf (q)∣∣∣ = ∣∣∣S>Ãf (q)∣∣∣+ ∣∣∣S=Ãf (q)

∣∣∣ ≥ (1− ε) (ñ=q + ñ>q) ≥ (1− ε)n · (1− q) .

This implies that Ãf (q) ≤ Af ((1 + ε)q). Together, this concludes the proof.

Approximating n. This section assumes that the size n of the set has already
been established, and is known to the verifier. If this is not the case, then one can
run our protocol for estimating the size of the set first, getting an approximation
of n and then running the protocols in this section. Note that if one wants to
compute many different functions f , then it suffices to estimate n once, and
then run these protocols for any f . For this reason, we did not explicitly include
running the cardinality estimation protocol in this section but assumed that it
was already established. Finally, note that if one has only an approximation of
the size n, then the error of the approximation will be added to the error of the
protocol in this section. Thus, in order to get a desired error of ε then one should
use ε/2 in each protocol.

5 Applications to social graphs

The framework we developed can be used to estimate the size of any set S.
Moreover, the suggested framework can be used to approximate the values dis-
tribution of any arbitrary function on elements of S. In order to implement
these protocols, the verifier needs to have access to the set via the two methods
of membership and random sampling. In this section, we show how to implement
this access with a social graph and hence get a protocol to estimate the size of a
social graph and other complexity measures.

Suppose we have a social graph G with vertex set V and edge set E. We are
interested in estimating the size of the graph, that is, we let the set S be the
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set V of vertices. First, notice that implementing membership access is easy, as
such a query is included in the interface of a social graph. Given an element x,
we can check if x ∈ S by checking if x is a valid vertex in V using a single query
to the graph. The more involved part is sampling a uniformly random vertex in
the graph, as this is not part of the interface given by a social graph. However,
using random walks on the graph, we can implement sampling a random vertex
using a small number of queries to the graph. This strongly relates to the mixing
time of the graph, and we elaborate below on how to do this and its cost.

5.1 Generating random samples

Let G = (V,E) be an undirected graph with n vertices, and let dx be the
degree of a node vx ∈ V . A random walk with r steps on G, denoted by
R = (x1, x2, . . . , xr), is defined as follows: start from an arbitrary node vx1

,
then choose a uniformly random neighbor (i.e., xi+1 is chosen with probability
1
dxi

) and repeat this process r − 1 times. As r grows to infinity, the probability
that the last step of this random walk lands on a specific node vi, i.e., Pr [xr = i],
converges to pi , di/D. The vector π = (p1, p2, . . . , pn) is called the stationary
distribution of G. We recommend the book [LPW08] and additionally the sur-
vey [LLE96] for an excellent overview on random walks and their properties.

The actual number of steps needed to converge to the stationary distribution
depends on what is called as the mixing time of G. There are several different
definitions of mixing time, many of which are known to be equivalent up to
constant factors [LPW08]. All definitions take an ε parameter to measure the
distance between the stationary and the induced distribution by the random
walk. We denote the mixing time of graph G by τmix(ε). We use the following
definition:

Definition 4. Let p be a distribution over the vertices of the graph G. Let πr(p)
be the distribution of the end point of an r step random walk starting from a
vertex chosen in accordance with p. Then we say that ε-mixing time of the graph
is τmix(ε) if for any p we have that the total variation is less than ε. Namely,∥∥πτmix(ε)(p)− π∥∥1 ≤ ε .

It is customary to define the mixing time to be τmix := τmix(1/4). Choosing
this (or any other constant) is not very significant as the value of ε affects the
value by at most a logarithmic amount [LPW08]:

τmix(ε) ≤ dlog2 1/εe τmix .

Social network graphs are known to have low mixing times. Recently, Ad-
dario-Berry et al. [ABL12] proved rigorously that the mixing time of Newman-
Watts [NW99a; NW99b] small world networks isΘ(log2 n). Mohaisen et al. [MYK10]
provide numerical evaluation of the mixing time of several networks. The em-
pirical evidence provided by [MYK10] support the claim that the theoretical ar-
gument by Addario-Berry et al. [ABL12] extends to real world social networks.
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Specifically, in [MYK10, Table 1 and Figure 2] it is shown that to get total
variation close to 0, the number of steps should be r = log2 n for the Facebook
network, r = 3 log2 n for the DBLP and youtube networks, and r = 10 log2 n for
the Live Journal network.

Sampling a random vertex. There are three popular ways to sample a node
uniformly at random [CDKLS16] (and matching lower bounds [CH18]). As in
this model we do not have any prior knowledge of the graph, we use rejection
sampling.

In this processes we start by performing a random walk for r = τmix(ε) steps.
The stationary distribution is proportional to the degree of the vertex, that is
Pr [xr = vi] = di/D. To fix the dependency on the degree, after preforming the
random walk, we accept the vertex with probability 1/di and reject it otherwise.
Thus, the expected probability for rejection is

∑n
i=1 1/di · di/D = n/D = 1/∆,

and the expected number of trials until acceptance is ∆. Using this approach to
sample random vertices, we get the following theorem.

Theorem 9. Let G be a graph of size n with mixing time τmix and average
degree ∆. For every ε > 0, there is a two-message public-coin interactive protocol
to estimate the size of the graph within an error ε, in the graph query model where
the verifier’s query complexity and communication are bounded by O( 1

ε2 · log 1/ε ·
τmix ·∆) queries, and the prover runs in Õ(n · 1/ε2) time.

Sampling a random edge. Sampling an edge uniformly at random from the graph
can be achieved as follows: (1) generate a random node vi from the stationary
distribution; (2) pick one of vi’s neighbors uniformly at random. The probability
for sampling an edge e = (vi, vj) is di

D ·
1
di

+
dj
D ·

1
dj

= 1
|E| .

The mixing time of the edges is bounded by the mixing time of the nodes5.
Note that no rejection is needed here. Thus, an edge is sampled using O(τmix)
queries, without a dependency on the average degree of the graph. We apply the
framework on the set of edges of the graph and get the following theorem.

Theorem 10. Let G be a graph with m edges and mixing time τmix. For every
ε > 0, there is a two-message public-coin interactive protocol to estimate m
within an error ε, in the graph query model where the verifier’ query complexity
and communication are bounded by O( 1

ε2 · log 1/ε · τmix) queries, and the prover
runs in Õ(m · 1/ε2) time.

5.2 The average degree

For a graph with n nodes and m edges, the average degree is m/n. The average
degree is a crucial property of a social graph ([DKS14]). Estimating the average

5 Since any ε deviation is further divided by the vi’s degree.
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degree can be done using Theorems 9 and 10 when using ε′ = ε/4, where one
can obtain the following bounds:

m

n
(1− 2ε′) <

m(1− ε′)
n(1 + ε′)

<
m̃

ñ
<
m(1 + ε′)

n(1− ε′)
<
m

n
(1 + 4ε′) .

The number of queries required by the prover for this is then O( 1
ε2 · log 1/ε ·τmix ·

∆).

5.3 Degree distribution

In this subsection, we show how to use our framework to estimate the degree
distribution of the graph, given that we have already established the size of the
graph. We set the function f(v) = d(v) and the use of the framework (The-
orem 8) immediately yields the nodes degree distribution. For a parameter b,
the framework returns all quantiles q = (1/b, 2/b, . . . , (b− 1)/b). This is a very
robust surrogate for the full nodes’ degree distribution.

Theorem 11. Let G be a graph of size n. Let b be an integer and let ε > 0.
Let Af (q) = (Af (1/b), Af (2/b), . . . , Af ((b− 1)/b)) be the quantiles of the nodes’
degree. There is a three-message protocol for estimating Af (q) (given n) to within
a factor of ε in the graph query model where the verifier performs Õ(ε−2) queries
to the graph (this also bounds the communication complexity and the verifier’s
run-time).

5.4 Local clustering coefficients

Besides the degree distribution, one of the interesting measures for social graph
is the distribution of the local clustering coefficients [CRTB06; UKBM11]. The
local clustering coefficient of a node quantifies how close the sub-graph of the
node and its neighbors to being a clique. The notion of social graph composed
by small overlapping mini-communities is captured by this node-centric view.
In turn, the local clustering coefficients can be used to quantify how close is a
graph to a small-world network.

Let Ni be the set of neighbor nodes of the node vi. The number of edges
between any two nodes in Ni is at least 0 and at most di(di − 1)/2. The local
clustering coefficient Ci measures the fraction between the actual number of
edges between nodes in Ni and the maximum number of such edges. Thus,
0 ≤ Ci ≤ 1. Formally,

Ci =
| {(j, k) : (vj , vk) ∈ E, vk, vj ∈ Ni, j 6= k} |

di(di − 1)
.

We set the function f(vi) = Ci and the use of the framework (Theorem 8)
immediately yields the local clustering coefficient distribution. The computation
of f(vi) in our model requires O(d2i ) queries. For simplicity, we assume that
we additionally have oracle access to the mutual neighbors of two vertices, or
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alternatively, can get the full list of neighbors in a single query which reduces
the cost to O(di) queries. We denote by dmax the maximum degree of any node
in the graph.

Theorem 12. Let G be a graph of size n. Let b be an integer and let ε > 0. Let
Af (q) = (Af (1/b), Af (2/b), . . . , Af ((b−1)/b)) be the quantiles of {C1, C2, . . . , Cn}.
There is a three-message protocol for estimating Af (q) (given n) to within a fac-
tor of ε in the graph query model where the verifier performs Õ(ε−2 ·dmax) queries
to the graph (this also bounds the communication complexity and the verifier’s
run-time).

5.5 Social Graphs and Society

As a result of the growing influence of social networks, the question of the com-
panies obligations and responsibilities is a subject of a heightened discussion.
Various companies were required to prove that they are following various laws
and guidelines, and to back their claims with data. Our protocol can be applied
to some of these claims and we elaborate on two examples that are of particular
interest.

Bots and Fake Accounts. Companies, political organizations and other entities
are known to use bots to fabricate support, notion of validity or image of popu-
larity. Malicious actors use fake accounts for various attacks on private people or
groups of users. In light of public outrage on various events in the recent years,
social networks are making efforts to fight this issue.

The detection of fake accounts is the subject of many studies in recent years
(see, e.g. [XFH15], [EAKA17]). These studies, together with our protocol, can
be used to publicly prove that the proportion of fake users is low, or at least
decreasing after certain policies were brought into effect.

For example, in many cases, fake accounts appear in clusters that share
similar emails, dates of joining the network and other features. One can apply our
framework with a function f(v) that returns a “similarity” measure of a vertex
v to its neighbors, for some appropriate definition of similarity. In a healthy
network we would expect the average similarity to be somewhat high but beneath
a certain trivial threshold. We also expect the number of individual vertices with
a suspiciously high neighbor-similarity to be low. It is crucial to require social
networks both to keep track of these and other “red flags” and prove that they
are indeed fighting the phenomenon.

Echo Chambers. Social networks are one of the main stages for political debate,
compared by many to a virtual “town square” where different people have a
chance to debate their opinions. In contrast to this, others claim that instead
of introducing various opinions, social networks close people in echo chambers
where the only opinions that they are exposed to are similar to theirs.

Extensive research has been done on this subject for various social network
(see, e.g., Facebook [QSS16] or Twitter [BJNTB15]). In many cases, it is pos-
sible to determine the standing of users on controversial subjects, and explore
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the connection between various parties. One might make use of use protocol to
estimate the number of edges in the graph where each endpoint of the edge has
a user with a different stand. This might be useful to track how much diversity
are users exposed to in the network.

The above are only two of the many phenomena that social media exhibits.
Our protocol allows researchers from various fields to demand reliable data and
use it to improve our interaction with social media in the upcoming future.

6 Non-interactive succinct arguments for social graphs

We have described an interactive protocol for estimating the size of a social
graph and other complexity measures. Our protocols are AM protocols – they are
public-coin and consist of a constant number of rounds. One might ask if this al-
ready limited interaction can be further reduced to a completely non-interactive
setting where the prover sends a proof and the verifier (probabilistically) decides
whether to accepts or reject (an MA protocol). Such a non-interactive protocol
is very mush desirable: a social graph provider can publish a proof, once and
for all, and any user can later verify the proof on its own, using a small number
of queries to the graph. This eliminates the need of the prover to interact with
each verifier and to be online on time of verification.

Towards this end, we observe that our protocols can be compiled to non-
interactive argument systems in the random oracle model. In such an argument
system, proofs of false statements exist, but it is computationally hard to find
them. Here, computation is measured by the number of queries performed to the
random oracle. We apply the common approach to eliminate interaction, which
is called the Fiat-Shamir transformation or heuristic (first used in [FS86]), that
is applicable to any public-coin protocol (this is another reason why we insisted
on having a protocols public-coin). In the Fiat-Shamir setting, the parties have
access to a random oracle, and the prover is computationally limited: it can only
perform a (polynomially) bounded number of queries to the random oracle.

The security of the compiled protocol, in general, is not clear and requires
careful analysis [Can+19; CCRR18; CCHLRR18; KRR17]. However, in our case,
since our protocols have only a constant number of rounds (it is either a single
round for estimating the size of the graph, or two rounds for the general case),
it is easy to argue about its soundness. In general, the compiler uses the random
oracle to define the randomness sent by the verifier. Very roughly, on prover mes-
sage Π, the prover uses the randomness in ρ(Π) as the verifier’s next message,
where ρ is the random oracle (see [Mic00; BCS16] and [NPY18, Section 8.1] for a
more precise description). As long as the protocol had negligible soundness, then
the compiled protocol will be sound (against cheating prover that can perform at
most polynomially many queries to the random oracle). Recall that to achieve
soundness 2−λ it suffices to perform parallel repetition of the protocol O(λ),
which yields a multiplicative overhead of λ in the communication complexity
and query complexity of all protocols. The resulting argument size is simply the
communication complexity of the amplified protocol.
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The result of this compilation is quite remarkable. A company or social net-
work provider (e.g., facebook, twitter, linkedin, youtube) can provide, in their
public report, a proof of the health of its network, in terms of the number of users
from different communities and other health measures such as local clustering
coefficient, distribution of degrees and so on. The proof is written once in the
report without a specific verifier in mind. Then, any individual (a private citi-
zen, shareholders, potential buyer) can look at the report and verify its validity.
This might have an effect on the way such provides manage their network, with
the aim to more transparent and truthful reports. These reports are also critical
for business development issues, choosing between networks for advertisement
campaigns or for launching social applications.
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