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Abstract. We put forward a new notion, function privacy, in identitybased encryption and, more generally, in functional encryption. Intuitively, our notion asks that decryption keys reveal essentially no information on their corresponding identities, beyond the absolute minimum
necessary. This is motivated by the need for providing predicate privacy
in public-key searchable encryption. Formalizing such a notion, however,
is not straightforward as given a decryption key it is always possible to
learn some information on its corresponding identity by testing whether
it correctly decrypts ciphertexts that are encrypted for speciﬁc identities.
In light of such an inherent diﬃculty, any meaningful notion of function privacy must be based on the minimal assumption that, from the
adversary’s point of view, identities that correspond to its given decryption keys are sampled from somewhat unpredictable distributions. We
show that this assumption is in fact suﬃcient for obtaining a strong and
realistic notion of function privacy. Loosely speaking, our framework requires that a decryption key corresponding to an identity sampled from
any suﬃciently unpredictable distribution is indistinguishable from a decryption key corresponding to an independently and uniformly sampled
identity.
Within our framework we develop an approach for designing functionprivate identity-based encryption schemes, leading to constructions that
are based on standard assumptions in bilinear groups (DBDH, DLIN)
and lattices (LWE). In addition to function privacy, our schemes are also
anonymous, and thus yield the ﬁrst public-key searchable encryption
schemes that are provably keyword private: A search key skw enables to
identify encryptions of an underlying keyword w, while not revealing any
additional information about w beyond the minimum necessary, as long
as the keyword w is suﬃciently unpredictable.

1

Introduction

Public-key searchable encryption is needed when a proxy is asked to route encrypted messages based on their content. For example, consider a payment gateway that needs to route transactions based on the transaction type. Transactions
for benign items are routed for quick processing while transactions for sensitive
⋆
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items are routed for special processing. Similarly, consider an email gateway that
routes emails based on the contents of the subject line. Urgent emails are routed
to the user’s mobile device, while less urgent mails are routed to the user’s desktop. When the data is encrypted a simple design is to give such gateways full
power to decrypt all ciphertexts, but this clearly exposes more information than
necessary.
A better solution, called public-key searchable encryption (introduced by
Boneh, Di Crescenzo, Ostrovsky and Persiano [17]), is to give the gateway a
trapdoor that enables it to learn the information it needs and nothing else. In
recent years many elegant public-key searchable encryption systems have been
developed [17, 36, 1, 21, 47, 39, 6, 24, 2, 4] supporting a wide variety of search predicates.
Private searching. Beyond the standard notions of data privacy, it is often
also necessary to guarantee predicate privacy, i.e., to keep the speciﬁc search
predicate hidden from the gateway. For example, in the payment scenario it
may be desirable to keep the list of sensitive items secret, and in the email
scenario users may not want to reveal the exact criteria they use to classify an
email as urgent. Consequently, we want the trapdoor given to the gateway to
reveal as little as possible about the search predicate.
While this question has been considered before [48, 44, 14, 46], it is often
noted that such a notion of privacy cannot be achieved in the public-key setting.
For example, to test if an email from “spouse” is considered urgent the gateway
could simply use the public key to create an email from the spouse and test if the
trapdoor classiﬁes it as urgent. More generally, the gateway can encrypt messages
of its choice and apply the trapdoor to the resulting ciphertexts, thereby learning
how the search functionality behaves on these messages. Hence, leaking some
information about the search predicate is unavoidable.
As a concrete example, consider the case of keyword search [17]: A search key
skw corresponds to a particular keyword w, and the search matches a ciphertext
Enc(pk, m) if and only if m = w. In this case, it may be possible to formalize and
realize a notion of “private keyword search” asking that a search key reveals no
more information than what can be learned by invoking the search algorithm.
Function-private IBE: A new notion of security. Motivated by the challenge of hiding the search predicates in public-key searchable encryption, in this
paper we introduce a new notion of security, function privacy, for identity-based
encryption.1 The standard notion of security for anonymous IBE schemes (e.g.,
[18, 22, 31, 32, 3, 11]), asks that a ciphertext c = Enc(pp, id, m) reveals essentially
1

As observed by Abdalla et al. [1], any anonymous IBE scheme can be used as a
public-key searchable encryption scheme by deﬁning the search key skw for a keyword
w as the IBE secret key for the identity id = w. A keyword w′ is encoded as
c = Enc(pp, w′ , 0) and one tests if c matches the keyword w by invoking the IBE
decryption algorithm on c with the secret key skw . The IBE anonymity property
ensures that c reveals nothing else about the payload w′ . For this reason we focus
on anonymous IBE schemes, although we note that our notion of function privacy
does not require anonymity.
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no information on the pair (id, m) as long as a secret key skid corresponding to
the identity id is not explicitly provided (but secret keys corresponding to other
identities may be provided). Our notion of function privacy takes a step forward
by asking that it should not be possible to learn any information, beyond the
absolute minimum necessary, on the identity id corresponding to a given secret
key skid .
Formalizing a realistic notion of function privacy, however, is not straightforward due to the actual functionality of identity-based encryption. Speciﬁcally,
assuming that an adversary who is given a secret key skid has some a priori
information that the corresponding identity id belongs to a small set S of identities (e.g., S = {id0 , id1 }), then the adversary can fully recover id: The adversary
simply needs to encrypt a (possibly random) message m for each id′ ∈ S, and
then run the decryption algorithm on the given secret key skid and each of the
resulting ciphertexts c′ = Enc(pp, id′ , m) to identify the one that decrypts correctly. In fact, as long as the adversary has some a-priori information according
to which the identity id is sampled from a distribution whose min-entropy is at
most logarithmic in the security parameter, there is a non-negligible probability
for a full recovery.
Our contributions. In light of the above inherent diﬃculty, any notion of function privacy for IBE schemes would have to be based on the minimal assumption
that, from the adversary’s point of view, identities that correspond to its given
secret keys are sampled from distributions with a certain amount of min-entropy
(which has to be at least super-logarithmic in the security parameter). Our work
shows that this necessary assumption is in fact suﬃcient for obtaining a strong
and meaningful indistinguishability-based notion of function privacy.
Our work formalizes this new notion of security (we call it function privacy
to emphasize the fact that skid hides the functionality that it provides). Loosely
speaking, our basic notion of function privacy requires that a secret key skid ,
where id is sampled from any suﬃciently unpredictable (adversarially-chosen)
distribution,2 is indistinguishable from a secret key corresponding to an independently and uniformly sampled identity. In addition, we also consider a stronger
notion of function privacy, to which we refer as enhanced function privacy. This
enhanced notion addresses the fact that in various applications (such as searching on encrypted data), an adversary may obtain not only a secret key skid , but
also encryptions Enc(pp, id, m) of messages m. Our notion of enhanced function
privacy asks that even in such a scenario, it should not be possible to learn any
unnecessary information on the identity id.
2

We emphasize that the distribution is allowed to depend on the public parameters of
the scheme. This is in contrast to the setting of deterministic public-key encryption
(DPKE) [8], where similar inherent diﬃculties arise when formalizing notions of
security. Nevertheless, our notion is inspired by that of [8], and we refer the reader to
Section 2 for an elaborate discussion (in particular, we discuss a somewhat natural
DPKE-based approach for designing function-private IBE schemes which fails to
satisfy our notion of security and only satisﬁes a weaker, less realistic, one).
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We refer the reader to Section 2 for the formal deﬁnitions, and for descriptions
of simple attacks exemplifying that the anonymous IBE schemes presented in [18,
32, 3, 40] do not satisfy even our basic notion of function privacy.3
Within our framework we develop an approach for designing identity-based
encryption schemes that satisfy our notions of function private. Our approach
leads to constructions that are based on standard assumptions in bilinear groups
(DBDH, DLIN) and lattices (LWE). In particular, our schemes yield keyword
searchable public-key encryption schemes that do not reveal the keywords: A
search key skw reveals nothing about its corresponding keyword w beyond the
minimum necessary, as long as the keyword w is chosen from a suﬃciently unpredictable distribution.
The bigger picture: functional encryption and obfuscation. Our notion
of function privacy for IBE naturally generalizes to functional encryption systems [20, 43, 12, 37, 5, 34], where we obtain an additional security requirement on
such systems. Here, a functional secret key skf corresponding to a function f enables to compute f (m) given an encryption c = Encpk (m). Functional encryption
systems, however, need not be predicate private and skf may leak unnecessary
information about f . Intuitively, we say that a functional encryption system is
function private if such a functional secret key skf does not reveal information
about f beyond what is already known and what can be obtained by running
the decryption algorithm on test ciphertexts. This can be formalized within a
suitable framework of program obfuscation (e.g., [25, 7, 41, 35, 50, 26] and the
references therein) by asking, for example, that any adversary that receives a
functional secret key skf learns no more information than a simulator that has
oracle access to the function f .
In this setting, our identity-based encryption schemes provide function privacy for the class of functions deﬁned as
{
m if id = id∗
fid∗ (id, m) =
⊥ otherwise
where id∗ is sampled from an unpredictable distribution. A fascinating direction
for future work is to extend our results to more general classes of functions.
Non-adaptive function privacy and deterministic encryption. The inherent diﬃculty discussed above in formalizing function privacy is somewhat
similar to the one that arises in the context of deterministic public-key encryption (DPKE), introduced by Bellare, Boldyreva, and O’Neill [8] (see also
[10, 15, 9, 23, 30, 42, 51, 45]). In that setting one would like to capture as-strongas-possible notions of security that can be satisﬁed by public-key encryption
3

We note that other anonymous IBE schemes, such as [31, 22, 11] for which we were
not able to ﬁnd such simple attacks, can always be assumed to be function private based on somewhat non-standard entropy-based assumptions (such assumptions
would essentially state that the schemes satisfy our deﬁnition). In this paper we are
interested in schemes whose function privacy can be based on standard assumptions
(e.g., DBDH, DLIN, LWE).
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schemes whose encryption algorithms are deterministic. Similarly to our setting,
if an adversary has some a priori information that a ciphertext c = Encpk (m)
corresponds to a plaintext m that is sampled from a low-entropy source (e.g.,
m ∈ {m0 , m1 }), then the plaintext can be fully recovered: the adversary simply
needs to encrypt all “likely” plaintexts and to compare each of the resulting
ciphertexts to c. Therefore, any notion of security for DPKE has to be based
on the assumption that plaintexts are sampled from distributions with a certain amount of min-entropy (which has to be at least super-logarithmic in the
security parameter).
However, unlike in our setting, in the setting of DPKE it is also necessary
to limit the dependency of plaintexts on the public-key of the scheme.4 In our
setting, as the key-generation algorithm is allowed to be randomized, such limitations are not inherent: we allow adversaries to specify identity distributions in
an adaptive manner after seeing the public parameters of the scheme.
This crucial diﬀerence between our setting and the setting of DPKE rules
out, in particular, the following natural approach for designing anonymous IBE
schemes providing function privacy: encapsulate all identities with a DPKE
scheme, and then use any existing anonymous IBE scheme treating the ciphertexts of the DPKE scheme as its identities. That is, for encrypting to identity
id, ﬁrst encrypt id using a DPKE scheme and then treat the resulting ciphertext
as an identity for an anonymous IBE system. This approach clearly preserves
the standard security of the underlying IBE scheme. Moreover, as secret keys
are now generated as skc , where c = Encpk (id) is a deterministic encryption of
id, instead of as skid , one could hope that skid does not reveal any unnecessary
information on id as long as id is suﬃciently unpredictable.
This approach, however, fails to satisfy our notion of function privacy and
only satisﬁes a weaker,“non-adaptive”, one.5 Speciﬁcally, the notion of function privacy that is satisﬁed by such a two-tier construction is that secret keys
do not reveal any unnecessary information on their corresponding identities as
long as the identities are essentially independent of the public parameters of the
scheme. In the full version [19] we formalize this non-adaptive notion and present
a generic transformation satisfying it based on any IBE scheme. In fact, observing that the DPKE-based construction described above never actually uses the
decryption algorithm of the DPKE scheme, in our generic transformation we
show that above idea can be realized without using a DPKE scheme. Instead,
we only need to assume the existence of collision-resistant hash functions (and
also use any pairwise independent family of permutations).
4

5

Intuitively, the reason is that plaintexts distributions that can depend on the public key can use any deterministic encryption algorithm as a subliminal channel for
leaking information on the plaintexts (consider, for example, sampling a uniform
plaintext m for which the most signiﬁcant bit of c = Encpk (m) agrees with that of
m). We refer the reader to [8, 45] for an in-depth discussion.
As discussed above, any DPKE becomes insecure once plaintext distributions (which
here correspond to identity distributions) are allowed to depend on the public key
of the scheme.
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1.1

Our Approach: “Extract-Augment-Combine”

Our approach consists of three main steps: “extract,” “augment,” and “combine.” We begin with a description of the main ideas underlying each step, and
then provide an example using a concrete IBE scheme.
Given any anonymous IBE scheme Π = (Setup, KeyGen, Enc, Dec), we use
the exact same setup algorithm Setup, and our ﬁrst step is to modify its keygeneration algorithm KeyGen as follows: Instead of generating a secret key for an
identity id, ﬁrst apply a strong randomness extractor Ext to id using a randomly
chosen seed s, then generate a secret key skids for the identity ids := Ext(id, s),
and output the pair (s, skids ) as a secret for id in the new scheme. This steps
clearly guarantees function privacy: as long as the identity id is sampled from
a suﬃciently unpredictable distribution,6 the distribution (s, ids ) is statistically
close to uniform, and therefore the pair (s, skids ) reveals no information on the
identity id.
This extraction step, however, may hurt the data privacy of the underlying
scheme. For example, since randomness extractors are highly non-injective by
deﬁnition, an adversary that is given a secret key (s, skids ) may be able to ﬁnd
an identity id′ such that Ext(id, s) = Ext(id′ , s). In this case, the same secret
key is valid for both id and id′ , contradicting the data privacy of the resulting
scheme. Therefore, for overcoming this problem we make sure that the extractor
is at least collision resistant: although many collisions exist, a computationallybounded adversary will not be able to ﬁnd one. This is somewhat natural to
achieve in the random-oracle model [13], but signiﬁcantly more challenging in
the standard model.
An even more challenging problem is that the extraction step hurts the decryption of the underlying scheme. Speciﬁcally, when encrypting a message m
for an identity id, the encryption algorithm does not know which seed s will
be chosen (or was already chosen) when generating a secret key for id. In other
words, the correctness of the decryption algorithm Dec should hold for any choice
of seed s by the key-generation algorithm KeyGen, although s is not known to
the encryption algorithm Enc. One possibility, is to modify the encryption algorithm such that it outputs an encryption of m for ids for all possible seeds
s. This clearly fails, as the number of seeds is inherently super-polynomial in
the security parameter. We overcome this problem by augmenting ciphertexts
of the underlying scheme with various additional pieces of information. These
will enable the new decryption algorithm to combine the pieces in a particular
way for generating an encryption of m for the identity ids for any given s, and
then simply apply the underlying decryption algorithm using the speciﬁc seed s
chosen by the key-generation algorithm.7
6

7

Note that the new scheme assumes a slightly larger identity space compared to the
underlying scheme.
In fact, in some of our schemes the decryption algorithm combines the pieces to
generate an encryption of a related message m′ from which m can be easily recovered
(e.g., m′ = 2m).
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Our approach introduces the following two main challenges that we overcome
in each of our constructions:
– Augmenting the ciphertexts of the underlying scheme with additional pieces
of information may hurt the data privacy of the underlying scheme.
– Combining the additional pieces of information for generating an encryption
for ids for any given s requires using an extractor Ext that exhibits a particular interplay with the underlying encryption and decryption algorithms.
Our constructions in this paper are obtained by applying our approach to
various known anonymous IBE schemes [18, 32, 3, 40]. To do so, we overcome the
two main challenges mentioned above in ways that are “tailored” speciﬁcally to
each scheme. Using our approach we provide the following constructions (see
also Table 1):
– In the random-oracle model we give fully-secure constructions from pairings
and lattices by building upon the systems of Boneh and Franklin [18] (based
on the DBDH assumption) and of Gentry, Peikert and Vaikuntanathan [32]
(based on the LWE assumption).
– In the standard model we give selectively-secure constructions from pairings
and lattices based on the constructions of Agrawal, Boneh and Boyen [3]
(based on the LWE assumption) and of Kurosawa and Phong [40] (based on
the DLIN assumption), which we then generalize to a fully-secure construction (based on the DLIN assumption8 ).
In all instances our constructions are based on the same complexity assumptions
as the underlying systems.
Scheme
Model
Data Privacy
Function Privacy
DBDH Random Oracle
Full
Statistical
LWE1 Random Oracle
Full
Statistical
DLIN1
Standard
Selective
Statistical + Non-adaptive enhanced
LWE2
Standard
Selective
Statistical
DLIN2
Standard
Full
Statistical + Enhanced
CRH
Standard
Full
Non-adaptive statistical enhanced
Table 1. Our IBE schemes.

A concrete example. We conclude this section by exemplifying our approach
using our DBDH-based construction in the random-oracle model. (We refer the
reader to the full version [19] for a more formal description of the scheme and its
proofs of data privacy and function privacy.) The scheme is obtained by applying
our approach to the anonymous IBE scheme of Boneh and Franklin [18].
8

We note that a similar generalization can also be applied to our selectively-secure
LWE-based scheme in the standard model.
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– The setup algorithm in the scheme of Boneh and Franklin samples α ← Z∗p ,
and lets h = g α , where g is a generator of a group G of prime order p. The
public parameters are g and h, and the master secret key is α. Our scheme
has exactly the same setup algorithm.
– The key-generation algorithm in the scheme of Boneh and Franklin computes
a secret key for an identity id as skid = H(id)α , where H is a random oracle
mapping identities into the group G. As discussed above our ﬁrst step is to
extract from id. First, we use a random oracle mapping identities into Gℓ for
some ℓ > 1. Then, for H(id) = (h1 , . . . , hℓ ) ∈ Gℓ , we sample an extractor seed
s = (s1 , . . . , sℓ ) ← Zℓp , and output the secret key (s, (Ext(H(id), s)α ) where
∏ℓ
s
we use the speciﬁc extractor Ext((h1 , . . . , hℓ ), (s1 , . . . , sℓ )) = j=1 hj j . Note
that Ext is, in particular, collision resistant based on the discrete logarithm
assumption in the group G.
– An encryption of a message m for an identity id in the scheme of Boneh and
Franklin is a pair (c0 , c1 ), deﬁned as c0 = g r and c1 = ê(h, H(id))r · m. In
our scheme, an encryption of a message m for an identity id consists of ℓ + 1
components (c0 , . . . , cℓ ) deﬁned as c0 = g r , and ci = ê(h, hi )r · m for every
i ∈ [ℓ], where H(id) = (h1 , . . . , hℓ ). This is exactly using the encryption
algorithm of Boneh and Franklin for separately encrypting m for each of
the hi ’s while re-using the same randomness r. The main technical challenge
that is left is showing that such augmented ciphertexts still provide data
privacy.
– Our decryption algorithm on input a ciphertext c = (c0 , . . . , cℓ ), and a secret
key skid = (s1 , . . . , sℓ , z), combines c1 , . . . , cℓ by computing
ℓ
∏

csi i = ê(h,

i=1

ℓ
∏

hsi i )r · ms1 +···+sℓ = ê(h, ids )r · ms1 +···+sℓ ,

i=1

∏ℓ
where ids = Ext(H(id), s), as before. Note that the pair (c0 , i=1 csi i ) is
exactly an encryption of the message m′ = ms1 +···+sℓ for the identity ids
in the scheme of Boneh and Franklin. This allows to invoke the decryption
algorithm of Boneh and Franklin for recovering m′ , and then to easily recover
m (as the si ’s are given in the clear).
1.2

Related Work

Searchable encryption has been studied in both the symmetric settings [48, 29,
46] and public-key settings [17, 36, 1, 21, 47, 39, 6, 24, 4]. Public-key searching on
encrypted data now supports equality testing, disjunctions and conjunctions,
range queries, CNF/DNF formulas, and polynomial evaluation. These schemes,
however, are not function private in that their secret searching keys reveal information about their corresponding predicates. Indeed, until this work, predicate
privacy seemed impossible in the public-key settings.
The impossibility argument does not apply in the symmetric key settings
where the encryptor and decryptor have a shared secret key. In this setting
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the entity searching over ciphertexts does not have the secret key and cannot (passively) test the searching key on ciphertexts of its choice. Indeed, in
the symmetric-key setting predicate privacy is possible and a general solution
to private searching on encrypted data was provided by Goldreich and Ostrovsky [33] in their construction of an oblivious RAM. More eﬃcient constructions are known for equality testing [48, 27, 29, 28, 49, 38] and inner product testing [46]. The latter enables CNF/DNF formulas, polynomial evaluation, and
exact thresholds.
A closely related problem called private stream searching asks for the complementary privacy requirements: the data is available in the clear, but the search
predicate must remain hidden. Constructions in these settings support eﬃcient
equality testing [44, 14] and can be viewed as a more expressive variant of private
information retrieval.

1.3

Notation

Throughout the paper we use the following standard notation. For an integer
n ∈ N we denote by [n] the set {1, . . . , n}, and by Un the uniform distribution
over the set {0, 1}n . For a random variable X we denote by x ← X the process of
sampling a value x according to the distribution of X. Similarly, for a ﬁnite set S
we denote by x ← S the process of sampling a value x according to the uniform
distribution over S. We denote by x (and sometimes x) a vector (x1 , . . . , x|x| ).
We denote by X = (X1 , . . . , XT ) a joint distribution of T random variables,
and by x = (x1 , . . . , xT ) a sample drawn from X. For two bit-strings x and y
we denote by x∥y their concatenation. A non-negative function f : N → R is
negligible if it vanishes faster than any inverse polynomial. For a real number
x ∈ R we deﬁne ⌊x⌉ = ⌊x + 1/2⌋ (i.e., the nearest integer to x). For a group G
of order p with generator g and any X ∈ Zn×m
, we denote the matrix whose
p
xi,j
X
(i, j)-th entry is (g ) by g .
The min-entropy of a random variable X is H∞ (X) = −log(maxx Pr[X = x]).
A k-source is a random variable X with H∞ (X) ≥ k. A (k1 , . . . , kT )-source is
a random variable X = (X1 , . . . , XT ) where each Xi is a ki -source. A (T, k)block-source is a random variable X = (X1 , . . . , XT ) where for every i ∈ [T ] and
x1 , . . . , xi−1 it holds that Xi |X1 =x1 ,...,Xi−1 =xi−1 is a k-source.

1.4

Paper Organization

The remainder of this paper is organized as follows. In Section 2 we formally
deﬁne our notion of function privacy for identity-based encryption. In Section
3 we present a selectively-secure DLIN-based scheme in the standard model,
and in Section 4 we discuss several extensions and open problems. Due to space
limitations we refer the reader to the full version [19].
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Modeling Function Privacy for IBE

In this section we introduce our notions of function privacy for anonymous
IBE schemes.9 Recall that the standard notion of security for anonymous IBE
schemes, anon-IND-ID-CPA, asks that a ciphertext c = Enc(pp, id, m) reveals
essentially no information on the pair (id, m) as long as a secret key skid corresponding to the identity id is not explicitly provided (but secret keys corresponding to other identities may be provided). We refer to this notion of security as
data privacy. As discussed in Section 1, we put forward three notions of function
privacy: a basic notion, an “enhanced” notion, and a non-adaptive notion. Due
to space limitations, in this section we focus on our basic notion, and refer the
reader to the full version [19] for our enhanced and non-adaptive notions.
Throughout this section we let T , k, and k1 , . . . , kT be functions of the security parameter λ ∈ N. In addition, we note that in the random-oracle model, all
algorithms, adversaries, oracles, and distributions are given access to the random
oracle.
Our basic notion of function privacy asks that it should not be possible to
learn any information, beyond the absolute minimum necessary, on the identity
id corresponding to a given secret key skid . Speciﬁcally, our notion considers
adversaries that are given the public parameters of the scheme, and can interact with a “real-or-random” function-privacy oracle RoRFP . This oracle takes as
input any adversarially-chosen distribution over vectors of identities, and outputs secret keys either for identities sampled from the given distribution or for
independently and uniformly distributed identities.10 We allow adversaries to
adaptively interact with the real-or-random oracle, for any polynomial number
of queries, as long as the distributions have a certain amount of min-entropy. At
the end of the interaction, we ask that adversaries have only a negligible probability of distinguishing between the “real” and “random” modes of the oracle.
The following deﬁnitions formally capture our basic notion of function privacy.
Definition 2.1 (Real-or-random function-privacy oracle). The real-orrandom function-privacy oracle RoRFP takes as input triplets of the form (mode,
msk, ID), where mode ∈ {real, rand}, msk is a master secret key, and ID =
(ID1 , . . . , IDT ) ∈ IDT is a circuit representing a joint distribution over IDT .
If mode = real then the oracle samples (id1 , . . . , idT ) ← ID and if mode = rand
then the oracle samples (id1 , . . . , idT ) ← IDT uniformly. It then invokes the
algorithm KeyGen(msk, ·) on each of id1 , . . . , idT and outputs a vector of secret
keys (skid1 , . . . , skidT ).
Definition 2.2 (Function-privacy adversary). Let X ∈ {(T, k)-block, (k1 ,
. . . , kT )}. An X-source function-privacy adversary A is an algorithm that is
9

10

We focus on anonymous IBE schemes as our motivating application is public-key
searchable encryption, to which anonymity is crucial [1].
We note that the resulting notion of security is polynomially equivalent to the one
obtained by using a “left-or-right” oracle instead of a “real-or-random” oracle, as for
example, in the case of semantic security for public-key encryption schemes.
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given as input a pair (1λ , pp) and oracle access to RoRFP (mode, msk, ·) for some
mode ∈ {real, rand}, and to KeyGen(msk, ·), and each of its queries to RoRFP is
an X-source.
Definition 2.3 (Function privacy). Let X ∈ {(T, k)-block, (k1 , . . . , kT )}. An
identity-based encryption scheme Π = (Setup, KeyGen, Enc, Dec) is X-source
function private if for any probabilistic polynomial-time X-source function-privacy adversary A, there exists a negligible function ν(λ) such that
[
]
[
]
def
real
rand
≤ ν(λ),
AdvFP
Π,A (λ) = Pr ExptFP,Π,A (λ) = 1 − Pr ExptFP,Π,A (λ) = 1
where for each mode ∈ {real, rand} and λ ∈ N the experiment Exptmode
FP,Π,A (λ) is
deﬁned as follows:
1. (pp, msk) ← Setup(1λ ).
FP

2. b ← ARoR
3. Output b.

(mode,msk,·),KeyGen(msk,·)

(1λ , pp).

In addition, such a scheme is statistically X-source function private if the above
holds for any computationally-unbounded X-source enhanced function-privacy
adversary making a polynomial number of queries to the RoRFP oracle.
Multi-shot vs. single-shot adversaries. Note that Deﬁnition 2.3 considers
adversaries that query the function-privacy oracle for any polynomial number of
times. In fact, as adversaries are also given access to the key-generation oracle,
this “multi-shot” deﬁnition is polynomially equivalent to its “single-shot” variant
in which adversaries query the real-or-random function-privacy oracle RoRFP at
most once. This is proved via a straightforward hybrid argument, where the
hybrids are constructed such that only one query is forwarded to the functionprivacy oracle, and all other queries are answered using the key-generation oracle.
Known schemes that are not function private. To exercise our notion of
function privacy we demonstrate that the anonymous IBE schemes of Boneh
and Frankin [18], Gentry, Peikert and Vaikuntanathan [32], Agrawal, Boneh and
Boyen [3], and Kurosawa and Phong [40] are not function private. We present
simple and eﬃcient attacks showing that the schemes [18, 32] do not satisfy Definition 2.3, and note that almost identical attacks can be carried on [3, 40]. As
discussed in Section 1, other anonymous IBE schemes such as [31, 22] for which
we were not able to ﬁnd such simple attacks, can always be assumed to be function private based on somewhat non-standard entropy-based assumptions (such
assumptions would essentially state that the schemes satisfy our deﬁnition). In
this paper we are interested in schemes whose function privacy can be based on
standard assumptions.
The Boneh-Franklin scheme uses a random oracle H : ID → G and the
secret key for id is skid = H(id)α where α ← Zp is the master secret. The
public parameters are g and h = g α for some generator g of G. Consider an
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adversary that queries the real-or-random oracle with the circuit of the distribution that samples a uniformly distributed id for which the most signiﬁcant
bit of ê(g α , H(id)) is 0. Clearly, this distribution has almost full entropy, and
can be described by a circuit of polynomial size given the public parameters.11
Then, given skid = H(id)α the adversary outputs 0 if the most signiﬁcant bit of
ê(g, skid ) is 0 and outputs 1 otherwise. Since ê(g, skid ) = ê(g α , H(id)) it is easy
to see that the adversary has advantage 1/2 in distinguishing the real mode from
the rand mode, thereby breaking function privacy. In Section 1.1 we presented a
modiﬁcation of this scheme which is function private, and the reader is referred
to the full version [19] for its proof of security.
In the scheme of Gentry, Peikert and Vaikuntanathan, the public parameters
consist of a matrix A ← Zqn×m and the master secret key is a short basis for
the lattice Λ⊥
q (A). A secret key corresponding to an identity id is a short vector
e ∈ Zm such that Ae = H(id) ∈ Znq , where H : ID → Znq is a random oracle.
Consider an adversary that queries the real-or-random oracle with the circuit
of the distribution that samples a uniformly distributed id for which the most
signiﬁcant bit of H(id) is 0. Then, given skid = e the adversary outputs 0 if the
most signiﬁcant bit of Ae is 0 and outputs 1 otherwise. Since Ae = H(id) it is
easy to see that the adversary has advantage 1/2 in distinguishing the real mode
from the rand mode, thereby breaking function privacy. In the full version [19]
we present a modiﬁcation of this scheme which is function private.

3

A Selectively-Secure DLIN-Based Scheme

In this section we present an IBE scheme based on the DLIN assumption in
the standard model. For emphasizing the main ideas underlying our approach,
we present here a selectively data private scheme, and refer the reader to for
full version [19] for its extension to full data privacy. The scheme is based on
the DLIN-based IBE of Kurosawa and Phong [40], which is an adaptation of the
LWE-based IBE of Agrawal, Boneh and Boyen [3] to bilinear groups. The scheme
is obtained by applying our “extract-augment-combine” approach, as discussed
in Section 1.1.
The scheme. Let GroupGen be a probabilistic polynomial-time algorithm that
takes as input a security parameter 1λ , and outputs (G, GT , p, g, ê) where G and
GT are groups of prime order p, G is generated by g, p is a λ-bit prime number,
and ê : G×G → GT is a non-degenerate eﬃciently computable bilinear map. The
scheme IBEDLIN1 = (Setup, KeyGen, Enc, Dec) is parameterized by the security
parameter λ ∈ N. For any such λ ∈ N, the scheme has parameters m ≥ 3 and
ℓ ≥ 2, identity space IDλ = Zℓp , and message space Mλ = GT .
– Setup: On input 1λ sample (G, GT , p, g, ê)( ← GroupGen(1λ ), A0 , A1), . . . ,
Aℓ , B ← Zp2×m , and u ← Z2p . Output pp = g, g A0 , g A1 , . . . , g Aℓ , B, g u and
msk = (A0 , A1 , . . . , Aℓ , u).
11
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– Key generation: On input the master secret key msk and an identity id =
(id1 , . . . , idℓ ) ∈ Zℓp , sample s1 , . . . , sℓ ← Zp and computes




Fid,(s1 ,...,sℓ ) = A0 

∑





si Ai  + 

i∈[ℓ]

∑

 
si · idi  B ∈ Z2×2m
.
p

i∈[ℓ]

Then, sample v ← Z2m
such that Fid,(s1 ,...,sℓ ) · v = u (mod p) and set
p
z = g v ∈ G2m . Outputs skid = (s1 , . . . , sℓ , z).
– Encryption: On input the public parameters pp, an identity id = (id1 , . . . ,
|
idℓ ) ∈ Zℓp , and a message m ∈ GT , sample r ← Z2p . Set c|0 = g r A0 ∈ G1×m ,
|
|
c|i = g r [Ai +idi B] ∈ G1×m for all i ∈ [ℓ], cℓ+1 = ê(g, g)r u · m ∈ GT , and
output (c0 , c1 , . . . , cℓ , cℓ+1 ) ∈ G(ℓ+1)m × GT .
– Decryption: On input a ciphertext c = (c0 , c1 , . . . , cℓ , cℓ+1 ) and a secret
key sk = (s1 , . . . , sℓ , z), output


[


] | −1
.
si , z 
i∈[ℓ] ci
|

c0
m = cℓ+1 · ê  ∏

Correctness. Note that


∏ | s
|
|
i
d| = c0
(ci )  = g r [A0

∑
i∈[ℓ]

si Ai +(

∑
i∈[ℓ]

si ·idi )B]

= gr

|

Fid,(s1 ,...,sℓ )

.

i∈[ℓ]
|

|

We have ê(d, z) = ê(g, g)r Fid,(s1 ,...,sℓ ) ·v = ê(g, g)r u . Therefore, dividing cℓ+1 by
|
ê(d, z) eliminates the term ê(g, g)r u which recovers m correctly.
Security. Due to space limitations we refer the reader to the full version [19]
for the proof of the following theorem. Below we brieﬂy highlight the main ideas
underlying its proof.
Theorem 3.1. The scheme IBEDLIN1 is selectively data private based on the
DLIN assumption, and is function private for:
1. (T, k)-block-sources for any T = poly(λ) and k ≥ λ + ω(log λ).
2. (k1 , . . . , kT )-sources for any T = poly(λ) and (k1 , . . . , kT ) such that ki ≥
i · λ + ω(log λ) for every i ∈ [T ].
Proof overview. The function privacy of the scheme follows quite naturally
from our “extract” step, as discussed in Section 1.1. To prove selective data
privacy under the DLIN assumption, given the challenge identity id∗ , we set
def
up
the public)parameters
{g Ai })i∈[ℓ]], B, and g u such that the matrix Gid,s =
[(∑
(∑
i∈[ℓ] si Ai +
i∈[ℓ] si · idi B is equipped with a ‘punctured’ trapdoor.
This trapdoor allows us to sample a vector such that Fid,s ·v = u whenever Gid,s
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∑
contains a non-zero scalar multiple of B. This occurs whenever i∈[ℓ] si (idi −
id∗i ) ̸= 0. Thus, with all but a negligible probability, we can simulate the adversary’s key-generation queries with specially chosen matrices as above.
To embed the DLIN challenge, the ﬁrst two rows of the DLIN challenge are
used to construct the public parameter g A0 . The third row of the challenge is
either linearly dependent on the ﬁrst two rows or chosen uniformly at random and
independently. The third row of the challenge is embedded into the augmented
challenge ciphertext that is either well-formed or uniform and independent of
the adversary’s view depending on the DLIN challenge. This is done by choosing
secret matrices R∗i and having Ai = A0 R∗i − id∗i B. This generalizes the ideas
of [3, 40] to ﬁt our “extract-augment-combine” approach and therefore provide
function privacy.

4

Extensions and Open Problems

Our framework for function privacy yields a variety of extensions and open problems, both conceptual ones regarding our new notions, and technical ones regarding our speciﬁc approach and its resulting constructions. We now discuss several
such extensions and open problems.
Chosen-ciphertext security. In terms of data privacy, in this paper we considered the standard notion of anonymity and message indistinguishability under an
adaptive chosen-identity chosen-plaintext attack (known as anon-IND-ID-CPA).
A natural extension of our results is to guarantee data privacy even against
chosen-ciphertext attacks (known as anon-IND-ID-CCA). We note that our IBE
schemes can be extended, using standard techniques, into two-level hierarchical
IBE schemes that are anon-IND-ID-CPA-secure and their ﬁrst level is function
private. Then, by applying the generic transformation of Boneh, Canetti, Halevi
and Katz [16], any such scheme can be used to construct an IBE scheme that is
anon-IND-ID-CCA-secure and function private.
Applying our approach to other IBE schemes. In Section 2 we presented
simple attacks exemplifying that the anonymous IBE schemes presented in [18,
32, 3, 40] are not function private. Nevertheless, we were able to rely on these
schemes for designing new ones that are function private using our “extractaugment-combine” approach. For other anonymous IBE schemes, such as [31, 22,
11], we were not able to ﬁnd attacks against their function privacy. An interesting
open problem is to explore whether these schemes can be modiﬁed (possibly by
applying our “extract-augment-combine” approach) to be function private based
on standard assumptions. More generally, a natural open problem is to identify a
speciﬁc property of identity-based encryption schemes that make them amenable
to our “extract-augment-combine” approach.
Extension to other classes of functions. As discussed in Section 1, in the
general setting of functional encryption our schemes provide function privacy
for the class of functions fid∗ deﬁned as fid∗ (id, m) = m if id = id∗ , and
fid∗ (id, m) = ⊥ otherwise. A fascinating open problem is to construct schemes
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that are function private for other classes of functions. A possible starting point
is to consider function privacy for other, rather simple, functionalities, such as
inner-product testing [39].
Robustness of our schemes. As pointed out by Abdalla, Bellare, and Neven
[2], when using an anonymous IBE scheme as a public-key searchable encryption
scheme [17, 1], it is often desirable to use a “robust” IBE scheme: It should be
diﬃcult to produce a ciphertext that is valid for more than one identity. We note
that our schemes do not satisfy such a notion of robustness. However, Abdalla
et al. showed two generic transformations that transform any given IBE scheme
into a robust one. In particular, these transformations can be applied to each
of our schemes to make them robust (these transformations do not change the
decryption keys, and thus function privacy is preserved). We leave it as an open
problem to directly design function-private IBE schemes that are robust.
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