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Preface

Crypto 2000 is the Twentieth Annual Crypto conference. It is sponsored by
the International Association for Cryptologic Research (IACR) in cooperation
with the IEEE Computer Society Technical Committee on Security and Privacy
and the Computer Science Department of the University of California at Santa
Barbara.

The conference received 120 submissions, and the program committee se-
lected 32 of these for presentation. Extended abstracts of revised versions of
these papers are in these proceedings. The authors bear full responsibility for
the contents of their papers.

The conference program includes two invited lectures. Don Coppersmith’s
presentation “The development of DES” records his involvement with one of the
most important cryptographic developments ever, namely the Data Encryption
Standard, and is particularly apt given the imminent selection of the Advanced
Encryption Standard. Mart́ın Abadi’s presentation “Taming the Adversary” is
about bridging the gap between useful but perhaps simplistic threat abstractions
and rigorous adversarial models, or perhaps, even more generally, between view-
points of the security and cryptography communities. An abstract corresponding
to Mart́ın’s talk is included in these proceedings.

The conference program also includes its traditional “rump session” of short,
informal or impromptu presentations, chaired this time by Stuart Haber. These
presentations are not reflected in these proceedings.

An electronic submission process was available and recommended, but for the
first time used a web interface rather than email. (Perhaps as a result, there were
no hardcopy submissions.) The submission review process had three phases. In
the first phase, program committee members compiled reports (assisted at their
discretion by sub-referees of their choice, but without interaction with other
program committee members) and entered them, via web forms, into web-review
software running at UCSD. In the second phase, committee members used the
software to browse each other’s reports, discuss, and update their own reports.
Lastly there was a program committee meeting to discuss the difficult cases.

I am extremely grateful to the program committee members for their enor-
mous investment of time, effort and adrenaline in the difficult and delicate pro-
cess of review and selection. (A list of program committee members and sub-
referees they invoked can be found in succeeding pages of this volume.) I also
thank the authors of submitted papers —in equal measure regardless of whether
their papers were accepted or not— for their submissions. It is the work of this
body of researchers that makes this conference possible.

I thank Rebecca Wright for hosting the program committee meeting at the
AT&T building in New York City and managing the local arrangements, and
Ran Canetti for organizing the post-PC-meeting dinner with his characteristic
gastronomic and oenophilic flair.
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The web-review software we used was written for Eurocrypt 2000 by Wim
Moreau and Joris Claessens under the direction of Eurocrypt 2000 program chair
Bart Preneel, and I thank them for allowing us to deploy their useful and colorful
tool.

I am most grateful to Chanathip Namprempre (aka. Meaw) who provided
systems, logistical and moral support for the entire Crypto 2000 process. She
wrote the software for the web-based submissions, adapted and ran the web-
review software at UCSD, and compiled the final abstracts into the proceedings
you see here. She types faster than I speak.

I am grateful to Hugo Krawczyk for his insight and advice, provided over a
long period of time with his usual combination of honesty and charm, and to
him and other past program committee chairs, most notably Michael Wiener
and Bart Preneel, for replies to the host of questions I posed during the pro-
cess. In addition I received useful advice from many members of our community
including Silvio Micali, Tal Rabin, Ron Rivest, Phil Rogaway and Adi Shamir.
Finally thanks to Matt Franklin who as general chair was in charge of the local
organization and finances, and, on the IACR side, to Christian Cachin, Kevin
McCurley, and Paul Van Oorschot.

Chairing a Crypto program committee is a learning process. I have come to
appreciate even more than before the quality and variety of work in our field,
and I hope the papers in this volume contribute further to its development.

Mihir Bellare

Program Chair, Crypto 2000
San Diego, June 2000
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marc.joye@gemplus.com
4 Department of Information and Computer Science,

University of California, Irvine, Irvine, CA 92697-3425, USA
gts@ics.uci.edu

http://www.iacr.org/archive/crypto2000/18800256/18800256.pdf
http://www.iacr.org/archive/crypto2000/18800256/18800256.pdf


Provably Secure Partially Blind Signatures

Masayuki Abe and Tatsuaki Okamoto

NTT Laboratories
Nippon Telegraph and Telephone Corporation

1-1 Hikari-no-oka Yokosuka-shi Kanagawa-ken, 239-0847 Japan
E-mail: {abe,okamoto}@isl.ntt.co.jp

http://www.iacr.org/archive/crypto2000/18800272/18800272.pdf


Weaknesses in the SL2(IF2n) Hashing Scheme of
Tillich and Zémor

Rainer Steinwandt, Markus Grassl, Willi Geiselmann, and Thomas Beth

Institut für Algorithmen und Kognitive Systeme,
Fakultät für Informatik, Universität Karlsruhe,

Am Fasanengarten 5, 76 128 Karlsruhe, Germany,
{steinwan,grassl,geiselma,EISS Office}@ira.uka.de.

http://www.iacr.org/archive/crypto2000/18800288/18800288.pdf
http://www.iacr.org/archive/crypto2000/18800288/18800288.pdf


Fast Correlation Attacks Through
Reconstruction of Linear Polynomials

Thomas Johansson and Fredrik Jönsson

Dept. of Information Technology
Lund University, P.O. Box 118, 221 00 Lund, Sweden

{thomas, fredrikj}@it.lth.se

http://www.iacr.org/archive/crypto2000/18800302/18800302.pdf
http://www.iacr.org/archive/crypto2000/18800302/18800302.pdf


Sequential Traitor Tracing

Reihaneh Safavi-Naini and Yejing Wang

School of IT and CS, University of Wollongong,
Wollongong 2522, Australia

email: [rei/yw17]@uow.edu.au

http://www.iacr.org/archive/crypto2000/18800318/18800318.pdf


Long-Lived Broadcast Encryption

Juan A. Garay1, Jessica Staddon2, and Avishai Wool1

1 Bell Labs, 600 Mountain Ave., Murray Hill, NJ 07974, USA.
E-mail: {garay,yash}@research.bell-labs.com.

2 Bell Labs Research Silicon Valley, 3180 Porter Drive, Palo Alto, CA 94304, USA.
E-mail: staddon@research.bell-labs.com.

http://www.iacr.org/archive/crypto2000/18800335/18800335.pdf


Taming the Adversary

Mart́ın Abadi

Bell Labs Research, Lucent Technologies
abadi@lucent.com

www.pa.bell-labs.com/~abadi

http://www.iacr.org/archive/crypto2000/18800354/18800354.pdf


The Security of All-Or-Nothing Encryption:
Protecting Against Exhaustive Key Search

Anand Desai

Department of Computer Science & Engineering,
University of California at San Diego,

9500 Gilman Drive, La Jolla, California 92093, USA.
adesai@cs.ucsd.edu

http://www.iacr.org/archive/crypto2000/18800360/18800360.pdf
http://www.iacr.org/archive/crypto2000/18800360/18800360.pdf


On the Round Security of Symmetric-Key
Cryptographic Primitives

Zulfikar Ramzan and Leonid Reyzin

Laboratory for Computer Science
Massachusetts Institute of Technology

Cambridge, MA 02139
{zulfikar, reyzin}@theory.lcs.mit.edu

http://theory.lcs.mit.edu/{~zulfikar, ~reyzin}

http://www.iacr.org/archive/crypto2000/18800377/18800377.pdf
http://www.iacr.org/archive/crypto2000/18800377/18800377.pdf


New Paradigms for Constructing
Symmetric Encryption Schemes

Secure Against Chosen-Ciphertext Attack

Anand Desai

Department of Computer Science & Engineering,
University of California at San Diego,

9500 Gilman Drive, La Jolla, California 92093, USA.
adesai@cs.ucsd.edu

http://www.iacr.org/archive/crypto2000/18800395/18800395.pdf
http://www.iacr.org/archive/crypto2000/18800395/18800395.pdf
http://www.iacr.org/archive/crypto2000/18800395/18800395.pdf


Efficient Non-Malleable Commitment Schemes

Marc Fischlin and Roger Fischlin

Fachbereich Mathematik (AG 7.2)
Johann Wolfgang Goethe-Universität Frankfurt am Main

Postfach 111932
D–60054 Frankfurt/Main, Germany

{marc,fischlin}@ mi.informatik.uni-frankfurt.de

http://www.mi.informatik.uni-frankfurt.de/

http://www.iacr.org/archive/crypto2000/18800414/18800414.pdf


Improved Non-Committing Encryption Schemes
based on a General Complexity Assumption

Ivan Damg̊ard and Jesper Buus Nielsen

BRICS? Department of Computer Science
University of Aarhus

Ny Munkegade
DK-8000 Arhus C, Denmark
{ivan,buus}@brics.dk

? Basic Research in Computer Science,
Centre of the Danish National Research Foundation.

http://www.iacr.org/archive/crypto2000/18800433/18800433.pdf
http://www.iacr.org/archive/crypto2000/18800433/18800433.pdf


A note on the round-complexity
of Concurrent Zero-Knowledge

Alon Rosen

Department of Computer Science
Weizmann Institute of Science

Rehovot 76100, Israel
alon@wisdom.weizmann.ac.il

http://www.iacr.org/archive/crypto2000/18800452/18800452.pdf
http://www.iacr.org/archive/crypto2000/18800452/18800452.pdf


An Improved Pseudo-Random Generator Based
on Discrete Log

Rosario Gennaro

IBM T.J.Watson Research Center, P.O. Box 704, Yorktown Heights, NY 10598,
rosario@watson.ibm.com

http://www.iacr.org/archive/crypto2000/18800470/18800470.pdf
http://www.iacr.org/archive/crypto2000/18800470/18800470.pdf


Linking Classical and Quantum Key Agreement:
Is There “Bound Information”?

Nicolas Gisin1 and Stefan Wolf2

1 Group of Applied Physics, University of Geneva, CH-1211 Geneva, Switzerland.
E-mail: Nicolas.Gisin@physics.unige.ch

2 Department of Computer Science, ETH Zürich, CH-8092 Zürich, Switzerland.
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