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PART I

(U.S. Government employees whose work is not subject to U.S. copyright should so certify by
signing Part Il below.) g

The undersigned hereby assigns all copyright rights in and to the above work to The
International Association for Cryptologic Research, Inc. (hereinafter referred to as "JACR"). The
undersigned hereby represents and warrants that the work is original and that he/she is the
author of the work, except possibly for material such as text passages, figures, and data that
clearly identify the original source, with permission notices from the copyright owners where
required. The undersigned represents that he/she has the power and authority to make and
execute this assignment.

In return for these rights, the IACR recognizes the retained rights noted in Items 1 and 4 below,
and grants to the above authors and employers for whom the work may have been performed
a royalty-free license to use the material as noted in ltems 2, 3, and 4. Item 6 stipulates that
authors and employers must seek permission to republish in cases not covered by ltems 2, 3,
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4, and 5.

1. Employers (or authors) retain all proprietary rights in any process, procedure, or article of
manufacture described in the work.

2. Authors/employers may reproduce or authorize others to reproduce the above work,
material extracted verbatim from the above work, or derivative works for the author’s
personal use or for company use provided that the source and the IACR copyright notice are
indicated, that the copies are not used in any way that implies IACR endorsement of a product
or service of an employer, and that the copies themselves are not offered for sale.

3. The Author may publish his/her contribution on his/her personal Web page, subject to the
restriction that it should carry a prominent copyright notice of the form "© IACR" to indicate
that the copyright for this contribution is held by IACR.

4. Authors/employers may make limited distribution of all or portions of the above work prior
to publication if they inform the IACR of the nature and extent of such limited distribution prior
thereto.

5. In the case of work performed under a U.S. Government contract or grant, IACR recognizes
that the U.S. Government has royalty-free permission to reproduce all or portions of the above
work, and to authorize others to do so, for official U.S. Government purposes only, if the
contract/grant so requires. (Appropriate documentation may be attached, but IACR's Copyright
Form MUST BE SIGNED.)

6. For all circumstances not covered by Items 2, 3, 4, and 5, authors/employers must request
permission from the IACR to reproduce or authorize the reproduction of the work or material
extracted verbatim from the work, including figures and tables.

Please note that, although authors are permitted to reuse all or portions of their
IACR-copyrighted material in other works, this does not include granting third party requests
for reprinting, republishing, or other types of re-use. All third party requests must be handled
by the IACR.

In th ent the above work is not accepted and published by the IACR or is withdrawn by the
au or s)/béw;acceptance by the IACR, this agreement becomes null and void.
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PART Il to Be Completed in Case an Author Is a U.S. Government Employee

Authors who are U.S. Government employees are not required to sign Part | of the IACR
Copyright Form, but any coauthors outside the U.S. Government are required to sign Part |
(see Joint authorship above). Authors whose work was performed under a U.S. Government
contract or grant, but who are not Government employees, are required to sign Part | of this
form. (Note: If your work was performed under U.S. Government contract but you are nota
U.S. Government employee, sign Part | of this form and see item 5).

This will certify that all authors of the above work are employees of the U.S. Government and
performed this work as part of their official duties and that the work is therefore. not subject to
U.S. copyright protection.

Authorized Signature Date

Please direct all questions about IACR copyright or this form to copyrights@iacr.org, or contact
the President of the IACR.

(IACR copyright form, 14-Aug-2010)
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