
Memory-Tight Multi-Challenge Security of
Public-Key Encryption

Joseph Jaeger and Akshaya Kumar

School of Cybersecurity and Privacy
Georgia Institute of Technology, Atlanta, Georgia, US

{josephjaeger, akshayakumar}@gatech.edu

Abstract. We give the first examples of public-key encryption schemes
which can be proven to achieve multi-challenge, multi-user CCA security
via reductions that are tight in time, advantage, and memory. Our con-
structions are obtained by applying the KEM-DEM paradigm to variants
of Hashed ElGamal and the Fujisaki-Okamoto transformation that are
augmented by adding uniformly random strings to their ciphertexts.
The reductions carefully combine recent proof techniques introduced by
Bhattacharyya’20 and Ghoshal-Ghosal-Jaeger-Tessaro’22. Our proofs for
the augmented ECIES version of Hashed-ElGamal make use of a new
computational Diffie-Hellman assumption wherein the adversary is given
access to a pairing to a random group, which we believe may be of
independent interest.
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1 Introduction

Secure deployment of cryptography requires concrete analysis of schemes to un-
derstand how the success probabilities of attackers grow with the amount of
resources they employ to attack a system. The use of reduction-based cryp-
tography enables such analysis by using an attacker with running time t and
success probability ε to construct a related adversary with running time t1 and
success probability ε1 against a computational problem whose security is better
understood. A gold standard for concrete security reductions are tight reduc-
tions for which t1 « t and ε1 « ε. We refer to such a reduction as TA-tight
(time-advantage-tight) to distinguish it from other notions of tightness.

Auerbach, Cash, Fersch, and Kiltz [3] argued that the memory usage of an at-
tacker can be crucial in determining its likelihood of success. This kicked of a line
of works [31, 30, 24, 12, 11, 7, 19, 18, 9, 28, 10, 17] on memory-aware cryptography
which accounts for the memory usage of attackers in security analyses. Auer-
bach, et al. focused in particular on incorporating memory considerations into
the study of reductions. We refer to a reduction as TAM-tight if it is TA-tight
and additionally s « s1 where these variables, respectively, denote the amount
of memory used by the original adversary and the reduction adversary.



In this work, we construct the first public-key encryption schemes with TAM-
tight proofs of multi-challenge (and multi-user) chosen-ciphertext attack (CCA)
security. Our schemes are based on variants of the Hashed ElGamal and Fujisaki-
Okamoto transformation key encapsulation mechanisms. These variants augment
ciphertexts with random strings that are included in hash function calls.

Multi-challenge setting. As mentioned, our focus in this work is on multi-
challenge and multi-user security. This is simply motivated by the fact that
encryption schemes get deployed across many different users each of whom will
encrypt many messages, so it is important to understand how the security of a
scheme degrades as the number of encryptions increase. In particular, the goal
of tight proofs is to show that security does not meaningfully degrade. Multiple
papers [22, 25, 16] have looked at this in the non-memory-aware setting, providing
schemes with TA-tight proofs of security. However, extending any of these proofs
to the memory-aware setting is quite difficult.

Prior works on memory-tight CCA secure encryption have identified a pri-
mary difficulty in the multi-challenge setting which lies in how the decryption
oracle handles challenge ciphertexts. Simply decrypting a challenge ciphertext
would lead to trivial attacks against any scheme, so instead the decryption oracle
has to recognize these ciphertexts and respond to them in a special manner.1

This makes writing memory-tight security proofs difficult because the reduction
adversary must emulate this differing behavior on decryption queries for chal-
lenge or non-challenge ciphertexts, but it is unclear how to go about identifying
which are challenge ciphertexts other than remembering and checking against all
ciphertexts that were previously returned to encryption queries. In the single-
challenge setting is a non-issue, because storing the single challenge ciphertext
requires minimal memory.

Memory-tightness of Hashed ElGamal. In recent years, several papers
have discussed the challenge of providing memory-tight security proofs for Hashed
ElGamal. Auerbach, et al. [3] gave it at as an example of a proof they considered
the memory complexty of, but were unable to improve. Follow-up work by Bhat-
tacharyya [7] and Ghoshal and Tessaro [19] analyzed this further, giving what
might seem at first to be contradictory results. Bhattacharyya gave a memory-
tight proof for Hashed ElGamal in the single-challenge setting while Ghoshal
and Tessaro proved a lower-bound establishing that a memory-tight proof for
Hashed ElGamal was not possible.

Resolving this contradiction requires more precisely understanding each re-
sult. The lower bound applies specifically for reductions to Strong Computational
Diffie-Hellman (CDH) security [2] which are “black-box” in several ways, includ-
ing that they do not depend on the particular group used. Ghoshal and Tessaro
note that Bhattacharyya’s result (for single-challenge security) avoids the lower
bound by not being black-box in this manner; it depends on the group having

1 An alternate definitional style would disallow the adversary from querying challenge
ciphertexts to its decryption oracle, but prior the works argue this is an inappropriate
restriction in the memory-bounded setting [18, 17].
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Scheme/Transform Assumption Result

Hashed ElGamal (aECIES) Pair CDH $CCA KEM

Cramer-Shoup ElGamal (aCS) Strong CDH $CCA KEM

Twin ElGamal (aTWIN) CDH $CCA KEM

T $CPA PKE OW-PCA PKE

aV OW-PCA PKE OW-PCVA PKE

aUK OW-PCVA PKE CCA KEM

KEM/DEM (KD) $CCA KEM/SKE $CCA PKE

Fig. 1. TAM-tight reductions we provide. Transformations T, aV, and aUK are FO
transforms discussed in Section 5. Results are multi-user, multi-challenge security.

an efficient pairing. However, for efficiency it is preferable to implement schemes
using elliptical curves for which efficient pairing are believed not to exist.

Our result for Hashed ElGamal is black-box in the sense of Ghoshal and Tes-
saro. We avoid the lower-bound without requiring an efficient pairing by intro-
ducing and using an assumption (Pair CDH) which is stronger than Strong CDH,
but is reasonable to assume holds in typical groups based on elliptic curves.2 We
discuss this assumption in more detail momentarily. Indeed, Ghoshal and Tes-
saro say in their paper [19, Sec. 3.1, p.42], “it appears much harder to extend
our result to different types of oracles than [the Strong CDH oracle], as our proof
is tailored at this oracle.” Our new security notion gives an example of such an
oracle to which their result cannot be extended.

1.1 Our results

We summarize our results in Fig. 1. Omitted proofs and results are provided in
the full version of this paper [23].

Hashed ElGamal. Our first results consider the security of Hashed ElGamal.
Following Bhattacharyya, we actually consider two variants which we refer to
as the ECIES [1] and the Cramer-Shoup [8] variants. The negative results of
Ghoshal and Tessaro apply only to the ECIES variant. In both, the decryption
key is a value x P Z˚p and the encapsulation key is X “ gx. Here g is a generator
of a group of prime order p. For encapsulation, one samples a fresh yÐ$ Z˚p and
returns gy as the ciphertext. For ECIES the derived key is HpXyq, while for
Cramer-Shoup it is Hpgy, Xyq. Our main results concern “augmented” versions
of both of these schemes where the ciphertexts are instead pa,gyq where a is a
uniformly random bitstring used as an additional input to the hash function.

2 Technically, the lower bound also does not apply because we are considering an
augmented scheme which differs from the one analyzed by Ghoshal and Tessaro.
However, the augmentation is not important for this comparison, because in the
single-challenge setting where the lower-bound was proven, Pair CDH TAM-tightly
implies security of the non-augmented scheme as well.
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To understand these results, let us discuss the high level idea of proving secu-
rity for ECIES. A standard, single-challenge proof would work from the Strong
CDH assumption in the random oracle model. In Strong CDH an adversary is
given X “ gx, Y “ gy, and an oracle O which on input B,C tells whether
Bx “ C. Its goal is to return Xy. The only way to distinguish HpXyq from
random is to query H on input Xy. So a reduction adversary will give X as
the encryption key, Y as the challenge ciphertext, simulate random oracle and
decapsulation queries, and checks if any of the random oracle queries are Xy

in which case it returns that. The oracle O is used for checking whether ran-
dom oracle queries are Xy (for a random oracle query Z, one queries OpY,Zq
to check) and for maintaining consistency between random oracle and decapsu-
lation queries for non-challenge ciphertexts. A decapsulation query for Y and
a random oracle query for Y,Z should return the same result if Y x “ Z. The
reduction can maintain this consistency by remembering all of the queries made
to both oracles and then using O to check for this consistency. This is neither
time- nor memory-tight.

Bhattacharyya was able to make this TAM-tight by introducing a new tech-
nique for this consistency aspect. They simulate the random oracle HpCq by
hpepg, Cqq where h is a random function and e is a pairing. Then the output
of a non-challenge decapsulation query B can be simulated as hpepX,Bqq. In
our proof we use a similar technique, but replace the requirement for a pairing-
friendly group by using a new variant of CDH we will discuss momentarily.

The first step in making the proof work in the multi-challenge setting is to
use Diffie-Hellman rerandomization techniques so we can have multiple Diffie-
Hellman challenges. We let the u-th user’s public key be Xxu and the i-th cipher-
text by Y yi . For memory-tightness, we pick xu and yi using a (pseudo-)random
function.3 Then if the adversary makes a random oracle query HpCq where
C “ Xxu¨y¨yu , we have C1{pxu¨yuq “ Xy. A challenge here is to know which u
and i to use for such a random oracle query. A reduction could check each choice
of u, i, but this would lose time-tightness. At the same time, for a decapsulation
query B we must be able to identify if B was a prior challenge query. Storing
all prior challenge queries loses memory-tightness.

Both of these issues are solved by our addition of an auxiliary string a to
each ciphertext and hash query. The idea here is based on memory-tightness
techniques of GGJT [17], in that we are going to hide the pertinent information
we need in a. Rather than sampling a at random, if the i-th challenge query is
made to user u then our reduction adversary picks a to be the “encryption” of
pu, iq. Now on future random oracle and decapsulation queries we can recover u, i
by “decrypting” a. This allows us to properly simulate the view of the adversary.

Pair CDH security.As we have been mentioning, we avoid the need for groups
with pairing in our result for ECIES by making use of a new computational
assumption. This assumption, we refer to as Pair CDH security, extends CDH
security by giving the adversary access to an oracle which, on input A and B

3 In the body, this is separated out as a proof that single-challenge CDH tightly implies
multi-challenge CDH.
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(with discrete logarithms a and b) computes a and b then returns a random
function applied to a ¨ b. This acts, in essence, as a pairing from the group under
consideration to a randomly chosen group. Our use of this in our security proof
for ECIES takes advantage of the fact that (i) the pairing is only needed for the
proof, not in the construction itself and (ii) the proof does not require the ability
to efficiently perform group operations with the output of the pairing. We think
this notion may be of further interest if other proofs can be found where better
tightness can be achieved using a pairing only in the reduction.

To justify our new assumption we analyze how it compares to existing as-
sumptions. Pair CDH security is implied by CDH security if the group under
consideration has an efficient pairing. This holds because we can emulate the ran-
dom pairing by first applying the efficient pairing and then applying a random
function (which may be pseudorandomly instantiated for efficiency). In turn,
Pair CDH implies the Gap CDH assumption because a pairing can be used to
check whether given group elements form a Diffie-Hellman triple.

These results do not justify the use of Pair CDH security for typical groups
based on elliptic curves which do not have pairings. For this, we turn to non-
standard models (i.e. algebraic or generic group models [29, 26, 13]). In these
models, we are able to show that CDH and Pair CDH are equivalent because
learning anything from the oracle requires the ability to find non-trivial collisions
in the pairing. The ability to find such collisions can in turn be used to solve the
discrete logarithm problem.

Fujisaki-Okamoto Transformation.The other KEMs we consider are those
derived from the Fujisaki-Okamoto Transformation which starts with a CPA
secure public key encryption scheme and applies several random oracle based
transformations to construct a CCA secure KEM. Hofheinz, Hövelmanns, and
Kiltz [21] gave a nice modular approach for proving the security of several vari-
ants of this transformation. Bhattacharyya showed how to make these proofs
memory-tight in the single-challenge setting (in some cases requiring one ad-
ditional intermediate transformation). We extend these to the multi-challenge
setting. For the final step of the transform, we need to consider an augmented
transform of the existing scheme in which random strings are added to each ci-
phertext and incorporated into the hash queries. As before, our reduction sam-
ples these string as the encryption of the pertinent information it would need to
identify challenge ciphertexts and respond to them appropriately.

For these results, we require that the starting CPA scheme have good multi-
challenge security. This is a significantly weaker starter point than multi-challenge
CCA security because it avoids the issue of having to be able to identify challenge
ciphertexts for the decryption oracle.

Lifting to public-key encryption.The approaches described above are for
key encapsulation mechanisms. This raises the question of whether these tight
reductions can be applied to public-key encryption via the KEM-DEM paradigm.
It uses a KEM to generate a new symmetric key for a data encapsulation mech-
anism to encrypt the actual message with. This was previously looked at by
GGJT [17], who gave a TAM-tight proof of security. However, because of their
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particular motivations, the proof assumed the KEM was constructed from a
public-key encryption scheme. We show that (with some modifications) the proof
works with generic KEMs as well.

2 Preliminaries

2.1 Notation

We recall basic notion and security definitions we will use in our paper.

Pseudocode. For our proofs, we use the code based framework of [6]. If A is
an algorithm, then xÐ AOpx1, x2, ...; rq denotes running A on inputs x1, x2, ...
with coins r and having access to the set of oracles O to produce output x. We
use the notation Ð$ instead of Ð when not explicitly specifying the coins r. If
S is a set, |S| denotes its size and xÐ$ S denotes sampling x uniformly from
S. We use the symbol K to indicate rejection. When not specified, tables are
initialized empty and integers are initialized to 0.

Security notions are defined with games such as the one in Fig. 3. The prob-
ability that the game G outputs true is PrrGs. We sometimes use a sequence
of “hybrid” games in one figure for our proofs. We use comments of the form
//Gri,jq to indicate that a line of code is included in games Gk for i ď k ă j. To

identify changes made to the kth hybrid, one looks for lines of code commented
as //Gri,kq for code that is no longer included in the kth hybrid and //Grk,jq for

code that is new to the kth hybrid.

Complexity Measures. Following ACFK [3], we measure the local complexi-
ties of algorithms and do not include the complexity of oracles that they interact
with. We focus on the worst case runtime TimepAq and memory used for local
computation MempAq of any algorithm A.

Functions and ideal models.We define FcspD,Rq (resp. InjpD,Rq) to be the
set of all functions (resp. injections) mapping from D to R. For f P InjpD,Rq,
we define f´1 to be its inverse (with f´1pyq “ K if y has no preimage). If Dt

and Rt are sets for each t P T , then we define FcspT,D,Rq (resp. InjpT,D,Rq) to
be the set of functions f so that fpt, ¨q P FcspDt, Rtq (resp. fpt, ¨q P InjpDt, Rtq).
We let ftp¨q “ fpt, ¨q.

For f P InjpD,Rq we let f˘ denote the function defined by f˘p`, xq “ fpxq
and f˘p´, xq “ f´1pxq. We often write fpxq or f´1pxq in place of f˘p`, xq or
f˘p´, xq. We let Inj˘pD,Rq “ tf˘ : f P InjpD,Rqu and extend this to define
Inj˘pT,D,Rq analogously.

Ideal models (e.g. the random oracle or ideal cipher model) are captured by
having a scheme S specify a set of functions S.IM. Then, at the beginning of a
security game for S, a random H P S.IM is sampled. The adversary and some
algorithms of the scheme S are then given oracle access to H. The standard
model is captured by S.IM being a singleton set containing the identity function.

If F and G are sets of functions, then we define pF,Gq “ F ˆ G “ t f ˆ
g : f P F, g P G u. Here, f ˆ g is the function defined by f ˆ gp0, xq “ fpxq
and f ˆ gp1, xq “ gpxq. In the code of an algorithm expecting oracle access to
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f ˆ g P Fˆ G, we write fpxq or gpxq with the natural meaning. We extend this
notation to more than two sets of functions as well.

Switching lemma. Our proofs make use of the indistinguishability of random
functions and injections, as captured by the following standard result.

Lemma 1 (Switching Lemma). Fix T , D, R and N “ mintPT |Rt|. For any
adversary A making at most q queries, it holds that |PrrAf ñ 1s ´ PrrAg ñ

1s| ď 0.5¨q2{N , where the probability is taken over the randomness of A, sampling
f Ð$ FcspT,D,Rq, and sampling gÐ$ InjpT,D,Rq.

2.2 Memory-tightness background

F-oracle adversaries. We adopt GGJT’s [17] oracle adversary formulation
for our proofs in the memory-aware setting, i.e., we allow reductions to access
uniformly random functions or invertible random injections. Our reductions are
of the form shown below for some set of functions F and algorithm B. We call
such an adversary A an F-oracle adversary.

Adversary AO(in)

f Ð$ F
out Ð$ BO,f (in)
Return out

The complexity of adversary A would include the (large) complexity of sampling,
storing, and computing f . However, as proposed in [17], we present theorems in
terms of the reduced complexity of an oracle aided adversary which is defined as
Time˚pAq “ TimepBq and Mem˚

pAq “ MempBq.
We refer readers to Lemma 2 of [17] which bounds how much an adversary

may be aided by a random object by replacing it with a pseudorandom version
of the object. Pseudorandom injections can typically be instantiated by appro-
priately chosen encryption schemes.

There is a small issue when pseudorandomly instantiating a random function
if the game A plays is inefficient. This is the case for some of our reduction
adversaries playing CDH variants wherein they have access to some inefficient
oracle based on the group. Then the pseudorandomness reduction adversary
from [17] will be inefficient because it simulates the game that A is playing.
However, we can simply use pseudorandom schemes believed to be secure even
against adversaries with access to the inefficient oracle. This seems reasonable
as we can choose a pseudorandom scheme which seems unrelated to the group.

Message encoding techniques. The message encoding technique proposed
by GGJT in [17] programs randomness that a reduction provides to an adversary
in a special way that stores retrievable state information. This is achieved by
generating randomness as the output of random injections. The reduction may
then invert randomness generated thusly to retrieve state information. For ex-
ample, consider a key encapsulation mechanism that outputs ciphertexts of the
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PKE Syntax

pek, dkq Ð$ PKE.K
cÐ$ PKE.EH

pek,mq
mÐ PKE.DH

pdk, cq

KEM Syntax

pek, dkq Ð$ KEM.K
pc,Kq Ð$ KEM.EH

pekq
K Ð KEM.DH

pdk, cq

SKE Syntax

KÐ$ SKE.K
cÐ$ SKE.EH

pK,mq
mÐ SKE.DH

pK, cq

Fig. 2. Syntax of a public key encryption scheme PKE, key encapsulation mechanism
KEM, and symmetric key encryption scheme SKE. The ideal model oracle is H.

form pa, cq where a is uniformly random. Then a reduction can simulate chal-
lenge ciphertexts by setting a “ fpiq where f is a random injection and i is some
pertinent information the reduction would want to know if the adversary later
makes oracle queries for the same ciphertext. Then the reduction can recover
this information during future queries as iÐ f´1paq.

Map-then-random-function.We describe the main proof technique of Bhat-
tacharyya [7], namely “map-then-rf”.4 This technique allows the reduction to
use the composition of an injection and a random function to replace a random
function. This relies on the simple fact that if h P InjpD,Sq, then sampling f ac-
cording to f Ð$ FcspD,Rq or gÐ$ FcspS,Rq; f Ð g ˝ h are equivalent, meaning,
if g is a random function, and h is any injection, then f Ð g ˝ h is a random
function. This allows a reduction to compute the output fpxq given hpxq, even
if it does not know x.

2.3 Public Key Encryption

Syntax. A public key encryption scheme, PKE, specifies three algorithms - the
key generation algorithm (PKE.K) that returns a pair of keys (ek, dk) where ek
is the encryption key and dk is the corresponding decryption key, the encryption
algorithm (PKE.E) that takes the encryption key ek and a message m and returns
ciphertext c, and the decryption algorithm PKE.D that takes the decryption key
dk and a ciphertext c and returns message m (or the special symbol K to indicate
rejection). The syntax of these algorithms is given in Fig. 2.

Perfect correctness requires PKE.DHpdk, cq “ m for all pek, dkq P rPKE.Ks,
all m, all H P PKE.IM, and all c P rPKE.EHpek,mqs. The weaker notion of
δ-correctness requires that for all (not necessarily efficient) D,

PrrPKE.DHpdk,PKE.EHpek,mqq ‰ m : mÐ$ DHpek, dkqs ď δpqq

where q upper bounds the number of H queries D makes. The probability is
over pek, dkq Ð$ PKE.K, HÐ$ PKE.IM, and the coins of D and PKE.E. When
not stated otherwise, schemes are assumed to be perfectly correct.

4 Bhattacharyya actually uses “map-then-prf”, as they were not using the oracle ad-
versary formulation.

8



Game Gmu-$cca
PKE,b pAq

HÐ$ PKE.IM
pekp¨q, dkp¨qq Ð$ PKE.K
b1Ð$ ANew,Encb,Dec,H

Return b1 “ 1

Newpuq

Return eku

Encbpu,mq

c1 Ð$ PKE.EH
peku,mq

c0 Ð$ PKE.Cpeku, |m|q
M ru, cbs Ð m
Return cb

Decpu, cq

If M ru, cs ‰ K
Return M ru, cs

mÐ PKE.DH
pdk, cq

Return m

Fig. 3. Game defining mu-$cca security of PKE.

We define the encryption keyspace as PKE.Ek “ tek : pek, dkq P rPKE.Ksu
and assume that for each ek P PKE.Ek and allowed message length n, there exists
a set PKE.Cpek, nq such that PKE.EHpek,mq P PKE.Cpek, |m|q always holds. We
assume this set is disjoint for distinct message lengths and let PKE.C´1pek, cq
return n such that c P PKE.Cpek, nq. We let PKE.R denote the set from which
PKE.E draws its randomness. Sometimes we assume that all messages to be
encrypted are drawn from a set PKE.M of equal length messages and then let
PKE.C simply denote the set of all possible ciphertexts.

Indistinguishable from Random Security. We consider indistinguishable
from random, chosen ciphertext attack ($CCA) security as captured by Fig. 3.
The definition multi-user and multi-challenge (allowing multiple challenges per
user). It requires ciphertexts output by the encryption scheme be indistinguish-
able from random, even when given access to a decryption oracle. In this game,
the adversary obtains the encryption key eku for user u by querying Newpuq. It
makes an encryption query Encpu,mq to receive a challenge encryption of m by
u and a decryption query Decpu, cq to have u decrypt c. The adversary needs
to distinguish between the real world (b “ 1) in which a query to Encpu,mq
returns a real encryption of m and the ideal world (b “ 0) in which the same
query returns a uniformly random element of PKE.Cpeku, |m|q.

Table entry M ru, cs stores the message encrypted in user u’s challenge ci-
phertext c. If the adversary queries Dec with a challenge ciphertext it returns
M ru, cs rather than performing the decryption. Prior works on memory-aware
cryptography [19, 17] considered other ways a decryption oracle might respond to
challenge ciphertexts and argued that this is the “correct” convention. The ad-
vantage of an adversary A is0 Advmu-$cca

PKE pAq “ PrrGmu-$cca
PKE,1 pAqs´PrrGmu-$cca

PKE,0 pAqs.
In this and future definition we let U denote the set of allowed user identifiers u.

The general framework of capturing multi-user security by allowing the at-
tacker to access separate instances of oracles for each user with shared secret bit
across them is originally due to Bellare, Boldyreva, and Micali [5] who provided
a definition for IND-CPA secure public-key encryption.

One-Wayness Security.Following the one-wayness security definitions in [21],
we define variants of one-wayness security of PKE schemes in the multi-user,
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Game Gmu-ow-w
PKE pAq

HÐ$ PKE.IM
pekp¨q, dkp¨qq Ð$ PKE.K
OÐ K //w “ cpa
OÐ PCO //w “ pca
OÐ pPCO,CVOq //w “ pcva
pm1, u, iq Ð$ ANew,Chal,O,H

Return PCOpu,m1,Chalpu, iqq

Chalpu, iq

If Cru, is ‰ K
Return Cru, is

mÐ$ PKE.M
cÐ$ PKE.EH

peku,mq
Cru, is Ð c
Return c

Newpuq

Return eku

PCOpu,m, cq

m1 Ð PKE.DH
pdku, cq

Return m “ m1

CVOpu, cq

m1 Ð PKE.DH
pdku, cq

Return pm1 P PKE.Mq

Fig. 4. Game defining mu-ow-w security of PKE for w P tcpa, pca, pcvau.

multi-challenge setting in Fig. 4. We define three variants - One-Wayness under
Chosen Plaintext Attacks (OW-CPA), One-Wayness under Plaintext Checking
Attacks (OW-PCA) and One-Wayness under Plaintext and Validity Checking
Attacks (OW-PCVA). The difference between each variant w P tcpa, pca, pcvau
is in the auxilliary oracle(s) O that the adversary is given access to.

In each variant, the adversary is tasked with finding the decryption of a
challenge ciphertext which encrypt a message randomly sampled from PKE.M.
In the game Gmu-ow-cpa

PKE , the adversary does not have access to any auxilliary

oracle as indicated by OÐ K. In the game Gmu-ow-pca
PKE , the adversary has access

to the Plaintext Checking Oracle PCO which takes as input a valid message-
ciphertext pair, and returns true if the message is a valid decryption of the
ciphertext and false otherwise. The adversary has access to both oracles, PCO
and CVO, in Gmu-ow-pcva

PKE where CVO takes as input a ciphertext, and returns
true if the ciphertext decrypts to a valid message. For each variant, we define
Advmu-ow-w

PKE pAq “ PrrGmu-ow-w
PKE s. Note that an adversary may re-query Chalpu, iq

to get back the same ciphertext. This makes it hard to prove one-wayness, but
easier write proofs starting from one-wayness. We sometime assume challenge
identifiers, i, are drawn from a fixed set I.

2.4 Key Encapsulation Mechanisms

Syntax. A key encapsulation mechanism, KEM, consists of three algorithms
- the key generation algorithm (KEM.K) that returns a pair of keys (ek, dk)
where ek is the encapsulation key and dk is the corresponding decapsulation key,
the encapsulation algorithm (KEM.E) that takes the encapsulation key ek and
returns a ciphertext-key pair pc,Kq where K P KEM.K and the decapsulation
algorithm KEM.D that takes the decapsulation key dk and a ciphertext c and
returns a key K (or K to indicate rejection). The syntax of these algorithms is
shown in Fig. 2. Perfect correctness requires that KEM.DHpdk, cq “ K for all
pek, dkq P rKEM.Ks, all H P KEM.IM, and all pc,Kq P rKEM.EHpekqs.
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Game Gmu-$cca
KEM,b pAq

HÐ$ KEM.IM
pekp¨q, dkp¨qq Ð$ KEM.K
b1Ð$ ANew,Encapb,Decap,H

Return b1 “ 1

Newpuq

Return eku

Encapbpuq

pc1,K1q Ð$ KEM.EH
pekuq

c0 Ð$ KEM.Cpekuq
K0 Ð$ KEM.K
T ru, cbs Ð Kb

Return pcb,Kbq

Decappu, cq

If T ru, cs ‰ K:
Return T ru, cs

K Ð KEM.DH
pdku, cq

Return K

Fig. 5. Game defining mu-$cca security of KEM.

We define encryption keyspace KEM.Ek “ tek : pek, dkq P rKEM.Ksu. For ek P
KEM.Ek we let KEM.Cpekq denote the ciphertext set tc : pc,Kq P rKEM.Epekqsu
and define |KEM.C| “ minekPKEM.Ek |KEM.Cpekq|. We let KEM.R denote the set
from which KEM.K draws it randomness. We say that KEM is ε-uniform if for
all ek P KEM.Ek, H P KEM.IM, and (not necessarily efficient) D it holds that

PrrDpcq “ 1 : cÐ$ KEM.Cpekqs ´ PrrDpcq “ 1 : pc, ¨q Ð$ KEM.EHpekqs ď ε.

Indistinguishable from Random Security. Our notion of $CCA security
for KEMs is presented in Fig. 5, which requires that keys and ciphertexts out-
put by the scheme be indistinguishable from random. The adversary is given a
user instantiation oracle New, encapsulation oracle Encap, and a decapsulation
oracle Decap. Its goal is to distinguish between the real world (b “ 1) where
Encap returns true outputs from KEM.E and the ideal world (b “ 0) where it
returns a pair pc,Kq chosen uniformly at random from KEM.Cpekq ˆ KEM.K.

The table T stores the keys corresponding to challenge ciphertexts output
by the encapsulation oracle. The decapsulation oracle uses T to respond to chal-
lenge queries. The advantage of an adversary A is defined as Advmu-$cca

KEM pAq “
PrrGmu-$cca

KEM,1 pAqs ´ PrrGmu-$cca
KEM,0 pAqs. We also define CCA security (via Advmu-cca

KEM

and Gmu-cca
KEM,b ) analogously to $CCA security, except in the Encap oracle c0 is set

to equal c1 rather than being sampled at random.

2.5 Symmetric Key Encryption

Syntax.A symmetric key encryption scheme, SKE, consists of three algorithms
- the key generation algorithm (SKE.K) that returns a key K, the encryption
algorithm (SKE.E) that takes the key K and a message m and returns ciphertext
c, and the decryption algorithm SKE.D that takes the key K and a ciphertext
c and returns message m (or K to indicate rejection). The syntax of these algo-
rithms is given in Fig. 2. Perfect correctness requires that SKE.DHpK, cq “ m
for K P rSKE.Ks, all m, all H P SKE.IM, and all c P rSKE.EHpK,mqs. We de-
fine the ciphertext, message, and expansion lengths of SKE by SKE.clp|m|q “
|SKE.EHpK,mq| (requiring this to hold for all H,K,m), SKE.mlpSKE.clplqq “ l,
and SKE.xl “ minl SKE.clplq ´ l respectively.
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Game Gmu-$cca
SKE,b pAq

HÐ$ SKE.IM
Kp¨qÐ$ SKE.K
b1Ð$ AEncb,Dec,H

Return b1 “ 1

Encbpu,mq

c1 Ð$ SKE.EH
pKu,mq

c0 Ð$ t0, 1uSKE.clp|m|q

M ru, cbs Ð m
Return cb

Decpu, cq

If M ru, cs ‰ K:
Return M ru, cs

mÐ SKE.DH
pKu, cq

Return m

Fig. 6. Game defining mu-$cca security of SKE.

Indistinguishable from Random CCA Security. Our notion of $CCA
security for SKE schemes is captured by Fig. 6, which requires that cipher-
texts output by the encryption scheme be indistinguishable from ciphertexts
chosen at random. In this game, the adversary is given access to an encryp-
tion oracle Enc and a decryption oracle Dec. The adversary needs to distin-
guish between the real world (b “ 1), where Enc returns an encryption of
m under Ku and the ideal world (b “ 0) where the output of Enc is sam-
pled uniformly at random. The advantage of an adversary A is defined as
Advmu-$cca

SKE pAq “ PrrGmu-$cca
SKE,1 pAqs´PrrGmu-$cca

SKE,0 pAqs. We will only need “one-time”
security in which the adversary only makes one encryption query per user.

3 Diffie-Hellman Definitions

In this section, we introduce the Computational Diffie-Hellman (CDH) assump-
tions we need for our later proofs. The first is a multi-user, multi-challenge
variant of Strong CDH (which we need for one of our coming KEM proofs). We
verify this is TAM-tightly implied by single-challenge variants. The second is a
new definition we introduce, Pair CDH, which gives the adversary oracle access
to a pairing from the group under consideration to a random group. We provide
several results to understand the plausibility of Pair CDH security. We show
that it always implies Gap CDH security and is {AM,TM}-tightly equivalent to
CDH in algebraic/generic group models [29, 26, 13] or if the group has a pairing.

3.1 Group Syntax

A prime order group G is a tuple pg, p, ˝q where g is a group generator of prime
order p under the group operation ˝. In our definitions we will treat the group
as a priori fixed. We typically omit writing the group operation ˝ explicitly and
instead write group operations using multiplicative notation. We let xgy “ tga :
a P Nu. The discrete log(arithm) of an element X P xgy is the value dlogpXq P Zp
such that gdlogpXq “ X. We let 1G “ g0 denote the identity element. A pairing
from G “ pg, p, ˝q to G2 “ pg2, p2, ˝2q is a map e : xgy ˆ xgy Ñ xg2y satisfying
epgx,gyq “ gxy2 . We let TimepGq and MempGq denote the time and memory
complexity of computing exponentiations or multiplications in xgy.

12



Game Gx
GpAq

pg, p, ˝q Ð G
xp¨qÐ$ Z˚p ; yp¨,¨qÐ$ Z˚p
OÐ K //Gcdh

OÐ Strong //Gscdh

OÐ Gap //Ggcdh

OÐ Pair //Gpcdh

f Ð$ InjpZp,Zpq //Gpcdh

pu, i, Zq Ð$ ANew,Chal,O

Return pZ “ gxuyu,iq

Newpuq

Xu Ð gxu ; Return Xu

Chalpu, iq

Yu,i Ð gyu,i ; Return Yu,i

GappA,B,Cq

aÐ dlogpAq; bÐ dlogpBq
Return pC “ gabq

Strongpu,B,Cq

Return Gappgxu , B,Cq

PairpA,Bq

aÐ dlogpAq; bÐ dlogpBq
Return fpabq

Fig. 7. Security games capturing several variants of the computational Diffie-Hellman
problem, namely, CDH, Gap CDH, Strong CDH, and Pair CDH. The last of these is
a new notion we introduce which gives the attacker access to a pairing from G to a
random group.

3.2 Computational Diffie-Hellman variants

In this paper we will make use of several variants of the Computational Diffie-
Hellman assumption. These security notions are defined by the game shown in
Fig. 7. In each, the adversary is given access to a gx and gy with the goal
of producing gxy. For our later security proofs, it was useful to write “multi-
user” and “multi-challenge” version of these games. Thus rather than giving the
adversary a single gx, we give it access to an oracle New which on input a
string u (which we think of as identifying a user) returns a fresh gxu . Similarly,
the adversary is given access to an oracle Chal which on inputs string u and
i (which we think of as identifying a challenge) returns a fresh gyu,i . For the
memory-tightness of future proofs, it is important that the attacker can repeat
queries, obtaining the same result as before. The goal of the attacker is to return
gxuyu,i for any choice of u and i.

The different variants of CDH are captured by the games differing in what
(if any) auxiliary oracle O the adversary is given. The standard notion of CDH
security is captured by the game Gcdh in which the adversary is not given any aux-
iliary oracle, as expressed by the code OÐ K. Gap CDH security [27] is captured
by Ggcdh in which the adversary’s oracle Gap takes as input a tuple pA,B,Cq
and outputs a boolean indicating whether this is a valid Diffie-Hellman tuple
(i.e. C “ gdlogpAq dlogpBq). The Strong CDH game Gscdh [2] is a weakened version
of Gap CDH in which the oracle only allows tuples of the form pgxu , B,Cq.

The final variant is a new security notion we introduce called Pair CDH.
In this game Gpcdh, the adversary is given access to the oracle Pair which on
input pA,Bq returns fpgabq where a, b are the discrete logs of A,B and f is a
random injection. This oracle can be thought of being a pairing to a random
group G2 “ pg2, p, ˝2q where g2 “ Pairpg,gq and h ˝2 h

1 “ fpf´1phq ˝ f´1ph1qq.
Note that A is not able to efficiently compute the operation ˝2.
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Adversary BNew,Chal,O
x

pg, p, ˝q Ð G
gÐ$ FcspU ,Z˚p q; hÐ$ FcspU ˆ I,Z˚p q
X Ð Newp1q; Y Ð Chalp1, 1q
If x “ scdh then SimOÐ SimStrong
Else SimOÐ O
pu, i, Zq Ð$ ASimNew,SimChal,SimO

x1u Ð gpuq; y1u,i Ð hpu, iq

Return p1, 1, Z1{px1uy
1
u,iqq

SimNewpuq

x1u Ð gpuq

Return Xx1u

SimChalpu, iq

y1u,i Ð hpu, iq

Return Y y
1
u,i

SimStrongpu,B,Cq

x1u Ð gpuq

Return Op1, B,C1{x1uq

Fig. 8. Adversary used for Lemma 2.

For x P tcdh, scdh, gcdh, pcdhu we define AdvxGpAq “ PrrGx
GpAqs. We some-

times need to restrict user identifiers, u, to be from some fixed set U and challenge
identifiers, i, to be a from a fixed set I.

Multi-challenge security.Standard proofs use Diffie-Hellman rerandomiza-
tion techniques to show that single-challenge security TA-tightly implies multi-
challenge security for most variants of Diffie-Hellman-based security notions.
The following lemma extends this to TAM-tightness for the notions considered
in this paper. The proof is an extension of standard Diffie-Hellman rerandom-
ization techniques that picks the values used for rerandomization as the output
of a random function, rather than picking them randomly and storing them.

Lemma 2 (Single-challenge ñ multi-challenge). Let G be a group and
x P tcdh, scdh, gcdh, pcdhu. Let A be an adversary for Gx

G with pqNew, qChal, qOq “
QuerypAq. Then we can construct a pFcspU ,Z˚p q,FcspU ˆ I,Z˚p qq-oracle adver-
sary Bx (given in the proof) such that

AdvxGpAq “ AdvxGpBxq

QuerypBxq “ p1, 1, qOq

Time˚pBxq “ OpTimepAq ` pqNew ` qChal ` qO ` 1qTimepGqq
Mem˚

pBxq “ OpMempAq ` 2MempGqq.

Proof (of Lemma 2). Consider the adversary Bx shown in Fig. 8. It makes a
single query Newp1q to obtain a group element X and a single query Chalp1, 1q
to obtain a group element Y . Then it runs A. Let x “ dlogpXq and y “ dlogpY q.

It responds to SimNewpuq queries with Xx1u for x1u the output of its random
function. Letting xu “ xx1u, note that Xx1u “ gxu and xu is uniformly random
because x1u is. So this oracle has the correct distribution. It responds to SimChal

queries with Y y
1
u,i for y1u,i output by its random function. Letting yu,i “ yy1u,i,

note that Y y
1
u,i “ gyu,i and that yu,i is uniformly random because y1u,i is.
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For CDH, Gap CDH, or Pair CDH security Bx gives A direct access to O. For
Strong CDH security (x “ scdh), Bx simulates the oracle by replacing a query
pu,B,Cq with a query p1, B, C1{x1uq which has the same behavior.

When A finally halts and outputs pu, i, Zq the adversary Bx halts and outputs

p1, 1, Z1{px1uy
1
u,iqq. We claim that Bx wins whenever A would. To see this, note

that if A wins then Z “ gxuyu,i “ gpxx
1
uqpyy

1
u,iq and so Z1{px1uy

1
u,iq “ gxy. [\

3.3 Studying Pair CDH

Pair CDH is a new computational assumption that we’ve introduced for this
work. In this section we provide a few results to give a sense of its difficulty.
Namely, we note that Pair CDH security implies Gap CDH security and that it
is equivalent to CDH security in certain settings (if G has an efficient pairing
to some G2, in the algebraic model, and in the generic group model). Given
Lemma 2, we focus on the case that the adversary makes only single query each
to New and Chal. For brevity, we sketch the relationships here.

Pair CDH ñ Gap CDH. To see that Pair CDH security implies Gap CDH
security we need only note that GappA,B,Cq “ true if and only if PairpA,Bq “
Pairpg, Cq. Hence a Pair CDH adversary can efficiently simulate the view of a
Gap CDH adversary.

CDH ` pairing ñ Pair CDH. We claim that CDH security implies Pair
CDH security if G has an efficient pairing e to some group G2 with generator
g2. We can achieve TAM-tightness in this implication by using a Injpxg2y,Zpq-
oracle adversary. Letting f 1 denote the random injection, our CDH adversary
can simulate Pair by responding to queries for pA,Bq with f 1pepA,Bqq. If a “
dlogpAq and b “ dlogpBq, then f 1pepA,Bqq “ f 1pepg,gqabq. Note that F p¨q “
epg,gqp¨q is an injection and so fp¨q “ f 1pepg,gqp¨qq is a random injection. Hence
this perfectly emulates Pair.

CDH ` AGM/GGM ñ Pair CDH. We claimed that CDH security implies
Pair CDH security in the algebraic group model. More precisely, we {AM,TM}-
tightly show that CDH security implies Pair CDH security using a FcspZ6

p,Zpq-
oracle adversary. We show a way to imperfectly simulate Pair for algebraic
adversaries such that distinguishing this from the real oracle requires the ability
to solve the discrete log problem (given gc for a random c, find c). Noting that
CDH security implies discrete log security gives our claim.

Let X and Y denote the challenge group elements and let x “ dlogpXq and
y “ dlogpY q. An algebraic adversary, when making an oracle query pA,Bq to
Pair is required to additionally provide “explanations” pa1, a2, a3q and pb1, b2, b3q
such that A “ ga1Xa2Y a3 and B “ gb1Xb2Y b3 . Then the true Pair would re-
spond with fppa1 ` a2x ` a3yq ¨ pb1 ` b2x ` b3yqq. Our CDH adversary will
think of this input to f as a degree-two polynomial PA,Bpx,yq P Zprx,ys
whose coefficients it can compute given the explanations for A and B. Let-
ting pc1, c2, . . . , c6q denote these coefficients and f 1 P FcspZ6

p,Zpq, we simulate
the output of Pair as f 1pc1, c2, . . . , c6q. Distinguishing this from the true oracle
requires finding pA,Bq and pA1, B1q such that PA,B ‰ PA1,B1 (as polynomials),

15



but PA,Bpx, yq “ PA1,B1px, yq. Using analysis techniques from [4], we can use the
ability to find such “colliding” polynomials to solve the discrete log problem. We
provide details of this analysis in the full version [23].

To achieve TM-tightness, the discrete log reduction picks two of the Pair
oracle queries at random and assumes that they give colliding polynomials. To
achieve AM-tightness, we can check every pair of queries for collisions using
the memory-tight rewinding technique of Auerbach, et al [3]. Namely, each time
we reach a new Pair oracle query while running the Pair CDH adversary, we
pause and run an extra copy of that adversary from the start using the same
coins. While running this extra copy, each time it makes a Pair oracle query
we check if this gives a colliding polynomial with the query we paused at in the
first adversary. Ignoring memory tightness, A could simply remember all of the
Pair oracle queries and check them at the end of execution, but then it is not
clear how to achieve better time efficiency than checking each pair of queries.

When working in a generic group model [29, 26] we can use the same line
of reasoning and then information theoretically bound the probability that an
adversary finds colliding polynomials by Opq2{pq where q is the number of queries
the Pair CDH adversary makes.

4 Hashed ElGamal KEMs

In this section we present the first example of KEMs with TAM-tight proofs in
the multi-challenge setting. The KEMs we consider are variants of the ECIES
and Cramer-Shoup Hashed ElGamal KEMs. These variants augment the existing
schemes by adding random strings to the ciphertexts and random oracle queries.
Our reductions make use of these strings to store pertinent information that will
be needed to answer later oracle queries.

4.1 Augmented ECIES

Augmented Version.We start with the ECIES [1] variant of Hashed ElGamal.
Our augmented version of ECIES includes a random string a in the ciphertext.
The augmented ECIES key encapsulation mechanism aECIESrG,K, ls is param-
eterized by a group G “ pg, p, ˝q, key space K, and length of the random string,
l. The parameters G,K, and l are fixed for an instantiation of ECIES, so we use
aECIES and aECIESrG,K, ls interchangeably. We define the scheme as follows
with aECIES.K “ K and aECIES.IM “ Fcspt0, 1ul ˆG,Kq.

aECIES.K

xÐ$ Z˚p
ek Ð gx

dk Ð x
Return pek, dkq

aECIES.EHpekq

aÐ$ t0, 1ul

yÐ$ Z˚p
Y Ð gy

Z Ð eky

K Ð Hpa, Zq
Return ppa, Y q,Kq

aECIES.DHpdk, pa, Y qq

Z Ð Y dk

K Ð Hpa, Zq
Return K
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Overview of existing techniques and associated challenges. Bhat-
tacharyya [7] studied ECIES in the memory-aware setting. They pointed out
the technique of simulating random oracles with PRFs introduced in [3] cannot
be used for this family of KEMs, as in general, decapsulation queries cannot
be simulated by the reduction. For example, if a PRF F is used to compute
hashes as Fpk, Zq instead of the random oracle H, for a decapsulation query Y
the reduction would need to return Fpk, Y dkq which it cannot compute.5

Bhattacharyya used the map-then-prf technique as a workaround for groups
with pairings. In this technique, the input Z to the random oracle is first operated
on by a bilinear map epg, Zq, and then by the PRF F. Hence, the query HpZq
is simulated as Fpk, epg, Zqq and a decapsulation query for Y can be simulated
as Fpk, epek, Y qq for all non-challenge ciphertexts. The reduction remembers the
challenge ciphertext and returns appropriately when it is queried to Decap.

This does not scale to the multi-user, multi-challenge setting since it requires
that the reduction remembers all the challenge ciphertexts, incurring a memory
overhead. Our solution for augmented ECIES combines Ghoshal et al.’s message
encoding technique [17] with the map-then-rf technique. We encode the identi-
fying information of challenge ciphertexts in a using a random injection so that
this information can be recovered when an appropriate oracle query is made. To
avoid the need for an efficiently computable pairing we make use of our new Pair
CDH assumption. Our result is captured in Theorem 1.

Theorem 1 (Pair CDH ñ $CCA). Let aECIES “ aECIESrG,K, ls where
G “ pg, p, ˝q is a prime order group. Define D1 “ t0, 1ul ˆ G and D2 “ U ˆ
rqEncaps. Let A be an adversary with QuerypAq “ pqNew, qEncap, qDecap, qHq and
assume 2l ą |U | ¨qEncap. Then Fig. 12 gives a pFcspD1,Kq, InjpD2, t0, 1u

lqq-oracle
adversary B such that

Advmu-$cca
aECIES pAq ď 2AdvpcdhG pBq ` q2Encap

2l
`

2qEncapp2qDecap ` |U | ¨ qHq
2lpp´ 1q

QuerypBq “ ppqNew ` qEncapq, pqEncap ` qDecap ` qHq, pqEncap ` qDecap ` 2qHqq

Time˚pBq “ OpTimepAqq and Mem˚
pBq “ OpMempAqq.

Choosing the auxiliary string length.When instantiating this scheme one
must choose the parameter l which determines the length of a. Larger l incurs
a communication cost, while too small of a l can harm the concrete security
results. We can expect the q2Encap{2

l term to dominate the information theoretic
part of the bound. With cautious choice of l “ 256, the size of the ciphertext
is not too significantly increased, but even with qEncap “ 264 encapsulations (an
intentional overestimate of what seems likely) we get q2Encap{2

l “ 2´128.

Several of coming theorems use of an auxiliary string a of length l. Similar
reasoning applies and l “ 256 seems like a sufficient choice for all of them.

5 We discuss the use of PRFs to match prior work, but in the oracle adversary frame-
work, we use random function oracles instead.
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Intuition. For each Encap query, our Pair CDH adversary programs the ran-
dom string a as the output of a random injection applied to user identity u and
counter i and simulates the random oracle Hpa, Zq as Hpa,Pairpg, Zqq. This
allows us to simulate decapsulations because Pairpgx,gyq “ Pairpg,gxyq.

Our adversary simulates j-th challenge ciphertexts Yu.i as Chalpu, iq. To
determine if a decapsulation query pu, a, Y q is for a challenge ciphertext, the
reduction first inverts a to obtain pv, jq. If v “ u, it re-queries Chalpu, jq obtain
the corresponding ciphertext Yu,j . If Y “ Yu,j , the reduction assumes this was
a challenge ciphertext. Finally, when the adversary A queries the oracle H with
pa, Zq such that a´1 “ pu, jq and Pairpg, Zq “ PairpNewpuq,Chalpu, jqq, the
reduction outputs Z and wins the Pair CDH game.

Proof (of Theorem 1). We use a sequence of hybrids H1
0 through H1

1, H2
0 through

H2
2, and H3

0 through H3
3 presented in Figures 9, 10, and 11 where we establish

the following claims that upper bound the advantage of adversary A.

1. Advmu-$cca
aECIES pAq “ 2 PrrH1

0s ´ 1

2. PrrH1
0s ď PrrH1

1s `
q2Encap
2¨2l

3. PrrH1
1s “ PrrH2

0s “ PrrH2
1s

4. PrrH2
1s “ PrrH2

2s “ PrrH3
0s

5. PrrH3
0s “ PrrH3

1s

6. PrrH3
1s ď PrrH3

2s `
qEncapp2qDecap`|U |¨qHq

2lpp´1q

7. PrrH3
2s ď PrrH3

3s ` Prrbads
8. PrrH3

3s ď
1
2

9. Prrbads ď AdvpcdhG pBq

Transition to H1
0. We claim that the view of A in H1

0 is identical to its view
in Gmu-$cca

aECIES,b (Fig. 5) if b is chosen uniformly. In the latter, Encap1 returns a
ciphertext-key pair pc1,K1q such that c is the encapsulation of K1, and Encap0
returns a ciphertext-key pair pc0,K0q where c0 and K0 are uniformly random
elements of the ciphertext space and key space respectively. The same holds for
the Encap oracle in H1

0. The table T in Gmu-$cca
aECIES,b is indexed by pu, cq and stores

the key that was returned by the Encapb oracle for ciphertext c. The table T
in H1

0 behaves analogously. The Decap oracle in Gmu-$cca
aECIES,b returns key Kb that

was output by the Encapb oracle when queried on a challenge ciphertext, and
returns honest decapsulations otherwise. The same is true for H1

0. Note that H1
0’s

final output is whether b1 “ b, so standard conditional probability calculations
give that Advmu-$cca

aECIES pAq “ 2 PrrH1
0s ´ 1.

Transition H1
0 to H1

1. In H1
1, we make the following changes.

1. In the Encap oracle we switch from
(a) sampling the values ap.,.q uniformly to assigning them as the output of a

random injection g evaluated on pu, iq.
(b) sampling the values yp.,.q uniformly to assigning them the output of a

random function h evaluated on pu, iq. Switching to the random function
h does not change the view of the adversary because the ordered pair
pu, iq never repeats.

2. In the Decap oracle we switch the If condition from checking whether
T ru, a, Y s ‰ K to evaluating the boolean u “ v^j P Irus^Y “ ghpu,iq. These
conditons are equivalent since T ru, a, Y s ‰ K iff a “ gpu, jq and Y “ ghpu,jq

for some j P Irus.
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Hybrids H1
κ for 0 ď κ ď 1

bÐ$ t0, 1u
iÐ 0
xp¨qÐ$ Z˚p ; Xp¨q Ð gxp¨q

HÐ$ aECIES.IM
gÐ$ InjpD2, t0, 1u

l
q //H1

r1,8q

hÐ$ FcspD2,Z˚p q //H1
r1,8q

b1Ð$ ANew,Encapb,Decap,H

Return b1 “ b

Encapbpuq

iÐ i` 1
Irus Ð Irus Y tiu
au,i Ð t0, 1ul //H1

r0,1q

yu,iÐ$ Z˚p //H1
r0,1q

au,i Ð gpu, iq //H1
r1,8q

yu,i Ð hpu, iq //H1
r1,8q

Yu,i Ð gyu,i

Zu,i Ð X
yu,i
u

K1
u,i Ð Hpau,i, Zu,iq

K0
u,iÐ$ K

T ru, au,i, Yu,is Ð Kb
u,i

Return ppau,i, Yu,iq,K
b
u,iq

Newpuq

Return Xu

Hpa, Zq

Return Hpa, Zq
Decappu, a, Y q

pv, jq Ð g´1
paq //H1

r1,8q

yu,i Ð hpu, jq //H1
r1,8q

If T ru, a, Y s ‰ K //H1
r0,1q

If u “ v^j P Irus^Y “ gyu,j //H1
r1,8q

Return T ru, a, Y s
Z Ð Y xu

K Ð Hpa, Zq
Return K

Fig. 9. First set of hybrids H1
0 through H1

1 used for proof of Theorem 1.

The only change in the adversary’s view comes from 1(a). The switching lemma

(Lemma 1) gives us PrrH1
0s ď PrrH1

1s `
q2Encap
2¨2l

.

Transition H1
1 to H2

0.The transition to hybrid H2
0 is shown in Fig. 10. We have

highlighted the ways in which H2
0 differs from H1

2. Our changes are the following.

1. In the Encap oracle, the table T̃ has been added to record the responses to
the H queries made within Encap.

2. In the H oracle, an If block is added to check if the input tuple pa, Zq was
previously queried to H from within the Encap oracle. In essence, the If
block returns Hpa, Zq when queried on a challenge ciphertext. The H oracle
would behave the same way without the If block, as in H1

1.

Hence, PrrH1
1s “ PrrH2

0s.

Transition H2
0 to H2

1. In game H2
1, we introduce the pairing oracle Pair. It is

only used by oracles within the game; the adversary does not have direct access
to it. Note that Pairpg, Zq “ Pairpgxu , Y q iff Z “ Y xu .

In the H oracle, we switch the condition from checking T̃ ra, Zs ‰ K to
evaluating the boolean j P Irus ^ Pairpg, Zq “ PairpXu, Y q where pu, jq “
g´1paq, Y “ ghpu,jq. These two conditions are equivalent. Note that T̃ ra, Zs ‰ K
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Hybrids H2
κ for 0 ď κ ď 2

bÐ$ t0, 1u
iÐ 0
xp¨qÐ$ Z˚p ; Xp¨q Ð gxp¨q

HÐ$ aECIES.IM //H2
r0,2q

H̃Ð$ FcspD1,Kq //H2
r2,8q

qÐ$ InjpZp,Zpq //H2
r1,8q

gÐ$ InjpD2, t0, 1u
l
q; hÐ$ FcspD2,Z˚p q

b1Ð$ ANew,Encapb,Decap,H

Return b1 “ b

Encapbpuq

iÐ i` 1
Irus Ð Irus Y tiu
au,i Ð gpu, iq
yu,i Ð hpu, iq
Yu,i Ð gyu,i

Zu,i Ð X
yu,i
u

K1
u,i Ð Hpau,i, Zu,iq //H2

r0,2q

K1
u,i Ð H̃pau,i,Pairpg, Zu,iqq //H2

r2,8q

K0
u,iÐ$ K

T̃ rau,i, Zu,is Ð K1
u,i

T ru, au,i, Yu,is Ð Kb
u,i

Return ppau,i, Yu,iq,K
b
u,iq

Newpuq

Return Xu

Hpa, Zq

pu, jq Ð g´1
paq //H2

r1,8q

yu,j Ð hpu, jq;Yu,j Ð gyu,j //H2
r1,8q

If T̃ ra, Zs ‰ K //H2
r0,1q

If j P Irus^Pairpg, Zq “ PairpXu, Yu,jq //H2
r1,8q

Return T̃ ra, Zs
Return Hpa, Zq //H2

r0,2q

Return H̃pa,Pairpg, Zqq //H2
r2,8q

PairpX,Y q //H2
r1,8q, internal

xÐ dlogpXq; y Ð dlogpY q
Return qpxyq

Decappu, a, Y q

pv, jq Ð g´1
paq

yu,j Ð hpu, jq
If u “ v ^ j P Irus ^ Y “ gyu,j

Return T ru, a, Y s
Z Ð Y xu

K Ð Hpa, Zq //H2
r0,2q

K Ð H̃pa,Pairpg, Zqq //H2
r2,8q

Return K

Fig. 10. Second set of hybrids H2
0 through H2

2 used for proof of Theorem 1.
Grey highlighting is used to show the difference between H1

1 and H2
0. Note that Pair is

used internally by other oracles and is not directly accessible to A.

means it was filled in an encapsulation query. Suppose this was the j-th query
and was to u. Then a “ gpu, jq must hold, j would have been added to Irus, and

Z “ X
hpu,jq
u (so Pairpg, Zq “ PairpXu, Y q). Thus, PrrH2

0s “ PrrH2
1s.

Transition H2
1 to H2

2(map-then-rf). In H2
2, the random function H is re-

placed by a random function H̃ from FcspD1,Kq where D1 “ t0, 1u
l ˆ Zp. We

replaced the function H as Hpa, Zq “ H̃pa,Pairpg, Zqq. Then H is a random
function if H̃ is, Pairpg, .q is an injection. Hence, PrrH2

1s “ PrrH2
2s.

Transition H2
2 to H3

0. Game H3
0 is shown in Fig. 11. We have highlighted the

ways in which H3
0 differs from H2

2. In H3
0, the key K0

p.,.q is assigned the output of a

random function E from FcspD1,Kq, instead of sampling it at random. This does
not change the adversary’s view as a never repeats. Hence, PrrH2

2s “ PrrH3
0s.

Transition H3
0 to H3

1. In H3
1, the table T is no longer used. The change is in the

Decap oracle where the If condition evaluates whether the bit b is 0. Note that
the Decap oracle always returns Kb. When b “ 0, it returns Epa,Pairpg, Zqq
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Hybrids H3
κ for 0 ď κ ď 3

bÐ$ t0, 1u
iÐ 0
xp¨qÐ$ Z˚p ; Xp¨q Ð gxp¨q

H̃Ð$ FcspD1,Kq
E Ð$ FcspD1,Kq
qÐ$ InjpZp,Zpq
gÐ$ InjpD2, t0, 1u

l
q;

hÐ$ FcspD2,Z˚p q
badÐ false //H3

r3,8q

b1Ð$ ANew,Encapb,Decap,H

Return b1 “ b

Encapbpuq

iÐ i` 1
Irus Ð Irus Y tiu //H3

r0,2q

au,i Ð gpu, iq
yu,i Ð hpu, iq
Yu,i Ð gyu,i

Zu,i Ð X
yu,i
u

K1
u,i Ð H̃pau,i,Pairpg, Zu,iqq

K0
u,i Ð Epau,i,Pairpg, Zu,iqq

T̃ rau,i, Zu,is Ð K1
u,i //H3

r0,3q

T ru, au,i, Yu,is Ð Kb
u,i //H3

r0,1q

Return ppau,iYu,iq,K
b
u,iq

Newpuq

Return Xu

Hpa, Zq

pu, jq Ð g´1
paq

yu,j Ð hpu, jq;Yu,j Ð gyu,j

If j P Irus^Pairpg, Zq “ PairpXu, Yu,jq //H3
r0,2q

If Pairpg, Zq “ PairpXu, Yu,jq //H3
r2,8q

Return T̃ ra, Zs //H3
r0,3q

badÐ true //H3
r3,8q

ABORT //H3
r3,8q

Return H̃pa,Pairpg, Zqq
PairpX,Y q //Internal

xÐ dlogpXq; y Ð dlogpY q
Return qpxyq

Decappu, a, Y q

pv, jq Ð g´1
paq

yu,j Ð hpu, jq
Z Ð Y xu

If u “ v ^ j P Irus ^ Y “ gyu,j //H3
r0,2q

If u “ v ^ j P Irus ^ Y “ gyu,j ^ b “ 0 //H3
r1,2q

If u “ v ^ Y “ gyu,j ^ b “ 0 //H3
r2,8q

Return T ru, a, Y s //H3
r0,1q

Return Epa,Pairpg, Zqq //H3
r1,8q

K Ð H̃pa,Pairpg, Zqq
Return K

Fig. 11. Third set of hybrids H3
0 through H3

3 used for proof of Theorem 1.

which is what was used to compute K0 in Encap. The If condition evaluates to
false under two cases

1. (a,Y) is a challenge ciphertext and b “ 1
2. (a,Y) is not a challenge ciphertext.

In both these cases, the Decap oracle returns H̃pa,Pairpg, Zqq which is the same
as K1. Therefore, this modification does not change the view of the adversary
and PrrH3

0s “ PrrH3
1s.

Transition H3
1 to H3

2. In H3
2 we change the If statements in the H and Decap

oracles. In both places, we remove the check j P Irus. H3
1 and H3

2 differ only
under the following events:

1. The adversary makes a Decap query for pu, a, Y q such that pu, jq “ g´1paq
and Y “ ghpu,jq but j R Irus.
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2. The adversary makes a H query for pa, Zq such that Pairpg, Zq “ PairpXu, Y q
and Y “ ghpu,jq (where pu, jq “ g´1paq) but j R Irus.

To cause either of these events, the adversary must “guess” a point a in the
image of g other than the at most qEncap such points for which it was given the
corresponding ciphertexts by Encap. We analyze the probability of this event
in H3

1 where the behaviors of Decap and H can only depend on the values of
hpu, ¨q and gpu, ¨q for inputs in Irus. Hence, A only learns about hpu, ¨q and gpu, ¨q
through its queries to Encap. At some fixed point in time, let n denote the total
number of Encap queries that A has made so far and nu denote the number of
Encap queries it has made to user u.

First consider a query Decappu, a, Y q. For this to differ between the games it
must hold that a is in the image of gpu, ¨q. There are qEncap total such values, of
which the adversary has already seen nu from Encap. This is out of the 2l values
in the codomain, of which the adversary has already seen n from Encap. Thus
there is a pqEncap´nuq{p2

l´nq ď pqEncap´nu`nq{2
l ď 2qEncap{2

l chance that
the adversary picks such an a. The adversary must additionally have guessed
the correct ghpu,jq, which it has an at most 1{pp´ 1q chance of having done.

Now consider a query Hpa, Zq. For this to differ between the games it must
hold that a is in the image of gp¨, ¨q. There are |U | ¨ qEncap total such values,
of which the adversary has already seen n from Encap. This is out of the 2l

values in the codomain, of which the adversary has already seen n from Encap.
Thus there is a p|U | ¨ qEncap ´ nq{p2l ´ nq ď |U | ¨ qEncap{2l chance that the
adversary picks such an a. The adversary must additionally have guessed the

correct X
hpu,jq
u , which it has an at most 1{pp´ 1q chance of having done.

Applying a union bound over all Decap and H queries gives the claimed
bound PrrH3

1s ď PrrH3
2s ` p2qEncapqDecap ` |U | ¨ qEncapqHq{p2l ¨ pp´ 1qq.

Transition H3
2 to H3

3. In H3
3, the table T̃ is removed. The change is in the H

oracle, wherein if the adversary queries the H oracle with a challenge cipher-
text, the H oracle aborts. Using the fundamental lemma of game playing, this
probability is bounded as PrrH3

2s ď PrrH3
3s ` Prrbads.

In H3
3, the adversary is unable to compute Hpa, Zq for challenge ciphertexts

using the H oracle or the Decap oracle. The Decap oracle returns Kb on all
challenge ciphertexts (which is the same value that was returned by the Encap
oracle) and the H oracle aborts on challenge ciphertexts. Therefore, the adver-
sary’s view in H3

3 is independent of the bit b. Hence, PrrH3
3s ď 1{2.

To bound Prrbads, we construct an adversary B given in Fig. 12 against the
Pair CDH security of G. We claim that B perfectly simulates H3

3 for A. Note
that the challenege ciphertext is computed using B’s challenge oracle, and the If
condition in the H has been replaced with a call to B’s Pair oracle. Whenever
the flag bad is set, B outputs the corresponding pu, j, Zq and wins the Pair CDH

game. Therefore, Prrbads ď AdvpcdhG pBq. [\
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Adversary BNew,Chal,Pair
pcdh

bÐ$ t0, 1u
iÐ 0
H̃Ð$ FcspD1,Kq
E Ð$ FcspD1,Kq
gÐ$ InjpD2, t0, 1u

l
q

badÐ false
b1Ð$ AO

Return K

SimHpa, Zq

pu, jq Ð g´1
paq

Xu Ð Newpuq
Yu,j Ð Chalpu, jq
If PairpXu, Yu,jq Ð Pairpg, Zq

badÐ true
OUTPUTpu, j, Zq

Return H̃pa,Pairpg, Zqq

SimEncapbpuq

iÐ i` 1
Xu Ð Newpuq
au,i Ð gpu, iq
Yu,i Ð Chalpu, iq
w Ð PairpXu, Yu,iq
K1
u,i Ð H̃pa,wq

K0
u,i Ð Epa,wq

Return ppau,iYu,iq,K
b
u,iq

SimDecappu, a, Y q

pv, jq Ð g´1
paq

Xu Ð Newpuq
Yu,j Ð Chalpu, jq
If u “ v ^ Y “ Yu,j ^ b “ 0

Return Epa,PairpXu, Yu,jqq
K Ð H̃pa,PairpXu, Yu,jqq
Return K

Fig. 12. Adversary B for Theorem 1; O “ tNew,SimEncapb,SimDecap,SimHu.

4.2 Augmented Cramer-Shoup KEM

Augmented Version. In this section we present a memory-tight reduction for
an augmented version of the Cramer-Shoup KEM [8]. The augmented Cramer-
Shoup key encapsulation mechanism aCSrG,K, ls is parameterized by a group
G “ pg, p, ˝q, key space K, and length of the random string, l. The parameters
G,K, and l are constants for any instantiation of the Cramer-Shoup KEM and
hence, we override notation and use aCS and aCSrG,K, ls interchangably. We let
aCS.IM “ Fcspt0, 1ul ˆG2,Kq and define the scheme as follows.

aCS.K

xÐ$ Z˚p
ek Ð gx

dk Ð x
Return pek, dkq

aCS.EHpekq

aÐ$ t0, 1ul

yÐ$ Z˚p
Y Ð gy

Z Ð eky

K Ð Hpa, Y, Zq
Return ppa, Y q,Kq

aCS.DHpdk, pa, Y qq

Z Ð Y dk

K Ð Hpa, Y, Zq
Return K

Overview of existing techniques and associated challenges. A tra-
ditional security reduction for the Cramer-Shoup KEM from the Strong CDH
problem in the single-user, single-challenge setting would use l “ 0 and the
lazy sampling technique to simulate H as a random oracle. The reduction would
maintain a table T to store H queries and corresponding responses. When the
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adversary makes a decapsulation query on Y , the reduction would check the ta-
ble to see if an entry T rY,Zs exists such that GappX,Y, Zq “ true where X “ gx

is the public key. If the entry exists, it would return the corresponding value,
and if it does not exist, the reduction would sample a new uniformly random
element K from the key set K. The reduction would then store T rY, s Ð K and
return K. The second entry would be filed in the table T when the adversary
makes a hash query for pY, Zq such that GappX,Y, Zq “ true. The reduction
wins the Strong CDH game if it outputs a Z such that Z “ gxy, which it does
by waiting for the Cramer-Shoup adversary to query its hash oracle on inputs
pY,Zq such that GappX,Y, Zq “ true.

Like with ECIES, the random oracle simulation using PRF technique cannot
be used here as it is not possible for the reduction to simulate decapsulation
queries using the PRF. Bhattacharya avoided this issue using the map-then-
prf technique, defining HpY,Zq so that when Z “ Y dk, HpY,Zq is computable
from ek, Y . This allows properly responding to decapsulation queries when the
reduction only has access to Y and cannot compute Z “ Y dk.

This proof breaks in the multi-challenge setting because it is not clear how
to identify and respond to challenge ciphertexts without simply storing them all.
Once again, augmentation with a random string a allows encoding the informa-
tion needed to respond to queries appropriately. Our result is captured by the
following theorem. The proof of Theorem 2 is given in the full version [23].

Theorem 2 (Strong CDH ñ $CCA). Let G “ pg, p, ˝q be a group of prime
order p. Let K and l be fixed. Define aCS “ aCSrG,K, ls.

Let D1 “ t0, 1u
l ˆGˆGY t‹u and D2 “ U ˆ rqEncaps. Let A be a mu-$cca

adversary with QuerypAq “ pqNew, qEncap, qDecap, qHq and assume 2l ą 2qEncap.
We construct a pFcspD1,Kq ˆ InjpD2, t0, 1u

lqq-oracle adversary B such that

Advmu-$cca
aCS pAq ď 2AdvscdhG pBq ` q2Encap

2l
`

2qEncapp2qDecap ` |U | ¨ qHq
2lpp´ 1q

QuerypBq “ pqNew, pqEncap ` qDecap ` qHq, qHq

Time˚pBq “ OpTimepAqq and Mem˚
pBq “ OpMempAqq.

Intuition. For this proof, we program the random string a as the output of a
random injection g applied to a user identity u and a counter i and simulate
the random oracle H using the random function H̃pαpa, Y, Zqq where α is an
injection from t0, 1ulˆGˆGYt‹u to t0, 1ulˆt0, 1uˆG2 that can be computed
with knowing Z when Z “ Y ek.

Our reduction adversary plays the Strong CDH game where it gets its chal-
lenge ciphertexts Y from the oracle Chalpu, iq. To determine if a decapsulation
query pu, a, Y q is for a challenge ciphertext, the reduction first inverts a to ob-
tain pv, jq. If u “ v, it queries Chalpu, jq to obtain the ciphertext Yu,j . Then
it can simply check if Y “ Yu,j . Finally, when the adversary A queries the ora-
cle H with pa, Y, Zq such that g´1paq “ pu, jq and Strongpu, Y, Zq “ true and
Y “ Chalpu, jq, the reduction outputs pu, j, Zq and wins the Strong CDH game.
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5 Fujisaki-Okamoto Transformation

The Fujisaki-Okamoto [14, 15] transformations use a random oracle to construct
an IND-CCA secure KEM from a weakly (IND-CPA) secure PKE scheme. Bhat-
tacharyya presented memory-tight reductions for the modules analyzed in [21] in
the single-user, single-challenge setting [7]. In our work, we use the message en-
coding technique along with map-then-rf technique to prove memory-tight reduc-
tions for one version of the Fujisaki-Okamoto transformations in the multi-user,
multi-challenge setting. In the following subsections, we present the definitions
and memory-tight reductions for the transformations T, aV, and aUK.

5.1 Transformation T [IND-CPA Ñ OW-PCA]

The transformation T constructs a deterministic OW-PCA secure public key en-
cryption scheme TKE “ TrPKEs from an IND-CPA secure public key encryption
scheme PKE. We define TKE as follows with TKE.IM “ FcspPKE.M,PKE.Rq ˆ
PKE.IM and TKE.M “ PKE.M.

TKE.EHˆH1pek,mq

cÐ PKE.EH1pek,m;Hpmqq
Return c

TKE.DHˆH1ppek, dkq, cq

m1 Ð PKE.DH1pdk, cq

If m1 “ K or PKE.EH1pek,m1;Hpm1qq ‰ c
Return K

Return m1

For key generation, TKE.K samples pek, dkq Ð$ PKE.K and outputs pek, pek, dkqq.
Note that TKE is tidy, meaning that if m “ TKE.DHˆH1ppek, dkq, cq, then c “
TKE.EHˆH1pek,mq.

We present a memory-tight reduction for T in the multi-user, multi-challenge
setting using the randomness programming technique. Our result is captured in
Theorem 3, whose proof is given in the full version [23].

Theorem 3 (IND-CPA ñ OW-PCA). Let TKE “ TrPKEs. If PKE is δ-
correct, then TKE is δ1-correct for δ1pqq “ pq ` 1qδpqq. Let A be an adversary
against TKE with QuerypAq “ pqNew, qChal, qPCO, qHq. Assume PKE’s algo-
rithms make at most qPKE oracle queries and define q˚ “ qH ` qChalpqPKE `
1q ` qPCOp2qPKE ` 1q ` qPKE. We construct an pFcspPKE.M,PKE.Rq, Inj˘pU ˆ
I,PKE.Mqq-oracle adversary B such that

Advmu-ow-pca
TKE pAq ď Advmu-cpa

PKE pBq ` |U | ¨ δ1pq˚q ` 0.5q2Chal ` |U ||I|pqH ` qPCO ` 1q

|PKE.M|

QuerypBq “ pqNew, qChalq

Time˚pBq “ OpTimepAqq
Mem˚

pBq “ OpMempAqq.

The notion of CPA security we require is interesting in that the adversary’s
encryption queries are of the form pu, i,mq where i is a “challenge identifier”
and if it exactly repeats a query pu, i,mq it is given back the ciphertext from the
earlier query.
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Intuition.For this proof, we program the random messages m to be the output
of a random injection g applied to user identifier u and counter i. Our reduction
adversary simulates the Chal oracle for A by its own encryption oracle on
gpu, iq. If any message that A queries to its random oracle or outputs at the end
of execution is in the image of g, then out reduction assumes it is in the real
world and outputs 1. In the ideal world, the view of A is independent of g so we
can information theoretically bound the probability it finds such a message.

5.2 Transformation aV [OW-PCA Ñ OW-PCVA]

The augmented transformation aV constructs a deterministic OW-PCVA secure
public key encryption scheme VKE “ aVrTKEs from a deterministic OW-PCA
secure scheme TKE. The unaugmented V transformation was given (with a single-
user, single-challenge memory-tight reduction) in [7]. Our augmentation adds a
random string to the encryption key which is included with every hash function
query. We define VKE as follows with VKE.IM “ Fcspt0, 1ulˆTKE.M, t0, 1uγqˆ
TKE.IM and VKE.M “ TKE.M, where l and γ are fixed.

VKE.EHˆH1ppa, ekq,mq

c1 Ð TKE.EH1pek,mq
c2 Ð Hpa,mq
cÐ pc1, c2q
Return c

VKE.DHˆH1ppa, ek, dkq, cq

pc1, c2q Ð c

m1 Ð TKE.DH1pdk, c1q

If m1 “ K or Hpa,m1q ‰ c2 or TKE.EH1pek,m1q ‰ c1
Return K

Return m1

For key generation, VKE.K samples aÐ$ t0, 1ul and pek, dkq Ð$ TKE.K, then
returns ppa, ekq, pa, ek, dkqq. Note that aV is tidy and if T is tidy and δ1-correct,
then aV is δ1-correct.

We present a memory-tight reduction for aV in the multi-user, multi-challenge
setting using the randomness programming technique. Our result is captured in
Theorem 4 whose proof is given in the full version of the paper [23].

Theorem 4 (OW-PCA ñ OW-PCVA). Let VKE “ aVrTKEs and sup-
pose TKE is δ1-correct. Let A be an adversary against VKE with QuerypAq “
pqU, qChal, qPCO, qCVO, qHq. Assume TKE’s algorithms make at most qTKE ora-
cle queries and define q˚ “ qTKEpqH` qChal` 2qPCO` 2qCVOq. We construct an
pFcspt0, 1ulˆTKE.M, t0, 1uγq,FcspTKE.C, t0, 1uγq, Inj˘pU , t0, 1ulqq-oracle adver-
sary B against TKE such that

Advmu-ow-pcva
VKE pAq ď Advmu-ow-pca

TKE pBq ` 4|U | ¨ δ1pq˚q ` 0.5|U |2{2l ` qCVO{2
γ

QuerypBq “ pqNew, qChal, qPCO, qH ¨ qTKEq

Time˚pBq “ OpTimepAqq and Mem˚
pBq “ OpMempAqq.

5.3 Augmented Transformation aUK [OW-PCVA Ñ $IND-CCA]

The transformation aUK constructs an IND-CCA secure key encapsulation mech-
anism aUEM “ aUKrVKEs from a deterministic, OW-PCVA secure public key
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encryption scheme VKE. We define aUEM as follows where aUEM.K “ VKE.K
and aUEM.IM “ Fcspt0, 1ul ˆ VKE.Mˆ VKE.C,Kq ˆ VKE.IM (K is an arbitrary
set used as the key set of aUEM).

aUEM.EHˆH1pekq

mÐ$ VKE.M
aÐ$ t0, 1ul

cÐ VKE.EH1pek,mq
K Ð Hpa,m, cq
Return ppa, cq,Kq

aUEM.DHˆH1pdk, pa, cqq

mÐ VKE.DH1pdk, cq
If m “ K

Return K
K Ð Hpa,m, cq
Return K

The following theorem gives our security result.

Theorem 5 (OW-PCVA ñ CCA). Let aUEM “ aUKrVKEs where VKE is
tidy and δ1-correct. Let A be an adversary against aUEM with QuerypAq “
pqNew, qEncap, qDecap, qHq. Assume VKE’s algorithms make at most qVKE oracle
queries and define q˚ “ qVKEp2qH`qEncap`2qDecapq. Let D1 “ t0, 1u

lˆVKE.MY

t‹u ˆ VKE.C and D2 “ U ˆ I,. We construct an pInj˘pD2, t0, 1u
lq,FcspD1,Kq,

FcspD1,Kqq-oracle adversary B such that

Advmu-cca
aUEM pAq ď 2Advmu-ow-pcva

VKE pBq ` 2|U | ¨ δ1pq˚q ` 6|U | ¨ |I|{2l

QuerypBq “ pqNew, pqEncap ` qDecap ` qHq, qH, qDecapq

Time˚pBq “ OpTimepAqq and Mem˚
pBq “ OpMempAqq.

Intuition.This proof is very similar to the proof of Theorem 2. Once again, we
program the random string a to be the output of the injective function gpu, iq,
and the message m to be the ouput of the random function hpu, iq. We use
the map-then-rf technique to simulate the oracle H using the random function
H̃pαpa,m, cqq where α is an injective function.

The reduction adversary gets challenge ciphertexts c from the Chal oracle.
To simulate the H oracle it uses the PCO oracle and to simulate the Decap
oracle, it uses its CVO oracle. When the aUEM adversary queries the H oracle
with a tuple pa,m, cq such that PCOpu,m, cq “ 1 and c “ Chalpu, jq where
pu, jq “ g´1paq, the reduction outputs pu, j,mq.

6 Memory-Tight Reduction for PKE Schemes

In this section, we provide a modified version of the TAM-tight security proof
from [17] to show the security of the KEM/DEM construction of public key
encryption. Thus, combining one of the KEMs studied in the rest of the paper
with an appropriate symmetric encryption scheme gives a PKE scheme with a
TAM-tight reduction in the multi-user, multi-challenge setting.

KEM/DEM Scheme.Let SKE be a symmetric key encryption scheme and KEM
be a key encapsulation mechanism. Then the KEM/DEM encryption scheme
KD “ KDrKEM,SKEs is defined as follows, with KD.IM “ KEM.IMˆ SKE.IM.
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KDrKEM,SKEs.K

pek, dkq Ð$ KEM.K
Return pek, dkq

KDrKEM,SKEs.EHˆH1pek,mq

pck,Kq Ð$ KEM.EHpekq

cdÐ$ SKE.EH1pK,mq
Return pck, cdq

KDrKEM,SKEs.DHˆH1pdk, cq

pck, cdq Ð c
K Ð KEM.DHpdk, ckq
If K “ K then return K

Return SKE.DH1pK, cdq

The following theorem TAM-tightly proves the security of KD.

Theorem 6. Let SKE be a symmetric key encryption scheme, KEM be a ε-
uniform key encapsulation mechanism, and KD “ KDrSKE,KEMs. Let T 1 “
U ˆ

Ť

ekPKEM.Ek KEM.Cpekq ˆ N, Let T “ U ˆ KEM.Ek, Dpu,ekq “ rqEncs and

Rpu,ekq “ KEM.Cpekq. D1
pu,ck,lq “ t0, 1ul, and R1

pu,ck,lq “ t0, 1uSKE.clplq. Let A
be a mu-$cca adversary against KD with QuerypAq “ pqNew, qEnc, qDec, qHq.
Then we can construct a pSKE.IM, Inj˘pT 1, D1, R1qq-oracle adversary BKEM and
pKEM.IM,FcspU ,KEM.Rq, Inj˘pT,D,Rqq-oracle adversary against BSKE such that

Advmu-$cca
KD pAq ď 2Advmu-$cca

KEM pBKEMq ` Advmu-$cca
SKE pBSKEq ` qEnc ¨ ε

`
1.5q2Enc ` 2qEncqDec

|KEM.C|
`
q2Enc ` 2qDec

2SKE.xl
.

The complexities of BKEM and BSKE basically match those of A. Moreover, BSKE

makes at most one encryption query per user.

Instantiating KD. This result proves the multi-challenge, multi-user security
of KD, but requires appropriate choices of KEM and SKE. Naturally, one could
choose any of the KEMs studied earlier in this work for the first component.6

For the symmetric encryption we need a scheme which achieves single-challenge,
multi-user security. We are not aware of any TAM-tight multi-user analysis of
symmetric encryption scheme, so one instead needs to pick a scheme whose multi-
user, single challenge security is sufficiently strong against memory-unbounded
adversaries. One reasonable option could be GCM with a random nonce. In the
ideal cipher model, Hoang, Tessaro, and Thiruvengadam [20] showed a strong
bound for this setting which is essentially independent of the number of users.
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