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Abstract. Elliptic Curve Hidden Number Problem (EC-HNP) was first
introduced by Boneh, Halevi and Howgrave-Graham at Asiacrypt 2001. To
rigorously assess the bit security of the Diffie-Hellman key exchange with
elliptic curves (ECDH), the Diffie-Hellman variant of EC-HNP, regarded
as an elliptic curve analogy of the Hidden Number Problem (HNP),
was presented at PKC 2017. This variant can also be used for practical
cryptanalysis of ECDH key exchange in the situation of side-channel
attacks.

In this paper, we revisit the Coppersmith method for solving the involved
modular multivariate polynomials in the Diffie-Hellman variant of EC-
HNP and demonstrate that, for any given positive integer d, a given
sufficiently large prime p, and a fixed elliptic curve over the prime field F,,
if there is an oracle that outputs about ﬁ of the most (least) significant
bits of the z-coordinate of the ECDH key, then one can give a heuristic
algorithm to compute all the bits within polynomial time in log, p. When
d > 1, the heuristic result ﬁll significantly outperforms both the rigorous
bound % and heuristic bound % Due to the heuristics involved in the
Coppersmith method, we do not get the ECDH bit security on a fixed
curve. However, we experimentally verify the effectiveness of the heuristics

on NIST curves for small dimension lattices.

Keywords. Hidden number problem, Elliptic curve hidden number problem,
Modular inversion hidden number problem, Lattice, Coppersmith method.

1 Introduction

1.1 Background

At CRYPTO 1996, Boneh and Venkatesan [6] first proposed the hidden number
problem (HNP) to prove that computing the most significant bits of the Diffie-
Hellman (DH) key is as hard as computing the entire key in the DH key exchange
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for a prime field. It is called the bit security of the DH key exchange. There are
a lot of follow-up works, such as [7/1] and [12] Chapter 21.7.1]. HNP has been
proven to be an extremely useful tool in many cryptographic areas. One example
is its vast use for analysis of DSA and ECDSA in side-channel attacks, such as
[I5127]. At USENIX Security 2021, Merget et al. presented the first practical
HNP-based attack on the DH key exchange [23]. Albrecht and Heninger presented
a new result for solving HNP [2] at Eurocrypt 2021.

The ECDH key exchange is an analog of the DH key exchange, which adopts
the group of points on an elliptic curve to enhance performance and security.
Roughly speaking, for a given elliptic curve £ over some finite field and a given
point @ € &, two participants with private keys a, b compute [a]Q, [b]Q separately,
then send the computed value to each other, and finally, the two participants
generate the shared key [ab]@. Naturally, one may want to assess the difficulty
of computing partial bits of ECDH key exchange. At ANTS 1998, Boneh [3]
Section 5] proposed the open problem: Does a similar result to the bit security of
Diffie-Hellman key exchange [6] hold in the group of points of an elliptic curve?
The issue has been raised for 20 years, but few results have been presented
because of the complexity associated with the addition formula of points of an
elliptic curve. The reason is also presented in the introduction of papers such as
[BUT6I28)132).

EC-HNP. In [ Section 5], Boneh, Halevi and Howgrave-Graham presented the
elliptic curve hidden number problem (EC-HNP) to study the bit security of
ECDH. The authors stated that EC-HNP can be heuristically solved using the
idea from Method II for Modular Inversion Hidden Number Problem (MIHNP).
Furthermore, they mentioned that the heuristic approach can be converted into a
rigorous one in some cases, which corresponds to the following bit security result.
Computing (1 — €) of the most significant bits of the z-coordinate of the ECDH
key is as hard as computing the ECDH key itself for a given curve over a prime
field, where € ~ 0.02. The detailed proofs were not presented.

Shani [28] demonstrated at PKC 2017 that solving EC-HNP ,, which can be
viewed as the Diffie-Hellman variant of EC-HNP, is sufficient to demonstrate the
bit security of ECDH. The involved strategy is similar to the idea of HNP [g].

Definition 1 (EC-HNP, [28]). Fiz a prime p, a given elliptic curve € over
Fp, a given point R € £ and a positive number §. Let P € £ be a hidden point.
Let Op r be an oracle that on input m outputs the 6 most significant bits of the
w-coordinate of P+ [m]R. That is, Op r(m) = MSBs(xpymr). The goal is to
recover the hidden point P, given query access to the oracle.

Suppose there is an oracle that outputs some partial information of [uv]@ on input
[u]@ and [v]Q. For given points @, [a]Q and [b]Q in the ECDH key exchange, an
attacker first selects an integer m, computes [m|Q, and then obtains [a + m|Q
from [a]@Q 4 [m]Q = [a + m]Q. Querying the oracle on input [a + m]Q and [b]Q,
the attacker can get partial information of [(a + m)b]Q = [ab]@ + [m][b]Q =
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P + [m]R where P := [ab]@Q and R := [b]Q. By repeating this process for several
m’s, the attacker will be able to recover the ECDH key P = [ab]Q if the EC-HNP,,
is solved.

In [23] Section 8], Merget et al. mentioned that this may result in a small timing
side-channel information that leaks the MSB of the x-coordinate of the shared
point in ECDH. The EC-HNP is related to the HNP and could potentially be
applied here. We contend that the aforementioned attack scenario falls within the
scope of EC-HNP,.. This attack scenario specifically considers whether the server
reuses the same ECDH value R = [b]Q across sessions, where b is the server’s
static key in TLS-ECDH or a reusable ephemeral key in TLS-ECDHE. A client
generates secret a and transmits the value [a]@. Hence, the ECDH key between
the server and the client is P = [ab]@. An attacker first chooses some integer m
and computes [a + m]Q. Then, session’s ECDH secret is [(a +m)b]Q = P + [m]R.
(The above process is very similar to [23, Figure 1]). As a result, if the MSBs of
the x-coordinate of P + [m]R are leaked by the small timing side-channel attack
for several m, the attacker can obtain the ECDH key P by solving EC-HNP,.
EC-HNP,, like HNP, can play an important role in side-channel attacks.

Hardcore bits. Shani rigorously solved EC-HNP, and then obtained the fol-
lowing bit security result by combining the underlying idea from Method I for
MIHNP [4/21]. For a given curve over a prime field, computing about % of the
most (least) significant bits of the xz-coordinate of the ECDH key is as hard
as computing the entire ECDH key. Besides, Shani also analyzed the case of
extension fields and generalized the result of Jao, Jetchev and Venkatesan [10].

Papers such as [6I28] demonstrated that DH and ECDH have hardcore bits,
which are bits that are difficult to compute as the full shared key.

Heuristic algorithm. In [32], Xu et al. used the Coppersmith method to solve
EC-HNP,, which was inspired by Method II of MIHNP [433]. For a fixed curve
over a prime field, if there is an oracle that outputs about 3 of the most (least)
significant bits of the z-coordinate of the ECDH key, then there is a heuristic
algorithm to compute all the bits in polynomial time.

The Coppersmith method is used to calculate small solutions of polynomials. In
1996, Coppersmith proposed rigorous methods for finding the small roots of a
modular univariate polynomial and an integer bivariate polynomial [8/9]. In 2006,
Jochemsz and May [I8] presented heuristic strategies for finding the small roots
of modular (and integer) multivariate polynomials. The Coppersmith method is
widely used in the security analysis of cryptosystems, the computational complex-
ity analysis of mathematical problems, and the security proof of cryptosystems;
see the survey [22] and recent papers, such as [S0/24T0/34].

Since the Coppersmith method for modular multivariate polynomials is heuristic,
the result in [32] cannot prove that ECDH has hardcore bits. It is important to
note that EC-HNP,, is directly related to the actual cryptanalysis of ECDH key
exchange for a fixed curve in the work of side-channel attacks [23]. The problem
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of solving EC-HNP,, is essentially the problem of finding the desired small root
of modular multivariate polynomials. The advantage of the Coppersmith method
is that it utilizes algebraic structures of polynomials to improve the ability to
find small roots. A natural motivation is that one wants to know the best result
if the Coppersmith method is used to deal with EC-HNP,.

Related works. At CRYPTO 2001, Boneh and Shparlinksi [5] showed that if
there is an efficient algorithm to predict the least significant bit (LSB) of the
ECDH secrets on a non-negligible fraction of a family of curves isomorphic to a
curve &, then the ECDH key for the curve & can be computed in polynomial
time. It does not imply that computing a single LSB of the ECDH key is as hard
as computing the entire ECDH key for the same curve &. At CRYPTO 2008,
Jetchev and Venkatesan [I7] utilized isogenies to enlarge the applicability of the
method in [5] based on the generalized Riemann hypothesis. However, neither [5]
nor [I7] provides the hardness of bits for ECDH for a fixed curve. In [5], Section 7],
Boneh and Shparlinksi mentioned that they hope their methods will eventually
show that a single LSB of ECDH is the hardcore bit for a fixed curve.

1.2 Owur Contribution

In this paper, we revisit the Coppersmith method to solve modular multivariate
polynomials derived from EC-HNP, and obtain a new bound.

Result 1 Let d be any given positive integer. Given a sufficiently large prime
p = 2“’(d<2+c)d), and a positive n = d>t¢ for any constant ¢ > 0. For 2n + 1
given calls to the oracle in EC-HNP,,, under Assumption (see Page 8), one
can recover the hidden point for EC-HNP, when the number § of known MSBs
(LSBs) satisfies

) 1

_— > — 1
log, p d—i—l—i_57 ()

1

where € > 0 and € = o(m). The total time complexity is polynomial in log, p
for any constant d.

Corresponding to the ECDH case, we have the following result.

Result 2 Define d,p as in Result[l, Under Assumption[d], one can compute all
the bits in polynomial time for a given elliptic curve € over the prime field F,, if

there is an oracle that outputs about ﬁ of the most (least) significant bits of
the x-coordinate of the ECDH key.

The bound tends to 6/logy p > 0 as d grows large. It means that the ratio of
known MSBs or LSBs number can be infinitesimal. When d becomes large, the
modulus p = 294" the involved lattice dimension w = O(n4*t1), and the
running time of the algorithm become enormous, with the time complexities of
the LLL algorithm and the Grébner basis computation increasing as d©(® and
d°() | respectively.
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The heuristic bound for d > 1 is better than the rigorous bound é/log, p > %
[28] and the heuristic result §/log,p > 3 [32]. Due to the heuristics of the
Coppersmith method, the results in this paper and [32] are not rigorous. It should
be noted that the 2 bound on §/log, p in [32] is asymptotic. That is, the 3 bound
can only be reached when the involved lattice dimension and modulus p tend to
infinity (see the analysis of Section . In this work, the smallest dimensions of
our lattice to achieve the % bound is 2879 for a sufficiently large p = 2”(d(2+c)d),
where d = 2. The LLL algorithm terminates within O(w*t7b1+7) bit operations
for any v > 0 [25], where w is the involved dimension and b is the maximal bit
size in the input basis matrix. For our case, w = 2879, w* ~ 246 and b is bounded
by 3dlog, p. Therefore, the LLL algorithm needs a considerable time to get the

desired vector. Thus, we do not experimentally show that the % barrier is broken.

1.3 Technical overview

As mentioned before, we revisit the Coppersmith method to find the desired root
(e, €1, ,€y,) in n given polynomials

Fi(xo,y;) == Aj + Bjxo + Cja5 + Dyy; + Ejzoy; + 25y;

derived from EC-HNP,, satisfying F;(eg,€;) = 0 mod p for 1 < j < n, where
the value X is the upper bound of |eg|,|€1], - ,|én|, 1€, |eo] < X,|é1] <
X, || < X. Since X = p/2° for EC-HNP,,, where p is the modulus and § is
the number of known MSBs (LSBs), we can see that for a fixed p, X and § are
inversely related. To make ¢ as small as possible, X must be as large as possible.

For any given positive integer d, we construct w multivariate polynomials
Gl(x()ayla T 7yn); Ty Gw(w()?ylv e 7yn) SatiSfying

Gj(eg,é1, -+ ,6,) =0 mod p? for all 1 < j < w.

Let £ be a Coppersmith lattice, which is spanned by the coefficient vectors of
Gj(xoX, X, -+ ,ynX) for all 1 < j < w, where w and det(L) are the dimension
and determinant of the lattice £, respectively. The basis matrix of £ can be
arranged into a triangular matrix.

After the lattice basis reduction, we expect to get n + 1 multivariate polynomials
Ql(‘ranh e ayn)v ) Qn+1(x07yla e 7yn) such that Qj(eoyélv e 7én) =0
over the integers for all 1 < j < n. Under Assumption[I] we can efficiently recover
the desired root (eq, €1, - ,€p).

In the Coppersmith method, for a sufficiently large modulus p, the condition for
finding the target root (eg, €1, - ,€,) can be briefly written as

(det(£))¥ < p*. (2)

As shown in [28/32], the strategy of solving MIHNP can help to solve EC-HNP,,.
Inspired by the approach for MIHNP [34], we expect to add enough helpful
vectors into the lattice of [32].
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In [32], a lattice £’ with triangular basis matrix was constructed. For any given
positive integer d, take n = d*. Then we can write dim(£’) = (2d+1)(7}) (1+o0(1)),
and det(L’) = X“p”, where @ = 2d(2d + 1)(7)) (1 4+ o(1)) and 3 = 2d(7) (1 +
o(1)). For a sufficiently large p = 2*(2")| the Coppersmith condition states:
1 —
| det(L£')|T=Z < p?, which reduces to X < pz~24~%, where € > 0 and & = o(%).
Plugging X = p/2° into the above relation, we get J/log, p > % + ﬁ + &, which
becomes §/logy p > % when d tends to infinity. It means that, in order to achieve
1/2 bound, the involved lattice dimension dim(£’) and the size of modulus p
tend to infinity.

In this paper, we first consider ( dil) of helpful polynomials. To be specific, we
randomly choose d + 1 different integers from the set {1,--- ,n}. Without loss of
generality, let d 4+ 1 integers be j1,- -, jg+1, where 1 < 57 < --- < jg41 < n. For
any fixed tuple (ji1,- - ,ja+1), we choose a linear combination (with the leading
term y;, - - - y;,,,) of the following polynomials:

d+1 1
Z ZKWJ 20 F i FjuiYia T juss - Fjag, for some Ky, € Z. (3)

u=1v=0

We then consider the algebraic structure of linear combinations and design a
lattice. We construct more compact linear combinations compared to so that

all monomials related to 3¢ and z2%! are removed. That is, the monomials
zyyt -yl for all (ig, 41, - -+ ,in) € I3 are deleted from new linear combinations,

where 73 := ({(io,il,"' ,in) | 2d < g < 2d+ 1,0 < iy, 44, < 1,0 <
i1+ +i, < d}. Then we get a lattice with triangular basis matrix. In this case,

we can deduce that the upper bound X < pl_ﬁ_g, where ¢ > 0 and € = o(#).
Based on X = p/2°, we obtain §/log, p > %ﬂ + &, which becomes §/log,p > 0

when d tends to infinity.

The polynomial construction for the lattice in this work looks similar to that in
[32]. However, this does not mean that our lattice construction is ordinary. When
it comes to the Coppersmith method, small differences in parameter selection
can lead to significant differences in efficiency. While dealing with multivariate
Coppersmith method, the core point and technical difficulty is constructing as
many helpful polynomials as possible. The rest is a conventional technique.

1.4 Organization

The rest of this paper is organized as follows. In Section [2| we review some
results on lattice, the Coppersmith method, elliptic curves, the transformation
from EC-HNP,, to a class of modular polynomials, and orders of monomials. The
existing method is revisited in Section [3] In Section [4] we use algebraic structure
of polynomials to design a lattice. In Section [5, we prove that the involved basis
matrix is triangular. In Section [6] we compare our result with the existing work.
We present our experimental results in Section [7}


https://orcid.org/0000-0002-1179-7487
https://orcid.org/0000-0001-6821-920X
https://orcid.org/0000-0002-7669-8922
https://orcid.org/0000-0002-9920-5342

Improving Bounds on Elliptic Curve Hidden Number Problem 7
2 Preliminaries

Throughout the paper, p is a prime where p > 3.

2.1 Lattice

A lattice L is a discrete subgroup of R”. An alternative equivalent definition of an
integer lattice can be given using a basis. Let bq,--- , by be linear independent
row vectors in R™, a lattice £ spanned by them is

L= {iklbl ’ k; EZ}.
=1

The set {by,--- , by} is called a basis of £ and the matrix B = [by”,--- by’ ]”
is the corresponding basis matrix. The dimension and determinant of £ are

respectively
dim(L) = w,det(L) = 1/det(BBT).

When m = w, lattice is called full rank. In this paper, the involved lattices are
full-rank integer lattices.

The well-known LLL lattice reduction algorithm [20] can produce a reduced basis

that has the following property.

Lemma 1 (LLL). Let £ be a w-dimensional integer lattice. Within polynomial
time, the LLL algorithm outputs reduced basis vectors vi,...,Vv,, that satisfy

w(w—1)
[vill < 2755 (det(£)) 71, 1 < i < w.

2.2 The Coppersmith method

We briefly review how to use the Coppersmith method to solve multivariate
modular polynomials.

Problem definition. Let fi(zg, 21, ,Zn), -+, fm(Zo,Z1, - ,x,) be original
polynomials, which are irreducible multivariate polynomials defined over Z, with
a common root (Zg,Z1,- - ,Z,) modulo a known integer p such that |Zp| < Xo,
<+, |Zn| < X The goal is to recover the desired root (Zo, - - ,Z,) in polynomial
time. To ensure recovery of the desired root, the size of values Xo, -, X,, must
be bound.

Polynomials collection. One chooses polynomials,

gl($07x1a"' ,.’I,'n)7"' agw(mOaxh"' 71‘71)
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such that (Zg,Z1, - ,Z,) is a common root modulo a power of p. Generally,
multiples of lifting polynomials are selected, where a lifting polynomial is defined
as the product of some powers of original polynomials and variables. For example,

o (Btply od ol o
9j($07331,"' amn) =P (Bit+ +ﬁm)x00x11"'xn fll"'fm 3

where j € {1,---,w},d € Z*, and o), af,--- ,ad, B, , B3, € ZT U{0} satisfy-
ing 0 < B{+- -+ B3 < d. Tt is not hard to see that g;(Zo, Z1, -+ ,Zn) = 0 mod p?
for every j € {1,--- ,w}. For the Coppersmith method, the most complex step
is the selection of polynomials ¢, - , g, when dealing with multiple original
polynomials. The difference between this paper’s polynomial selection and the
above strategy is that linear combinations of lifting polynomials are considered.

Lattice construction. Let the vector b; (1 < j < w) be the coefficient vector

of the polynomial g;(x0Xo,z1X1,...,2,X,) with variables zg,21,...,2,. Then

one constructs the lattice £ = { Z?’zl kib; | kj € Z}.

Reduced basis. One runs the LLL algorithm and obtains the w reduced basis

vectors Vi, ..., Vy, where v; is the coefficient vector of the polynomial h;(zoXo,
x1X1,. ., xnXp) for j € {1,--- ,w}. Note that the LLL algorithm performs lin-
ear operations. Hence, v; is a linear combination of the vectors by, - -, by,.
That is, hj(zo,x1,...,2,) is a linear combination of g¢1(xo,z1,...,2s), -+,
Guw(T0,T1, ..., x). Then, h;(Zo, T1, -+ ,Tn) = 0 (mod p?) for every j € [1,--- ,w].
In order to get h;(Zo,Z1, - ,Tpn) = 0 over Z for some j € {1,--- ,w}, we need

the following lemma in this process.

Lemma 2 ([14]). Let h(zg,x1,...,zn) be an integer polynomial that consists
of at most w monomials. Let d be a positive integer and the integers X; be
the upper bound of |z;| for i = 0,1,--- . n. Let |h(zoXo,z1X1,...,2,X,)| be
the Euclidean length of the coefficient vector of h(xoXo,x1X1,...,nXy) with
variables g, T1,...,T,. Suppose that

1. h(To,Z1,-++ ,Zn) =0 (mod p?),
d
2. Hh(ﬁﬁoXo,l‘le,...,.’L‘an)” < Lu)’

then h(Zo,T1, -+ ,Tp) = 0 holds over Z.

To make h;(Zo,Z1, - ,&n) = 0 for all 1 < j < n+1 hold, from Lemma and
Lemma [2] we need the Euclidean lengths of the n + 1 reduced basis vectors
Vi,...,Vp41 satisfy the condition

w(w—1 1 d
9t - (det(L)) T < \pf’ w = dim(L). (4)
w

Based on Condition , one can determine the size of bounds Xo,--- , X,,.
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Desired root recovery. We have no assurance that the n + 1 obtained poly-
nomials hq,--- , h,41 are algebraically independent. Under Assumption [1} the
corresponding equations can be solved using elimination techniques such as the
Grobner basis computation, and then the desired root (Zg, Z1,: -+ ,T,) is recov-
ered. In this paper, we use computer experiments to show that our heuristic
approach works.

Assumption 1 ([19]) Let hq,- -+, hny1 € Zlxo, 1, -+ , Ty be the polynomials
that are found by the Coppersmith method. Then the ideal generated by the
polynomial equations hy(xg,z1, - ,Tn) =0, -+, hpy1(xo, 21, -+ ,x,) = 0 has
dimension zero.

The involved Assumption[I]is called the zero-dimensional ideal assumption, which
is a relaxation of algebraically independent assumption, first appeared in [19].
We consider a zero-dimensional ideal, namely, an ideal I such that the number
of common zeros of the polynomials in [ is finite in the algebraic closure of the
field of coefficients [II]. It seems very difficult to verify whether there are finite
number of common zeros or not.

Helpful polynomials. An important strategy of choosing the above polynomials
91(To, @1, s ), -y Guw(To, T1,+ ,Ty) is to choose as many helpful polynomi-
als as possible.

Definition 2 ([22)29]). Define d and L as above. A vector in the triangular
basis matriz, which is the coefficient vector of g(xo X, 21X, -+ , 2, X), is called a
helpful vector if the absolute value of its diagonal componemﬂ is greater than 0
and less than p®. That is, g(xo,x1,--- ,x,) is called a helpful polynomiaﬁ. Else,
g(zo, 1, -+ ,xn) is called a non-helpful polynomial.

Next, we show why helpful polynomials can work. We obtain the simplified
condition (det(L’))T}' < p? by ignoring low-order terms in Condition . For a
triangular basis matrix, the left side of the simplified condition is regarded as
the geometric mean of all diagonals of the basis matrix. A helpful polynomial
contributes to the determinant with a factor greater than 0 and less than p.
The more helpful polynomials in the lattice, the easier the condition for solving
modular equations is to be satisfied. It implies that the Coppersmith method
becomes more and more effective, and the above bounds X; become larger and
larger. Therefore, one should choose as many helpful polynomials as possible.

® The diagonal component of the coefficient vector of g(zoX,z1X,---,zn,X) corre-
sponds to the leading term of g(zo, 1, -+ ,Zn). Specifically, the diagonal component
is equal to the leading coefficient of g(zo X, 71X, -,z X).

5 There is a one-to-one correspondence between helpful polynomials and helpful vectors.
The coefficient vector of g(zoX,z1X, -+ ,2z,X) is a helpful vector if and only if
g(xo,z1, -+ ,xy) is a helpful polynomial.
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2.3 Elliptic curves

For a prime field IF,,, consider an elliptic curve £ over IFp, given in a Weierstrass
form &€ : y? = 2% 4+ ax + b over F,, with a,b € F, and 4a® + 27b% # 0. Let
P = (zp,yp) € F2 be a point on the curve &, where xp (resp. yp) is called the
x-coordinate (resp. y-coordinate) of point P. The set of points on &, together
with the point at infinity O, forms an additive abelian group. Hasse’s theorem
shows that the number of points #& on the curve £(F)) satisfies the relation:
|#E — p — 1| < 2/p. The additive inverse of point P is —P = (xp, —yp). For
an integer m, [m]P denotes successive m-time addition of the point P, and
[-m]P = m[—P]. Given two points P = (zp,yp) and Q = (zg,yg) on &, where
P # +Q, consider the addition P4+ Q = (zp+q,yp+q)- Let spyro = ii:zz. The
z-coordinate and y-coordinate of P 4 () are respectively

TpiQ = Shig — TP — 1Q, YP+Q = $P+Q(TP — TP4qQ) — YP- (5)

2.4 From EC-HNP, to modular polynomials

We present the transformation in [28] from the problem of recovering zp in
EC-HNP,, (see Definition [I), the z-coordinate of the hidden point P = (zp,yp),
to the problem of finding small solutions of modular polynomials. In brief, our
target is to find the desired small root (eq, ;) of the following modular polynomial

Fi(zo,yi) == A; + Bz + Ciad + Diy; + Eizoy; + 23y, = 0 (mod p), 1 <i < n.

(6)
Here coefficients A;, B;, C;, D;, E; are known, and unknown integers eq, €1, - - - , €,
are all bounded by the value X := p/2°. The specific analysis is as follows.

Eliminating yp. For a given point R in an elliptic curve £ over F,,, we produce
Q = [m|R = (zq,yq) and —Q = [-m]R = (2, —yg), where m is a positive
integer. According to y% = a3 + axp + b, y% = x% +azxg +b and , we obtain

wpiQ +2p-q = (shig — TP —2Q) + (sh_q — P — 2q)

2 2
_ [ yp—y yrP+y
= (M) + <CEI;IZ> —2xp — 2$Q

2 2 7
=2 W—mp—xQ) (7)

(zp—2zq)?

—9 wQa:?3+(a+z2Q):rp+aa:Q +2b
o (xp—zq)? '

Constructing modular polynomials. Query the oracle Op r in EC-HNP,
on 2n + 1 different inputs 0 and £m, for i = 1,--- ,n. Then we obtain Op r(0)
and Op g(£m;). We write h; = Opr(m;) = MSBs(zp1g,) = zpyg, — €; and
k. = Opgr(—m;) = MSBs(zp_q,) = xp_q, — €, where |e;] < p/2°F! and

lef| < p/2%t! for all 1 < i < n. Let h; = h; + h’ and & = e; + ¢}, we have
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hi + & = Tpig, +Tp_q,, where |&| < p/2° for i =1, ,n. According to (7)),
we get
zQia:?3+(a+w2Qi)zp+azQi+2b

(xp—zq,)?

ﬁi+éi:2< ),1<i<n. (8)

Moreover, we write hg = Op r(0) = MSBs(zp) = xp — eg, where |eg| < p/20F1,
~ ~ zQi(h0+eo)2+(a+méi)(h0+eo)+ain +2b

Hence, hi +& = 2( (hoteo—ca,)?

(ho + €9 — .CEQZ.)2, we get A; + Bieg + Cze(% + D;é; + Eiep€; + G%éz = 0 mod p,

1 <i < n, where known coefficients A;, B;, C;, D;, E; satisfy (in the field F,)

). After multiplying by

A, = (ﬁi(ho - in)Q - Qh(Q)in —2(a+ xéi)ho —2azxg, — 4b),

Bi = 2(h2(h0 - ‘er‘) - 2h0{L‘Qi —a— $2Ql)7 C’z = (hz - 2£UQ1.)7 (9)
Di = (ho - :L‘Qi)z,Ei = 2(h0 - .%'Qi).

Therefore, (eg, &;) is a small root of the polynomial
Fi(wo,yi) = Ai + Bixo + Cizg + Diyi + Eszoyi + x5y = 0 (mod p),

where 1 < i < nandeg, &y, , &, are all bounded by X := p/2°. Once the desired
vector (eg, €1, -+ ,€y,) is obtained, xp can be recovered based on xp = eg + hyg.
After xp is recovered, yp will be extracted due to y% = 2% + axrp + b mod p.

2.5 Order of monomials

We first recall reverse lexicographic order and graded lexicographic reverse order

respectively. For more details, please refer to [31], Section 21.2]. Let 4o, i1, -,

in, iy, 41, - -, i, be nonnegative integers.
Reverse lexicographic order: (i}, -+ i) <reviex (i1, ,in) < the rightmost
nonzero entry in (i) — i1, -+ , i, — in) iS negative.
Graded reverse lexicographic order: (i1, ,i),) <grevies (i1, ,in) <

n n n n

y . . . . y . )

Sdl < > gy or ( St = > iy oand (i, 1)) <reviex (91, ,zn)).
m=1 m=1 m=1 m=1

In this paper, we utilize the following order of monomials, which is also used in
[34].

V) ./ L .

ULy I e

(lea' o 77“,{7,) '<grevlez (21; e 7Z’I’L) or ((2/1; e al'/n) = (Zla e >Zn) and ZE) < ’LO)'
(10)

It is noteworthy that i and i, are treated differently than iy, -- , 4, and @}, - , 4,
respectively. According to , we can determine the leading term of a multivari-
ate polynomial. For example, for F; = A; + Bz + C;x3 + Djy; + Ejzoy; + 23y,
for1<j<mnin @,Wehave

1 <zp < .73(2) < yj < Toy; < SC(Q)yj. (11)

Hence, the leading monomial of F; is z3y;. Further, the leading coefficient of F;
is 1, and the leading term of Fj is x%yj.
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3 Existing Lattice

In this section, we review the lattice in [32] for solving (€]). Here we provide a
different description of the lattice, closer to the lattice we introduce later. First,
we recall the index set

I[XHSQO](nvd) = {(i07i17 T 77’71) | 0 S 7:0 S 2d7

0 <it, - in < 1,0 <1< d}, (12)

where integers n, d satisfying 1 < d < n, and [ := i, +---+1, satisfying 0 < [ < d.

3.1 Lattice Lixnsz0)(n,d)

For any fixed tuple (io,%1,---,in) € Zixus20)(n,d), we construct polynomial
fio,il ..... in (.’Eo, Y1, 7yn) as follows.

Case a: When [ = 0 and 0 < iy < 2d, define

(%)

fio,il,m Jim (I‘Oa Y1, 7yn) =T

Case b: When [ =1 and 0 < ig < 1, define
io, i1

fio,ih"' Jim (ZEOa Y1, ayn) =Ty lYyy oo y:Ln

Case c: When 1 <[ < d and 2l < ig < 2d, define

Jiosiv, e in (L0, YL, 1 Un) 1= %O_Zl}_fl o Fin,
Case d: When 2 <[ <dand 0 <ig <2l —1, define

l 1
Pa— v
Jioviv, o vin (T0, Y157+ 5 Yn) i= E E Wig1,utio * ToF50  Flu 1 YiuF jurs  Fis
u=1v=0

(13)
where F;(xo,y;) = A; + Bizo + Cix3 + Dyy; + Eizoyi + 22y = 0 (mod p) for
1 <4 < ndefined in @, integers ji, - - - , j; are defined in Lemma and Wiy 41, u+lv
is element of the (ig+1)-th row and the (u+{v)-th column of the matrix W, ..
which is also defined in Lemma

s

Lemma 3 ([32]). Letiq,--- ,i, beintegers satisfying 0 < iy,-- ,i, < 1. Denote
l=i1+ - +in, where 2 <1 <n. Let j1,--- , ji be integers satisfying 1 < j; <
e <qi<noandy;, -y, =yt -yl Let a 21 x 21 integer matriz Mj, ... j, be
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the following coefficient matriz:

1 (=3 + Ej,zo + Dj,,)

uF#l .
[T (23 + Ej,x0 + Dj,,) o
L =M. . 0 —1 1
Zo H (x% + Ej,x0 + Dju) J1s 501 x%) mod p' ™, ( )
uF#l
Lo H(x(%"!‘Ejuxo—i—Dju) 0

uF#l

where integers D;, and E;, are the coefficients in the polynomial F;, = A;, +
Bj,xo + Cj, 23 + Dj,y;. + Ej,xoy;, + xdy;, for 1 < u < 1. Then the matriz

My, ... j, is invertible over Zpi—1. Denote W, ... j, as its inverse matriz. Hence,

W, g My, = Iy mod p! Y, (15)

) B

where Iy is the 21 x 21 identity matriz.

Lemma 4 ([32]). Based on the order @, the monomial a:f)“yil o-ylin gs the
leading term of the polynomial fiy i) .. i, (Tos Y1, ,yn) for (ig i1, -+ ,in) €
Zixmsa0)(n, d). Let

d+1-1 .
- _ _p figsiz, iy for 1 <1<d,0<4p <20 -1,
Fiosoinl@0, 910 ) 1= {pdlfm,il,..i,in for 0 <1< d, 2l < iy < 2.

(16)

Let Lixnsa2o)(n,d) be the lattice which is spanned by the coefficient vectors of
polynomials
Figiv oo in (@0 X, 01X, - -+ yn X) for all (io, i1, -+ ,in) € Iixusao)(n, d),
where the value X is the upper bound of |egl,|€1], -, |€n|. The diagonal elements

in triangular basis matriz of lattice Lxugao)(n, d) are as follows:

pdti=iXiotl for 1 <1<d,0<iy<2l—1,
pd=l X0t for 0 <1< d, 20 < iy < 2d.

According to Lemma {4} the dimension and determinant of Lixug20)(n,d) are
respectively

d _
dim(Lxusz20(n,d)) = (2d+ 1) > (7) and det(Lixusz0)(n,d)) = Xp?,
i1=0

d

1(7), B=d@2d+1) 3y () — (2d—1)

=0 l

M=
M=

a:d(2d+1)zd: (1) + (2d+1)

1=0 l

(7)-

0

0
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For a sufficiently large modulus p, one can use the simplified Coppersmith
condition , which does not affect the asymptotic bound. Based on ({2)), we

1
get the condition (det(L’[XHSQO] (n,d)))” < p4, where W = dim(Lxus20) (7, d)),
which is equivalent to

dw—3

X<p = . (17)

We omit the tedious calculation and give the following results directly. For any

1<d<n, w-p % For any given positive integer d, take n = d*. Then we have

w=(2d+1)(5)(1+0(1), @ =2d(2d + 1)(7) (1 + o(1)) and 8 = 2d(%) (1 + o(1)).
For a sufficiently large p = 2¢(")| the condition becomes X < p%’ﬁ’g,
where £ > 0 and € = o(%). Plugging X = p/2° for EC-HNP,, into the above
inequality, we have §/log, p > % + 2—1d + 2. When d tends to infinity, this condition
reduces to 5 )

logy p >3 (18)

4 New lattice

In this section, we design a new lattice by mining the algebraic structure.

4.1 Lattice £(n,d,t)
Let Z(n,d,t) be an index set which is equal to Z(n,d,t) = Z; UZy, where

Ty = {(io, i1, yin) | 0 <idig <2d — 1,0 <idp, -+ iy < 1,0 <1 < d},
T 1= {ligsir, i) | 0<io <60 < it in < 1,0 =d+1}.

Here, 1 <d<n,0<t<2d—1andl =141 +---+1, satisfying 0 <1 < d+ 1.
Remark 1. According to 7 we get that the index set Zixsag) (n,d) equals
{Gio,i1, -+ in) | 0 <o <2d,0 <, -+ i < 1,0 <1 < d},

It is obvious that Z; is a subset of Zjxpgao) (7, d), whereas Z, is not.

Based on Fj 4, ... i, (T0,Y1, ,Yn) in Lemma {4} we construct the polynomial
Glig iv e in (0, Y1, -+, Yn) as follows.
Case A: For any given (ig, 41, - ,i,) € Z7, we define

Gio,il,-u Jin (1'03 Y, ayn) = Fio,il,m Jin (1'03 Y1, 7yn)

: = = d = =y
Since Fi, iy - i, (€0, €1, -, €,) = 0 mod p*, we have Gy 4, ... 4, (€0, €1, ,€p) =
0 mod p?.

Case B: For any given (ig, i1, ,i,) € Z2, we define

d
Gig,iv, o yin (T0s Y1, 5 Yn) = (Hio7i17---7in + Jigyir, e yin T Kio,il,...,i") mod p“,
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which is considered to be the corresponding polynomial over Z. Without loss of
generality, we let ji,- -+, jat1 be integers satisfying 1 < j; <--- < jg41 < n and
YirYis* Yjars = Y1'Ys Y, and

=

d+1
Hio,ilf" in Z Z Wig41,utv(d+1) * mg}—jl T ]:ju71yju]:ju+1 o ']:jd+1>
int
Jio,il,"' Jin T Z Z Wig4-1,utv(d+1) 'xg]:jl o ']:ju—lcju]:ju+1 o "Fjd+1’
ud:+11v:O

Kig iy, o in = 21 Wiot 1ut(d+1) " Fir  Fiuor Biw = CiuEj ) Fjuir  Fiagas
=

—

where the integers Bj, , C;, and FE;, are the coefficients in the polynomial
Fj, = A, + Bj, w0+ Cj 2t + Dj,y;. + Ej xoy;, +ady;, for 1 <u<d+1, and
the integer wi,+1,m(1 < m < 2d + 2) is the m-th component of the (ig + 1)-th

row vector in the inverse matrix W, . ;. ., which is defined in Lemma

For Case B, the desired vector (ep, €1, ,€y,) is common root of Hj, i ... i,

d = =) d
Ji01i17"' Jin and Kio,ih"' Jin IIlOdlllOp . HGIICQ7 Gi01i17"' Jin (60, €1, 76n) =0 HlOdp .

Lemma 5. Define Gy iy .. i, (X0, Y1, -+, Yn) and Z(n,d, t) as above. Let L(n,d, 1)
be a lattice spanned by the coefficient vectors of Gig iy - in (X0 X, 11X, -+, ynX)
for all (ig,i1,-+- ,in) € Z(n,d,t), where the value X is the upper bound of
leol, [€1l, -« ,|€én|- Then the basis matrix is triangular if the coefficient vectors
of Gig iy oo i (@0 X, 11X, -+ ,ynX) are arranged based on the order of the corre-
sponding xfﬁyil -o-yln from low to high. The diagonal elements in the triangular
basis matriz of L(n,d,t) are as follows:

piti=lxiotl for 0 <1<d,0<iy<2l—1,

pd=tXiot  for 0<1<d,2 <ig<2d—1, (19)
Xiotdtl forl=d+1,0<iy <t

The dimension of £(n,d,t) is equal to the number of Z(n,d, t). Namely,

dim(L(n,d,t)) = (t+ 1) ( d_": 1) + 2d§ (7) (20)

The determinant of £(n,d,t) is equal to
det(L(n,d,t)) = X*p°, (21)

where

d
o= BEERER() +d 3 (2d -1+ 20)(3).

B = 2d? i (1) —(2d-2) i 1(7)-

=0 =0
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4.2 Improved Bound

According to the steps in the Coppersmith method in Section[2.2] the Coppersmith
condition must be satisfied for the polynomials h;(zg,y1,...,yn) for all
1 < i < n+1, corresponding to the first n + 1 LLL reduced basis vectors, to
contain the desired root (eg, €1, ...,€,) over integers. That is,

d

251 det(L(n, d, 1)) 7w < L (22)

\/E?

where w = dim(L(n, d, t)). Once we get the above n + 1 polynomials h;’s, under
Assumption we can compute the wanted root (eg, €1, ..., €,) using the Grébuner
basis.

Plugging and into , we obtain

X < (2*7”“2’;1) Cw— l”z;") pSdit), (23)

where

d(t+1)(F, ) +(2d—2) léd)oz(’;)fdn

S(n,d,t) = dw=)=b8 _
b b . d .
: P (1) +d 22 (2d-1+420)(7)

For a given sufficiently large p = 2u(d@ ) g0 any positive integer d and any

constant ¢ > 0, the condition can be simplified as

X < pS(n,d,t) )

By taking integers ¢t = 0 and n = d>¢, the condition becomes

X <plmame (24)

d
. d?(2d—1) lz (D42 > U(7)+d(d+1)n
=0 =0 > 0

Here, e = o(37) = !
) (d+1)2(,7,)+d(d+1)(2d—1) > (7)+2d(d+1) é}l(?)

The running time of the LLL algorithm depends on the dimension and the
maximal bit size of the input triangular basis matrix. For t = 0 and n = d>1¢, the
dimension of L(n,d, ) is equal to (%) + 2d E;i:o (1) = O(n*t1) = O(dB+d),
and the bit size of the entries in the triangular basis matrix is bounded by
3dlog, p from . Based on [25], the time complexity of the LLL algorithm is

poly (3dlog, p, O(d®9%)) = O((log, p)° M d®@) (25)

which is polynomial in log, p for any constant d.
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The running time of the Grobner basis computation relies on the degrees and
number of variables of input polynomials as well as the size of input polynomials.
Based on [13], the time complexity of the Grobuner basis computation for a
zero-dimensional system is polynomial in max{S, DV} < Nh(eD)", where N
is the number of variables, and S is the size of the input polynomials in dense
representation, h is the maximal size of the coefficients of the input polynomials,
D is arithmetic mean value of the degrees of input polynomials and e is Euler
constant. For our lattice £(n,d,t), when t = 0 and n = d3*¢, the number of
variables is n + 1, the degree of input polynomials h;’s (1 <i<n+1)is3d—1
according to , and the maximal size h is less than dlog, p based on Lemma
That is, N =n+1, D=N(3d —1)/N =3d — 1, and h < dlog, p. Hence, the
time complexity of the Grébner basis computation is bounded by

poly(Nh(eD)N) = O((logy p)°Md®™) (26)

which is polynomial in log, p for any constant d. From and , the overall
complexity is polynomial in log, p for any constant d.

Finally, if any vector (zo, @1, ,¥n) € Z""! such that F;(zo,7;) = 0 mod p for
all1<j<nin @, where the upper bound of |zg|, |§1], - -, |Un| satisfies ,
then (xo, %1, - ,¥n) is also a common root over Z of the input polynomials hq,
-+, hpy1 of Grobner basis computation. The following result shows that the
number of these roots is not only limited, but also only one with an overwhelming
probability.
Lemma 6. For a given sufficiently large prime p = Qu(d+) for any positive
integer d and any constant ¢ > 0, given n = d*T¢ polynomials F;(z¢,y;) satisfying
Fileo,€;) =0mod p for1 < j<n in (@), the probability that there is an integer

vector (e, €1, ,€5,) # (€, €1, -+ ,€n), such that F;(ep, ;) =0 (mod p) for all
1 < i < n, where the upper bound of |e}|,|€\],- - ,|€,| satisfies (24)), does not
exceed O(%).

According to the above analysis, we get the following result.

Theorem 1. For a given sufficiently large prime p = Qu(dF) for any positive
integer d and any constant ¢ > 0, given n = d**¢ polynomials F;(xo,y;) satisfying
Fi(eo,e;) =0mod p for1 <j<nin @), under Assumptz'on one can compute
the desired root (eg, €1, ,€y), if the bound X of |egl,|€1],- -, |én| satisfies

X <pi-r,

where € = 0(%) > 0. The overall time complexity is polynomial in logy p for

d
any constant d.

Since X = p/2° for the case of EC-HNP,, we get a new bound for EC-HNP,,
from Theorem [
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Theorem 2. Define d,n,p,e as in Theorem [1. For 2n + 1 given calls to the
oracle Op r(m) in EC-HNP,, under Assumption one can recover the hidden
point P when the number § of known MSBs satisfies

) 1

—_— > — .
log, p d—i—l—'—5

For the least significant bits (LSBs) case, the problem of solving the corresponding
EC-HNP, can be converted into finding the desired root (eg, €1, - ,€,) of the
involved polynomials based on [28, Section 6.1]. Note that the forms of these
polynomials as well as the size of the desired root are the same as those in @
Therefore, we obtain the same bound as in the MSBs case.

For the case of ECDH, we get the following result from Theorem [2]

Theorem 3. Define d,p as in Theorem[dl For a given elliptic curve £ over the
prime field ¥, if there is an oracle that outputs about d%‘_l of the most (least)
significant bits of the x-coordinate of the ECDH key, under Assumption[]], one
can compute all the bits in polynomial time.

5 Proof of triangular basis matrix

First, we present the following relation, which can be utilized to construct
triangular basis matrix.

Lemma 7. Define the matrices My, ... ;,., and Wy, .. ;.. as in Lemma
where 1 < ji < -+ < jar1 < n. Let wiy4+1,m be the entry of the (ig + 1)-th row
and the m-th column of W, ... where 0 < ip < 2d4+ 1,1 < m < 2d + 2.
Then we have

Jd+17

dt1
> Wigt1,d+14w = 0 mod p?, for 0 < ip < 2d,

—

(27)

e
+ 1l
—

(wi0+1,u + Wigt1.dtitu D Ejm) =0 mod p?, for 0 < iy <2d—1,

u=1 m#u

where Ej, is the coefficient of the polynomial F;,, = Aj, + Bj, o+ Cj, xd +
Dj?’?l,yj"YL + Ej?nxoyjn), + l‘%yj’nl for 1 S m S d + 1'
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Proof. According to , we get that the (2d + 2) x (2d + 2) matrix M, |

e uJd+
is the following coefficient matrix:
[1 («5 + Ej,z0 + Dj,)
u#l
1
[T (@3 + Ej,x0+ Dj,) 4
ud+1 T ) 0 d
zo [T (#3 + Ej w0+ Dy,) | — Miis o zg mod - (28)
u#l
t- x2&+1
zo [I (23 + Ej,z0+ Dy,) 0

u#d+1

For the sake of discussion, let Fj, = [T (@5 + Ej,z0 + Dj,) for all 1 <m <

d + 1. The last column of My, ... j, , corresponds to the vector whose elements

are respectively the coefficients of x%dH in the following polynomials

Fj17"'aF xO"Fju"'axO’F

Jd+1> Jd+1°

Note that the coefficient of x%‘“‘l in the polynomial ﬁjm isOforalll <m < d+1,

and the coefficient of mgdﬂ in the polynomial zogF; is1foralll <m <d+ 1.

m

That is, the last column of My, ... j,., is (0,---,0,1,--+,1)7, where the number
of components 1 is d + 1. Since (Wiy41.1," - , Wig+1,24+2) 1 the (ig + 1)-th row of
the inverse matrix Wy, ... ;,,, modulo p?, for 0 < ig < 2d, we get that
(wi0+1,17 e awi0+1,2d+2) : (07 e 707 1u Ty 1)T = 0 mOd pd7
. d+l J
ie. > Wigt1.d+14w = 0 mod p*.
u=1

The penultimate column of My, ... ;,., corresponds to the vector whose elements
are respectively the coefficients of z2¢ in the following polynomials

F; F LU()'FJ‘I,'--,J}()'F

Jis Ty Hjat Jd+1°

Note that the coefficient of x2¢ in ﬁj is 1 foralll <m < d+ 1, and the
coefficient of z3? in xol?'-m is By, +---+E;,_, +FE; ., + -+ FE,, for
1 <m < d+ 1. It implies that the penultimate column of My, .. ;. , is
(L L3 B s X mass Bin)Ts where the number of components 1 is
d+ 1. Based on (wiy41,1," ", Wig+1,2d+2) is the (49 + 1)-th row of W;

Jiysdd41
modulo p?, for 0 < ig < 2d — 1, we obtain that

(wio-‘rl,ly T awi0+1,2d+2) : (1a o 71a Z Ejm7 Y Z E‘m)T = 0 mod pd'
m#1 m#d+1

. d+1
That is, Zuil (wi0+1)u + Wig41,d+1+u Em;éu Ejm) =0 mod p?.
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The above lemma is now used to show the form of G,y ;... i, (0, Y1, ,Yn) for
(iOaih e aZn) S I2-

Lemma 8. Define Gy iy ... i, (o, Y1, ,Yn) and 11, Ty as in Section . If the
tuple (ig, i1, ,in) € Lo, then we have
Y S g
10,01, in — L0 Y1 Yn Qg it i, Lo Y1 Yn,
(i5+31, i) €D

where Qg il e il €.

Proof. First, we present that the leading term of G, 4, ... s, (Zo,y1, " ,¥n) is
zyyt -yl for (ig,91,- -+ ,in) € Zo. In this case,

Gigin,oeyin = Hig iy oo i + Jig,in, e in + 5K

yin 05815 3

in the sense of modulo p?. Here,

d+1 1

Hio,i1,~~-,in = Z Z Wig+1,utv(d+1) * ngjl o "Fju—lyju}—jwl : "]:jd+17
dn

Jiﬂyilf"yin = Z Z Wig+1,utv(d+1) .ngjl o .‘Fjuflcjufju+l o ']:jd+1>
ud:+11v:O

Kigir oo sin = 22 Wigtt,u - Fiy -+ Fjuy (B, — 5, Ej,)F;

u=1

W F

ut1 Jd+1

where integers 1 < j; < -+ < jay1 < n satisfy y;, -y, = ylf oyl

In order to show the case of Hy 4, ... i, (oY1, ,Yn), We first consider the
following equations:

Yir * Fia "']:jd+1 Hio
. : Yir Yz " Yig4a
x . . . ... .
I "']:jdyderl _ | Hatr0 M. ) 0 Yl Yiars dn?
T F: - H + J1, 5Jd+1 . moap .
Lo " Yjis g2 S dag 1,1 .
. . 241 _
: Zo “Yi1Y52 " Yjaga
Zo - ‘Fjl o ']:jdyjd+1 Hd+1,1

(29)
Here, the matrix M, .. ;.. is defined in , and the polynomial #H, , (1 <u <
d+1,0 <wv <1)is composed of the terms in z§Fj, --- Fj, Y. Fj - F

ut1 Jd+1
except the terms of monomials

2d+1
Yir  Yjar1s ToYjs = Yjayrr =" » Lo Yjr  Yjagq-

It implies that the leading monomial in H,,, is xg’ykl Y., where 0 < i) <
2d+ 1 and {k1, - ,km} G {j1,--- ,jar1}. Hence, m < d+ 1. According to the
order , we get

’

7 2d+1
xOOy’ﬁ WYk = Yi1 0 Yiap = TV Yja < < T

Yiv " Yjaga- (30)
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Note that Wy, ... ;,., is the inverse matrix of Mj;, .. modulo p?. Multiplying

the two sides of Equation by Wj, ..

CJd+1

to the left, we get

sJd+1
Yir " Fia  Fiaga Hio
. Yir Yiz  Yiapa
) . ) Lo " Yj1Yiz *  Yid4a
W, o Fir e FiaYias =W, .. Ha+10 | | *
Tl L wo -y Fhy o Figy et | g :
P2y gy
. 0 Yi1Y52 Jd+1
zo - Fjy "']:jdyderl Hat,1

(31)
(in the sense of modulo p?). Since (Wig4+1,15" "+ s Wig+1,2d+2 18 the (ip + 1)-th row

of Wj, .. j,..» where 0 <ig <, from (31f), we have

d+1 1

— v . DRI . . . DRI .

Hi07i17"'77:n - Z Z wlo+1,u+(d+1)’u : xijl ]:]u,ly]u]:]wl ‘F]d+1

u=1v=0 (32)
. d+1 1 4
(2

= T0 Y51 Yjo " Yjasr T E Z wio+1,u+(d+1)vHu,v mod p®.

u=1v=0

Based on :Eéoyjlyjz Y = xé‘)yil < yin and , we obtain that :Eéoyil . yﬁ;
is the leading term of Hy, ;, ... ;,. Moreover, all monomials except zy;' - - yin
in H;, 4, ... 4, belong to the set

{zloyl oy | 0< i) <2 +1,0< ), i <1,0< 8 + -+, <d}. (33)

For the case of Jig iy .. i, 1€t £0°Ys, * - - Ys,, be the leading monomial of J;, 4, ... 4.,
where 0 < rg < 2d+1 and {s1, -, s} g {j1.-+ ,jas1}. Thus, m < d+1. Based
on the order , we get 0" Ys, * Ysp = TG Yj1 *** Yjarr - Lhat is, £0°ys, - s, <
2108 L in

oY1 Yn' -
Similarly, we can also prove that the order of the leading monomial of K;, ;, ... i,
is less than the order of xy* - - - yir.
To sum up, we get that xf)o yil -+ ytn is the leading term of Gig iy, yin (o, Y1, »Yn)-
In addition, all monomials except the leading monomial z’y}" - - - yi in Gy iy ...

lie in the set .

Then, we prove that Gy, i, ... i, (2o, Y1, -, ¥n) does not contain any term related
to #2471 and x2¢. Tt means that all monomials except 20y - - - yir in G

n 10,21, tn

as

1277,

S o
. . 7 7 1, . . . .
lie in {zy;" - -y | (4, ,4)) € Iy }. That is, we can rewrite Gy ;, ...

yin
%0, %01 in io, i in
ToYr " Yn T Qg in i, Lo Y1 Ynos
(@031, »in )€
where Al il e il S Z, and Z; = {(Z/O,le, . 72%) | 0< Z/O < 2d—1,0 < le, cee ,Z;L <
1,0 <if 4+l <d}.

For the convenience of subsequent analysis, we rewrite F;, = A;, + Bj, xo +
Cj.76 + Dj,yj. + Ej,woy;, + 75y;, as

23y, + Cj.) + xo(Ej,y5, + Bj,) + (Dj,y5, + A;,),1 <u<d+1.
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We rewrite Gy 4y, i, for (io, i1, ,in) € Iy as
Gigiryin =Tt + T2+ T3

in the sense of modulo p¢, where

d+1
Ti= > Wigr1ut(dr1) T0F g Fiu Wi + Ci)Fjuin - Flaga

u=1
d+1

7-2 = Zl Wig+1,u ]:j o "Fju—l(yju + C'u)fju+1 o ’fjd+1
U=

d+1
T3 = Z_:l Wigt1,ut(d+1) * Fin * Fuos (Biw = CiuEj ) Fjusr  Fiaga-

Since deg(zo) = 2 in F;, for 1 < u < d+ 1, we have that deg(zg) < 2d + 1 for
T1, and deg(zp) < 2d for T3 and Ts.

We can deduce that the z2¢™-related term in Gy, ;, ..
Specifically, the x3d+1—re1ated term is

only appears in 77.

)1””

d+1

2d+1
Z Wig+1,u+(d+1) * Lo * (yjl + le) e (yjd+1 + de+1)
u=1

d+1
in sense of modulo pd. According to 1) we have Y wi,4+1,utd+1 = 0 mod pd,
u=1
where 0 < iy < 2d — 1. Therefore, G, ;, ... ;,, does not have any term related to
2d+1
x5

We can deduce that the x%d—related term in G 4, ... 4, appears in 71, T2 and 73.

For the case of 71 = 3200} wio 10t (ar1) @0 Fh + Fius Uu+C5 ) Fjuss =+ Frasn s
based on Fj, = x§(y;,+Cj,)+xo(Ej, (¥, +Cj,)+(Bj, —Cj, Ej,)+(Aj,+Dj,y5,)
for 1 <u < d+ 1, the z2%-related term of Ty is

d+1

Zl wi0+1,u+(d+1)( ; E'm) : m%d(yjl + le) T (yjd+1 + de+1)

i ) e
+ 205 wirimeaen) o8 (B = CiuBi) T1 U+ Con):

For the case of T2 = 305 wigt1,u - Fiy - Fiuy W + Ciu) Fiuir -+ Fiapa» the ap-
related term of 75 is

d+1
d
Z Wig+1,u J}g (Y5 +C1) - (yjd+1 + de+1)' (35)
u=1
For the case of Ts = >0} wigt1ut @) - Fir - Fiu1 (Bju = CiuBs) Fiugs - Fiasas
the z2%-related term of 73 is

d+1
Z Wig+1,ut(d+1) - o' (Bj, — Cj, Bj,) H (Yjm + Cin)- (36)

u=1 m#u


https://orcid.org/0000-0002-1179-7487
https://orcid.org/0000-0001-6821-920X
https://orcid.org/0000-0002-7669-8922
https://orcid.org/0000-0002-9920-5342

Improving Bounds on Elliptic Curve Hidden Number Problem 23

According to , and , we get that the z3%related term in Gy, i, IS
equal to

d+1 d+1 2d
> (32 Wigtt,dt14u) 20" (Bj, — Cj, Ejy) T Wi + Ciin)
u=1 u=1 m#u
d+1 (37)

+ 22 (Wig+1,u + Wig+1,d+14u 2#: Ej) 23t Wi+ Cin) -+ Wiasr + Clags)
u=1 m#u

in sense of modulo p?. According to 1) we have that Eig Wig+1,d+14u =
d+1

0 (mod pd) and Zuil (wi(ﬁ_l,u -+ ’wi0+11d+1+u Zm;ﬁu Ejm) = O (mod pd) fOr

0 <ip < 2d — 1. Hence, G 4, ... ;, does not have any term related to z2¢, where

(iOailf" ,Zn) EI2-

Finally, we show that the involved basis matrix of £(n,d,t) is triangular. That
is, we provide proof for Lemma

Proof. First, we present that the leading term of G, 4, ... s, (Zo, Y1, ,¥n) is
zyyt -yl for (i, i1, ,in) € Z(n,d,t). We respectively consider Case A
and Case B.

For Case A, the corresponding (ig, i1, - ,i,) € Z1. We define

Gio,il,--- Jin (x()ayla o 7yn) = Fio,il,v-- Jin (3707311, e ayn>

From Lemma @} and Z; C Zjxnusao)(n,d), we obtain that the leading term of
Gigiy,or in (0, Y1, , Yn) 18 as follows:

pd+1_fxé?yil coeybn for 1<l <dand0<ig<2l—1,
d=lypoyit - yin for 0 <1< dand 2] <ip < 2d— 1.

For Case B, the corresponding (io,i1, - ,in) € Zp. From Lemma [8) we get
that the leading term of G, iy, i, (Z0, Y1, s Un) I Y7 -+ ylr, where | =

W+ F+ip,=d+1and 0<iy <t

To sum up, the leading term of G, i, ... 4, (To, Y1, -, Yn) is equal to

pd“‘l_llmg’y? coeyln for 1<l <dand 0<ig<2l—1,
d—1,.20,,%1

P $0y1-~~y%" for 0 <l < dand 2l <ig<2d-—1, (38)
Tyt forl=d+1and 0 <ig <t.

Next, we prove that the basis matrix of £(n,d,t) can be arranged into a trian-
gular matrix. Since the basis matrix of L(n,d,t) is made up of the coefficient
vectors of polynomials G, i, ... i, (20X, y1X, -+ ,y,X) for all (ig,41,- -+ ,in) €
Z(n,d,t), and there is a one-to-one correspondence between the polynomial
Gigiy, e in (0, Y15+, Yn) and the corresponding polynomial Gy, i, ... i, (T0X, 11 X,

-, ynX), our goal translates to show that Gy, i, ... 4, (0,1, ,yn) for all
(t0y%1, =+ yin) € Z(n,d,t) form a triangular matrix.
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For the level I = 0, the corresponding polynomial G; i, ... i, (Zo, Y1, ,Yn) is
equal to plzl? for ig = 0,1,--- ,2d — 1. From the order , we have p? < play <
S = pda:gd_l. It implies that all G, 4, ... i, (To, Y1, ,yn) for | = 0 generate a
triangular matrix. The remaining proof is inductive. For any fixed tuple (ig, 1, - - ,
in) € Z(n,d,t), suppose that all polynomials Gy, i ... i (T0,y1," "+ ,Yn), satisfy-

ing xé"yil yfﬁ =< xé‘)yil -y have produced a triangular matrix as stated
in Lemma [5| Then we prove that all polynomials added after the polynomial
Gig,ir e sin (moyyl, -+« ,yp) still form a triangular matrix. Based on the above
analysis, zy;" - - - y& is the leading monomial of the polynomial G, , ... i, (%o,
Y1, s Yn). Let x’g“yfl —ykn be any given monomial of Gig iy v i (TO, Y1, -+ 5 YUn)
other than the leading monomial z¢’y;" - - -y, . Obviously, we have xgo yfl R T
< zlyl . yin. Since xfoyft ... ykn is the leading monomial of polynomial
Ghokr,oee hon (0, Y1, -+ 1 Yn), we get that all monomials except zg’yi" - - -yl al-
ready appeared in the diagonals of a triangular matrix. Thus, all polynomials
after Gig iy, i, (To, Y1, ,yn) is added still produce a triangular matrix. To
summarize, the basis matrix of £(n,d, t) is triangular according to the order of
zyyt -yl for all (do, 41, -+ ,in) € Z(n,d,t) from low to high.

The diagonal elements in the triangular basis matrix of £(n,d,t) are all from
the leading coefficients of Gy 4, ... 4, (xo X, 11X, -+ ,ynX) for (io,d1, - ,in) €
Z(n,d,t). Based on , the diagonal elements of triangular basis matrix are as
follows:

pdtI=i X0+l for 1 <l <dand0<ig<2 —1,
pi=tXiotl  for0<l<dand 2 <ig<2d—1,
Xiotd+l forl=d+1and 0 <ig <t

6 Comparison with the existing work

Figure [1| compares the theoretical upper bound X for the lattice in Section |4.1
and that in [32]. We can see that our lattice is significantly better than that in
[32). In Figure |1} we take the smallest lattice dimension among different n, d, ¢
for the fixed upper bound. For example, to cross the bound 0.45, the minimum
lattice is 940 (n = 13,d = 2,¢ = 1) whereas the minimum dimension in [32] is
23906 (n = 40,d = 13).

In Table[l] we present a theoretical comparison of the smallest lattice dimension
on the fixed percentage §/log, p for a sufficiently large p = 9w(d**9") The
symbol “—" means that even with a huge lattice dimension, the corresponding
0/ logy p < 0.50 can not be obtained.

From the second row of Table [l we can see that in order to reach the 0.60 bound
of 6/log, p, the smallest dimension of [32] is 394995 (n = 16,d = 7), and the
smallest dimensions of our lattice is 326 (n = 24,d = 1,t = 0). Therefore, our
lattice is practical, while the lattice in [32] is not practical.

Based on the fourth row of Table [1, the smallest lattice dimension is 2879
(n =23,d =2,t=0) to obtain the 0.50 bound of §/log, p. The LLL algorithm
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Fig. 1. Comparison of the theoretical upper bound of the root for different dimensions.

terminates within O(w**7b*7) bit operations for any v > 0 [25], where w is the
lattice dimension, and b is the maximal bit-size in the input basis matrix. For
w = 2879, w* ~ 246, The bit-size b for our lattice is bounded by 3dlog, p (see
(19) in Lemma |5). Hence, for a sufficiently large p, it takes a considerable amount
of time for the LLL algorithm to output the desired short vector.

Table 1. Comparison of the smallest dimensions for known bit percentages.

0/log, p Our [32]

Lattice in Sectionl&l Lattice
(n,d,t) Dimension | (n,d) Dimension

0.65 [(15,1,0) 137 (10,4) 3474

0.60 [(24,1,0) 326 (16,7) 394995

0.55 [(13,2,1) 940 (40,13) 23908

0.50 ((23,2,0) 2879 - -

0.45 ((37,2,0) 10586 - -

0.40 |((71,2,0) 67383 - -

7 Experiments

We have implemented our experiments in SAGE 9.3 using Linux Ubuntu with
Intel® Core™ i7-7920HQ CPU 3.67 GHz. We have used the L? algorithm [26]
for lattice reduction. We tested the algorithm up to lattice dimension 298. In our
experiments, the zero-dimensional ideal assumption, i.e. Assumption [1|is always
valid. Our experimental results are shown in Table [2, We run 100 experiments
for each parameter.
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Table 2. Experimental results of Section

on NIST curves. From Equation (23)), the

required bounds is X < p*(™%Y for the lattice £(n,d,t). Thus the number of known
bits should be lower bounded by (1 — S(n,d, t))log, p. The column of Theo. represents

this value. The column of Exp

. gives corresponding experimental values.

. : Known MSBs Known LSBs
Curve | n d t|Dim. Theo.|Exp.|Given Suc. [LLL (sec.) GB (sec.)| Suc. [LLL (sec.)[GB (sec.)
NIST-192 143 [ 132 69% | 94% 0.51 0.04 96% 0.53 0.04
NIST-224 167 | 154 | 69% | 99% 0.51 0.04 95% 0.64 0.05
NIST-256| 6 1 1| 44 | 191 | 176 | 69% |100% 0.57 0.05 100% 0.65 0.05
NIST-384 286 | 263 | 68% |100% 0.74 0.07 |100% 0.99 0.07
NIST-521 388 | 357 | 69% |100% 1.06 0.08 100% 1.23 0.11
NIST-192 137 [125 | 65% [100% 2.26 0.11 100% 2.41 0.11
NIST-224 160 | 145 | 65% |100% 2.44 0.15 100% 2.92 0.12
NIST-256(|10 1 0| 67 | 182 | 165 | 64% |100% 2.79 0.13 100% 3.13 0.13
NIST-384 272 | 245 | 64% |100% 4.06 0.17 |100% 4.97 0.19
NIST-521 371 | 330 | 63% |100% 6.49 0.23 100% 6.60 0.23
NIST-192 135 [ 129 | 67% [100%| 10.64 0.17 |100%| 10.08 0.18
NIST-224 157 | 150 | 67% [100%| 13.86 0.18 100%| 13.54 0.21
NIST-256| 5 2 1| 84 | 180 | 172 | 67% |100%| 18.78 0.21 100%| 18.92 0.23
NIST-384 269 | 256 | 67% |100%| 32.69 0.28 100%| 31.92 0.36
NIST-521 365 | 347 | 67% |100%| 38.43 0.34 100%| 38.67 0.37
NIST-192 129 [ 120 | 63% [100%| 14.44 0.40 100%| 11.90 0.33
NIST-224 150 | 139 | 62% |100%| 17.17 0.49 100%| 14.12 0.39
NIST-256|13 1 0| 106 | 172 | 159 | 62% |100%| 18.17 0.56 100%| 17.09 0.43
NIST-384 257 | 235 | 61% |100%| 26.69 0.76 100%| 27.20 0.58
NIST-521 349 320 | 61% |100%| 41.83 0.92 100%| 42.51 0.78
NIST-192 135 [ 130 [ 68% [100%| 19.12 0.34 100%| 22.64 0.36
NIST-224 158 | 152 | 68% |100%| 25.70 0.42 100%| 26.76 0.41
NIST-256| 6 2 0| 108 | 180 | 174 | 68% |100%| 29.42 0.48 100%| 31.77 0.45
NIST-384 270 | 263 | 68% |100%| 49.65 0.65 100%| 52.67 0.59
NIST-521 366 | 360 | 69% |100%| 78.84 0.82 100%| 80.13 0.73
NIST-192 123 [ 116 [ 60% | 99% 47.61 1.27 98% 48.77 1.00
NIST-224 144 | 135 | 60% |100%| 54.27 1.39 100%| 55.35 1.12
NIST-256|16 1 0| 154 | 164 | 155 | 61% |100%| 66.70 1.45 100%| 67.10 1.21
NIST-384 246 | 230 | 60% |100%| 119.05 2.13 100%| 118.08 1.79
NIST-521 334 | 310 | 60% |100%| 164.07 2.73 100%| 166.56 2.03
NIST-192 130 | 126 | 66% | 99% 111.52 1.27 99% 114.83 0.98
NIST-224 152 | 148 | 66% [100%| 133.61 1.29 100%| 138.78 1.17
NIST-256|7 20| 151 | 174 | 168 | 66% |100%| 145.50 1.52 100%| 147.39 1.25
NIST-384 260 | 253 | 66% |100%| 264.65 1.97  |100%| 262.15 1.65
NIST-521 353 | 340 | 65% |100%| 357.88 2.53 100%| 363.22 2.07
NIST-192 135 [ 128 67% [100%| 59.41 0.27  [100%| 64.74 0.22
NIST-224 158 | 150 | 67% |100%| 64.67 0.29 100%| 67.65 0.24
NIST-256| 5 3 0| 161 | 180 | 170 | 66% |100%| 73.62 0.33 100%| 71.92 0.27
NIST-384 270 | 255 | 66% |100%| 120.58 0.43 100%| 124.39 0.37
NIST-521 367 | 345 | 66% |100%| 175.77 0.51 100%| 176.14 0.46
NIST-192 134 [ 125 | 65% [100%| 82.25 0.21 100%| 84.92 0.20
NIST-224 156 | 145 | 65% |100%| 88.77 0.27 |100%| 89.34 0.23
NIST-256| 5 3 1| 166 | 178 | 166 | 65% |100%| 100.87 0.29 100%| 104.57 0.25
NIST-384 267 | 250 | 65% [100%| 144.94 0.41 100%| 140.31 0.34
NIST-521 361 | 339 | 656% [100%| 211.27 0.51 100%| 214.37 0.41
NIST-192 132 [ 124 | 65% [100%| 94.37 0.21 99% 98.16 0.20
NIST-224 154 | 144 | 64% | 95% | 106.45 0.22 95% | 107.29 0.22
NIST-256| 5 3 2| 171 | 176 | 165 | 64% |100%| 106.31 0.25 100%| 103.60 0.24
NIST-384 264 | 247 | 64% |100%| 175.18 0.34 100%| 170.94 0.34
NIST-521 358 | 335 | 64% |100%| 260.96 0.42 100%| 263.96 0.42
NIST-192 118 [ 114 [ 59% [ 97% | 320.58 4.30 95% | 313.52 4.19
NIST-224 137 | 132 | 59% | 94% | 444.92 4.78 94% | 452.65 4.79
NIST-256(21 1 0| 254 | 157 | 152 | 59% |100%| 524.03 5.21 100%| 544.92 5.22
NIST-384 235 | 225 | 59% |100%| 864.33 7.11 100%| 880.24 6.82
NIST-521 318 | 301 | 58% |100%| 1272.32 9.37  |100%| 1280.23 9.50
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We always get more than % polynomials that satisfy the desired root over Z after
lattice reduction, where w is the dimension of the lattice. Intermediate coefficient
swell is a well-known difficulty for computing Grobner bases over integers. To
overcome this problem, we compute Grobner basis over small prime fields GF(q)
such that the product of these primes is larger than the size of unknown values.
Then we use the Chinese Remainder Theorem to find the desired root. Using
this method, we can find the root after lattice reduction in a few seconds for
all parameters. If X is the upper bound of root, we need to consider primes
up to N such that Hprime g<n 4> X. Since Hprime <N = e? )| we need

/W) > X where O(N) = Zprime G<N
Since (N) asymptotically approaches to N for large values of N, considering
first log, X many prime fields will be sufficient for large N for our attack.

log g is the first Chebyshev function.

After Grobner basis computation, we get polynomials of the form xg — eg,y1 —
€1,Y2—€2,...,Yn—E€, in GF(q). Let T = Hq<N q. Hence using Chinese Remainder
Theorem we get é; = e; mod T for i € [0,n]. Thus e; = é; or e; = é; — T. Hence
we can easily collect secrets. We always collect the root for our theoretical values.
In fact, experimentally we are able to cross these bounds. In these situations also,
success rate is close to 100 percent in all cases.

One can see from Table [2] that it is possible to find the hidden point P by
querying the oracle 2n +1 =221 + 1 = 43 times for the case of NIST-521 and
(n,d,t) = (21,1, 0). Theoretically, knowing 318 MSBs/LSBs of the a-coordinate of
P+[m]R in each query should be sufficient for our attack, where the -coordinate
has 521 bits in total. In practice, we are getting better results. Experimentally,
knowledge of 301 bits is sufficient to find the hidden point.

Xu et al. [32] used a dimension 294 lattice to recover the hidden point when
the number of exposed bits is 333 (see the last row of [32, Table 1], where
333 =~ 0.64 - 521). Here using a 254-dimension lattice, we can recover the hidden
point when the number of exposed bits is 301.
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