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Abstract. A substantial effort has been devoted to proving optimal
bounds for the security of key-alternating ciphers with independent sub-
keys in the random permutation model (e.g., Chen and Steinberger, EU-
ROCRYPT ’14; Hoang and Tessaro, CRYPTO ’16). While common in
the study of multi-round constructions, the assumption that sub-keys are
truly independent is not realistic, as these are generally highly correlated
and generated from shorter keys.

In this paper, we show the existence of non-trivial distributions of limited
independence for which a t-round key-alternating cipher achieves optimal
security. Our work is a natural continuation of the work of Chen et al.
(CRYPTO ’14) which considered the case of ¢t = 2 when all-subkeys are
identical. Here, we show that key-alternating ciphers remain secure for
a large class of (t — 1)-wise and (¢ — 2)-wise independent distribution of
sub-keys.

Our proofs proceed by generalizations of the so-called Sum-Capture The-
orem, which we prove using Fourier-analytic techniques.
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1 Introduction

Key-alternating ciphers (KACs) alternate the application of fixed, invertible, and
key-independent permutations Py, ..., P, on the n-bit strings with xor-ing ¢ + 1
n-bit sub-keys sg, s1, ..., s¢, i.e., the output of the KAC on input « and sub-keys
s = (80,81,---,5) 1s

KACS(I‘) =5+ Pt(St—l +Pt_1(- . -P2(81 +P1(50 +$)) .. )) ;

where + denotes the bit-wise xor. Several modern block cipher designs are KACs
— these include in particular Substitution-Permutation Networks (SPNs), like
AES [10], PRESENT [3] and LED [14].

Most theoretical analyses of KACs [13,4,22,18,6,9,16] have proved their se-
curity as a (strong) pseudorandom permutation in a model where the permu-
tations Py, ..., P; are randomly and independently chosen, and can be queried
by the adversary. Moreover, the sub-keys s = (sq,s1,...,5;) are also chosen



independently.t These results show that the number of queries ¢ (to the keyed
construction, as well as to the permutations) needed to break the construction
is roughly ¢ = N¥(+1) (where N = 2"), which has been shown to be optimal.

THIS PAPER: SECURITY WITH CORRELATED SUB-KEYS. Real sub-keys are how-
ever not independent, and are generated from a shorter key using a specific key
schedule algorithm. However, very little progress has been made in understanding
when such key schedules are secure, and independence assumptions are common
even in cryptanalysis. In this paper, we therefore ask the following question:

For which distributions of sub-keys can we still obtain optimal security
against ¢ = NYCHD gueries?

We note that this question was partially addressed by Dunkelman et al. [11] for
t = 1 and later by Chen et al. [5], who proved such bounds for the case where
t = 2, and the subkeys satisfy the constraint sy = s1 = so.2 Here, we consider
the extension of their work beyond three rounds.

We also stress that our goal is not that of finding practical key schedules
which are comparable to those used in actual block cipher designs. Rather, we
aim for a broader understanding of correlated key schedules, and when they
preserve optimal security. We also point out that with respect to our current
state of knowledge, even modest savings in randomness to generate the keys are
not known for multi-round KACs.

REDUCING KEY DEPENDENCE FOR ARBITRARY ROUNDS. As our first contri-
bution, we show that for any t-round KAC with ¢ + 1 subkeys, there are key
schedules that merely depend on t—1 independent and uniform keys that achieve
q = 2N t/ (t+1)) security. This generalizes the result for ¢ = 2 proved by Chen
et al. [5] to multi-round instantiations.

We give a general sufficient condition on key distributions for s that achieve
optimal security — specifically our condition considers distributions where the
t + 1 subkeys s for the t-round KAC are a linear function of a vector k of ¢t — 1
“master” keys, denoted as s = Ak, in which we view each master key and subkey
as an element of the field Fan. The sufficient conditions for the key schedules
are, in particular, as follows:

1. Any t — 2 rows of A forms a matrix of rank ¢t — 2.

2. For any ¢ rows of A,
— the ¢t rows form a matrix of rank ¢ — 1.
— there exists a linear combination of the ¢ rows such that it gives zero vector
and there are two neighboring rows with non-zero coefficients.

! In fact, Chen and Steinberger [6] already noted that their result holds in the case
where the underlying subkeys are t-wise independent. The tight concrete bound
proved by Hoang and Tessaro [16] also extends to t-wise independent setting.

2 Actually, Chen et al. [5] also addressed reducing the number of keys and permutations
in parallel. They showed that a 2-round KAC is secure against ¢ = 2(N 2/ 3) queries
when instantiated by a single permutation and a single key with a key schedule built
over a linear orthomorphism.



For example, a suitable and natural key schedule that satisfies our condition is
the one where s is from the (¢ — 1)-wise independent distribution obtained by
evaluating a random polynomial of degree t — 2 at ¢ + 1 distinct points over Fan.
In fact, while our condition on key schedules is more restrictive than (¢ — 2)-wise
independence, it still allows for simple key schedules for small rounds (e.g. t = 3
and ¢t = 4) that do not require field multiplication, which may be considered an
expensive operation, i.e., for ¢ = 3, we show that one can set s = (ko, ko, k1, k1)
to have ¢ = 2(N3/*). For t = 4, we set s = (ko, k1, ko, ko + ki1, k1 + k2) to have
q=Q(N*P).

LESS INDEPENDENCE FOR MORE ROUNDS. Of course, we would like to understand
whether even more randomness can be saved. We make progress by saving n
more bits for a sufficiently large number of rounds. Again, we give a general
condition on distributions characterized by linear functions mapping ¢ — 2 n-bit
keys k to t + 1 keys s, i.e., s = Ak. For any linear mapping A satisfying the
property that each t — 2 rows of A have rank ¢ — 2, our security proof shows, for
t > 5, a bound that gives security strictly better than ¢ = _Q(N(t’l)/t) and for
t > 8, we achieve ¢ = (Z(Nt/(”l)) security. Again, one particular instantiation
is obtained by evaluating a random polynomial of degree t — 3 at ¢t + 1 distinct
points over Fan.

How FAR CAN WE GO? The end question is of course whether we can push our
results even further. Ideally, it would be possible to use a single-key schedule
(as in Chen et al.) for an arbitrary number of rounds. However, as we explain
below, the classical approach to prove security for limited independence is via
so-called “sum-capture theorems” [2,23]. In the paper below, we show that the
sum-capture theorem necessary to study the trivial key schedule beyond two
rounds is not true. This, of course, does not mean that the resulting construc-
tion is insecure, but improving beyond the results of this paper would require
substantially new counting techniques. (See Section 4.3)

OTHER RELATED WORKS. Another aspect of theoretical analyses over KACs is to
reduce the number of random permutations used in the construction. Recently,
Wu et al. [24] showed that for a three round KAC instantiated with four uniform
and independent subkeys and a single random permutation is secure against
q = 2(N3/*) adversarial queries. Dutta [12] considered minimizing the tweakable
KAC by reducing the number of random permutations and proves the security
of ¢ = 2(N?/3) for the 2-round tweakable KAC by Cogliati et al. [7] and 4-round
tweakable KAC by Cogliati and Seurin [8].

1.1 Technical Overview

Our paper follows the well-established paradigm of proving security of key-
alternating ciphers based on the exzpectation method by Hoang and Tessaro [16],
combined with generalizations of sum-capture theorems as proposed by Chen et
al. [5].

CHAIN-BASED ANALYSES. The core of existing analyses proceeds by identifying
a set of bad transcripts which contains so-called chains — these are transcripts



where the adversary has made direct queries to Py, Ps, ..., P, and/or to the con-
struction, which are linked together by the chosen subkeys. In the ideal world,
such bad transcript would likely become inconsistent with the real world. i.e., the
probability of obtaining the bad transcript from the real world can be zero. For-
mally, we represent a transcript as 7 = (Qg, Q1, ..., 9, k), where Qg contains
queries to the construction, and Q;’s are the queries to the individual permuta-
tions. Further, k are the keys from which the actual sub-keys s = (sg, 51, .. -, t)
are generated. (As our statements are independent of whether such queries oc-
curred in the forward or in the backward direction, and of their order, we think
of the transcript as being made of sets of input-output pairs.) We say that
such a 7 is bad if the subkeys (sg, s1,-..,8:) are such that there exist queries
(ug+1,v0) € QF, (ur,v1) € Q1, ..., (us,v¢) € Q¢ which constitutes a chain, i.e., if
there exists an index ¢, such that for all j € {0, ... ¢} satisfying j # i, one has
vj+uj+1 = 55, then we say they form the i-th type of chain. If the sub-keys s are
independent and uniform, then the number of chains is at most (t+1)-¢‘*! (by
a simple union bound over all types of chain), and thus, the probability that the
transcript is bad is at most O((t +1)¢**!/N?). (Note that every chain definition
only involved ¢ subkeys.)

HANDLING LIMITED INDEPENDENCE. This argument however does not work if s
is generated (say) from (¢ — 1)-wise independent and uniform n-bit keys, as we
can expect (at best) to prove O((t+1)¢**t!/N'=1). We resolve this by considering
a generalized version of the sum-capture quantity which allows us to give tighter
bound over the number of chains, namely we define

MC(V()v Q17 cvey Qt717 Ut) =

{(U%(ul,vl)w”v(ut1vvt1)7ut) eVox Q1 x...x Q1 xU :

t—1
Z ci(vi + U¢+1) = 0}

=0

(1)

where Vp, Uy € {0,1}™ and the coefficients ¢ = (cg, ..., c—1) are field elements
of Fan. A bound on this quantity can be used to bound the number of chains
in a non-trivial fashion, as long as the coefficients arising are compatible with
the underlying method to generate the sub-keys and satisfy certain conditions
(which in turn will give our characterization of which distributions actually give
the desired optimal security).

Concretely, when the linear coefficients ¢ = (cg, . .., ¢;—1) satisfies the condi-
tion that there is an index 0 < idx < ¢ — 1 such that ¢gx # 0 and cjgx+1 # 0, we
prove the tight bound . = ©(q'*1/N) using Fourier Analysis techniques.

REDUCING KEY DEPENDENCIES FURTHER. To obtain our results for construction
with subkeys generated from ¢ — 2 independent and uniform keys, we need to
upper bound an even more restrictive version of the above sum-capture quantity
where two linear constraints are imposed, i.e.,



,uc,d(‘/ba Qla MR Qt—l’ Ut) =

{(UO7(UI7U1)a--~7(Ut17vt1)aut) eVox Q1 x...x Qi1 xU :

t—1 t—1
Dreivi+uiga) =0, Y divi +uin) = 0} (2)
i=0

=0

For the 2-constraint case, we in particular look at the coefficients ¢ = (co, ..., ci—1)
and d = (dy,...,d;—1) that characterize the underlying subkeys generated via

the linear key schedule being (¢ — 2)-wise independent and uniform. We then

show that, with the subkeys generated from ¢ — 2 uniform and independent n-bit

keys via a linear key schedule:

- for t > 5, the t-round KAC is secure against ¢ = w(Ntt ) queries.
- for t > 8, the t-round KAC has tight security bound (i.e., ¢ = Q(Nt%l))

Given that (2) is a natural generalization of its one constraint counterpart, it
is tempting to conclude that upper-bounding (2) is not harder than upper-
bounding (1). However, as the number of constraints becomes two, we stress
that the problem of upper-bounding (2) is much harder. Moreover, the tightness
of upper-bounding (1) crucially relies on a particular step which was referred
to as the “Cauchy-Schwartz trick” [2,23,5], which does not seem to apply here.
We bypass this limitation by introducing a novel representation for the upper
bound of (2) as the 2-norm of a matrix. In particular, one can interpret the
Cauchy-Schwartz trick upper bound as essentially a special case of the matrix
norm bound in which each row and each column of the matrix contains at most
one non-zero entry. Then we use the matrix Frobenius norm which is easier to
compute for bounding the matrix 2-norm. Though our current technique only
proves tight security bound for ¢ > 8, we believe that the matrix 2-norm is the
right characterization and one can extend the tightness result to ¢t > 4 via a
better tool to derive the 2-norm bound, as the usage of Frobenius norm is, in
most cases, not tight?.

While (2) remains to be a promising candidate to consider for saving two
keys, we show that for ¢ = 3, i.e., for the 3-round KAC with identical subkey
and independent permutations, the quantity of (2) is lower bounded by ¢3/N
with good probability. Hence, a sum capture quantity with highly non-trivial
characterizations or an alternative proof strategy for the 3-round KAC is needed
to obtain the desired ¢ = 2(N3/*) security bound.

GOOD TRANSCRIPT ANALYSIS. As we have bounded the probability of a tran-
script being bad, we move to understand the remaining transcripts which we
consider as good. We rely on the expectation method proposed by Hoang and

3 In fact, the Frobenius norm and 2-norm can have up to v/N multiplicative gap for
N x N matrix (e.g. the identity matrix), and we believe that a large gap exists in
our Frobenius norm bound. However, to get a better 2-norm bound, it requires a
much better understanding to our defined matrix for analyzing (2) than we do.



Tessaro [16], which is a generalization of the H-coefficient method [6,21]. In the
expectation method, the final security upper bound is

Security bound < Ex, [g(X1)] + Pr[X1 is bad]

in which X; is the random variable representing the transcript generated from
the adversary interacting with the ideal world, and g : T — [0, +00) is a non-
negative function such that g(7) upper bounds the real-world-ideal-world proba-
bility ratio of any good transcript 7. The goal is find a function g : T — [0, +0)
so that the value of Ex, [¢(X7)] is minimized.

It is tempting to believe that the subkeys are needed to be at least t-wise
independent and uniform when applying the techniques in [16] to achieve the
tight security bound for the good transcripts. However, surprisingly, we show (in
Section 5) that as long as the underlying subkeys s = (sq, ..., s;) are (t —2)-wise
independent and uniform, we can pick a non-negative function g so that

Ex, [g(X1)] < O(¢""/N") .

Therefore, as long as the t-round KAC has a key schedule that gives (¢ — 2)-wise
independent and uniform subkeys, our result on the good transcript analysis can
be applied as black-box.

1.2 Paper Organization

In Section 2 we define some basic notations and indistinguishability framework.
In Section 3 we give the main theorems and show tight security for classes of
t-round KAC. In Section 4 we analyze the sum capture quantity for upper-
bounding the number of bad transcripts. Then we provide analysis for good
transcripts in Section 5 and wrap up proof of theorems in Section 6. Finally we
provide conclusions and open problems in Section 7.

2 Preliminaries

NOTATIONS. For a finite set S, we write z < S to denote that z receives a
uniformly sampled value from S. For an algorithm A, we write y < A(x1,...;7)
to denote that A takes xq,... as inputs and runs with the randomness r and
assigning the output to y. We let y < A(xq,...,) be that A, given the inputs,
is executed over a randomly chosen r and the resulting value is assigned to y.

We use F,, to denote a finite field of size p. For any two elements u, v € {0, 1},
we use {u,v)y = >, u;v; to denote the inner product of u and v, where u;,v;
are the i-th bit of u,v respectively. For any number 1 < b < a, we write a(®) =
a(a—1)---(a—b+ 1) and take a(® = 1 by convention. In all the following, for
any two elements u,v € {0,1}", we take u + v and wv as the field addition and
multiplication in Fgn respectively, in which v+ v is implemented as the bit-wise
xor over {0,1}™. For a fixed n, we write N = 2". For any vector u and matrix
A, we write | and AT as their transpose.



PRP SECURITY OF BLOCK CIPHERS. We study the security of the Key Alter-
nating Cipher in the random permutation model. Let E : I x M — M be a
blockcipher, which is constructed over a set of independent, random permuta-
tions P = (P1, Py, ..., P;). Let A be an adversary, the strong PRP advantage of
A is defined as

Advi;PE (A) = Pr{K & K0 APIPLE — 1] — pr{AfP = 1]
in which P, is a random permutation independent of P, and “+” denotes that
the adversary A can query the oracles in both forward direction and backward
direction.
INDISTINGUISHABILITY FRAMEWORK. We consider a computationally unbounded
distinguisher A interacting with two systems Sg and S;. The interaction between
A and S, (where b € {0,1}) defines a transcript 7 = ((u1, v1), ..., (uq, vq)) that
records the ¢ pairs of queries/replies A made to/received from the system Sy.
Let X}, be the random variable representing the transcript, then the goal is to
upper bound the following statistical distance

A(Xo, X4) = Zmax{(}, Pr[X, = 7] — Pr[Xo = 7]} .

FORMULATING SYSTEMS. We follow [19] to describe the system behavior of S

by associating every possible transcript 7 = ((u1,v1), ..., (uq, vq)) with a value
ps(7) € [0,1]. One can interpret pg(7) as the probability that, if the queries
U1,...,Uq in 7 are asked sequentially, S answers with vy, ..., v, respectively. Note

that pg(-) is defined only by the underlying system S and is hence independent
of any distinguisher. We also note that pg(-) is not a probability distribution
over the transcripts, as the sum over all pg(7) does not necessarily give one.

Since the distinguisher is computationally unbounded, it is sufficient to con-
sider deterministic distinguishers only. Fix any deterministic distinguisher A, let
X denote the transcript distribution of A interacting with S, then it holds that
Pr[X = 7] € {0,ps(7)} for any 7 because, either A issues the queries u,...,uq
when given the answers vy, ..., v,, leading to Pr[X = 7] = pg(7), or it does not,
resulting in Pr[X = 7] = 0.

Let 7 be the set of transcripts 7 that has Pr[X; = 7] > 0. Further noting
that Pr[Xo = 7] = ps,(7) if 7 € T, we can rewrite the statistical distance as

Ps, (T)

A(Xo, X1) = Zmax{(), ps, (7) — ps, (T)} = Zpsl (1) -max{o, 1— PSO(T)} .

THE EXPECTATION METHOD. In this part we review the expectation method
proposed by [16], which is developed based on the H-coefficient method [6,21].
In the H-coeflicient method, the set of transcript 7 is partitioned into Tgeoq and
Toad so that for any 7 € Tgood, Ps,(T)/ps,(T) = 1 — € for some carefully chosen
parameter €. Then, an upper bound of the advantage directly follows. i.e.,

A(Xo,Xl) <e+ PI’[Xl € Rad] .



However, instead of giving a uniform bound over all good transcripts, we can
associate each 7 with a non-negative value g(7) so that ps,(7)/ps, (7) = 1—g(7)
for every T € Tgood. Hence we can instead, derive the upper bound as

AXo, X1) < D) psi(7)-g(n) + 3 s, (1) S Exy[9(X0)]+ ) psi(7)

TE€Tgood T€Tbad T€Tbad

where we can take the expectation over all 7 € T by the fact that g(-) is non-
negative. Therefore, we have the following lemma.

Lemma 1 (The expectation method). If there exists a partition of T =
Tgood U Toad, and a function g : T — [0,+00) such that for any T € Tgood,
Pso(7)/ps, () = 1 —g(7), then

A(Xo,Xl) < Exl [g(Xl)] + PI’[X1 € nad] .

3 Main Results

We consider the PRP security of t-round Key Alternating Cipher (KAC) that
is built on ¢ random permutations P = (Pi,...,P;) over {0,1}" and ¢t + 1
subkeys (sq,...,s¢) in which s; € {0,1}"™. The t-round KAC, when given input
M € {0,1}", outputs

s¢+ Py(sg1+ Pra(--- Pi(so+M)---)) .

The subkeys are generated from the master key denoted as (ko, . . ., k) in which
k; are sampled from {0, 1}" uniformly and independently. Therefore, the length
of the master key is (w + 1)n bits. Here we consider only linear key schedule
algorithms, which can be represented as a matrix A over Fan. We define the
column vectors s = (sg,...,s;) and k = (ko,...,k,)" in which we naturally
take each n-bit string as an element in Fon and use s « Ak to denote the
key-scheduling process.

The case of A being an identity matrix of size (¢ + 1) x (¢ + 1) has been
well studied, i.e. it was proved in [6,16] that, when the subkeys sq,...,s; are
independent and uniform and the permutations P, ..., P; are independent, any
adversary needs at least ¢ = 2(N t/ (t+1)) queries to achieve constant distin-
guishing advantage. Here we consider the case in which the permutations are
independent but the subkeys are correlated and are generated via linear key
schedules from ¢ — 1 independent n-bit keys (considered Theorem 1) or ¢ — 2
independent n-bit keys (Theorem 2).

We starts with providing security bound of t-round KAC for a class of key
schedules that generate t + 1 subkeys from ¢ — 1 independent keys.

Theorem 1. For the t-round KAC constructed over t random permutations P =
(Pi,...,P), let the key of KAC be k = (ko,ki,...,ki2)" in which k;’s are
independently uniformly sampled from Fan. Let subkeys s = (so,s1,...,5¢)  be
derived by s «— Ak in which A is a (t + 1) x (t — 1) matriz over Fon, with the
rows denoted as Ay, ..., As, such that



1. Any t —2 rows of A forms a matrix of rank t — 2.

2. For any I <{0,...,t}, |I| =t, then the row vectors (A¢)er satisfy that
- (A¢)eer forms a matriz of rank t — 1.
— there exists values (ce)eer such that Y ,.; ceAy = 0 and there are two in-
dices idxy,idxa € I satisfying idx; — idxe € {1,t} and Cidx, , Cidx, aTe both non-
zero.

Then for any adversary A that issues at most q queries to KAC, Py, ..., P;, where
It +2)n < qg< N/4,

4qt+1 thfl(iL + 2)71

AdviP® (A) < (124t 4+1)- N T+ NE—g

KAC[P]

First, we give a key schedule that gives (¢ — 1)-wise independent and uniform
subkeys for arbitrary ¢-round KAC.

Corollary 1. Fort < 2™, pick distinct elements ag, ..., as € Fon, and let subkey
s; = F(a;) in which F(X) = Z;;% kj - X7, then an adversary needs Q2(N'/(t+1))
queries to achieve constant distinguishing advantage.

Corollary 1 directly follows from the fact that A is a Vandermonde matrix
so that every ¢t — 1 rows of A forms a full-rank sub-matrix. Hence, any ¢ rows of
A are linear dependent with the coefficients (cp)eer satisfying ¢, # 0 for all /.

Note that by letting t = 2 in Corollary 1, our result implies the optimal
security bound of 2-round KAC with identical subkeys and independent permu-
tations proven by Chen et al. [5].

Though it is implied in the theorem statement that we need the subkeys be-
ing (t — 2)-wise independent and uniform, for small round ¢, we still can obtain
some simple key schedules that achieve the optimal bound for ¢ while do not re-
quire any field multiplication operations, which may be considered an expensive
operation in key-scheduling.

Corollary 2. Let the 3-round KAC be with key schedule
s = (ko, ko, k1, k1)

in which kg, k1 are two independently uniform n-bit keys, then an adversary
needs Q(N3/4) queries to achieve constant distinguishing advantage.

Corollary 3. Let the 4-round KAC be with key schedule
s = (ko, k1, ka, ko + k1, k1 + ko)

in which ko, k1, ko are three independently uniform n-bit keys, then an adversary
needs Q(N4/5) queries to achieve constant distinguishing advantage.

One can check that the subkeys in Corollary 2 (respectively Corollary 3) are
1-wise (pairwise) independent and uniform, and any ¢ rows forms a sub-matrix



Table 1. ¢ = £2(N*) for constant security bound in Theorem 2.

t 3 4 5 6 7 8 9 10
A=logygq | 0571 0.720 0.800 0.842 0.870 0.889 0.9 0.909
t/(t+1) 0.750 0.800 0.833 0.857 0.875 0.889 0.9 0.909

of rank ¢ — 1 with the coefficients (cg)ees satisfying the given conditions via
Gaussian elimination.

As Theorem 1 gives tight bound for all ¢, one may optimistically expect
similar results can be proved with ease when saving one more key. However, for
the t-round KAC with subkeys generated from ¢ — 2 keys, we are only able to
make partial progress and prove the following theorem that only implies tight
security for ¢ > 8.

Theorem 2. For the t-round KAC constructed over t random permutations P =
(Pi,...,P), let the key of KAC be k = (ko,ki,...,ki_3)" in which k;’s are
independently and uniformly sampled from Fan. Let subkeys s = (s, 81,...,5¢) "
be derived by s = Ak in which A is a (t +1) x (t — 2) matriz over Fan such that
any t—2 rows of A forms a matriz of rank t —2. Then for any adversary A that
issues at most (t +2)nN?/*> < ¢ < N/4 queries to KAC, Py, ..., P,

)i+l , (3q)225

N2t—4

r 59
Advi R py (A) < (87 +2t) - ( N

+(t+1)

Table 1 summarizes the order of ¢ that leads the security bound to §2(1).
We can observe that, initially Theorem 2 does not give good bound for ¢t < 7.
From t > 5, the bound starts getting better than ¢ = 2(N*~1/) which can
be obtained by instantiating a (¢t — 1)-round KAC from the provided ¢ — 2 keys
and applying Theorem 1. When ¢t > 8, the bound achieves the optimal ¢ =
Q(NY(#+1), The tightness results for ¢t < 7 are left open.

A feasible instantiation of Theorem 2 is to let the subkeys be the evaluations
at t + 1 distinct points of a degree t — 3 polynomial. Then the following corollary
holds.

Corollary 4. For 8 <t < 2™, pick distinct elements oy, ...,a; € Fon, and let
subkey s; = F(ay) in which F(X) = sz) kj - X7, then an adversary needs
Q(Nt/(”l)) queries to achieve constant distinguishing advantage.

PROOF FRAMEWORK. We will use the expectation method (i.e. Lemma 1) to
show both theorems. Given the query record @ = (Qp, 9y, ..., Q;), we will be
generous and allow the adversary A to see the key k after making all the queries.
Therefore, we let the transcript 7 = (Q, k) by attaching k to the end of Q. In
the ideal world, we sample and attach a dummy key k to Q. Here we define the
set of bad transcript for the ¢t-round KAC.

10



Definition 1 (Bad transcripts). For a t-round KAC, we say a transcript 7 =

(Q, k) is bad if

t
k € Badkeyg = | J Badkeyg;
=0

in which for every i,

Badkeyg ; := {k : s « KeySchedule(k), there exists (ut11,v0) € Qp,

(Ul,Ul)e Qla"'7(ut7vt)th
st forall0<j<t, j#1, vj+s; =ujr1},

otherwise we say T is good. We use Tgood to denote the set of all good transcripts
and Toad to denote the set of all bad transcripts. Hence T = Tgood U Toad-

Then, we break the analysis into the bad transcript case and the good tran-
script case. We will use the generalized sum capture quantity in Section 4 as an
upper bound for the bad transcripts. We analyze the good transcripts in Sec-
tion 5. The final proof of theorems will be presented in Section 6.

MORE FINE-GRAINED SECURITY. In the above theorems, we use g to be the
uniform upper bound over all kinds of queries. However, we note that our proof
technique also provides bounds when the number of cipher queries ¢. and the
number of permutation queries g, are separated. We provide the bounds in the
full version for both theorems.

4 Generalized Sum Capture Quantity for KAC

In [5] Chen et al. considered minimizing the 2-round KAC, where they proved a
variant of “sum-capture” results [2,15,1,17,23]. The results are often stated that,
for a randomly chosen set A of size ¢, the quantity

w(A) == max |{(a,z,y) e Ax X XY :a=2x+ vy} (3)

X,Yczy
|X|=|Y|=q

is close to its expected value ¢3/N (when A, X,Y are all chosen at random)
with high probability. In the 2-round KAC with identical key schedule, the sum-
capture quantity is defined as

w(Q) = max |{(z,(u,v),y) EX x QXY :x+u=0v+y} (4)

X,Yczp
|X]=[Y]=q

where one can view the query transcript Q that derived from the interaction of
an adversary A with the permutation, equivalently as the set A in (3) defined
by A={u+v|(u,v)e Q}.

However, both (3) and (4) consider only a single random permutation with a
single linear constraints. To generalize the sum capture quantity so that we can
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handle the KAC that saves more keys, we consider the sum capture quantity
that involves (¢t — 1) independently random permutations and r € {1,2} linear
constraints over Fon for the t-round KAC with a linear key schedule.

For the r = 1 case, we are able to prove the tight bounds of sum capture
quantity for any choice of linear constraint, leading to a feasible set of key sched-
ule that enables saving two keys for arbitrary t-round KAC with tight security.
However, as we increase the number of constraints to r = 2, the problem be-
comes more complicated and we do not have sophisticated technique to give a
tight bound or handle arbitrary linear constraints. We are only able prove a loose
upper bound for the linear-constraints that characterizes the underlying subkeys
being (t — 2)-wise independent, leading to partial result for saving three keys of
t-round KAC.

FOURIER ANALYSIS. To prove the bounds, we will rely on the tool of Fourier
analysis. In this part we define some notations for the Fourier analysis over
{0,1}™. Given a function f : {0,1} — R, the Fourier coefficient of f with
a € {0,1}™ is defined as

A 1
flo) =5 3 F@-D@.

ze{0,1}™

Then we have

fl@y = Y fla) (=1, (5)
ae{0,1}m

For any set S < {0,1}™, we let 1g : {0,1} — {0,1} be the 0/1 indicator
function of S. Then the following properties hold for 1g:

Go=2- ¥ e, (6)
ae{0,1}™
ore (0.1} ¢ [Es(e)] < T5(0) = ) (7)

4.1 1-constraint Sum Capture Quantity

We let 1-constraint sum capture quantity be associated with a vector of coeffi-
cients ¢ = (co,¢1,...,¢1-1), as

pe(Vo, @1,y Qi—1,Uy) =

{(Um(u17U1)7--~7(ut—lvvt—1)aut) eVox Qpx x Qi xU :

t—1
D5 (v +uja) = 0}
=0

12



Lemma 2. Let t > 2. Let Py,...,P,_1 be t — 1 independent uniformly ran-
dom permutations of {0,1}", and let A be a probabilistic algorithm that makes
adaptive queries to Py,...,P_1. Let Qy,...,Q;_1 be the query transcripts of
Py, ..., P interacting with A. Let ¢ = (co,...,ci—1) be any coefficients so that
there exists an index 0 < idx < t — 1 satisfying ciax # 0 and cigxs1 # 0, then for
any A that makes at most q queries to each permutations,

Prp.,. P, [3‘/07 Us € Fon, V0| = U] = g,

3¢t | _ 2t
,LLC(‘/O7Q17"'7Qt—17Ut) 2 qN +3qt_1/2 (t+2)n] < ﬁ .

—

We let &(Q;) := maxq,0,5.0 N2|1g,(a, )| for the query records Qi,..., Qs 1.

To show Lemma 2, we will first rely on the following Lemma 3, which states the
upper bound in terms of #(Q;) we just defined. Then we will apply the later
stated Lemma 4 by Chen et al. [5] that provides an upper bound for the &(Q;)
term to conclude the proof.

Lemma 3. Fiz anyc = (co,...,c_1) such that cigx # 0 and cigxr1 # 0 for some
index 0 < idx < t — 1, then for any subsets Vy, Uy with |Vy| = |Uz| = g,
t+1

N

Proof. The very first step is to write p. as a sum over indicator functions,
then we will perform Fourier transform over each indicator functions. The key
point is that, even though the summation will be over many terms and Fourier
coefficients, we can eliminate most of the summation term and simplify the
equality so that it only sums over a single Fourier coefficient terms.

Here we sum over the indicator functions.

Mc(Vo,Q1,---,Qt—1,Ut)=Z Z Z Zﬂvo(ﬂo)ﬂgl(ul,vl)“'

Vo U1,V1 Ut—1,Vt—1 Ut

t—1
g,y (ue—1,ve-1) - Ly, (ue) - Lgq (0, Dreilv + “j+1)>

Jj=0

1e(Vo, Q1o Qo1 Up) < L gt 100(Qiaesn) -

in which 1gq(z,y) is the equality indicator function so that 1gq(z,y) = 1 if and
only if x = y. Note that for the equality indicator function, we can perform
Fourier transformation and get

— . , 1 .
]lEq(Z’»y) = Z ]lEQ(a7ﬂ) : (_1)<a71>+<6’y> = N 'Z(_1)<a7l+y>7
a,B

(e}
in which we use the fact that

Teata ) = {1 H o

o.w.
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We expand each indicator function using Fourier transform and continue the
calculation.

Mc(VO, Q1,...,Qi1, Ut)

= Z (Z ]lV BO <ﬁ07U0>> ( Z IL/Q\I(0[1751)(_1)<a1,u1>+<51,v1>> )

V0,U1 V1, 1,081
Ut—1,Vt—1,Ut ’

Z To, (ou_1,Bi_1)(—1)Cxr-ru-+Birv)

at—1,Bt—1

<21U o) <a“u’>> N <Z(—1)<%E§éc.7<v1+uj+1>>> .

~

Here, notice that all Fourier coefficients only depend on the variables as, 8s and
v, so we can expand the multiplication and change the order of summation, and
we obtain the following

pe(Vo, Q1,0 Qi—1,Uy)
NZ Z ) Z ZZHVO Bo) ]lQl (1, 81) -+ 1q,_ I(Oét 1, Be- 1)]1Ut(04t)

Bo a1,B1 at—1,B8t—1 ¢ Y
. Z Z . Z Z <ﬂ07710> )(061,“1>+<51,111> .
Vo U1,V1 Ut—1,Vt—1 Ut

.. (_ )<at71;ut71>+<5t71;1}t71> . (_1)<Oét,ut> . (_1)<%2;;(1) ci(vitujg))

NZ Z ’ Z sz(ﬂo)f&(alaﬂl)"']I/Q—t:(at—l,ﬁt_ﬂ

Bo ai1,p1 ai—1,0t—1 @t ¥

'ITU\,:(Oét) . (Z(_1)<Bo,vo>+<%00vo>> . <Z(_1)<a1,u1>+<%60u1>>

Vo uy

(Z(_1)</317U1>+<%01U1>> . (Z(_1)<@mut>+<%ct—1ut})

v1 Ut

The last equality is simply grouping the inner products that share the same u, v
terms together. Note that the field multiplication of ¢ - x can be represented as
a matrix A.* that applies to an n-dimensional vector x over Fy. If ¢ = 0, then
A, = O where we use O to denote an all zero matrix, otherwise A, is a full-rank
matrix. Taking the summation over the vy term as an example, we rewrite the

4 Since we are taking the natural field interpretation over {0,1}", in which the field
addition is the bit-wise xor operation, we have the i-th column of A. defined as
the n-dimension vector representation of field element c¢ - v;, in which v; is the field
element that has the corresponding representation to be a basis vector with the ¢-th
position being one and the rest positions being zero.
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(v, couoy term as (v, covg) = 7' Acyvo = (A7) Tvo = (AL v, v0) where Al is
the transpose of A.,. So we get

Mc(‘/(b Ql; sy Qtfla Ut)

= % Z Z ... Z ZZ]T‘Z(IBO) . ]T[Z(Olt) . <Z(_1)<50+A2—0’Y-,v0>>

Bo a1,B81 ai—1,ft—1 @t Y vo

' (Z(—1)<“1+A30%“1>) (Z(—l)“l“?mvo)

U1 U1

(Z (_1)<Bt—1+A:t_1’Ya'Ut—1>> (Z(_1)<at+AIt_1%ut>) )

Vt—1 Ut

It is known that er{0,1}n(_1)<a’m> = N if and only if @ = 0, otherwise it equals
zero. So we are only interested in the case in which the fourier coefficients gives
non-zero summation. And we observe that the set of interesting coefficients can
be expressed in terms of v, i.e., for all i € {0,...,t — 1} : ;01 = B; = Azﬁ.
Hence the equality calculation can be greatly simplified as

,LLC(V(), Qh DR Qt—l; Ut)
= N2 3 T (AL )T (AL 7, ALY - Tg (AL v, AL 1, (Al 7)

Ct—1
vy
_qt+1+N2t712]T\(AT )]T\(AT AT )]T\(AT )
N VolAey V)L Qi \ Ay Vs Ay Y U\ A,
y#0
t+1
< T NN T (AL )] [T (AT v, AT )|+ [T (AT )]
N 3 0 co 1 co 1Y Cc1 t Ct—1
v#

Next, we let

left := min of ¢ such that ¢; # 0
right := max of ¢ such that ¢; # 0

To proceed with the calculation, case discussion over (left, right) is needed, here
we consider the case of left = 0 and right = ¢ — 1 (i.e., ¢g # 0 and ¢;_1 # 0).
The other cases give the same upper bound and we left them to the full version.
Therefore, we obtain

t+1

11e(Vo, Q1. ., Quy, Uy) — &

N
< NP [Ty (AL - 1T (AL v, AL - 1To, (AL 7))
v#0
B - g \t-2 —
< N2t-3 Z Ty, (AL )] - (ﬁ) - P(Qigr1) - |1, (AL,_, 7))
v#0
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= ¢"?ND(Qidx+1) Z Ty (AL [T, (AL, D < @7 8(Qiaxrr) - (8)
~7#0

Note that we have N2|]l/9;:1 (Acy.Vs Acign V)] < P(Qigws1) for any v # 0 given
the condition that cigx # 0 and cigx+1 # 0. We also used the fact of (7) that, for
any a, 3, |fQ\( )| q/N?. The last step of inequality holds because by (6)
we have 3, ]lvo( 7)? =2, 1y, (AT & 1)? = q/N, so we can apply Cauchy-
Schwartz mequahty to obtain the result. This exact inequality step ensures the
tight bound and was dubbed the Cauchy-Schwartz trick used in [2,23,5].

So we proved Lemma 3. O

Now the remaining step is to upper bound @(Qidx+1). Here we apply the
following lemma, which has essentially the same proof of Lemma 6 proved by

Chen et al. in [5], with the only adjustment of changing their parameter ¢ into
0 =+/(12InN)/q.

Lemma 4. Assuming that 9(t + 2)n < ¢ < N/2. Fiz an adversary making q
queries to a random permutation P. Let Q denote the transcript of interaction
of A with P. Then for any «, 8 € Fan,

Prp., | 9(Q) +3«/ t+2)n Nt ,

in which the probability is taken over the random permutation P and the random
coins w used by A.

Plugging in the inequality we get

t+1 3 t+1

11e(Vo, Q1 ..., Q1 Uy) < qN + ¢ D(Qianr1) <

+3¢7 2/t + 2)n

with probability at least 1 — =%. Hence we proved Lemma 2.

TIGHTNESS OF LEMMA 2. We examine the tightness of 1-constraints sum capture
quantity in two aspects. One is, given the ¢ = (co, . .., ¢;—1) in which there exists
two neighboring c¢;, c;4+1 so that ¢; # 0,¢;41 # 0, whether the upper bound is
tight or not.

We first give the following proposition showing that, if there exists neighbor-
ing coefficients ¢; # 0 and ¢;41 # 0, then for moderately large ¢ (e.g. ¢ > N%/3),
fe = g1 /2N with high probability. We left the detailed proof to the full version.

Proposition 1. Let g be any positive integer of power of two. Fix any ¢ =
(coy...,ct_1) such that there exists an index 0 < i <t — 1 satisfying ¢; # 0 and
cir1 # 0, then there is an explicit algorithm A that makes at most q queries to
each of Py,...,Pi_1, and Vy, Uy € Fan that have |Vp| = |Ui| = q, so that

t+1 N
Pr I:MC(‘/();Qla"'7Qtl7Ut) 2 q2]V:| 2 1_7'6_(12/8]\[ .
q
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The following proposition, which is complementary to Proposition 1, states that,
if ¢ = (co,...,ct—1) satisfies that for any 0 < i < t—1, either ¢; = 0 or ¢;11 = 0,
then ue(Vo, Q1,. .., Qi_1,U;) can achieve up to ¢', which is larger than ¢**1/N.
We left the proof to the full version.

Proposition 2. Let g be any positive integer of power of two. Fix any ¢ =
(coy--.,ci—1) such that for any 0 < i <t —1, either ¢; = 0 or ¢;y1 = 0, there
is an explicit algorithm A that makes at most q queries to each of Py,..., P;_1,

and Vo, Uz S Fan that have |Vo| = |Us| = q, so that

,U/C(VO7 Q17 ey Qt—17Ut) > qt .

4.2 2-constraints Sum Capture Quantity

Now we move to consider the sum capture quantity in which the number of
constraints r = 2. We let the 2-constraint sum capture quantity be associated
with two vector of coefficients ¢ = (¢g, ¢1,...,¢-1) and d = (do,dy,...,di_1), as

Mc,d(vb; Ql; ey Qtflv Ut) =

H{(vo, (u1,v1), .oy (up—1,vp—1),ug) € Vo x Qp X oo x Q1 x Uy -
t—1 t—1
D (v +ugea) =0, Y dj(vy +uja) =0} . (9)
j=0 j=0

Though the 2-constraint sum capture quantity is a natural generalization of the
1-constraint case, we note that adding only one more constraint makes proving
the tightest upper bound of (9) much harder. Here we only focus on giving
bounds over the sum capture quantity with a specific class of coefficients ¢, d
that can be derived from the (¢ — 2)-wise independently uniform subkeys. We
obtain a bound that gives the tightest KAC security for ¢ > 8. However, for ¢t < 5,
our 2-constraint upper bound is even worse than a reduction-based bound. While
it is interesting to investigate whether our bound can be improved, for ¢t = 3, in
particular, we show that the above sum capture quantity is lower-bounded by
2(¢®/N) and hence cannot be used to prove ¢ = 2(N3/*) for the 3-round KAC
with identical subkeys.

We prove upper bounds for the class of linear constraint coefficients ¢ =
(coy---yci—1),d = (do,...,di—1) with the property that co = di—1 = 1, ;1 =
dyp =0,and for all i € {1,...,t—2}, ¢; # 0,d; # 0, and for all i, 5 € {1,...,t—2}
such that ¢ # j, cidfl # cjd;l. We justify that ¢, d corresponds to the linear
key schedule from ¢ — 2 independent keys that gives (¢t — 2)-wise independently
uniform subkeys.

JUSTIFICATION. We use s, .. ., $;—1 to denote the subkeys. Given the subkeys are
generated linearly from ¢ —2 independent keys and are (¢t —2)-wise independently
uniform, the middle ¢t — 2 subkeys s1,...,S;_o uniquely fix the original master
keys and hence the first subkey so and the last subkeys s;—; can be uniquely
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determined as a linear combination of s1,...,s;—2. i.e.,

t—2 t—2
So = Z CiS5 y  St—1 = Z dis; .
i=1 i=1

Note that all ¢;, d; should be non-zero because otherwise we can obtain a linear
combination ¢ — 2 subkeys that sum to zero, breaking the (¢ — 2)-wise indepen-
dence. Further, we show by contradiction, if there exists i, such that ¢ # j
and cid;1 = cjdj_l, then we pick the set of subkeys {sg,si—1} U {sp | 1 < k <
t—2Ak¢{i,j}} and we have

so + cidi_lst,l = Z (cidi_ldk + ck) sk
k¢{0,i,5,t}

which is a linear dependence among ¢t—2 subkeys. Thus all ¢;d; ! must be distinct.
Then we have the following lemma for the 2-constraints sum capture quantity.

Lemma 5. Let t > 3. Let Py,...,P;_1 be t — 1 independent uniformly ran-
dom permutations of {0,1}", and let A be a probabilistic algorithm that makes
adaptive queries to Py,...,P,_1. Let Q1,...,Q¢_1 be the query transcripts of
Py, ..., P,_1 interacting with A. Let coefficients ¢,d be defined as above, then
for any A that makes at most ¢ = (t + 2)nN2/3 queries to each permutations,

Prp1 ,,,,, P, I:HVO,Ut c an, |V0| = |Ut| =q,
t+1 2t—3 2t—2.5
q 3q 3q 2t
Mc,d(‘/ban;"'aQtflvUt) = N2 +1- (N)t—Q + ( ]\)[t—Z ] < ﬁ .

Discussion. Note that when ¢t > 5, the security bound starts getting better
than the ¢ — 1 round KAC bound ¢ = _Q(N%) For t > 8, the security bound
achieves optimal security of ¢ = Q2(N t%l)

As in the case of 1-constraint, we will prove an upper bound of p. g condi-
tioning on @(Q;) being small for all i.

Lemma 6. Fiz ¢,d defined as in Lemma 5, then conditioning on &(Q;) <
9¢?/N for all 1 < i < t— 1, it holds that for any subsets Vo,U; S Fan with
Vol = [Ut] = q,

qt+1 (3q)2t73 (3q)2t72.5

Hc,d(VOa Qla LRI Qt—17 Ut) $ N2 + t- Nt72 + Nt72

Proof. The initial calculation steps are similar to the 1-constraint case. We di-
rectly give the calculation result and left the details in the full version.

/’Lc,d(‘/ih Qla MR ] Qt—l’ Ut) =

N*72 %" 1, (60)T g, (00, 01) Lo, (01, 02) - Lo, (B2, 0:1 )Ty, (01-1)
o,
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in which

Oy =a, 0;1 =20,
Vie{l,...,t—2}: 0, =Ala+A]pB.

We write Coeff = {6y, 61,...,0;—1}. Here we partition the summation into three
cases and discuss the set of (o, ) assignments that falls into each cases.

1. At least two s in Coeff are zero.
2. Exactly one 6 in Coeff is zero.
3. None of the s in Coeff is zero.

The following claim shows that, if case one happens, then all coefficients 6 are
Zero.

Claim 1 If two 0s in Coeff are zero, then o = 8 = 0.

Proof. If 0y = o = B = 6;_1 = 0, then the claim is trivial. If « = 6y = 6, =0
for some i with 1 < i <t — 2, then given §; = Aloz + A;B = AdTlﬂ and AdTi is
full-rank (because d; # 0), we can infer that 5 = 0. Similarly we can infer a« = 0
if 3=6,_1 =0; =0 for some 7 with 1 <7 <t — 2. Now, if §; = 0; = 0 for some
i,7 such that 1 < 4,5 <t —2 and 7 # j. Then the choice of («, 8) must satisfy

A;a—i-A;ﬁ =0
Azja-l-A;irjﬁ =0

- : T (AT VAT 4= B = (AT V1AT o — AT
implying Adi__'_llci+1a_(Adi+1) A6i+1a_ﬂ_(Adj+1) ch+1a_Adj__i1c]-+1

Hence

(AT71 + AT71 ) o = (AT71 —1 ) o = 0 .
d; i Civ1 dj+1cj+1 di+1c'i+1+dj+1cj+1

Here o can be non-zero only if d_. +11 Cit1 = d;jlcjﬂ. However, this is impossible
as we have justified from the (¢ — 2)-wise independently uniform property of

subkeys. ]

Let p1, p2, u3 corresponds to summation for («, 8) that corresponds to case
one, two, three, respectively.

Proposition 3.

t+1
q

M= N2

Proof. Since case one only happens when a« = 5 = 0, we have 6; = 0 for all 7.

Therefore, a direct calculation using the fact that ]TV\O(O) = 1, (0) = ¢/N and
1o,(0,0) = g/N? proves the bound. O
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Proposition 4.

. 2t—3
o<t (3q)
Nt—2
‘We note that the proof of Proposition 4 can be derived via a moderate tweak from

the proof of 1-constraint sum capture quantity upper bound (i.e., Lemma 2), we
left the complete proof to the full version.

Proposition 5.

(3q)2t—2.5
Uz < W

Proof (of Proposition 5). We define a N x N matrix M with each entry labeled
by (o, 3) € Fan x Fan so that

Mo = 0 if some 6 € Coeff is 0
P T 1oy (a, Al a+ Al B)--To,_,(Al,_,a+ A} B.B) ow.

Note that M is a 2™ x 2™ matrix. We also define the column vectors v, uw with

—

each entry labeled by a € Fan so that v, = 1y, (a) and u, = ]l;t(\a). Therefore,
we can write ps as

pa= N2 N Ty (a) Mas -1y, (B) = N* 20" Mu..
a,B | Mo, g#0

Noting that the equivalent definition for the matrix 2-norm as

M|, := sup [[Mz], = sup yTMm )

llzll,=1 lzll,=1llyll,=1
we can use the matrix norm as the upper bound of ps, that is

ps = N*'72 v Mu < N* 72 ||o|, | M]], [|ull, -

By (6), we can infer that [|v]|, = /3, 02 = 1/, Ty, (a)? = \/¢/N and |ju], =

v/q/N. We also use the fact that ||M]|, < ||M]|» where | M| = ZijMQ is

)
the Frobenius norm, then we have

[ q _ _
ps S N2y [ IM ]y 0[5 < aN# 7 M = gN*'77 /%Mﬁ,ﬁ

where

MMZy= Y Ao (e Ala+ AL B)--To, (Al _a+ Al _,B.B)
a,3 o, | My, g#0
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o 3 4(t—2)
< Y Io(a,Ala+A] )2-(q)

N6(t—2)
a,f | Mq,g#0
(39" ¢ — T T2 39*Y ¢ (Bg)* 7
< N6(i—2) Z Lo, (a, Ac a + Ag,5)" = N6(—2) N2 < N6i—10 -
o,
So we get
g (30)* 7 (39)*7%7
ps S gNT s S T
O
Putting the propositions all together, we have
t+1 2t—3 2t—2.5
q (39) (39)
Hed = 1+ po + p3 < N2 +1- N2 + N2
O

4.3 Tightness of 2-constraint Sum Capture Quantity for 3-round
KAC

A natural question is whether the upper bound of the 2-constraint sum capture
quantity can be improved so that it gives tight security bound for ¢-round KAC
when ¢ < 7. In particular, the most interesting case is to prove tight security
bound ¢ = 2(N3/*) for 3-round KAC with identical subkeys, which corresponds
to the instantiation in Corollary 4 when ¢ = 3. However, for the 3-round KAC
with identical key schedule, we show that it is impossible to show the conjectured
optimal security bound via upper-bounding the sum capture quantity, as the
sum capture quantity for 3-round identical-subkey KAC is lower-bounded by
2(¢®/N) with high probability, giving p./N = 2(¢*/N?) instead of the desired
q*/N3. The sum capture quantity lower bound for 3-round identical-subkey KAC
directly follows from the following proposition with ¢; = d; = 1. We left the proof
of proposition to the full version.

Proposition 6. Let q be any positive integer of power of two. Let t = 2 and fix
c=(1,c1,0),d = (0,dq, 1) where c1,dy are non-zero, then there exists an explicit
algorithm A that makes at most q queries to each of Py, Py and Vi, Us S Fan
that have |Vp| = |Us| = ¢, so that

N >
Pripic.a(Vo, Q1, Q2,Us) = ¢*/2N] > 1 — a e~ /AN

Though Proposition 6 gives a lower bound of 2(¢®/N) for the sum capture
quantity jieq, it does not immediately imply a distinguishing attack against
the 3-round KAC. This is because the number of bad keys generated by our
constructed A is at most ¢, so we have Pr[k € Badkey|] < ¢/N. The reason of
Lte,d being too large is that a bad key may be counted multiple times in the sum
capture quantity. Therefore, we cannot proceed with the sum capture quantity to
prove the optimal ¢ = 2(N®*) bound for 3-round KAC with identical subkeys
if the overcounting cannot be eliminated.
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5 Good Transcript Analysis

Our next goal is to obtain upper bounds of 1 — ps,(7)/ps, (7) for each 7 € Tgood-
In particular, we will show the following lemma.

Lemma 7. If the t-round KAC is instantiated with a key schedule that gives
(t — 2)-wise independently uniform subkeys, then there exists a function g : T —
[0, +0) so that for any T = (Q, k) € Tgood,

_ Psg (1)
Ps, (T)

1 <g(7),

and for any query records Q,

t2(4q)t+1

Erl9(Q k)] < —5

To obtain the desired function g(+), we need to understand the ratio ps, (7)/ps, (7)
first. Given the transcript 7 = (@, k) in which @ = (Qg, Q1,...,Q;), we write
FE | Qp to denote that the real-world cipher construction F is consistent with
the recorded query Qpg, that is, for each (z,y) € Qp, it holds that E(z) = y.
Similarly, we write P; | Q; to denote that the permutation P; is consistent with
the recorded query Q;. Then following [5,16] one can derive that

pSO (Qv k)
Ps; (Qa k:)

where NUQeD) = N(N —1)--- (N —|Qg| +1). We provide a proof of (10) in the
full version.

To analyze the probability term on the RHS, we need to take the following
graph view for KAC, which was originally introduced by Chen and Steinberger
in [6].

= NUSED . Pr[E, | Qp | PL | Q1....,P L Q. (10)

5.1 Graph Definition and an Useful Lemma

Let G be a graph that consists of vertices which can be divided into m + 1 layers
Lo, ..., L, such that each layer contains exactly N vertices, and edges that can
be partition into m sets E = (E(1), E1,2), -+ Em—1,m)) such that Eg 1)
forms a partial (but possibly perfect) matching from L; to L;.1.

We say a vertex u € L;, where i < m, is right-free if no edge connects u to
any vertex in L;1. Analogously, we say a vertex v € L;, where j > 0, is left-free
if no edge connects v to any vertex in L;_1.

For any vertex u € Ly we define the following probabilistic procedure that
generates a path (wg,ws,...w,,) from u to a vertex in L,.

- Let wg = u.

- For ¢ from 1 to m, if w;_1 is not right-free and connects to some vertex
w' € L;, then let w; = w’, otherwise let w; be uniformly sampled from all
left-free vertices in L;.
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We write Pr[u — v] to denote the probability that the path (u,wi, ..., ws)
satisfies w,, = v. In particular, we are interested in the pair of (u,v) such that
u is right-free and v is left-free.

For the layered graph G, we let Ug(a,b), where a < b, be the set of paths that
starts at a left-free vertex in L, and reaches a vertex in L;. We note that the
path in U (a,b) does not necessarily ends in L. We write Ug(a, b) = [Ug(a,b)|.
Note that Ug(a, a) denotes the total number of left-free vertices in L.

Given any o = ((io,il), (il,ig), ceey (Z‘\a\flﬂ.\o\)) in whichig <iy <--- < i‘0|,
we say o is an interesting (a, b)-segment partition with regard to the index set
< {0,...,m}ifig = a,ij, =band for all 1 < j < |o| we have i; € Z. We use
Bz(a,b) to denote the set that contains all interesting (a, b)-segment partition of
the set Z. Given a layered graph G, we let the interesting indices of G as

I(G) := {i € {0,1,2,...,m} | Ug(i,i) > 0} .

Then we are ready to state the following lemma, which is a slightly different
variant of the lemma proved by Chen and Steinberger in [6] but with essentially
the same proof. We include the proof in the full version.

Lemma 8. For any graph G defined as above, and any u € Ly, v € Ly, such that
u s right-free and v is left-free, it holds that

1 1 Uc(in—1,1n)
P - - _ = \U\ ’
Tu—dl=F-5 2 H Uc:(inin)

0631(0)(0,771)

5.2 Graph View of KAC

The KAC can also be interpreted in the graph view. Given a transcript 7 =
(Q, k) where @ = (Qg, Q1,...,9;) and let subkeys s = (s, ..., st) be generated
from the key k, we define E(g; 2,41y := {(v,v + 5i) | v € Lo} for i € {0,...,t}.
That is, Lo; and Lo; 1 are connected by the “subkey edges”, which corresponds
to the step of xoring the subkey s; in the KAC execution. For i € {1,...,t}, we
let Eoi—1,2s) := {(u,v) | (u,v) € Q;}. This corresponds to the queries made to
the permutation P;. Now, note that the interesting indices for KAC can only be
a subset of {0,2,4,...,2t}.

For a fixed query records Q, let Zs(a,b), where a < b, be the total number of
paths that connects a vertex in L, and a vertex in L, when the subkeys are fixed
to s. Note that the paths do not necessarily start at L, or end at L;. For the
{-th cipher query (z¢,y¢), let ap[s] denote the largest possible index of the layer
that is reachable from z, when the subkeys are fixed to be s. let §¢[s] denote
the smallest index of the layer than is reachable from y,. Note that in the good
key case, we always have ay[s] < (¢[s].

Now, to bound the probability Pr[E | Qg | P1 | Q1,...,P | O], we
analyze the following experiment that can be divided into |Qg| stages.

1. Initially, Gg is defined according to the given transcript 7 = (Q, k).
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2. For ¢ from 1 to |Qg|, given Gy_1 is defined, the probabilistic path generating
process is run for the ¢-th query (z¢,y¢) € Qp over the graph Gy_;, from
vertex xy € Lg.

— If the generated path from z, does not arrive at y,, the experiment outputs
0 and aborts.

— otherwise we first set Gy = G,_1, then we remove all vertices on the path
of (z¢,ye) from Gy. The new graph Gy will have N — ¢ vertices in each layer.

3. If G|g,) is successfully defined, the experiment outputs 1.

So we have
Q5|
Pso(.K) _ oz (12
Dor= ) — NULEDP([Exp(7) = 1] = NU<E Priz, — G,
ps, (@, k) [Exp(r) =1] 5:1—[1 [z = ye | Go-1]

Now we are ready to state the core lemma that defines the function g(Q, k) and
prove it using Lemma 8.

Lemma 9. For any query records @ with ¢ < N /4 and subkeys k such that the
transcript T = (Q, k) € Tgood;

o

D D YLV SRS R § EAUSR

Ps, (Q. k) (=11<a<bst oeBz(2a—1,2b), |o|z2 h=1

in which the set of interesting indices T of the segment partition set Bz is defined
as T =1{0,2,...,2t}, and Ry pe[s] := L(ow[s] = a, Be[s] < D).

Proof. For the ¢-th cipher query (z¢,y¢) given the graph support Gy—_1, we can
define a graph G from Gy_; that removes all layers L; for i < oy[s] and L;
for j > Be[s]. Thus, in the graph G we starts at a right-free vertex u € Ly and
targets a left-free vertex v € L,,, allowing us to apply Lemma 8.

Pra[(ze — ye) | Ge-i]

1 Uac(inh—1,1in)
R I Z |<7| H J
N—-—¢+1 UEBI(G)(O,m) Ua(in,in)
C (i eom s Vet
N—-(+1 Ug(m,m) veBre (0, |o]>2 plic} Uc(in, in)
S 1 L ol Uc(in—1,1in)
N—/(+1 v (o), [ol>2 AL Uq(in,in)
|o] . .
1 Zg(in—1,1in)
>~ |1- “s\th—1,%h)
T N—(+1 1 Z H N—2q (1

oeBz(arls].Bels]), o|>2 h=1
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Now we only consider the case where the lower bound (11) > 0 for all £. Otherwise
Lemma 9 becomes trivially true. Hence we have

q |o] . .
Ps, (2, k) =TT (1- D 11 Zs(in—1,1n)

=1 aeBz<ae[sm[s]>,|a\>2 o Vo

S [] Zelin-vin) (12)

¢=10eBz(ou(s],Be[s]), |o|=2 h=1

|o|

; 1<(§b<t Roa—1,26,¢[ 5] Z H T

oeBz(2a—1,2b), |o|z2 h=1
(13)

in which (12) is due to (1—a)(1—=0) = 1—a —b for any a,b > 0 and (13) is due
to the indicator function R is non-negative and satisfies Ry [s] g1s1,¢[8] = 1. We
note that (13) is the exact quantity we pick for 1 — g(Q, k). o

Lemma 10. If ¢ < N/4, then,

q

o] 204 NE+1
B Z Z Roa—1,26,¢[5] Z H (Zh 1’Zh < t (‘X![Z .

£=11<a<bst oceBz(2a—1,2b),|0|=2 h

Proof. By the sum of expectation and noting that none of o € Br(2a — 1, 2b)
would have |o| > 2 if a = b, we have

G'

Z Z Roa—1,20,0[5] Z H (Zh 1’Zh

{=11<a<bst oeBz(2a—1,2b), 0|22 h=1

0'

RS e (R (Zh 17'Lh
=2 2 > s | Roa-t204[s 1_[
l=11<a< h=1

b<t oeBz(2a—1,2b), |o|=2

Hence it is sufficient to derive bounds for each (a, b, o). Note that for each a, b,

Roq—1,2p,j[8] only depends on the subkeys so,...,Sq—2, Sp+1,- - -, S¢, which are
(a—2+1)+(t—(b+1)+1)=t—>b+a— 1 subkeys in total.
Next, given a fixed o = ((d0,71), (i1,72), - - -, (|01, %||)), We analyze the key

dependency for each Zg(ip—1,1p)-

1. For Zs(ip, 1), note that ¢y = 2a—1 which is odd, and 4; is even. So Z(ig, 1)
(i1 — 49 — 1)/2 subkeys between L;, and L;,.

2. For any (ip—1,%5) where h > 1, given i5_; is an even number, implying that
L;,_, and L;,_, 41 are connected by “key-edges”, always forming a perfect
matching regardless of the subkey choice. Then the equality Zs(ip_1,1,) =
Zs(in—1 + 1,4p) always holds. And we can see that Zg(ip,_1 + 1,4p) only
depends on (ip — ip—1 — 2)/2 subkeys.
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k—————- ~Zs(1,6)-—————————— 4

20— 1= 2=6

Fig.1. A 3-round KAC with fixed query records Qi, Q2,Qs. The subkeys s =
(so,...,s3) are random and to be sampled. The red solid line indicates that the
Zs(left, right) that counts the number of paths from Liet to Lyight depends on the cor-
responding subkeys. Consider 2a — 1 = 1,2b = 6, then Ry 6¢[s] = 1 and depends on
(a — 1) + (3 — b) = 0 subkeys, because any so allows =, from Lo to reach L1, and y,
from L7 to Le. For o = ((1,6)), the value of Zs(1,6) depends on two subkeys si, s2.
However, if the o is further paritioned into ((1,4), (4,6)), then Zs(1,4) depends on s;
but Z,(4,6) does not depend on any subkeys, because Zs(4,6) = Zs(5,6) = |Qs|.

Also note that the sets of dependent subkeys for Z,(ip—_1,4n) and Rog—1 25 ;[$]
are disjoint. Putting the results altogether, after fixing (a, b, o), the total number
of subkeys that each expectation term depends on are at most

. . lo] . .
—ip—1 i
#dependent subkeys = (t —b+a—1) + % + Z <Zhlh1 — 1>

lo|
=(t—b4a—1)+ =h=1

2b — 2a
2

(th —ip—1)—1
2

—(lol=1)

=t—b+a—-1+ —|lo|+1

=t—|o|<t—2,
in which we observe that a summation term of (a, b, o) depends on fewer subkeys
if the size of o is larger (See Figure 1 for a specific case illustration). Because
our construction ensures that any ¢t —2 subkeys are independently and uniformly

distributed, the random variables in each expectation terms are mutually inde-
pendent and hence we can break the terms into

. |o| ; i
Ee |, D, Rearanels] 2 stlﬁflhfigqm

£=11<a<b<t oeBr(2a—1,2b), |o|22 h=1
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|o|

q . .

2Z5(in—1,1n)

< Z Z Es | Raa—1,26.0[5] - H - N
£=11<a<bst oceBz(2a—1,2b), |o|=2 h=1

y o] 0
- Z Z Es (Rea—1,2,¢[8]) - H E, <W>
h=1

(14)

- i (i)t—b+a—1 Z <2q>(i1i0+1)/2 ﬁ <2q>(ihih—1)/2

iSigampes Y oeBz(2a—1,2b), N s \ Y
lo|=2
(15)
4 t—bta—1 [ 4q)\ 0 OT! 4q)tt1
q q 2 (49)
< — = < .
= Z (N) <N> st Nt (16)

l=11<a<bst

In the above calculation, (14) is due to the subkeys are (¢t —2)-wise independent.
The first “g/N” term of (15) comes from moving the Egs (R2q—1,25¢[5]), and
inside the summation the “2q/N” terms are the direct calculation upper bound
of Es (2Zs(in—1,n)/N) for each (ip_1,ix). Finally we have the first inequality
of (16) holds because the size of Bz(2a — 1, 2b) is upper-bounded by 2°~¢, which
is absorbed into “2¢/N” term yielding a “4q/N” term. |

6 Concluding the Proof

Given the similarity of proofs for both theorems, we provide the proof of Theo-
rem 1 here and left the proof of Theorem 2 to the full version.

6.1 Proof of Theorem 1

Proof. We partition the set of transcripts 7 = Tgood L Trad according to Defini-
tion 1. By applying Lemma 1, we have A(Xg, X1) < Ex, [9(X1)]+Pr[X1 € Toad]-
We start with bounding Pr[X; € Tpad]-

Claim.

3ttt @21t +2)n  t(t+1)
Nt +3(t+1) 23 G

Proof (of claim). We note that in the system Sy, the set of bad keys Badkeyg
is defined only by the query records @ = (Qp, Q1, ..., Q). Therefore, we have

PriX; € Toad] < (¢ +1) -

PrlX1 € Toad] < Prg [|Badkeyg| > C] + N

To get the size bound for Badkeyg, we compute the size of Badkeyg ; for 0 <
1 < t. Then, we have

|Badkeyg o| < fie, (V1,Q2, Q35 - -+, Qi—1, Qt, Upy1)
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|Badkeyg | < fie, (Va, @3, Q45 - -+, Qt, Qr, Ur)

/’['thl(‘/;fa QE7 Q17 LI Qt727Ut71)
th (%7 Q17 ey Qtflv Ut) .

where the linear coefficient tuples ¢; are given by the condition 2 of Theorem 1
so that there are two neighboring coefficients that are non-zero, and

|Badkeyg ;]|

NN

|Badkeyg’t|

Vie{l,....,t}: Uy={u|TFv: (u,v) € Q;}, Vi={v]|3u: (u,v) e Q;}
Upp1 ={u|3v: (u,v) € Qr}t, Vo={v|Iu: (u,v)€ Qg}.

The size of Badkeyg ; is bounded by p, because any key k € Badkeyg ; is
uniquely mapped to the subkeys (so,...,si—1, Si+1,S:) as the linear mapping
has rank ¢ — 1 (stated in condition 2 of Theorem 1).

Now we can apply Lemma 2 to upper bound Badkeyg ; with high proba-

bility. For every i, by letting C; = 3‘1;1 + 3¢t~ 1/2 (t + 2)n, we obtain that

Pro[|Badkeyg ;| > Ci] < 7. Therefore, setting C' = 3 _, Ci, we have

t
C
PriX; € Trad] < ; Pro [|Badkeyo,| > Ci] + <
Qt(t 4 1) 3qt+1 qt—1/2 (t + 2)7’L
<T+(t+1)' N +3(t+1)-T
Hence we proved the claim m]

The next step is to pick a function g and upper bound Ex, [g(X1)]. Note that
by condition 1 of Theorem 1, any ¢ — 2 rows of key schedule matrix A has rank
t — 2, implying that any subset of ¢ — 2 subkeys are independent and uniform.
Therefore we can apply Lemma 7 and obtain a function g. Noting that X; is in
the ideal world so k is sampled independently of @, we have

t2(4q)t+1 t2(4q)t+1
Nt TNt

Ex,[9(X1)] = EgEx[9(2. k)] < Eo [

Then by summing up the two quantities and numerical simplifications, the the-
orem follows. O

7 Conclusion and Open Problems

In this paper, we provided key schedules of limited independence for ¢-round
key-alternating ciphers achieving tight security. We proved that the t-round key-
alternating cipher remains tightly secure for a class of (¢ — 1)-wise independent
sub-key distributions and, when ¢ > 8, for (£ — 2)-wise sub-key distributions.
While, for 3 < ¢ < 7, our result does not extends to (¢ — 2)-wise independent
sub-key distributions, we expect that a tighter analysis of the matrix 2-norm for
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the sum-capture quantity should give a proof for 4 < ¢ < 7. Also, it is interesting
to investigate new methods for bounding the bad keys and proving tight security
of 3-round key-alternating cipher with identical key schedule. Further, it would
be also interesting to study whether the tightness result holds for (¢ — 3)-wise
distributions or beyond.
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