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Abstract. In CRYPTO 2015, Cogliati et al. have proposed one-round
tweakable Even-Mansour (1-TEM) cipher constructed out of a single n-
bit public permutation 7 and a uniform and almost XOR-universal hash
function H as (k,t,z) — Hg(t) ® 7(Hk(t) ® x), where t is the tweak, and
x is the n-bit message. Authors have shown that its two-round exten-
sion, which we refer to as 2-TEM, obtained by cascading 2-independent
instances of the construction gives 2n/3-bit security and r-round cascad-
ing gives rn/r+2-bit security. In ASTACRYPT 2015, Cogliati and Seurin
have shown that four-round tweakable Even-Mansour cipher, which we
refer to as 4-TEM, constructed out of four independent n-bit permuta-
tions 71, 72, 73, T4 and two independent n-bit keys k1, k2, defined as

kiotomkdtd (ki @t @ ma(ke @t @ m(k1 Dt D)),

is secure upto 22™/3 adversarial queries. In this paper, we have shown
that if we replace two independent permutations of 2-TEM (Cogliati et
al., CRYPTO 2015) with a single n-bit public permutation, then the
resultant construction still guarrantees security upto 22"/3 adversarial
queries. Using the results derived therein, we also show that replacing
the permutation (w4, m3) with (71, 72) in the above equation preserves
security upto 227/3 adversarial queries.

Keywords: Tweakable Block Cipher, Key Alternating Cipher, Tweakable Even-
Mansour Cipher, H-Coefficient

1 Introduction

Brock CIPHER AND TWEAKABLE BLOCK CIPHER. A block cipher is a funda-
mental cryptographic primitive and a workhorse in symmetric key cryptography.
A block cipher E : K x M — M with key space K and message space M is a
family of permutations over M indexed by key k € K. A tweakable block ci-
pher (TBC) is similar to a block cipher except that it takes an additional public
input parameter ¢, called tweak. The signature of a tweakable block cipher is
E: K xT xM — M with key space K, tweak space 7 and message space M
such that for each k € K and each tweak t € T, m — E(k,t,m) is a permutation
over M. A block cipher is different from a tweakable block cipher in the sense
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that for each key k, the former is a permutation over M whereas the latter is a
family of permutations over M indexed by ¢t € T. The purpose of introducing
tweak was to bring the inherent variability in the cipher in about the same way a
nonce or an I'V brings variability in a block cipher based encryption mode. After
a rigorous formalization of tweakable block ciphers by Liskov, Rivest and Wag-
ner [25], it has recently become one of the fundamental symmetric key primitives
and has been found to be used in multiple applications like message authentica-
tion codes [32, 26, 8], length preserving tweakable enciphering mode [18, 19, 40,
13], online ciphers [37,1,20] and various authenticated encryption modes [25,
26, 34]. Offering higher security guarrantee is one of the reasons that various
cryptographic modes of operations are now build on top of a tweakable block
cipher than conventional block ciphers [26, 34, 8].

Before the formalization of TBC by Liskov et al. [25], there were few tweakable
block ciphers which were designed from scratch. For example, block ciphers like
Hasty Pudding cipher [38], Mercy cipher [11], Threefish (which is used in Skein
hash function [15]) natively supports tweaks. Along with the formalization of
the primitive, Liskov et al. [25] also proposed two generic constructions of a
TBC out of a conventional block cipher in a black-box fashion and proved their
birthday bound security, i.e., when the adversary is allowed to make roughly
2"/2 queries to the encryption or decryption oracle, where n is the block size
of the block cipher. Since then, desigining TBC in a black-box mode (i.e., build
from a standard block cipher) has become one of the main avenues of symmetric
key research [36,29,4]. Recently, a number of beyond birthday bound secure
constructions build on top of block ciphers have also been emerged [30, 23, 27,
24]. Security of all these constructions have been proven in the standard model
(i.e., assuming that the underlying block cipher is a pseudorandom permutation),
except for constructions proposed in [27,24] that were analyzed in the ideal
cipher model.

However, in the black box mode of TBC design, where changing the tweak en-
forces to change the key of the underlying block cipher [30], are tend to be
avoided for efficiency reasons, as re-keying a block cipher is often a costly oper-
ation. Hence, most of the existing proposals of designing a TBC out of a block
cipher have the property that changing the tweak should not alter the key of the
block cipher. In this regard, LRW1 and LRW2, proposed by Liskov et al. [25],
are two such examples of birthday bound secure TBC which are build on top
of a conventional block cipher and do not have the re-keying issue. Later on,
Lendecker et al. [23] proposed a beyond birthday bound secure TBC designed
on top of a block cipher by just simply cascading two independent instances of
LRW?2 construction. Authors of [23] have shown that cascaded LRW2 (CLRW?2) is
secure against any adaptive adversary that makes roughly at most 22"/3 encryp-
tion and decryption queries ! This line of research was later extended by Lampe
and Seurin [22], who showed rn/r + 2-bit security by cascading r-independent

! Later, a flaw in the security proof was found in the original paper of Lendecker et
al. [23], which was fixed by Procter [35]. However, a different way of fixing the proof
was proposed by Landecker et al. in the revised version of [23].
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LRW?2 instances and they conjectured a tight rn/r + 1-bit security. Later on,
Mennink [28] showed 3n/4-bit tight security bound on CLRW2. However, Men-
nink’s analysis is based on 4-wise independent almost-xor universal (axu) hash
function and each tweak value should occur for at most 2"/* times. These non-
trivial bottlenecks are lifted in a recent work of Jha and Nandi [21].

TBC DESIGN FROM LOWER LEVEL PRIMITIVES. There have been several pro-
posals of designing beyond the birthday bound TBC on top of a block cipher [23,
24, 27]. But unfortunately none of the them seem to be truly practical [9]. Thus,
in an another line of work, researchers study how to build TBC from some
lower level primitives like public permutations instead from a conventional block
cipher. This was undertaken by Goldenberg et al. [16], who showed how to in-
corporate tweak in a feistel based cipher. This was later extended to generalized
feistel ciphers by Iwata and Mitsuda [31]. In parallel to feistel based ciphers, a
similar study was undertaken for iterated Even-Mansour (IEM) cipher [3,6], a
super class of popular SPN based networks. An r-round iterated Even-Mansour
cipher based on a tuple of r independent permutations (71, ...,7,) and a tuple
of r + 1 independent keys (ko, ..., k,) is defined as follows: for = € {0,1}",

IEME () = ky @ 7y (kr—1 ® 1 (.. m2(ky @ mi(ko @ 7)) .. .)).

Similar to the feistel based designs, it is a natural quest to investigate how to
incorporate tweaks in IEM cipher. In other words, how to mix the tweak and
the key in an IEM cipher. We generally refer to this cipher as Tweakable Even-
Mansour (TEM) cipher.

To address the question of incorporating tweaks in an IEM cipher, Cogliati and
Seurin [10] and independently Farshim and Proecter [14] analyzed the simple
case with n-bit key and n-bit tweak and showed that one can simply xor the
tweak and the key in each round of IEM cipher to get a secure tweakable block
cipher. However, they showed that such an approach gives no security for one
and two rounds. Moreover, they had proved birthday bound security for three
rounds and in fact, due to a result by Bellare and Kohno [2], it can be seen that
xoring an n-bit tweak with an n-bit key in each round of IEM construction does
not give security beyond the birthday bound. Therefore, to achieve beyond the
birthday bound security, we should go for a complex mixing functions of tweak
and key. Even if the function is linear, it should prevent the TBC construction
from being of the form E(k @ t,m) for some block cipher E with n-bit key and
n-bit tweak.

BEYOND BIRTHDAY BOUND TEM. Designing beyond the birthday bound se-
cure TEM was first undertaken by Cogliati et al. [7]. They used almost-xor uni-
versal hash functions as mixing functions of key and tweak as shown in Fig. 1.1.
In particular, the mixing function is of the form Hyg,(¢), where k; the key and ¢
is the tweak.

Cogliati et al. have shown that one round TEM with non-linear mixing function
gives n/2-bit security and 2-round gives 2n/3-bit security. In general, they also
gave a non-tight asymptotic security bound on r-round TEM with rn/r 4 2-bit
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Fig. 1.1. 2-round tweakable Even-Mansour cipher with non-linear tweak and key mix-
ing [7]. h1, he are two independent almost-xor universal hash functions.

security. Out of a particular relevance in this paper, we refer to Cogliati et al.’s
2-round TEM with non-linear mixing function as 2-TEM.

However, implementing an axu hash function might be costly [9]. For example
multiplication based hashing [39] is a classic example of an axu hash function
and implementing field multiplication is practically not efficient. Thus, a linear
mixing function of key and tweak is always preferrable over a non-linear one.
Therefore, one would ask for whether it is possible to design a beyond birthday
bound secure TEM with linear mixing function. In this regard, Cogliati and
Seurin (CS) [9] have showed that with 2n-bit keys and an n-bit tweak, one can
realize a beyond the birthday bound secure TEM by simply xoring the key and
the tweak in an alternating fashion in a 4-round IEM cipher (in the way as LED-
128 [17] is designed) as depicted in Fig. 1.2. Again, out of a particular relevance
in this paper, we refer to this construction as 4-TEM.

kit ko @t ki®t ko ®t kit
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Fig. 1.2. 4-round tweakable Even-Mansour cipher with linear tweak and key mixing
function [9]. k1, k2 are two independently sampled n-bit keys, ¢ is an n-bit tweak and
P1, Ps, Ps, P, are independent n-bit public random permutations.

CS [9] have shown that 4-TEM gives 2n/3-bit security. However, realizing a
beyond birthday bound secure TEM with n-bit tweak and n-bit key is open till
date.

We would like to mention here that all the existing beyond birthday bound se-
cure TEM constructions use independent permutations. Iterated Even-Mansour
(resp. Tweakable Even-Mansour) cipher stands as a theoretical model for for-
mally arguing the security of SPN based block ciphers (resp. tweakable block
ciphers). However, almost every constructions following SPN paradigm fix a
permutation P and keeps iterating it for multiple times to generate the output.
Thus, the theoretical abstractions for SPN based tweakable block ciphers where
independent round permutations are used, deviates from practical instantiations.
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Hence, it is natural to study the security of the TEM ciphers using a single per-
mutation. In this regard, Chen et al. [5] studied the beyond birthday bound
security of single permutation based two-round iterated Even-Mansour cipher.
Hence, it is natural to investigate whether we can design a single permutation
based TEM cipher that achieves beyond the birthday bound security.

OuRr CONTRIBUTION. Inspired from the work of Chen et al. [5], we study the
security of single permutation based 2-TEM cipher. In particular, we study the
security of 2-TEM, as depicted in Fig. 1.1, where P, = P, = m, m is an n-bit
public random permutation. We show that single permutation based 2-TEM con-
struction is secure against all adversaries that make roughly 22"/3 queries. As
a second part of the contribution, we have also reduced the number of permu-
tations from four to two in 4-TEM and show that the resulting construction is
secure against any adversaries that make roughly 22"/3 queries. In particular,
we study the beyond birthday bound secrurity of 4-TEM as depicted in Fig. 1.2,
where P, = Py = m; and P, = P3 = m, m; and w5 are two independent n-bit
public random permutations.

kit ko @t kidt ko @t kit

Fig. 1.3. 4-round tweakable Even-Mansour cipher with linear tweak and key mixing
function. k1, k2 are two independently sampled n-bit keys, t is an n-bit tweak and m
and 72 are independent n-bit public random permutations.

However, we would like to mention here that for both of our contributions, we
have not reduced the number of independent keys used in the construction, i.e.,
for 2-TEM, we require two independent hash keys and for 4-TEM we require two
independent n-bit keys. A natural open problem is to investigate that whether
one can reduce the number of keys of the construction as well without degrading
the security.

2 Preliminaries

BAsic NOTATIONS. For a set X, x <—s X denotes that x is sampled uniformly at
random from & and is independent to all other random variables defined so far.
For any natural number g, [g] denotes the set {1, ..., q}. We denote an empty set
as ¢. We say two sets X' and ) are disjoint if X 1Y = ¢. We denote their union
as X UY (which we refer to as disjoint union). Let X = (Xy,...,Xs) be a finite
collection of finite sets. We say X is a disjoint collection if for each j # j' € [s],
X; and X} are disjoint. The size of X, denoted as |X| = || + ... + |X;].
For a disjoint collection X = (A1,...,Xs, Xsy1), we write X\ X, to denote
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the collection (&Xy,...,Xs). For two disjoint collections X = (Xy,...,Xs) and
Y = Vi,...,Vs), we say X is inter disjoint with Q) if for all j € [s], j' € [¢'], &}
is disjoint with V;,. If X is inter disjoint with ), then we denote their union as
XU9Q). Moreover, |XUY| = |X|+]2)|. For a set S and for a finite disjoint collection
of finite sets X = (Xi,...,Xs), we write S\ X to denote S\ (X1 U...UAX,). For a
tuple T = (21, 22,...,%,), where each z; € S for some finite set S, dz(z) denotes
the number of times x € S appears in the tuple .

For any natural number n, {0,1}™ denotes the set of all binary strings of length
n. We denote [{0,1}"] as N = 2™ througout the paper. For integers 1 < b < a,
(a)p denotes a(a—1)...(a—b+1), where (a)g = 1 by convention. We denote the
set of all n-bit permutations 7 as Pp,. Let 21 = (21,...,2,) and Z5 = (27, ..., 2])
be two finite tuples of length ¢ such that for each i € [q], 2}, 22 € {0,1}". We
say an n bit permutation m € P,, maps Z; to 2o, denoted as Z; v» 25, if for all
i € [q], m(z}) = 22. We say Z; is permutation compatible to Zs if there exists at
least one 7 € P, such that Z; > Z,.

For a given tuple of ordered pairs Q = ((z1,%1),- - ., (%4, Yq)), where each x; are
pairwise distinct n-bit strings and each y; are pairwise distinct n bit strings,
we define the following two sets: Dom(Q) = {z; € {0,1}" : (z;,y;) € Q} and
Ran(Q) = {y; € {0,1}" : (z;,y;) € Q}. Clearly, |[Dom(Q)| = |Ran(Q)| = q. We
say that an n-bit permutation m € P,, extends Q, which we denote as m +— Q,
if for all i € [¢], m(x;) = y;. We say that Q is extendable if there exists at least
one m € P, such that 7 — Q. One can naturally generalize this extendable
notion for more than one tuple of ordered pairs. Let Q = (Qy,..., Q) such
that for each j € [s], Q; is defined as Q; = ((x1,41), .-, (2., ¥}.)), where each
:vi are pairwise distinct n-bit strings and each yf are pairwise distinct n-bit
strings. Now, for each j € [s], we define the following two sets: Dom(Q;) =
{a:f : (:Cf,yf) € 9Q;} and Ran(Q;) = {yl7 : (xz,yf) € Q;}. Clearly, for each
J € [s], IDom(Q;)| = |Ran(Q;)| = ¢;. We say that an n-bit permutation = € P,
extends @, which we denote as m — é, if for all j € [s],7 — Q,. For the sake
of notational simplicity, we will be using the following: if for all j # j' € [s],
Dom(Q,) is disjoint with Dom(Q;/) and Ran(Q;) is disjoint with Ran(Q;/), then
X = (Dom(Q1),...,Dom(Qy)) and Y = (Ran(Q1),...,Ran(Q;s)) becomes two
disjoint collection of finite sets and in that case, as an alternative notation of
7 Q, we write X +5 Q). If S = {s1,...,5,} € {0,1}" and D = {dy,...,d,} C
{0,1}™ are two finite sets of equal cardinality, then we write (S,D) to denote
the sequence of ordered pairs: ((s1,d1),...,(Sq,dy))-

2.1 A Simple Result on Probability

Having set up the basic notations, in this section, we state two simple yet useful
probability results that we will be frequently using while proving the security of
the construction.

Proposition 1. Let é = (Q1,...,Qs41) be an s+ 1 tuple of ordered pairs such
that for j € [s + 1], Q; is defined as Q; = ((x1,41), ..., (2},,v},)). Moreover,
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for each j,j" € [s + 1], Dom(Q;) N Dom(Q;) = ¢ and Ran(Q;) N Ran(Q;/) = ¢.
Therefore, X = (Dom(Q1),...,Dom(Qs4+1)) and Y = (Ran(Qy),...,Ran(Qs41))
be two disjoint collection of finite sets such that for each j € [s+1], [Dom(Q;)| =
|[Ran(Q;)| = ¢;. Then, we have

1

Prr <P, : \Dom(Qs11) > P\Ran(Qu 1) | 7 Qsp1] = N o
s q1T---T(qs

By setting s = 1 in the above proposition gives the following simple corollary:

Corollary 1. For two sets Q1 and Qa, where Q1 = ((z1,y1),...,(x},,y5))
of cardinality qi and Qy = ((x1,y3),...,(x2,,y2,)) of cardinality qz, such that
Dom(Q;) N Dom(Q3) = ¢ and Ran(Q;1) N Ran(Qz2) = ¢. Then, we have

1

PT[W<—$PHZ7T’—>Q1‘7T'—>Q2]:W.
T 42)q

2.2 Security Definition

In this section, we recall the security definition of tweakable block ciphers, almost
xor universal hash function and tweakable Even Mansour cipher.

TWEAKABLE BLOCK CIPHERS. A tweakable block cipher (TBC) with key space
IC, tweak space T and domain X is a mapping E : K xT xX — X such
that for all key k € K and all tweak t € T, 2 — E(k,t,z) is a permutation of
X. We denote TBC(IC, T, X) the set of all tweakable block ciphers with tweak
space 7 and message space X. A tweakable permutation with tweak space T
and domain X is a mapping 7 : 7 x X — X such that for all tweak t € T,
x — 7(t,z) is a permutation of X. We write TP(7,n) denotes the set of all
tweakable permutations with tweak space 7 and and n-bit messages.

AXU, UNIVERSAL AND ALMOST REGULAR HASH FUNCTION. Let K; and X
be two non-empty finite sets and H be a keyed function H : ), x X — {0,1}"™.
Then, (i) H is said to be an e-almost xor universal hash function if for any distinct
z,x’ € X and for any A € {0,1}",

Pr [k’h —sKCp ¢ Hkh(l’) D Hkh(fL‘/) = A} <e.

H is said to be an e-almost regular hash function if for any z € X and for any
A e {0,1}7,
Pr Ufh —s Ky, : Hkh(l‘) = A] <e.

TWEAKABLE EVEN-MANSOUR. We first fix some integer n,r > 1. Let K and
T be two non-empty finite sets and let ¥ = (¥q,...,¥,) be r + 1-tuple of
functions from I x T to {0,1}". Then, an r-round tweakable Even-Mansour
cipher TEM[n, r, ¥], constructed from a r-tuple of n-bit independent permuta-
tions = (71, ..., ), specifies a tweakble block cipher, with key space K, tweak
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space T and message space {0,1}", denoted as TEM™ that maps a key k, tweak
t and a plaintext = € {0,1}" to the ciphertext defined as:

TEM™ (k, t,2) = U, (k,t) @ m,(. .. 1o (T1 (k, t) @ 71 (Po (k, t) D 2))...). (1)

Note that, 2-TEM is a special class of Eqn. (1) where r = 2, k = (kq, ko)
and Wo(k,t) = Hg, (¢), U1(k,t) = Hg, (t) ® Hg, (t) and Wo(k,t) = Hg,(t), where
H = {Hy, }x,cx, is a family of almost-xor universal and almost-regular hash
functions that maps elements from 7 to {0,1}". Similarly, 4-TEM is a special
class of Eqn. (1) where r = 4, k = (k1,k2) and Uo(k,t) = k1 @ ¢, Ua(k,t) =
kg (&) t,\Ifg(k,t) = /{51 @t,\l/4(k, t) = k?g @t and \115(1(7 t) = kl Dt

SECURITY DEFINITION OF TEM. We study the indistinguishability of r-round
tweakable Even-Mansour construction TEM(n,r, H] in the random permutation
model where we consider an adaptive distinghisher A that interacts with a tuple
of r + 1 oracles (O, ), where O is a tweakable permutations with tweak space
T and message space {0,1}"™ and ® = (m1,...,7,) are n-bit public random per-
mutations. The goal of the distinguisher is to distinguish between the following
two worlds: in the real world it interacts with the oracle (TEMJ, 7), where the
key k is sampled uniformly at random from some finite key space K. In the ideal
world, it interacts with (7, ), where 7y is uniformly sampled from TP(7,n)
and 7 is a tuple of n-bit public random permutations independent of 75. We
refer TEME /7o as the construction oracle and 7 as the primitive oracles. We
assume that A is not only adaptive, but is also bi-directional (i.e., it can make
forward and inverse queries to its oracle). Moreover, A is also allowed to query
the primitive oracles in an interleave fashion with the construction oracle queries.
We define the strong tweakable pseduo-random permutation (stprp) advantage
of TEM[n,r, U] as

AdVEER(A) 2| PrATEME™ o 1] PrA®o™ 1] | @

where A® = 1 denotes the event that A outputs 1 after interacting with the
oracle O. The first probability in Eqn. (2) is defined over the randomness of k
and 7, whereas the second probability is defined over the randomness of 7y and
7. In the rest of the paper we assume that A is computationally unbounded and
hence a deterministic distinguisher. We call such a distinguisher as information
theoretic distinguisher. We also assume that A does not repeat queries and never
makes pointless queries 2. As we study the security analysis of single permutation
variant of 2-TEM and two independent permutations variant of 4-TEM, from now
onwards, we concentrate on only these two constructions.

2.3 H-Coefficient Technique

H-Coefficient technique [33, 6] is an important tool to upper bound the statistical
distance between the answers of two interactive systems and is typically used to

2 Queries whose answer can be deduced from previous query-responses.
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prove the information theoretic pseudo randomness of constructions. We discuss
this result in the light of tweakable Even-Mansour cipher. Let us consider an
information theoretic deterministic distinguisher A with access to the following
tuple of oracles: in the real world it interacts with (TEM}, ) and in the ideal
world it interacts with (7, 7). After this interaction is over, A outputs a decision
bit. The collection of all queries and responses that is made to and from the oracle
during the interaction of A with O, is summarized in a transcript (7, 7,), where
T, is the transcript that summarizes the interaction with construction oracle
and 7, summarizes the interaction with primitive oracles. More formally, 7. =
{(t1,z1,y1), ..., (tg, 24, yq)} is the set of all construction queries and responses
and 7, = {(u1,v1), ..., (up,vp)} is the set of all primitive queries and responses,
where A makes ¢ construction queries and p primitive queries. Since A is bi-
directional, A can make either forward construction query (¢,z) and receives
response y or can make inverse construction query (¢, y) and receives response .
Similarly, for primitive query A can either make forward query w to its primitive
7 and receives response y or can make inverse query v to 7! and receives
response u. Since, we assume that A never makes pointless queries, none of the
transcripts contain any duplicate elements. We also assume that A repeats tweaks
in the construction query. Hence, we assume that there are p distinct tweaks
(t1,t2,...,t,) in the set of construction queries and ¢; denotes the number of
construction queries with i-th tweak such that

We modify the experiment by releasing internal information to A after it has
finished the interaction but has not output yet the decision bit. In the real world,
we reveal the key k which is used in the construction and in the ideal world, we
sample a dummy key k uniformly at random from the keyspace and reveal it to
the distinguisher. In all the following, the complete transcript is (7., 7, k). Note
that, the modified experiment only makes the distinguisher more powerful and
hence the distinguishing advantage of A in this experiment is no way less than
its distinguishing advantage in the former one.

Let D,e (resp. Dig) denotes the random variable representing the real world and
the ideal world transcript respectively. The probability of realizing a transcript
(Te, Tp, k) in the ideal (resp. real) world is called ideal (resp. real) interpolation
probability. A transcript (7., 7, k) is said to be attainable with respect to A if its
ideal interpolation probability is non zero. We denote the set of all such attain-
able transcripts by ©. Following these notations, we state the main theorem of
H-Coefficient Technique as follows.

Theorem 1 (H-Coefficient Technique). Let © = O, 1Oy, be some partition
of the set of attainable transcripts. Suppose there exists €;atio > 0 such that for
any T = (7¢, Tp, k) € O,

Pre(T) A Pr[Dye = 7]
pia(r)  Pr[Dia =

> 1 — €ratio,
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and there exists enaa = 0 such that Pr[Diq € ©p] < €paa. Then,
AdV?E,pr (A) < €ratio T €bad- (3)

Having explained the H-Coefficient technique in the view of our construction,
we now state the following result from [7, 9]

Lemma 1. Let 7 = (7.,7p,k) € © be an attainable transcript. Let p(T) 2

Prim <P, : TEMY — 7. | m +— 7). Then, we have

) — () TTV

1=

Therefore, to apply Theorem 1, for a properly defined good transcript 7, we need
”w
to compare p(7) and [] (N)g,.
i=1

2.4 Sum Capture Lemma

In this section, we state an important probabilitstic result, dubbed as sum cap-
ture lemma. In the following, we state two variants of the sum-capture lemma.
The first variant will be used in the security proof of single permutation vari-
ant of 2-TEM and the other variant will be used in the security proof of two
independent permutations variant of 4-TEM.

SUM-CAPTURE LEMMA-VARIANT I. We use the sum capture lemma by Chen et
al. [5]. Informally, the result states that for a random subset S of {0, 1} of size
qo and for any two arbitrary subsets A4 and B of {0, 1}", the size of the set

1S, AB) 2 [{(s,a,b) e Sx AxB:s=adb}|,
is at most go|.A||B|/N, except with negligible probabilty.

Lemma 2 (Sum-Capture Lemma). Let n,qy € N such that 9n < go < N/2.
Let S be a random subset of {0,1}" of size qo. Then, for any two subsets A and
B of {0,1}™, we have

2q? B 2
PrEA B (s, 4.8) > ©IAEL 20V AIBL < 2

where the randomness is defined over the set S.

SUuM-CAPTURE LEMMA-VARIANT II. We use the sum capture lemma by Cogliati
et al. [9], which is dubbed as Extended Sum-Capture Lemma [9]. Informally, the
result states that for a fixed automorphism ® and a probabilistic adversary A,
the size of the set

QU V) & [{((t2,y),u,0) € QxUXV:izdu=d(youv)},

is at most ¢|U||V|/N, except with negligible probabilty, where the set Q =
{(t1,21,91),- - -, (tq, T4, Yq) } denotes the interaction of A with an uniform random
tweakable permutation 7.
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Lemma 3 (Extended Sum-Capture Lemma). Let ® be a fized automor-
phism and T be a fized non-empty finite set. Let T be a uniform tweakable ran-
dom permutation in TP(T,n) and A be some probabilistic adversary that makes
two sided adaptive queries to 7. Let Q = {(t1,z1,41), ..., (tq, Tq,Yq)} be the tran-
script of the interaction of A with T and for any two subsets U C {0,1}™,V C
{0,1}", let us define

w(Q,U, V) 2 |{((t,x,y),u,v) EOXUXV:zDu=Dydv)}.

Then, for 9n < q < N/2, we have

ully 202 /|U|V 2
P,y ., v) > WML 2OV v < 2 (s)

where the randomness is defined over the set Q and the random coin of A.

When we apply Lemma 3 in our security analysis, we consider the automorphism
® to be an identity function.

3 BBB Security of Single Permutation Variant of 2-TEM

3.1 Security Statement

In this section, we state the security result of single permutation based 2-TEM
cipher. Let H be a family of e-almost-xor universal and e-almost-regular hash
functions that maps elements from tweak space T to {0,1}". Then, single per-
mutation based 2-TEM is defined as

2-TEM217h2 (t,l‘) = 7T(7T(l’ D hl(t)) D hl(t) D hg(t)) D hQ(t) =1,

where m € P, is an n-bit public random permutation, (hy,hg) s H? are two
independently sampled hash functions, t € T is the tweak and = € {0,1}"
is the plaintext. For convenience, we refer the single permutation based 2-TEM
construction as 2-TEM™. The main result of this section is to prove the following:

Theorem 2. Let A be any adaptive deterministic distinguisher that makes q
many construction queries with p distinct tweaks and p many primitive queries in
both the forward and the backward directions. Let H be an e-almost-zor universal

and e-almost regular hash function that maps elements from tweak space T to
{0,1}". Then,

bspr 3gp* | 2pq®  5¢°  Opyq  11¢°°  l4q | 384 | 6q
Advyrews (A) < ( N TN T 3TN TN TN TN
4q9(p+6y/q+3¢9)*  24\/nqg 48,/q
+ N2 + N1/3 + N1/3 )°
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In particular, if the almost-xor universal and the almost-regular advantage of
H is roughly 27", then one can see that 2-TEM™ is secure roughly upto 22"/3
adversarial queries.

In the rest of the section we prove Theorem 2. Our security proof relies on H-
Coefficient technique. As a result, the first step of our proof would be to identify
bad transcripts and upper bound their probability in the ideal world. Followed by
this, we will show that for a good transcript 7, its real interpolation probability
is very close to its ideal interpolation probability.

3.2 Definition and Probability of Bad Transcripts

In this section, we define and bound the probability of bad transcripts in the ideal
world. For a transcript 7 = (7¢, 7p, k1, k2), we define U = Dom(7,), the domain
of primitive queries and V' = Ran(7,), the range of primitive queries. Moreover,
for a pair of keys (k1,k2) and for any ¢t € T, we write hy(t) to denote Hy, (¢)
and ho(t) to denote Hy, (t). For a transcript 7 = (7., 7p, k1, k2), we associate the
following parameters:

2 {(te,y) € 7oz @ ha(t) € UY
s 2 {(t,z,y) € 7. : y D ha(t) € V}
B2 {(ta,y) # (.2, y) €T ® ha(t) = 2/ @ ha(t)}]
Bo B {(tw,y) # (.2, y) € T y @ ha(t) =y @ ha(t)}]

Definition 1 (Bad Transcript). An attainable transcript v/ = (7c, 7p, k1, k2)
is called a bad transcript if any one of the following condition holds:

- B.1: 34 € q],7, j € [p] such that x; ® hq(t;) = uj,y; ® ha(t;) = vjr.

- B.2:3i€elq],7, j € [p] such that x; ® hi(t;) = uj,v; & hi(t;) B ha(ts) = ujr
- B.3:3i€ql,j,5 € [p] such that y; ® ha(t;) = vj,u; ® hi(t;) ® ha(t ):v
- B4: 34,9 € [q],j € [p] such that x; & hi(t;) = uj,v; & hi(t;) @ ha(t;) =

iy @ hi(ts).

-B5: 4 ’i7i/ € [q],j S [p] such that Y; D hg(ti) = Vj,u; B hl(ti) D hz(tl) =
Yir © ha(ty).

- B.6:34,i" €[q],j € [p] such that z; ® hi(t;) = uj, y; ® ha(t;) = yir ® ha(ty).

- B.7:34,i" €[q],j € [p] such that y; ® ha(t;) = vj, x; & hi(t;) = xi S ha(ty).

- B.8: E"L’L/ [] such that l‘z@hl(tl) —xll@hl( ), 1( )@hg( ) =
ha(t; )@h2( ).

- B.9: 30,4 € [q] such that y; ® ha(ti) = ys ®ha(ti), ha(t:) ®ha(ts) = ha(ti) ®
ho(t:).

- B.10: 3 i,i',4" € [q] such that xz; & hi(t;) = zy & hi(ti),y; D ha(t;) =
Yir @ ha(tir).

- B.11: 4 i,i/ S [q] ] j/ S [ ] such that xl@hl(tz) = Uj, Ty @hl(tll) = Uj/,'l}j@
hi(t;) @ ha(t;) = vjr EBhl( ) @ ha(ti).

- B.12: 34,4 € [q], j, j' € [p] such that y; ® ho(t;) = vj, yir ® ha(ty) = vjr,u; ®
hi(ti) ® ha(ti) = ujy @ hy(ts) ® ha(ty).

(2
h
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B.13: D é I{(tivl‘ivyi%(tjaxjayj)a(tkaxkayk) € Te ' Yi 2] hQ(tz) ® h2(t]) =
xp @ hy(ty) @ ha(ty)} > 3¢° /N + 3q/nq.

“B.l4:a; > /g

- B.I5: an > /4.

- B.16: f1 > GV B2 > /4.

Recall that, we denote Oy, (resp. ©) the set of bad (resp. good) transcripts. We
bound the probability of bad transcripts in the ideal world as follows.

Lemma 4 (Bad Lemma). Let 7 = (7, 7p, k1, k2) be any attainable transcript.
Let Diq and ©y, be defined as above. Then

3 2 2 2 3 2 3 2 3/2
qap P, 34 . p\/§+g+q .
N2 N2 2N2 ~ 6N?2 N N N

Pr[Dig € O] < €paa =

Proof. Let 7 = (7,,7p, k1, k2) be any attainable transcript. Recall that, in the
ideal world k1 and ko are drawn uniformly at random from the keyspace. Using
the union bound, we have

16
Pr[Diq € O3] < ( Z Pr[B.i]) + (Pr[B.4] + Pr[B.5] + Pr[B.13]).  (6)
i=1

i#4,5,13 B

A

We bound part (A) in exactly the similar way as done in [7] and hence we omit
it. However, for the sake of completeness, we give its detail proof in [12]. Ahead
of the calculation, we have

3 | 3¢ | @ 2p\a | q+2 | ¢

A< —_ 7
_N2+2N2 6N2 N N+N 9

To bound, part (B) in the following, we begin with bounding event B.4 and B.5
as follows:

BouNDING B.4 AND B.5. We consider the event B.4. For a fixed (¢;,x;,y;) #
(tir,xir,yir) € T, and for a fixed (uj,v;) € 7p, one has by the regularity of H and
h1 and hsy are drawn independent to each other,

1

Pr[hl(tz) =Z; EB Uj, hg(tz) = ’Uj EB hl(tz) @ ir EB hl(tz/)] S m

By summing over all possible choices of (¢;, z;, yi), (tsr, i, yir) € Te, (U, ;) € Tp,
we have

2
Pq
Similarly, for B.5 one obtains,
g’
Pr[B.5] < —. 9)

2N?
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BouNnDING B.13. For bounding B.13, we introduce the following sets: H; =
{x @ hi(t) : (t,x,y) € 7.} and Ha = {y @ ha(t) : (t,z,y) € T} and H3 =
{h1(t) ® ha(t) : (t,z,y) € 7.}. Then,

|D‘ = |{(h3,h1,h2)) c Hg X 7‘[1 X 7‘[2 : h3 = h1 &b h2}|

Therefore, to bound the probability of the event B.13, it is enough to bound the
probability of the following event:

3 3
E é |{(h3,h2,h1) € Hs X Hi X Ho:hs =h1 P h2}| > % + 3q+/nq.
From Lemma 2, the probability of event E is bounded above by 2/N. Hence,
Pr[B.13] < —
r[B. —.
- N
From Eqn. (6)-Eqn. (10), the result follows. O

(10)

3.3 Analysis of Good Transcripts

In this section, we state that for a good transcript 7 = (7, 7p, k1, k2) such that
7. has p distinct tweaks, realizing 7 is almost as likely in the real world as in the
ideal world. More formally,

Lemma 5 (Good Lemma). Let 7 = (7, Tp, k1, k2) € O be a good transcript
such that T, has p distinct tweaks. Let Dyo and Diq be defined as above. Then,

PriDe=1] _ | (4;0\/(} N 10¢°/2  14q  4q(p+6./q+39)* 384>  5¢q

Pr[Diq = 7] N N N2/3 N2 N4/3 N
24,\/nq  48\/q
N1/3 NL/3 |°

Proof of this lemma is the most difficult part of the paper. Hence, we devote the
following seperate section for proving it. Therefore, by applying H-Coefficient
technique (i.e., Theorem 1) with Lemma 4 and Lemma 5, the result follows. O

4 Proof of Good Lemma

In this section, we prove that for a good transcript 7 = (7¢, 7p, k1, k2), realizing
it in the real world is as likely as realizing it in the ideal world. Note that, we
have shown in Lemma 1 that to compute the ratio of real to ideal interpolation
probability for a good transcript 7, one needs to compare

p(T) 2 Pr[r<sPp : 2—TE|\/|$:,€2 = Te | T T

with (N)g, - (N)g, - - - (N)g,, where recall that p is the distinct number of tweaks
(t1,...,t,) and ¢; is the number of times tweak t; appears in the construction
queries 7. € 7. Therefore, it is enough to establish a lower bound of p(7).
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4.1 Establishing Lower bound on p(7)

First of all, recall that U is the set of all domain points of primitive queries
and V is the set of all range points of it. For a good transcript (7., 7p, k1, k2),
we define the following two sets: J = {x; ® hi(t;) : (ti,24,9i) € 7} and O =
{y: ® ha(t;) : (tiyxi,y:) € Te}. Since, 7 is a good transcript, we can partition
the set of construction queries 7. € 7 into a finite number of disjoint groups as
follows:

(@) Qu 2 {(t,z,y) €T x @ hi(t) €U}, (b) Qy 2 {(t,z,y) € 7o 1 y B ha(t) € V1

(©) Qx 2 {(t,z,y) € 7o : 3(x B hi(t) > 1,2 @ hi(t) ¢ U}

(d) Oy 2 {(t,2,y) € 7 : 5o (y ® ha(t)) > 1,y @ ha(t) ¢ V}

(e) Qo 2 {(t,z,y) € 7o : 63(x @ ha(t)) = S (y ® ho(t)) = 1,2 B he(t) ¢ U,y & ha(t) ¢ V}

Having defined the sets, we now claim that the sets are disjoint and they exhaust
the entire set of attainable good transcripts.

Proposition 2. Let 7 = (7., 7p, k1, k2) € ©4 be a good transcript. Then the sets
(Qu, Qv, Qx, Qv, Qo) are pairwise disjoint.

Proof. First of all, according to the definition of the sets, Oy N Qx = ¢, Qu N
Qo = ¢, Qv N Qy = ¢,Qy N Qo = ¢. Moreover, Qx N Qp = ¢, Ay N Qo = ¢.
Now, Quy N Qy = ¢, otherwise bad condition B.1 would be satisfied. Similarly,
Qu N Qy = ¢ (resp. Qy N Qx = ¢), othwerise bad condition B.6 (resp. B.7)
would be satisfied. Moreover, Qx N Qy = ¢ othwerise bad condition B.10 would
be satisfied. Moreover, it is easy to see that a good transcript 7 belongs to exactly
one of these five sets. ad

Note that, since 7 is a good transcript, we have,

A A
a1 = |Qu| <14, a2 =|Qv| < V4.

Let Ey denotes the event 2—TEM;:,62 — Qp. Similarly, Ey, denotes the event
2-TEM/™,, ~ Qu, Ex denotes the event 2-TEM; ™, Qx, Ey denotes the

event 2—TEM',€"17T,€2 — Qy and finally, E; denotes the event 2—TEMZ‘:T,€2 — Q.
Now, it is easy to see that

p(7) = Pr[Ey ANEy AEx AEy AEq | 7= 7]
=Pr[Ey AEv | 7= 7] - PrlEx AEy AEo | Ev AEy A 7] (11)

p1(T) p2(T)

Thus, it is enough to establish a good lower bound on p; (7) and p,(7) for a good
transcript 7.
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4.2 Lower Bound of p,(7)

To lower bound p;(7), we define the following sets:

Si2{z®h(t): (tz,y) € Qu}, S22 {z@hi(t): (tz,y) € Oy}
Dl é {y@ hQ(t) : (tazvy) € QU}a DQ é {y@ hQ(t) : (t,:c,y) S QV}

Note that, |S1| = a3 and |Ds| = as. Moreover, S; C U, Dy C V. Without loss of
generality, let us assume that x; ® hy(t;) = u; for (¢, z;,y;) € Qu and similarly,
yi ® ha(t;) = v; for (t;, z;,y;) € Qv. Now, we define two additional sets:

X 2o ®h(t) & ho(th),. .. Ve, ® hi(te,) ® ho(te,)}
Xy 2 {uy @ hy(t) ® hatr), - -, ey @ 1 (tay) ® ha(tay)}

In the following we state that every element of D is distinct and does not collide
with any primitive query output. Similarly, every element of S, is distinct and
does not collide with any primitive query input.

Proposition 3. FEvery element of Dy is distinct and does not collide with any
primitive query output. Similarly, every element of So is distinct and does not
collide with any primitive query input.

Proof of this proposition can be found in [12]. The above result says that |D;| =
ay and |Sz| = ay. Now, we have the following proposition which states that
every element of X7 and X5 are distinct and A7 is pairwise disjoint with &7 and
Ss. Similarly, every element of A5 is distinct and pairiwise disjoint with D; and
D,. Proof of the result can be found in [12]

Proposition 4. Every element of X1 is distinct and X1 NSy = ¢, X1 N Se = ¢.
Moreover, every element of Xy is distinct and Xy N Dy = ¢, Xo N Dy = ¢.

Now, from Proposition 3 and Proposition 4, we have |S1]| = |X1| = |D1] = an
and |Sa| = |X2| = |Da| = aq. Also recall that |[U| = |V| = p. Now, we consider
the following two sequences:

XD, 2 ((vi ® ha(t;) @ ho(ts), ys ® ha(t:))i : vi ® ha(t;) @ ho(t;) € X1,y @ ha(t;) € Dy).
Sy X é ((1}1 (S5 hl(ti), U; P hl(ti> D hg(ti))i X D hl(ti) € Sy, u; P hl(ti) &) hz(ti) S Xg).

From Proposition 3 and Proposition 4, it follows that the domain of A;D; is
disjoint with the domain of SoX5. Moreover, they are individually disjoint with
U. Similarly, the range of X1D; is disjoint with the range of SoX5. Moreover,
they are individually disjoint with V. Therefore, we have X = (U, X1, S3) and
9 = (V, Dy, Xs) are disjoint collections. Thus, from Proposition 2 one has,

pl(T)éPr[Tr<—$'Pn:ff\Ul1>iD\V|7Ti—>7'p]:m. (12)
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4.3 Lower Bound on p,(T)

In the last section, we have seen that m has been fixed on a; + as input-output
(apart from p input-output primitive pairs). Moreover, the collection of input
and output sets of 7 that have been explored in the last section is X = (U, X1, S2)
and 9 = (V, Dy, Az). Now, to bound py(7) for 7, we first define few sets:

S 2 {x®hi(t): (t,z,y) € Ox}, S5 2 {z@hi(t): (t,2,y) € Qv }.
D} 2 {y® ha(t): (t,x,y) € Ox}, D) = {y@ha(t) : (t,z,y) € Qv }-

Let o) = |S1], o = |D}|. Moreover, of = |S4|, oy = |Dj|. Let us enumerate the
set 87 and Dy as follows: S; = {s} 4,..., 5’170/1} and Dy = {dy y,...,d; ,2,}. Our

2,«

goal is to construct the set P(S}), P~Y(D}), P(S5) and P~1(D}), where

P(S)) £ {n(z @ h(t) : 2@ ha(t) € St}
PTHDY) = {n (y @ ha(1) 1 y @ ha(t) € Dy}

Similarly, the set P(S%) and P~1(D)) are defined. It is to be noted that initially
these sets are undefined as the permutation is not sampled yet. Recall that, /1
refers to the number of input-collding pair of construction queries and (5 refers
to the number of output-colliding pair of construction queries. Therefore, we can
write,
Bi= 3 ) = Y o),

z€{0,1}™: z€{0,1}":

05 (x)>1 0o (z)>1
where recall that 7 = {z @ hi(t) : (t,2,y) € 7.} and O = {y & hao(t) : (¢, 2,y) €
Tc }. Moreover, we have the following bound on .

03(x) _ B _ V4
1 < < — == <
@ > Z l< Z P 9 = 9
ze{0,1}": ze{0,1}":
o5 (z)>1 05 (z)>1
Similarly, one can derive oy < 33/2 < ,/q/2. Now, we consider the elements of
D). We claim that each element of D] is distinct. This is because if two of them
collides then that would satisfy condition B.10. This gives us the following upper
bound on o}, which is derived as follows:

ay
ay <Y 6(sh) < Y ba(@) =P < Ve
i=1 ze{0,1}":
55 (:E)>1

By a similar reasoning, one can derive of < 32 < ,/q. Moreover, since, each
element of D} is distinct, o) = |Qx|. Similarly, as each element of S} is distinct,
ol = |Qy|. Now, to lower bound p,(7), we need to define two more additional
sets as follows:

U {z@m(t): (toy) € Q) VE{y®ha(t): (tz,y) € Q}-
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Since, (Qu, Qv, Qx, Qy, Qp) forms a partition of a good construction query
transcript 7., it is obvious that

¢ 2190 = q— (1Qu| + Qv + Qx| +19Qv]) = ¢ — (a1 + as + af + as).

Thus, we have ¢’ = |U| = |V|. Let us enumerate the set & and V as follows: U =
{t1,; :1<i<pl<j<glandV ={v;;:1<i<pl<j<qg}, where
recall that p is the distinct number of tweaks (¢1,...,t,) and ¢ is the number
of construction queries (¢, z,y) € Qp with tweak value ¢;. Besides constructing
P(8}), P(S), P~Y(D}) and P~1(D}), we also construct two additional sets:

PU) 2 {n(z @ (1) : (t,2,y) € Qo}.
V)R {r y @ ha(t)) : (t,7,y) € Qo).

Let Xt = (81, 85,,U) and P+ = (D}, D5, V). Now, we state the following propo-
sition that says that XT is a disjoint collection and it is inter disjoint with X.
Moreover, )7 is a disjoint collection and it is inter disjoint with ). Due to the
lack of space, we give its proof in [12].

Proposition 5. XT is a disjoint collection and it is inter disjoint with X. More-
over, DT is a disjoint collection and it is inter disjoint with 9).

From Proposition 5, XT is inter disjoint with X and 97 is inter disjoint with 2).
Thus, we have Xt = XT U X and YT+ =Pt UY. It is easy to see that,

A
A =X =p+d +ar+as+a) +af

A B = p+d + a1 +as + o + ol
OUR GOAL: Now, our goal is to construct the set P(S}), P(S3), P(U) and P~(D}),
P~1(D}) and P71(V) in such a way so that

1. (81, P(S])) becomes extendable
2. (85, P(S%)) becomes extendable
3. (U, P(U)) becomes extendable

Similarly,

1. (P~Y(Dy), D}) becomes extendable
2. (P~Y(D}), D)) becomes extendable
3. (P71(V),V) becomes extendable

Note that XT+ and 29*++ are the set of elements of the domain and range
of the partially completed permutation 7 respectively until the construction
of the sets P(S}), P(S), P(U) and P~Y(D}), P~*(D}) and P~1(V). Moreover,
the elements of P(S]) uniquely determines the elements of P~1(D}), elements
of P~1(D}) uniquely determines the elements of P(S}) and elements of P(U)
uniquely determines the elements of P~1()). Hence, we sample the elements of
P(S}) in such a way so that it preserves the permutation compatibility between
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S; and P(S)) and between P~1(D}) and Dj. Similarly, we sample the elements
of P~Y(D}) in such a way so that it preserves the permutation compatibility
between D) and P~1(D}) and between S5 and P(S}). Finally, we sample the
elements of P(U) in such a way so that it preserves the permutation compatibility
between U and P(U) and between V and P~1(V). To this end, we define the
following sets: for each u,v € {0,1}",

Xy ={(t,z,y) €1 : x B hi1(t) = u}
Yo =A{(t,z,y) € 7c: y @ ha(t) = v}
STEP-I: CONSTRUCT SET P(S;) AND P~1(D}). Let N be the number of tu-

ple of distinct values (v 1,... ”Ui,a’l) in {0,1}"\ 9++ such that it satisfies the
following two conditions:

e for each i € [o)] and for each (t,2,y) € Xy , v]; ® hi(t) ® ha(t) ¢ X+
e for each i € [a}], for each (t,2,y) € X, , for each j < i and for each
(t',a',y") € Xy, v, © ha(t) @ ha(t) # vi ; @ ha(t) ® ha(t)

Let 2y be the set of all tuple of distinct values (v} ;,...,v] ,,) in {0,1}™"\ Pt

that satisfies the above two conditions. Note that, [{0,1}* \ 9| = (N — (p +
¢ + a1+ az+ aob +af)). Moreover, the first condition excludes at most (p+ ¢’ +
o1 + oz + oy +af)| Xy, | values for vy ; and the last condition excludes at most
| X (X [ 4 [ X ) < o - [ Xy | values for v) ;. Thus, one has

aj—1
‘21|ZN12 H (N—Ag—i—(Al +O/2)|Xsll,i+1>' (13)
i=0

We set P(S7) = {vi;,...,v],} and P~HDy) = {v]; @ ha(t) @ ha(t) : i €
[@4], (t,z,y) € Xy }. Note that such assignment makes (57, P(S7)) extendable
and (P~Y(D}), D)) extendable. It is easy to see that P(S]) is disjoint with each
set of Y+* and P~1(D}) is disjoint with each set of X**. Thus, we have, X3+ =
XFTUPY(D}) and Y3+ = P++ U P(S]). Moreover, Az 2 |X3+| = A; +a), and
Ay 2 D3] = A + o

STEP-1I: CONSTRUCT SET P(S}) AND P~1(D}). To begin the construction of

the sets, we would like to note here that X3+ and 2)3* are the set of elements of
domain and range of the partially completed permutation 7 until the construc-
tion of the sets P(S3}), P(U) and P~*(D}) and P~1(V). Let N3 be the number
of tuple of distinct values (ug y,... 7U/2/,a'2’) in {0,1}™\ X3* such that it satisfies
the following two conditions:

o for each i € [a4] and each (t,,y) € Vay , us; ® hi(t) ® ha(t) ¢ D>+
e for each i € [a3], for each (¢,7,y) € Yy, for each j < i and for each
(2", y") € Vay ,» ui; ® ha(t) @ ho(t) # ui ; ® ha(t') @ ha(t')
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Let Z5 be the set of all tuple of distinct values (ug y,. .., uj ag) in {0,1}"\ X3F
that satisfies the above two conditions. Note that, [{0,1}"\ X3*| = (N — (4; +
a5)). Moreover, the first condition excludes at most (Az+0a4)[Vay | values for us ;
and the last condition excludes at most [Vay |-(|Vay [+ +[Vay|) < af-[Vay |
values for uj ;. Thus, one has
ab —1
|ZQ| = NQ > H (N — Az —i— (A4 + 05/1/)|yd/2/1i+1 |) (14)
i=0
We set P~1(D}) = {ug,l,...,ug)ag} and P(S3) = {uy,; @ hi(t) © ha(t) : i €
la3], (t,2,y) € Vay,}. Note that such assignment makes (53, P(S3)) extendable
and (D), P~(D})) extendable.
It is easy to see that P(S}) is disjoint with each set of 93T and P~1(D}) is
disjoint with each set of X3*. Thus, we have, X** = X3+ L P~1(D}) and 9**
23+ U P(S}). Moreover, A = |XH| = Az + off = Ay + of = |D*F]. Let X =
XH\U and Qo = YT\ U. For a fixed choice of elements from Z; and Z, we
have,

1

P=Prr+sP,: X\ X 5> Do\ | X5 Y] = T

(15)

where A" = A — (p+ ¢ + a1 + a3). Now, we come to the last step in the
construction of sets, i.e., we construct set P(U) and P~1(V.)

STEP-I11: CONSTRUCT SET P(U) AND P~1(V). Recall that ¢ = ¢ — (a1 + a2 +
of + of). Let us consider the following parameter:

/

q
N1/3

such that ¢ — 3M = ¢'/2, which holds true for n > 9. Let p’ = (p + a1 + ag +
oy +ab+af +af) and ¢” = ¢’ — 2« for some « such that 0 < o < M. We know
that (g1 + ...+ ¢gu) = ¢. Now, for each i € [u], we define ¢ and ¢ such that
g/ < ¢; < g; and

M =

I3 I3
Yoai=d, > al=q". ¢ =g —0; forsome6,1<i<p
=1 =1

Let Zp be the tuple of distinct values that makes (U, P(U)) extendable and
(P71(V),V) extendable. Let Ny be the number of such tuples. Then, we have
the following result:

Lemma 6. Let Ny, p',¢',q,a, M be defined as above. Moreover, yu is the dis-
tinct number of tweaks appearing in the construction query transcript. Then,

7 1—1

Noz ) (q;ffa-(1—eo>~H<N—2p’—2q’—2a—22q;;’> ,

0<a<M

i=1 k=1 q;
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where ey = 4q/N?/3 + 24¢* /N*/3 4 24, /nq/NY/? + 48,/g/N/3. Moreover, P(U)
is disjoint with each set of P+, P=Y(V) is disjoint with each set of X**. Even
more, the number of input-ouput pairs on which a random permutation m becomes

fized to map U to P(U) and P~1(V) to V is 3a + 2¢"

Note that, the number of way of choosing the tuple looks different than that of
N1 and NV, (which looks alike). This is because, we are allowing collisions between
PU) and V or P~1(V) and U. In other words, if P(U)NV = ¢ or P~LH(V)NU = ¢,
then we end up with birthday bound term. Due to this enforcement of collision,
the counting of the set Zy becomes involved. A proof of the result can be found
in [12].

From Lemma 6 and Eqn. (15) and for a fixed choice of elements from Zy, Z; and
Z5, we have,

P2 =Prlm s Py : Xo \ X5 Yo\ Y A\ 7= U, PU) N7 (PTI(V),V) | X5 D)
1

= 16
(N —p— Q1 — 042)A/+3a+2q” ( )
From Eqn. (13), Eqn. (14), Eqn. (16) and Lemma 6, we have,
1
pQ(T):NO'Nl'NQ' y (17)

(N—p—ag — a2)A’+3a+2q”

where A" = A— (p+ ¢ + a1 + as).

4.4 Final Step of the Proof

In this section we finalize the proof by combining the results derived in section 4.2
and section 4.3. We once again recall here the following parameters:

Ai=p+qd +a1+as+a) +af

Ay =p+q +oa+az+ay+ay

Az =p+q +ar+as+a] +af +abs
Ay=p+qd +ar+az+ay+ay+aj
A=p+q¢ +a1+ar+ o] +of + a5+ ay

Moreover, we would like to recall that o} < /g, 05 < \/g,af < \/gand of < /q.
Now, from Eqn. (11), Eqn. (12) and Eqn. (17), we have

, [,
p(7) - [[(N)qe = No- N1 - Nz - =

i
i1 (N = p)a+sa+2¢’—p—q'

“w
Nl NQ NO : H(N)%

1

%
(N _p)a'l (N -p—- all)o/Q’ (N —P— 0/1 - ag)a1+a2+a’1’+a’2+3a+2q”

Ny Na No
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Ahead of the calculation, we have

24 | 3¢*7 | 3¢
>(1- (22 s 1
N1_< (N +tN (18)
207 3¢°7 2
> (1 (22 = 1
N2—< (N TN TN (19)

C4¢%? 10 4q(p+6yG+39)° 1447

N N2/3 N2 T ON4/3 _€0>' (20)
where ey = 4q/N?/3424¢q% /N*/3 424, /ng/N1/3+48,/g/N*/3. Derivation of these
bounds can be found in [12]. Finally, from Eqn. (18), Eqn. (19) and Eqn. (20),
we have

o> (1

4 10432 1 4 6 3¢9)2 1442
O (1 (M g MO G ) )
1/ _H1<N)qi
1= €1

Therefore, for a good transcript 7 and from Lemma 1 and Lemma 6, we have

Pre(T) o | <4p\/§ L1072 g 4g(p+6ya+30)" | 38¢> 5

pia(7) N N N2/3 N2 N4/3 N
24,/nq  48,/q
N1/3 + N1/3 '
This proves Lemma 5. a

5 BBB Security of Two Permutations Variant of 4-TEM

5.1 Security Statement

In this section, we state the security result of two permutation based 4-TEM
construction. Let ki, ks <—s{0,1}" be two independently chosen random n-bit
keys. Then, the two permutations variant of 4-TEM is defined as

ATEMPI 2 (o) =k @t @ mi (ke Gt O mo(ky @t ma(ky Gt B (k Bt B 1)))),

where w1, 7 € P, be two independently sampled n-bit public random permu-
tations, k1 <—s{0,1}", ko <= {0,1}"™ be two independently sampled n-bit key,
t € {0,1}" is the tweak and « € {0,1}" is the plaintext. For convenience, we
refer the two permutations based 4-TEM construction as 4-TEM™. The main
result of this section is to prove the following:

Theorem 3. Let A be any adaptive deterministic distinguisher that makes q
many construction queries with p distinct tweaks and p many primitive queries
in both the forward and the backward directions. Then,

3gp>  3lpg®  21pyq  31¢3%+2p%%)  3pyng+2  14q
tsprp
Advy e (A) < ( N2 ' N2 N N TN N2/3

4q9(p+6\/q+39)*  38¢> 5q 24ng 48,/q 4q\/}3+4q
M N2 N3 "N T NYS T NY3S TN T N2

- + =+

)
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5.2 Definition and Probability of Bad Transcripts

For a transcript T = (T¢, Tp, , Tpy» k1, k2), we define U®) = Dom(7,,) = {u® €
{0,137 : (u®,v®)) € 7, }, the domain of primitive queries and V() = Ran(7,,) =
{o® € {0,1}" : (u®,v®)) € 7, }, the range of primitive queries for b € {1,2}.
For a transcript 7 = (7¢, 7, , Tp, , k1, k2), We associate the following parameters:

v 2 {((t2,9), @D, 0W)) € o x 7, ki =z @t @ UV}

v 2 {((t2,y), WP, 0®)) € 7 x 1,k = u® ©0® @ )]

v 2 (2, ), (WP, 0@)) € 7o x 7y 1 kit @ ko = 2 D 0P}

vs 2 1{((t,2,y), (WP 0v®)) € 70 X Ty 1 hy B hy = y Du?}|

va 2 [{((t, 2, y), @D, 0M)) € e x 1y kg =y @t @uD}

vs 2 {((t.a,y), (¢, 2", ), (WP, 0@)) € (1)2 X 1y s k1 B Ry =z Bt @@ @ 1}

Moreover, we also have

v 2 {((tmy), (1,2 y), () 0@)) € (1)? X 1y ik By =y @t B u® @t}
V2,3 2 |{((t,x,y), (u(2)7v(2))7 (u/(2),v/(2))) €T X (Tp2)2 tky = U(z) SV 'Ul(z) SY t}|
A
Ve = |{((t,:v,y), 2" y), (U(1)7U(1))7 (u(2)7v(2))) € (7e)? x Tpy X Tpy *
m@kl @t — u(1)7’()(1) @0(2) @t®tl — kl @k2}|
A
vr = |{((u(2)7v(2)), ('@, ') € (1,)% : (W@, 0@) £ (/P /P
u® @@ = /@ g U’(2)}|

Definition 2 (Bad Transcript). An attainable transcript v/ = (T¢, Tp, s Tpy, k1, k2)
1s called a bad transcript if any one of the following condition holds:

- B.A:3i€q), .4 € lp] such that ki & t; = z; ®ul) = y; &0}

- B2: i€ ql,j,5 € lp] such that w; & ky &t = uf” vf) @ ky & t; = ufy.
- B3:3i€g i € [p] such that y; & ky @ ti =0\, 0l @ kp @ty = 0.
- B4 %1 Z \/a

- B.5: 1] Z \/a

- B.6.’I/3 2 \/(?

-B7:v3> /g

- BS vy Z \/a

- B.9:vs > p/q.

- B.10: v > p/q.
- B.11: V2.3 Z p\/(j
- B.12: v > p\/q.
- B.13: v > /p.

Recall that, we denote ©y (resp. ©4) the set of bad (resp. good) transcripts.
Then we have the following result:
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Lemma 7 (Bad Lemma). Let 7 = (T, Tp, , Tp, k1, k2) be any attainable tran-
script. Let Diyq and ©y, be defined as above. Then

399> 3pg®  Opya . 2(¢3? + p¥/?) L 3pyng+2
N

Pr[Diq € O] < €paa = N2 N2 N N

Proof of this lemma can be found in [12].

5.3 Analysis of Good Transcripts

In this section, we state that for a good transcript 7 = (7¢, 7, , Tp,, k1, k2) such
that 7. has p distinct tweaks, realizing 7 is almost as likely in the real world as
in the ideal world. More formally,

Lemma 8 (Good Lemma). Let 7 = (¢, Tp, , Tp,, k1, k2) € O be a good tran-
script such that 7. has p distinct tweaks. Let Do and Diq be defined as above.
Then,

Pr[Dy = 7] - 16p\/q  29¢°%  14q  4q(p+6,3+39)°  38¢°  5q
Pr[Dig = 7] — N N N2/3 N2 N4/3 N
N 24\/nq  48,/q N 28pq> N 4q\/p N 4¢®
N1/3 " N1/3 N2 N N2 )°

By the grace of Lemma 1, we need to compute the following: for a good transcript
T = (Tca Tp1s Tpas klv k2)7

p(7) 2 Pr[(m1, mo) <=5 (Pn)? : 4—_|'E|\/|:17j,1€’27r2 = Te | T Ty, Mo > Tp,]. (21)

The proof proceeds in two steps: in the first step we will lower bound that
a randomly sampled permutation 7 satisfy some good condition (definition is
given below). Then, assuming 7 is good, we will lower bound over the choice of
T2, 4—TEM::}€’2”2 — 7. For the second step, we will directly appeal to the result

developed for 2-TEM™ in previous sections.

Definition 3. A permutation m € Py, such that 71 — 7, is said to be bad if it
satisfies at least one of the following conditions:

- Cl:3i€]ql, 4,7 € [p] such that m1(x; D k1 Dt;) B ko Dt; = u§-2),wf1(yi P
ki t) @ ky @t =),

Jl
-C2:d7¢ [qu, j e [p} such that Wl(l‘i@]ﬁ@ti)@kz@ti = u§-2)70§2)€9k1@ti =
ul?.
j
- C3:34€ql,4,5 € [p] such that 7, (y; D k1 ®t;) Dha Dty = vj(_z),ug_z) P
ki@t =0l
1 i = Vi

]/
C.4:34,4" € [q], ] € [p] such that w1 (x; Bk Dt;) BkaBt; = u§2),v§2)@k1®ti _
T (zy @y Dty) @ ko Dty
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C.5:34,7 € [q],j € [p] such that m (y; Dk1 ®t;) Bk Dt; = U§2),u§2)@k1@ti _

Trl_l(yi/ Dk Dty) Do Dty

- C6:3i,i €ql,j € [p] such that m(x; D k1 Dt;) Dha D t; = u;-Q),ﬂ'fl(yi @
ki @t;)Dt; = 7T1_1(yi/ Ok Dty) Dty

- C7:34,¢ € lg),j € [p] such that n7 (y; ® k1 ® ;) B ks Bty = 0|7, my (2 ®
kiot) @t =m (v Dk Sty) Dty

- C.8:34,4" € [q] such that w1 (x; Dk Dt;) Dt; = w1 (T Bk Dty Dty t; = tyr.

- C9:4d i,i/ S [q] such that ﬂ;l(yi@kl@ti)@ti = ﬂfl(yi/@kl@ti/)@ti/,ti = 1.

- C.10: 3 4,¢,i" € [q] such that m(x; k1 Dt;) Dt; = m(xy Bk Dty) B
o, (i @k © ) Bty =m0 (yir k1 D tin) Sty

- C.11: 34,4 € [q], 4,5 € [p] such that m(z; Dk, Bt;) Dk Bt; = u§2),pi1(xy€9
ki @t) @k Dty = ul) 0P @t =0 Dty

- C12:34,¢ € [q], 5,5 € [p] such that 77 (yi kBt Bk Bt = v\ 77 (yu @

kq @ti/) B ko Dty = U§/2),u§2) ®t;, = ug?) Dty

A _

-Cl3: D= |{<tza$1ayz>7 (t]7xjay])7 (tkaxkayk) € Tc: T 1(yz @ kl @tl) @ k2 2]
tidki@t;=m(zr Dk1 Dty) Dho Dty ® k1 dt;} > 3¢3/N + 3q\/nq.

S Cl4:oy 2 {((t,z,y), (W@ ,0@)) € o x 1y, i Mz B k1 BE) Do Bt
u(2)}| > /7.

- C15:ap 2 {(t2,9), W@, 0)) € o x 7y a7 (y @ k1 D) Dhp Dt =
U(2)}| > /7.

- C.16: 3 2 |{((t,x,y),(t’7x’,y’)) € (10)?: (t,m,y) # (2", y), m(z Dk @
Hot=m@ Gk ot)ot'} > /7.

- C17: B = [{((t ), (0,2, 0) € ()2 (basy) # (¢ 0!y, 7 (y @ b @
tyet=n'(yY @k at)at'} > /.

Let Py, be the set of all permutations m; such that m; — 7,, and satisfies at least
one of the above events. Let Py, = P, \ Pp. Then, we have the following lemma

Lemma 9. Let Py be the set of bad permutations w1 such that m — 7,,. Then,
28pq> N 12p\/q N 19¢/2 N 49p A

N2 N N N N2°
We include the proof of the lemma in [12]. Having stated the result, we now
move to the second step of the proof.

Pr[my <Py :m € Ppy) <

SECOND STEP OF THE PROOF. We fix a permutation m; € P, that satisfies
1 — Tp,. Then, we define a new query transcript and denote the following:

?C é {(tvﬂ-l(x@t@ kl)vﬂ-l_l(y@t@ kl) : (taxay) € Tc}'

B(r,m1) & Pr[rz ¢ Py : ATEMTR, 1= 7o | o o 7).
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Once 7 is fixed, 4- TEI\/IJ””’7T2 — T, is equivalent to 4- TEMJ”ri > T.. Therefore,
following Lemma 5 of [9] we have for a good transcript T,

Pr[D,e = 7] > p(r,m)
> T ’ 22)
Pr[Diq = 7] ng;g (N —p)! l;[l 1/(N)q,

where recall that ¢; is the number of construction queries in 7. with tweak value
t;. Moreover, note that the query transcripts 7/ = (7., 7p,) satisfies exactly the
conditions defining a good transcript as per Defn. 1. Moreover, for a good permu-

tation 71, the ratio p(r,m)/ H 1/(N)g, is exactly the ratio of the probabilities

to get 7/ in the real and in the ideal world. Hence, we can apply Lemma 5 to
yield

plrm) - (4p\/§ N 10¢°/2 N l4¢  4q(p+64/q+39)* 38¢> 5q

ﬁ 1/(N) N N2/3 N2 N4/3 TN
i=1 &

24,/nq  48,/q

N1/3 + N1/3>' (23>

FINALIZING THE PROOF. Let

dp\/q  10¢%%  14q  4q(p+6,q+3¢)* 38¢> B¢  24/ng 48,/

€ =

N N N2/3 N2 N4/3 TN T O N1/3 N1/3°
o 28pq? N 12p/q N 19¢°/2 4q\f
07 N2 N N N N2

From Eqn. (22) and Eqn. (23), we have

(o) (mimem) £ () (o)
(i)

where (1) follows from Lemma 9. By substituting the value of ¢y and ¢, the result
follows. n

6 Conclusion

This work shows that single permutation based 2-TEM and two-independent
permutations based 4-TEM are beyond birthday bound secure TEM. As already
mentioned that it would be interesting to investigate the security of 2-TEM™
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and 4-TEM™ with reduced number of keys. We also conjecture that single per-
mutation based 4-TEM (i.e., make all permutations of 4-TEM identical) is also
beyond the birthday bound secure, but we currently we do not know how to
prove its security.

Acknowledgement: This work has been done in Indian Institute of Technology,
Kharagpur.
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