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Abstract. RC4 is (still) a very widely-used stream cipher. Previous
work by AlFardan et al. (USENIX Security 2013) and Paterson et al.
(FSE 2014) exploited the presence of biases in the RC4 keystreams to
mount plaintext recovery attacks against TLS-RC4 and WPA/TKIP.
We improve on the latter work by performing large-scale computations
to obtain accurate estimates of the single-byte and double-byte distributions in the early portions of RC4 keystreams for the WPA/TKIP
context and by then using these distributions in a novel variant of the
previous plaintext recovery attacks. The distribution computations were
conducted using the Amazon EC2 cloud computing infrastructure and
involved the coordination of 213 hyper-threaded cores running in parallel
over a period of several days. We report on our experiences of computing
at this scale using commercial cloud services. We also study Microsoft’s
Point-to-Point Encryption protocol and its use of RC4, showing that it
is also vulnerable to our attack techniques.

Keywords: RC4, plaintext recovery attack, WPA, TKIP, MPPE

1
1.1

Introduction
RC4 and its Applications

The stream cipher RC4, originally designed by Ron Rivest, is a beautifully compact and fast algorithm. It became public in 1994 and has since been applied in
a very wide variety of secure communications protocols, including SSL/TLS (as
analysed in [1,7,13,16]); WEP [5] (where its particular usage led to devastating
attacks including complete, efficient key recovery, see [20] for a summary and references); WPA [6] (as analysed in [21,20,22,15,18]); Microsoft’s Point-to-Point
Encryption protocol [14] (MPPE, as analysed here); and some Kerberos-related
encryption modes [8]. A selection of additional, non-protocol specific analyses of
RC4 can be found in [3,2,12,11,10,19].
Of particular relevance for this work are the results of AlFardan et al. [1].
They introduced a simple, Bayesian statistical method that recovers plaintexts
that are repeatedly encrypted under RC4 by exploiting biases in RC4 keystreams.

Their approach was successfully applied to RC4 in HTTPS (i.e., HTTP over
SSL/TLS), where a fresh pseudorandom 128-bit key is used for each SSL/TLS
connection, and where the repeated encryption of HTTP cookies can be arranged
by having malicious JavaScript running in the target user’s browser.
1.2

RC4 in WPA/TKIP

The work of AlFardan et al. motivated us to explore RC4’s usage in other deployed protocols, in an attempt to determine whether similar weaknesses exist
and are exploitable. Our first focus was the wireless network encryption protocol
WPA/TKIP [6], with results presented in [15]. While WPA/TKIP was only ever
intended as a stop-gap to replace WEP until stronger cryptography could be
deployed, a recent survey [22] showed that it is still in widespread use.
In WPA/TKIP, fresh 16-byte (128-bit) RC4 keys are used for every frame
transmitted on the wireless network, but the first three bytes of the key are
determined by two bytes TSC = (TSC0 , TSC1 ) of a public value, TSC, which increments on a frame-by-frame basis; the remaining 13 bytes of the per-frame key
are generated pseudorandomly. As observed in [15] and independently in [18],
the dependence of the RC4 key on TSC in turn induces large, TSC-dependent,
single-byte biases in the initial positions of RC4 keystreams. This suggests the
attack proposed in [15]: bin the available ciphertexts into 216 bins, one bin for
each possible value of TSC; perform a Bayesian analysis as per [1] for each bin;
and then combine the results across all the bins to estimate the likelihood for
each plaintext byte candidate. But this attack requires the computation of accurate single-byte distributions for RC4 keystreams for each of the 216 values
of TSC. We estimated in [15] that the analysis of 232 – 240 RC4 keystreams per
TSC would be needed to achieve sufficient accuracy, for a total of 248 – 256 RC4
keystreams. At that time, this was well beyond our computational capabilities.
We resorted to working with 224 keystream per TSC and using the sub-optimal
procedure of examining the dependence of the RC4 keystream only on TSC1 , in
effect aggregating over TSC0 (since our intuition was that this byte would have
a greater influence in determining the distribution than TSC0 ).
Another avenue left unexplored in [15] for WPA/TKIP was the use of doublebyte biases in plaintext recovery attacks. Such biases concern the distribution
of adjacent pairs of keystream bytes. They were used in [1] in the preferred
attack against SSL/TLS, because these biases are persistent throughout the
RC4 keystream (whereas the single-byte biases disappear shortly after position
256) and, in the considered attack scenario, it was not possible to arrange for
the target plaintext bytes (an HTTP cookie) to appear sufficiently early in the
sequence of plaintext bytes. It’s also possible that using a double-byte bias attack
would improve plaintext recovery rates in the early positions. To extend the
double-byte bias attack of [15] to the WPA/TKIP setting would then require
the computation of the double-byte keystream distributions, ideally on a per-TSC
basis. This would not only require enormous numbers of keystreams to obtain
sufficient accuracy, but also significant storage: just to describe the double-byte
distribution per position and TSC requires 216 numbers, each typically 32 bits

in size, leading to a total storage requirement of 8 Terabytes just to record the
double-byte distributions for the first 512 keystream positions.
1.3

RC4 in MPPE

Microsoft’s Point-to-Point Encryption (MPPE), as specified in [14,23], is a venerable security protocol that can be used on top of the Point-to-Point Tunnelling
Protocol (PPTP). The latter is itself a general-purpose protocol encapsulation
method that is commonly used for providing Virtual Private Networking services
to devices running Microsoft operating systems, including Windows 8 and the
Windows Server family of products.
MPPE uses RC4 with a non-standard method for selecting keys. For example,
when a 40-bit key is used, MPPE starts with an 8-byte key K = (K0 , . . . , K7 ) that
is itself derived by hashing a user password, an authentication protocol challenge,
and other public information. MPPE then sets K0 = 0xD1, K1 = 0x26, K2 = 0x9E.
It is then natural to ask: does this method for selecting keys in MPPE lead to
a different bias structure in its RC4 keystreams, and does this help or hinder
plaintext recovery attacks akin to those of [1]?
1.4

Our Contributions and Paper Organisation

Section 2 provides further background on the RC4 stream cipher and its use in
WPA and MPPE.
In Section 3, we report on our computations of more refined, per-TSC, singlebyte and double-byte RC4 keystream distributions for WPA/TKIP. In slightly
more detail, we computed these distributions for the first 512 keystream bytes,
based on 248 keys for the single-byte case and 246 keys for the double-byte case.
We made use of the Amazon Elastic Compute Cloud (Amazon EC2)3 , which is
part of Amazon Web Services, to perform the computations. We used approximately 30 virtual-core-years for the single-byte computation and 33 virtual coreyears for the double-byte computation. Since, to us, a total of 63 virtual-coreyears was quite a significant amount of computation (costing roughly US$41k4 )
and because we faced a number of obstacles in working at this scale, we report in
some detail on our experiences of working with Amazon EC2. One notable feature revealed by our large-scale computations is the presence of TSC-dependent,
single-byte biases well beyond position 256 in the RC4 keystream.
Section 4 describes a plaintext recovery attack on WPA/TKIP that exploits our newly-computed and more accurate single-byte distributions for RC4
keystreams, comparing it to our previous results from [15].
Section 5 describes a novel plaintext recovery attack on WPA/TKIP that
exploits per-TSC, double-byte biases in RC4 keystreams. This attack combines
the double-byte bias attack from [1] with the idea of binning that was developed
for the case of single-byte biases in [15].
3
4
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Algorithm 1: RC4 KSA
input : key K of l bytes
output: initial internal state st0
begin
for i = 0 to 255 do
S[i] ← i
j←0
for i = 0 to 255 do
j ← j + S[i] + Ki mod l
swap(S[i], S[j])
i, j ← 0
st0 ← (i, j, S)
return st0

Algorithm 2: RC4 PRGA
input : internal state str
output: keystream byte Zr+1
updated internal state str+1
begin
parse (i, j, S) ← str
i←i+1
j ← j + S[i]
swap(S[i], S[j])
Zr+1 ← S[S[i] + S[j]]
str+1 ← (i, j, S)
return (Zr+1 , str+1 )

Fig. 1. Algorithms implementing the RC4 stream cipher. All additions are performed
modulo 256.

In Section 6, we report on the single-byte keystream distributions for RC4
when it is keyed according to the MPPE specification. In short, we found the
distributions to be highly skewed and amenable to exploitation using our attack
techniques.
Finally, Section 7 presents our conclusions and remarks on open problems.

2
2.1

Further Background
The RC4 Stream Cipher

Technically, RC4 consists of two algorithms: a key scheduling algorithm (KSA)
and a pseudo-random generation algorithm (PRGA), which are specified in Algorithms 1 and 2. The KSA takes as input a key K, typically a byte-array of
length between 5 and 32 (i.e., 40 to 256 bits), and produces the initial internal
state st0 = (i, j, S), where S is the canonical representation of a permutation
on the set [0, 255] as an array of bytes, and i, j are indices into this array. The
PRGA will, given an internal state str , output ‘the next’ keystream byte Zr+1 ,
together with the updated internal state str+1 .
2.2

WPA/TKIP

A detailed description of how RC4 is used in the WPA/TKIP context is given
in [15]. In short, WPA/TKIP generates a fresh 128-bit key K = (K0 , . . . , K15 ) for
RC4 for each frame that is transmitted; the key is a function of the temporal
encryption key TK (128 bits), the TKIP sequence counter TSC (48 bits), and
the transmitter address TA (48 bits). A single value of TK is used over many
frames, while TSC increments from frame to frame; meanwhile TA is fixed. Very

importantly, the function used to compute K adds a specific structure added to
“preclude the use of known RC4 weak keys” [6]. More precisely, writing TSC =
(TSC0 , TSC1 , . . . , TSC5 ), we have
K0 = TSC1

K1 = (TSC1 | 0x20) & 0x7f

K2 = TSC0

(1)

while K3 , . . . , K15 can be considered to be pseudorandom functions of TK, TSC
and TA. Notably here, bytes K0 , K1 , K2 depend only on bytes TSC0 and TSC1 of TSC.
Moreover, the bits of TSC1 are used twice. So the bytes of K have more structure
than they would if they were chosen with uniform distribution. The per-frame
key K is then used to produce an RC4 keystream, following our description of
RC4 above. The TKIP plaintext (consisting of the frame payload, a 64-bit MAC
value MIC , and a 32-bit Integrity Check Vector ICV) is then XORed in a byteby-byte fashion with the RC4 keystream.
2.3

MPPE

MPPE provides a confidentiality service over PPTP using the RC4 algorithm.
Keys for the RC4 algorithm come from a separate authentication and key establishment protocol, such as MS-CHAPv1, MS-CHAPv2 or EAP-TLS; the first
two of these were broken in [17] and [4], respectively, leading to the deprecation of the first and the recommendation only to use the second with additional
protection from PEAP5 .
RFC 3079 [23] describes in detail how the keys used in MPPE’s instantiation
of RC4 are derived from preceding authentication and key establishment protocols. Three different RC4 key lengths are supported, according to [23]: 40-bit,
56-bit and 128-bit. When a 40-bit key is used, MPPE starts with an 8-byte key
K = (K0 , . . . , K7 ) that is itself derived by hashing the password, the authentication protocol challenge, and other public information. MPPE then overwrites
K0 = 0xD1, K1 = 0x26, K2 = 0x9E. When a 56-bit key is used, the protocol starts
with the same 8-byte key and then sets K0 = 0xD1; when a 128-bit key is used, a
similar procedure involving password and challenge hashing is used to generate
a 16-byte key K, and no bytes of K are overwritten.
Furthermore, MPPE operates in two modes, with the mode in use being
determined by a PPTP header field. In stateless mode, the RC4 key is refreshed
and the cipher restarted for each PPTP packet sent. By contrast, in stateful
mode, the RC4 key is refreshed only every 256 packets. In both cases, refreshing
the key involves hashing the old key with the first key for the session (called
StartKey in [14]) to generate a value InterimKey, then an RC4 encryption step
in which InterimKey is used to encrypt itself to generate a key K of either 8
or 16 bytes, and finally setting bytes as described above. See [14, Section 7] for
details.
From the above description it may be remarked that, while the hashing and
encryption steps used in deriving the RC4 keys may be intended to render them
5
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pseudorandom, in the 40-bit and 56-bit cases, they have additional structure
that may be expected to lead to additional and/or different biases in the RC4
keystream as compared to the 128-bit case.Further, the use of stateless mode
would mean a fresh RC4 key (with additional structure in the 40-bit and 56-bit
cases) for every packet sent. These observations mean that MPPE in stateless
mode can be expected to be vulnerable to plaintext recovery attacks similar to
those developed in [1,15]. Since the protocol encapsulated by MPPE is likely to
be IP, similar fields as those identified in [15] could be targeted. We note that
while key lengths of 40 and 56 bits are small enough that a simple brute-force
search might initially seem to be more efficient than mounting a bias analysis
using our techniques, in the stateless case, such a brute-force search would only
recover the key used for a single packet. Moreover, a basic analysis suggests that
a 264 attack would be needed to recover StartKey from which all keys in the
session are derived. So our approach may be an attractive alternative if specific
plaintext bytes are targeted for recovery.

3

3.1

Large-Scale Computation of RC4 Keystream
Distributions for WPA/TKIP Keys
Computing Keystream Distributions and Finding New Biases

As noted in the introduction, in our previous work on WPA/TKIP in [15], we
worked with a total of only 240 keystreams and only with single-byte distributions for the first 256 positions. In an effort to further improve our attacks, we
decided to perform larger-scale computations using, in addition to our own local
resources, the Amazon EC2 cloud computing infrastructure to estimate both the
single-byte and double-byte keystream distributions for the first 512 positions,
on a per-TSC basis.
Because the double-byte biases are smaller than the single-byte ones (typically by a factor of roughly 28 ), many more keystreams would be needed to accurately estimate double-byte distributions than for single-byte ones. However,
we chose to focus our effort on the single-byte case here, computing distributions based on 232 keystreams per TSC in the single-byte case and based on 230
keystreams per TSC in the double-byte case. The reasons for this focus are as
follows. Using our local computational resources, we determined that it would be
difficult to use the full per-TSC distributions in a double-byte attack akin to that
of [1] because of the complexity of handling so much data when running attacks
(for example, we would need to deal with 16GB of distribution data and perform
248 multiplications of real numbers to analyse a single byte position). Rather,
an aggregated approach seemed more likely to be feasible for the double-byte
setting. Here our idea was to start with 230 keystreams per TSC and combine the
28 distributions for each TSC1 value (called TSC0 -aggregation in [15]) to obtain
28 different double-byte distributions, one per TSC1 -value, each distribution now
based on 238 keystreams. This not only boosts the number of keystreams per distribution estimate (good for accurately estimating biases), but also reduces the
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Fig. 2. Pictorial representation of biases in RC4 keystreams for random TSC0 aggregated WPA/TKIP keys at keystream positions 260, 270, and 300, for different
TSC1 values (x-axis) and byte values (y-axis). At each point we encode the bias in the
keystream for the (TSC1 ,value) combination as a colour; precisely, we encode the difference between the occurring probability and the (expected) probability 1/256, scaled
up by a factor of 224 , capped to values in [−30, +30].

size of the distribution data and computation both by a factor of 256 (making
simulation of attacks much more feasible).
Our computations went well beyond those of prior RC4 cryptanalyses in scale
(e.g., [1,15]), and indeed we were rewarded by discovering new TSC1 -dependent
single-byte biases in positions all the way up to 512 (see Figure 2 for examples at
specific positions). The existence of these biases is surprising in view of the behaviour of single-byte biases observed in previous works and, in principle, would
allow the recovery of plaintext using a single-byte attack like that presented in
[15] and Section 4 below. It is an open problem to determine how far into the
RC4 keystream these biases persist.
3.2

Reflections on Using Amazon EC2

The task of computing accurate estimates of RC4 keystream distributions is
well-suited to distributed computation. In particular, in the case of WPA, the
probability distribution for each TSC value can be estimated independently by
generating keystreams using randomly chosen WPA keys for that TSC (having
the structure described in Section 2.2). This makes performing the computation
using cloud services such as Amazon EC2 seem appealing, on account of its
virtually unlimited computing capacity being able to provide the computational
resources required to complete the computation within an acceptable period of
time.
For our computation of the per-TSC bias estimates, we used Amazon EC2 to
create 256 virtual machines of the type ‘c3.x8large’, each providing 32 ‘virtual’
cores. The underlying hardware of the virtual machines were servers equipped
with Intel Xeon 2.8GHz processors. Note, however, that each of the cores of a
virtual machine corresponds to a hyper-threaded core of the underlying CPU i.e.,
one ‘c3.x8large’ instance effectively corresponds to a machine with 16 physical

cores. To manage the virtual machines, we utilized boto6 which implements a
Python interface to Amazon EC2. This provided a simple and straightforward
way to automate management and access to the virtual machines, and made it
relatively easy to set up the execution of the computation using a combination
of Python and shell scripts. The virtual machines were all initialized with an
Ubuntu 13.10 image obtained through the AWS Marketplace7 .
Each virtual machine was set up to compute the keystream distributions for
all TSC0 values given a fixed TSC1 value, and to split this computation equally
among the 32 available virtual cores. To make the WPA keystream generation
efficient, we used the RC4 implementation in OpenSSL8 . However, experiments
showed that to reach the desired number of keystreams with our available budget,
further optimizations were required. Additional experiments revealed that the
amount of available cache in the underlying CPUs on which the virtual machines
were running, and how this cache was utilized, played an important role in the
performance of the keystream distribution generation. Specifically, the chance of
cache misses occurring when updating the keystream distribution statistics was
found to have a large influence on performance.
To address this, we used a combination of two different approaches to reduce the chance of cache misses occurring. Firstly, to fit the array storing the
counters used to collect the statistics of the keystream distribution into the
cache memory, we “packed” multiple small-width counters into single 64-bit integers and implemented logic for handling counter overflows. Secondly, instead
of updating the keystream distribution statistics after each keystream has been
generated, we stored multiple keystreams in memory before updating the statistics. This implies that multiple updates of the statistics for a single position can
be done sequentially, which, assuming the appropriate memory layout, increases
the chance of a cache hit. While these optimizations only provided small gains
for the computation of single-byte biases, significant gains were achieved for the
computation of double-byte biases.

Single-byte computations Using the above setup, each virtual core was capable of generating and processing on average 294k length 512 WPA keystreams per
second for single-byte distributions. Hence, computing the per-TSC single-byte
distributions based on 232 keystreams for each TSC value (i.e., 248 keystreams in
total), took 9.56 × 108 virtual core seconds in total, or approximately 30 virtual
core years. Due to the large degree of parallelism in our setup, this corresponds
to an actual running time of slightly more than 32 hours.
While each of the 256 virtual machine was set up identically, a single virtual machine ran significantly slower than the others, and was only capable of
processing approximately 180k keystreams per second. We suspect that other
virtual machines running on the same underlying hardware might have affected
6
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the performance of this virtual machine. Due to this issue, it took approximately
52 hours to complete the computation of the single-byte distributions.
At the time we did the experiments, the cost of running a single “c3.x8large”
virtual machine instance was US$2.40 per hour, leading to a cost of US$614 per
hour when running all 256 instances simultaneously.
To store the generated keystream distributions, we attached a separate Amazon Elastic Block Storage (EBS) volume to each virtual machine. This gave us
the option of terminating a virtual machine without erasing the generated data,
and furthermore allowed us to use a single virtual machine to inspect and process
all generated data, by sequentially attaching the EBS volumes to this machine.
The latter provided a more cost effective solution than running the virtual machines in parallel, and a faster solution than resuming each virtual machine
sequentially. We stored the distribution for each TSC value as a sequence of binary encoded 32-bit integers, leading to a storage requirement of 512KB per
distribution (128MB per virtual machine), or 32GB in total. However, since the
minimum size of an EBS volume is 1GB, we allocated a total of 256GB of EBS
storage (note that a single EBS volume cannot be mounted by multiple virtual machines simultaneously). The cost of EBS storage was US$0.05 per GB
per month, leading to a cost of just US$12.60 a month to maintain the EBS
volumes.
Double-byte computations Working with double-byte keystream distributions introduced significant overheads compared to the single-byte case, both in
terms of computation and storage. With the previously mentioned optimizations,
each virtual core was capable of processing on average 67k WPA keystreams
per second. Hence, computing the per-TSC double-byte keystream distributions
based on 230 keystreams for each TSC value (i.e., 246 keystreams in total), took
1.05 × 109 virtual core seconds in total, or approximately 33 virtual core years.
In our setup, this corresponds to an actual running time of slightly more than
34 hours, but due to the virtual machines being sequentially initialized and an
issue with a single virtual machine, the time it took to complete the computation
was approximately 48 hours. More specifically, the issue that arose was that the
virtual machine in question was reset and rebooted during the computations,
and hence did not complete its assigned task. We were unable to identify the
cause of this event, and simply restarted the relevant computations manually.
As for the single-byte distributions, we created separate EBS volumes to
store the double-byte distributions. However, each TSC-specific double-byte distribution requires 128MB of storage when stored as a sequence of 32-bit integers,
leading to a storage requirement of 32GB per virtual machine, or 8TB in total.
This increased storage overhead not only led to an increased cost (US$410 per
month), but also created additional practical issues which we had to handle. For
example, since the EBS volumes are implemented via network attached storage
(NAS), writing the distribution data to an EBS volume caused a significant delay
in some instances. In particular, we observed that immediately after completion
of the keystream distribution generation, detaching an EBS volume might not

succeed, which in turn could interrupt the shutdown of a virtual machine. Furthermore, making all data available to a single machine at the same time, which
is required to efficiently run attack simulations, was made more difficult by the
8TB size of the dataset. We decided to transfer the complete dataset to our local
storage array both to run the attack simulations and to permanently store the
data. For this purpose, we used bbcp9 , which is capable of transferring large
amounts of data between network computers using multiple TCP streams and
large transfer windows, and allowed us to obtain a transfer speed of approximately 50MB per second, leading to a total transfer time of slightly more than
48 hours. Note that data transfers out of Amazon EC2 were charged at US$0.12
per GB, resulting in a US$983 cost to move the complete 8TB dataset to our
local storage.
Our experience of using Amazon EC2 to compute estimates of the per-TSC
biases suggests that Amazon provides a flexible platform which is well suited to
perform this type of computation, and that the practical difficulties arising in
the distribution of the computation can be overcome with moderate effort.

4

Plaintext Recovery Attacks Against WPA/TKIP
Based on Single-Byte Biases

4.1

The Attack of Paterson, Poettering and Schuldt[15]

The attack against WPA/TKIP in [15] builds on the single-byte bias attack (on
TLS) of [1]. Both attacks work for the setting where the same plaintext is encrypted many times under different RC4 keys to obtain a set of ciphertexts. The
key idea of both attacks is that, in any given position r of the ciphertext stream,
a guess for the repeated plaintext byte in that position induces a distribution
on the keystream in position r, via XORing the guess with byte r in each of the
ciphertexts in turn. This induced distribution can be compared to the known
distribution in keystream position r (which is obtained by sampling), and the
choice of plaintext guess giving the “best fit” selected as the attack’s output for
position r. This is formalised as a Bayesian procedure, leading to the output in
position r as being the plaintext candidate that maximises the probability of
observing the induced keystream distribution in position r.
The innovation in [15] (and independently observed in [18]) was to recognise
that in WPA/TKIP a different keystream distribution can – and should – be
used for each value of the byte pair TSC = (TSC0 , TSC1 ) when estimating the
probabilities of the induced keystream distributions. This leads to an algorithm
that “bins” ciphertexts into 216 groups, one group per TSC, computes the induced
keystream probability for each group, and takes the product of these across the
groups to compute the probabilities for each plaintext candidate. Since our new
double-byte algorithm in Section 5 can be seen as an extension of our algorithm
in [15], we explain the latter here in more detail.
9
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We first obtain a detailed picture of the distributions of RC4 keystream
bytes Zr , for all positions r in some range, on a per (TSC0 , TSC1 ) pair basis, by
gathering statistics from keystreams generated using a large number of random
keys. That is, for all r in our selected range, we estimate
pTSC,r,k := Pr(Zr = k) ,

TSC ∈ TscSp,

k ∈ Byte,

where here (and henceforth) Byte denotes the set {0x00, . . . , 0xFF}, TscSp denotes the set Byte × Byte, and where the probability is taken over the random
choice of the RC4 encryption key K, subject to the structure on K0 , K1 , K2 induced
by TSC.
Now suppose we have S ciphertexts C1 , . . . , CS available for our attack. We
partition these into 216 groups according to the value of TSC (recall that the TSC
value is public); for convenience, we assume the resulting bins of ciphertexts are
all of equal size T = S/216 . Let the bin of ciphertexts associated with a particular
value of TSC be denoted STSC and have members CTSC,j for j = 1, . . . , T ; we denote
the byte at position r of CTSC,j by CTSC,j,r . For any position r and any candidate

(µ)
plaintext byte µ for that position, vector NTSC,r,k k∈Byte with
(µ)

NTSC,r,k = |{j ∈ [1 .. T ] | CTSC,j,r = k ⊕ µ}|

(0x00 ≤ k ≤ 0xFF)

represents the distribution on Zr required to obtain the observed ciphertext
bytes (CTSC,j,r )1≤j≤T for bin STSC by encrypting µ. The probability λTSC,r,µ that
plaintext byte µ is encrypted to bytes (CTSC,j,r )1≤j≤T in bin STSC for position r
now follows the distribution:
Y
(µ)
N
(pTSC,r,k ) TSC,r,k .
(2)
λTSC,r,µ =
k∈Byte

Note that this expression differs from that in [15] by the omission of factorial
terms arising in the multinomial distribution. Those terms do not need to be
included in the formal Bayesian procedure underlying the attack (since we are
interested in the probability of a group of ciphertexts bytes as given in a particular sequence rather than in unordered form). Moreover, their removal makes
the attack slightly easier to implement.
Now the probability that plaintext byte µ is encrypted to the vector of bytes
(CTSC,j,r )1≤j≤T across all bins STSC in position r can be precisely calculated as
Y
λr,µ =
λTSC,r,µ .
TSC∈TscSp

By computing λr,µ for all µ ∈ Byte, and identifying Pr∗ = µ such that λr,µ is
largest, we determine the maximum-likelihood plaintext byte value Pr∗ .
Note that, for each position r and group of bytes (CTSC,j,r )1≤j≤T , values
(µ)

(µ0 )

(µ)

NTSC,r,k can be computed from values NTSC,r,k by using the equation NTSC,r,k =
(µ0 )

NTSC,r,k⊕µ0 ⊕µ , for all k. Further, computing and comparing log(λTSC,r,µ ) and

Algorithm 3: Plaintext recovery attack using TSC binning
input : {CTSC,j }TSC∈TscSp,1≤j≤T – S = 216 · T independent encryptions of fixed
plaintext P
r – target byte position
(pTSC,r,k )TSC∈TscSp,k∈Byte – keystream distributions for all TSC at pos. r
output: Pr∗ – estimate for plaintext byte Pr
begin
NTSC,k ← 0 for all TSC ∈ TscSp, k ∈ Byte
for TSC = (0x00, 0x00) to (0xFF, 0xFF) do
for j = 1 to T do
k ← CTSC,j,r
NTSC,r,k ← NTSC,r,k + 1
for TSC = (0x00, 0x00) to (0xFF, 0xFF) do
for µ = 0x00 to 0xFF do
for k = 0x00 to 0xFF do
(µ)
NTSC,r,k ← NTSC,r,k⊕µ
P
(µ)
λTSC,r,µ ← k∈Byte NTSC,r,k log pTSC,r,k
for µ = 0x00
P to 0xFF do
λr,µ ← TSC∈TscSp λTSC,r,µ
Pr∗ ← arg maxµ∈Byte λr,µ
return Pr∗

log(λr,µ ) instead of λTSC,r,µ and λr,µ makes the computation more efficient and
accuracy easier to maintain. Adding these optimisations leads to the attack in
Algorithm 3 (which differs from the corresponding attack in [15] only in the
omission of a term FTSC corresponding to the factorial terms discussed above
and some small notational changes).
4.2

Attacks Based on Aggregation

One method of coping with noisy estimates for the probabilities pTSC,r,k that was
extensively explored in [15] was to consider aggregation of distributions over TSC0
or over both TSC0 and TSC1 (effectively increasing the number of keys by factors
of 28 and 216 , respectively). It is not difficult to see how to modify Algorithm 3 to
work with 28 bins, one for each value of TSC1 , instead of 216 bins. The execution
of the modified algorithm becomes in practice faster, since each estimate for a
plaintext byte µ now only involves calculation of λTSC,r,µ over 28 TSC1 values
instead of 216 (TSC0 , TSC1 ) pair values. Similarly, one can modify the algorithm
to work with just a single bin, one for all values of TSC0 and TSC1 , in which case
we recover the original algorithm of [1], albeit without the unnecessary factorial
terms arising from the use of multinomial distributions and using WPA/TKIPspecific distributions in place of the original RC4 distributions reported in [1].
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Fig. 3. Average success rates of non-aggregated (blue), TSC0 -aggregated (green), and
fully aggregated (red) single-byte plaintext recovery attacks for byte positions 1 to 256
(based on 256 experiments). Punctured lines represent the average recovery rates for
the odd byte positions.

However, the cost of using aggregation is that it “throws away” statistical
information that may be of use in improving the accuracy of the attack for a
given number of ciphertexts S. Indeed, this is demonstrably the case: as we
report below, using our new estimates for the probabilities pTSC,r,k computed
using a total of 248 keystreams in a full binning (non-aggregated) attack leads
to an improvement in accuracy.
4.3

Attack Simulation Results

We implemented the single-byte plaintext recovery attack of Algorithm 3 based
on the keystream distribution estimates obtained from the Amazon EC2 computations described in Section 3. We furthermore implemented the TSC0 -aggregated
and fully aggregated variants of the attack described in Section 4.2. To obtain
bias estimates for the latter two attacks, we aggregated the Amazon EC2 data
correspondingly, thereby obtaining estimates based on 240 keystream per TSC1
value, and 248 keystreams, respectively.
The measured success rates of the attacks are shown in Figure 3. We observe
that there is a significant difference in the recovery rates between the fully aggregated attack and the two other attacks, the non-aggregated attack being capable
of achieving a similar success rate to the fully aggregated attack using almost
16 times fewer ciphertexts. Likewise, the non-aggregated attack clearly improves
upon the TSC0 -aggregated attack, albeit not as significantly; the non-aggregated
attack requires on average half as many ciphertexts to achieve a similar success
rate to the TSC0 -aggregated attack.
In order to investigate the effect of our new and (presumably) more accurate
single-byte keystream distributions, we also compared the performance of Algorithm 3 using keystream distribution estimates based on 224 keystreams per TSC
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Fig. 4. Success rates of single-byte plaintext recovery attack against TKIP/WPA for
positions 1 to 256 with 224 ciphertexts, using keystream distribution estimates based
on 224 keystreams (red) and 232 keystreams (blue) per TSC (success rates based on 256
experiments).

(as in our previous work [15]) and based on 232 keystreams per TSC (obtained
from the Amazon EC2 computations described in Section 3). Figure 4 shows the
results, with the attacks using the two keystream distributions in combination
with 224 ciphertexts in each experiment. There is a clear boost to the success
rate of the attack when moving to the refined keystream distribution estimates.
The effect is particularly pronounced in the odd positions.
As noted in Section 3, we discovered significant TSC1 -dependent, single-byte
biases in the RC4 keystreams for WPA/TKIP keys well beyond position 256.
The biases are roughly comparable in size to the single-byte biases seen in RC4
keystreams at positions around 250 for random 128-bit keys (as used in TLS and
reported in [1]). So we might expect to obtain reliable plaintext recovery with
around 230 – 232 ciphertexts as in [1]. The full investigation of this avenue is left
to future work.

5

Plaintext Recovery Attacks for WPA/TKIP Based on
Double-Byte Biases

Our double-byte bias attack against WPA/TKIP builds on the attack in [1],
and works in the same setting as the above described single-byte bias attack:
the same plaintext is assumed to be encrypted many times under different RC4
keys, yielding a set of ciphertexts which is given as input to the attack algorithm.
However, as opposed to the attack based on single-byte biases, the attack does
not estimate the likelihoods of the individual plaintext bytes (or plaintext byte
pairs). Instead, the basic idea of the attack is to estimate likelihoods of sequences
of plaintext bytes by considering chains of overlapping plaintext byte pairs in
combination with the double-byte biases in the keystream.

More precisely, the attack will construct likelihood estimates for sequences
of plaintext bytes that are gradually increasing in length by extending already
established sequences and their corresponding likelihood estimates. This is done
as follows: consider a sequence of plaintext bytes with an already estimated likelihood, and a candidate for the next plaintext byte in the sequence. By XORing
the pair consisting of the last plaintext byte of the existing sequence and the
new candidate plaintext byte with the ciphertext byte pairs for the corresponding positions, an induced distribution on the keystream byte pairs is obtained.
By comparing this to the known double-byte keystream distribution, a likelihood
estimate for the new candidate plaintext byte can be computed; combining this
with the likelihood estimate for the initial plaintext sequence, a likelihood estimate for the extended sequence can be obtained.
Note that, using a naive algorithm, the complexity of computing the likelihood estimates for all possible plaintext sequences would grow exponentially
in the length of the sequences. Furthermore, considering all possible candidates
for the next plaintext byte, but only maintaining a small set of the most likely
sequences after each extension, is not guaranteed to produce a plaintext byte
sequence that maximises the value of the estimated likelihood. However, as highlighted in [1], by tracking which sequences produce the maximum value for the
estimated likelihood for each possible value of the last byte in the sequence, the
overall plaintext sequence which maximises the likelihood estimate is guaranteed
to be found.
Compared to the algorithm from [1], the algorithm presented here provides
two refinements made possible by the specific way RC4 is used in WPA/TKIP.
Firstly, as in the attack described in Section 4, likelihood estimates are computed
on a per-TSC basis, and combined across all TSC values to obtain improved overall
likelihood estimates. Secondly, the attack not only exploits the per-TSC doublebyte biases in the WPA keystream, but also takes into account the single-byte
biases in the computation of the likelihood estimates. A more detailed description
of the algorithm is given next.
To run the algorithm, accurate estimates of both the single-byte and doublebyte keystream distributions are required for all positions r the attack is targeting. By considering the statistics gathered by generating a large number of
keystreams, we estimate
pTSC,r,k := Pr(Zr = k),

and p̃TSC,r,k1 ,k2 := Pr(Zr = k1 ∧ Zr+1 = k2 )

where TSC ∈ TscSp, k, k1 , k2 ∈ Byte, and the probability is taken over a random
choice of RC4 key subject to the structure on K0 , K1 , K2 induced by TSC.
As in the single-byte bias attack, we suppose we have S ciphertexts available
for our attack, and that, when grouped according to TSC values, each group
contains exactly T = S/216 ciphertexts. We likewise use the notation CTSC,j,r
to denote the ciphertext byte at position r in the jth member of the group of
ciphertexts for the value TSC.
For a given position r, we can now use a similar approach to the singlebyte bias attack to compute the likelihood of a candidate byte µ or a candidate byte pair (µ, µ0 ) (at position (r, r + 1)) corresponding to the encrypted

(µ)

plaintext byte or byte pair. More specifically, the vectors NTSC,r,k
1

(µ,µ0 )
ÑTSC,r,k ,k k1 ,k2 ∈Byte , where
1


k1 ∈Byte

and

2

(µ)

NTSC,r,k = |{j ∈ [1 .. T ] | CTSC,j,r = k1 ⊕ µ}|
1

(µ,µ0 )
ÑTSC,r,k ,k
1 2

= |{j ∈ [1 .. T ] | (CTSC,j,r , CTSC,j,r+1 ) = (k1 ⊕ µ, k2 ⊕ µ0 )}| ,

represent induced distributions on the keystream byte Zr and keystream byte
pair (Zr , Zr+1 ), respectively. Indeed, the probability that plaintext byte µ is
(µ)
encrypted at position r, which we will denote αr , and the probability that
(µ,µ0 )
(µ, µ0 ) is encrypted at position (r, r + 1), which we will denote βr
, can be
computed as:
αr(µ) =

Y

Y

(µ)

NTSC,r,k

(pTSC,r,k1 )

1

,

TSC∈TscSp k1 ∈Byte
0

βr(µ,µ ) =

Y

Y

(µ,µ0 )

(p̃TSC,r,k1 ,k2 )

ÑTSC,r,k

1 ,k2

.

TSC∈TscSp k1 ,k2 ∈Byte

However, as highlighted earlier, instead of using the above probabilities for
individual plaintext byte and byte pairs directly, we use these to construct likelihood estimates for longer sequences of plaintext bytes by considering chains
of overlapping byte pairs. More specifically, consider a plaintext byte sequence
µ1 k · · · k µr for positions 1 to r with an already established likelihood estimate λµ1 k···kµr , and a plaintext candidate byte µr+1 for position r + 1. Then we
estimate the likelihood of the plaintext byte sequence µ1 k · · · k µr+1 as:
λµ1 k···kµr+1 = δr(µr ,µr+1 ) · λµ1 k···kµr
(µ ,µ

(3)

)

where δr r r+1 denotes the conditional probability that µr+1 is the plaintext
byte at position r + 1 given that the plaintext byte at position r is µr . Note that,
(µ ,µ
)
by the definition of conditional probability, we can compute δr r r+1 based on
(µr ,µr+1 )
(µr )
the estimates αr
and βr
as
δr(µr ,µr+1 ) = βr(µr ,µr+1 ) /αr(µr ) .
In the description of the attack algorithm presented here, it is assumed that
the plaintext byte P1∗ at position r = 1 is known. This serves as a starting
point for the algorithm, i.e., the algorithm is initialized with a single plaintext
sequence containing the byte value P1∗ for position r = 1 and with the estimated
likelihood λP1∗ = 1. Now, using the above described method for extending a
plaintext byte sequence and the corresponding likelihood estimate, the attack
algorithm iterates over the range of considered positions as follows. For each
position r, and for all possible values µr+1 of the plaintext byte at position r + 1,
the extension with µr+1 of each of the sequences from the previous iteration is

considered, and, for each of the possible values of µr+1 , the algorithm stores the
“most likely” extended sequence having µr+1 as the last byte value (that is, it
stores the extended sequence which maximises the likelihood estimate expressed
in equation (3)). When the attack algorithm reaches the last position, it simply
returns the sequence with the highest likelihood estimate.
Note that this process is guaranteed to find the plaintext byte sequence with
the highest likelihood estimate computed according to equation (3). However,
we emphasise that this expression yields only an approximation to the actual
plaintext likelihood, being based on the twin assumptions that plaintext bytes
are independently and uniformly distributed and that keystream bytes have no
dependencies beyond those in adjacent bytes as expressed in the double-byte
distributions.
A full description of the attack algorithm is given in Algorithm 4 (on page 22).
Note that the algorithm can easily be extended to work for the case where the
plaintext byte at the initial position is unknown. In particular, by exploiting the
single-byte biases, the likelihoods of all possible values of the initial plaintext byte
can be estimated, and subsequently used as a starting point for the algorithm.
Of course, the algorithm need not start at position r = 1 either.
Notice that the algorithm involves heavy nesting of loops, particularly in
phase 2b, where for each position r we perform a computation over all possible
values for the candidate plaintext byte pair (µr−1 , µr ), each such computation
itself involving a sum over 232 pairwise products of real numbers arising from
the triple summation over TSC, k1 and k2 . Thus a direct implementation of
this algorithm would require on the order of 248 additions and products per
position! This would be inconvenient, to say the least. For this reason, and
because our double-byte, per-TSC keystream distributions are not particularly
accurate (being based only on 230 keystreams each), we would in preference use
aggregated versions of the algorithm. Specifically, building on our experience in
the single-byte case, we may consider a version of the algorithm that works with
TSC0 -aggregated distributions and only works on a per-TSC1 basis. It is not hard
to see how to modify Algorithm 4 to operate in this way, saving a factor of 28
in its computational cost. The algorithm could be further modified to use fully
aggregated distributions, saving another factor of 28 in computational cost, but
now effectively ignoring any TSC-related structure in the keystream distributions.
We have performed a very limited validation of our double-byte attack in its
fully aggregated form. A complete evaluation of the algorithm and a comparison
of its performance with the single-byte Algorithm 3 is deferred to the full version
of the paper. We make one observation at this stage, however. Algorithm 4
(µ ,µ
)
(µ )
makes use of ratios of probability expressions of the form βr r r+1 /αr r , where
the numerator is a double-byte probability and the numerator is a single-byte
probability. If the significant biases in the former probabilities actually arise from
products of single-byte biases for adjacent positions, then such expressions can
(µr+1 )
, in effect
be simplified to just single-byte probability terms of the form αr+1
reducing our double-byte attack to our single-byte attack. Such behaviour can be
expected in early byte positions, where single-byte biases are very large. Thus we

do not expect our double-byte attack in Algorithm 4 to significantly out-perform
our single-byte attack in the early positions. On the other hand, in regions where
single-byte biases become smaller and fewer in number but double-byte biases
still persist (as seems to be the case in later positions), then Algorithm 4 may
be expected to perform better than our single-byte attack. Indeed, Algorithm 4
should be able to smoothly interpolate between regions where single-byte biases
dominate and regions where they do not.

6
6.1

MPPE
Computing Keystream Distributions for MPPE Keys

We also computed the RC4 keystream distributions for the first 256 keystream
bytes using MPPE keys having the structure described in Section 2.3. More
specifically, we generated random 8-byte random keys K = (K0 , . . . , K7 ) and then
overwrote key bytes according to the MPPE specification for the 40-bit and
56-bit cases, while in the 128-bit case, we generated random 16-byte keys. We
used more than 239 keys in each case, with all computations being performed
on our local computing facilities. Figure 5 compares the distributions obtained
for random 128-bit RC4 keys (as used in 128-bit MPPE and in TLS) with those
for 40-bit and 56-bit MPPE keys. As can be seen, the process of fixing certain
key bytes to constant values produces many additional, strong biases in the
corresponding keystreams.
6.2

Attack Simulation Results

We used the MPPE keystream distributions to simulate plaintext recovery attacks using the algorithm of [1], equivalent to the fully aggregated version of
Algorithm 3. The results are depicted in Figure 6. As expected, the additional
structure in RC4 keys introduced by MPPE in the 40-bit and 56-bit cases significantly aids plaintext recovery, with 40-bit keys leading to the highest success
rate for a given number of ciphertexts. We also experimented with random 64-bit
keys, finding success rates very close to the random 128-bit case. This indicates
that it is not the reduction in key-size that makes the difference in MPPE, but
rather the introduction of fixed key bytes.

7

Conclusions

In this paper, we have explored the use of cloud computing facilities to perform
large-scale computations in support of the cryptanalysis of WPA/TKIP. We
expended 63 virtual-core-years of computational effort at a cost of US$43k to
carry out two computations, one involving 248 keystreams to estimate per-TSC
single-byte distributions, the other involving 246 keystreams to estimate perTSC double-byte distributions. The total amount of computation was roughly

one-twentieth of that used in the sieving stage for the factorisation of RSA76810 . The problems of developing efficient code for, and then managing, these
computations were not insignificant but ultimately surmountable. This suggests
that commercial cloud services can be used as a platform for this kind of work,
instead of relying on owned infrastructure. Certainly, running 213 hyper-threaded
cores in parallel was an exhilarating, if expensive, way to explore the limits of
commercial cloud computing capabilities.
The value of our keystream distribution computations for WPA/TKIP is
aptly illustrated in Figure 4, which shows the marked improvement in success
rate that accrues from moving from single-byte keystream distribution estimates
based on 224 keystreams per TSC to 232 keystreams per TSC. Our computations of
RC4 keystream distributions in WPA/TKIP and MPPE also provide experimental data that may be useful in making hypotheses about keystream biases, and
which may in turn lead to a better theoretical understanding of the operation
of RC4 in these applications. Certainly, having an explanation for the long-lived
TSC1 -specific single-byte biases that we observed experimentally would be very
welcome. A similar project would investigate the effect of fixing key bytes in RC4
keys, and apply the results to provide a theoretical explanation for the observed
biases in MPPE keystreams.
Our attack on WPA/TKIP based on double-byte biases requires further investigation: the time and budget available for this project has limited our experimentation with it and reduced our investment in its fine-tuning. Given the
dominance of single-byte biases in early portions of the RC4 keystreams for
WPA/TKIP, we expect this algorithm to come into its own when targeting repeated plaintext that is located later in WPA/TKIP frames (e.g. after position
256). Moreover, it provides a mechanism for smoothly transitioning attacks from
the regime where single-byte biases dominate to the regime where these biases
are no longer apparent but where double-byte biases are still present. It remains
to investigate whether other forms of bias (such as the “ABSAB” biases from
[11]) can be effectively integrated into a more general Bayesian approach, and
how much impact this might have on overall attack performance.
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Algorithm 4: Double-byte bias attack
input : C – balanced vector of 216 · S encryptions of fixed plaintext P
(CTSC,j,r denotes r-th byte of j-th encryption of P for TSC-value TSC)
L – length of P in bytes
m1 and mL – known first and last byte of P
{pTSC,r,k }TSC∈TscSp, 1≤r≤L, k∈Byte – single-byte key distribution
{p̃TSC,r,k1 ,k2 }TSC∈TscSp, 1≤r<L, k1 ,k2 ∈Byte – double-byte key distribution
output: estimate P ∗ for plaintext P
begin
NTSC,r,k ← 0 for all TSC ∈ TscSp, 1 ≤ r ≤ L, k ∈ Byte
ÑTSC,r,k1 ,k2 ← 0 for all TSC ∈ TscSp, 1 ≤ r < L, k1 , k2 ∈ Byte
initialise mappings Q, Q0 : Byte → Byte∗ × R
// Phase 1
(count occurrences of keystream bytes and byte pairs)
for each TSC ∈ TscSp do
for j = 1 to S do
for r = 1 to L − 1 do
NTSC,r,CTSC,j,r ← NTSC,r,CTSC,j,r + 1
ÑTSC,r,CTSC,j,r ,CTSC,j,r+1 ← ÑTSC,r,CTSC,j,r ,CTSC,j,r+1 + 1
// Phase 2a
(derive likelihoods for plaintext byte at position 2)
for µ2 = 0x00 to 0xFF do
P
P
λm1 kµ2 ← +
ÑTSC,1,k1 ⊕m1 ,k2 ⊕µ2 log p̃TSC,1,k1 ,k2
TSC∈TscSp k1 ,k2 ∈Byte
P
P
−
NTSC,1,k⊕m1 log pTSC,1,k
TSC∈TscSp k∈Byte

Q[µ2 ] ← (µ2 , λm1 kµ2 )
// Phase 2b
(derive likelihoods for plaintext bytes at positions 3. . . (L − 1))
for r = 3 to L − 1 do
for µr = 0x00 to 0xFF do
L∗ ← −∞
for µr−1 = 0x00 to 0xFF do
parse Q[µr−1 ] as (P 0 , λP 0 )
λP 0 kµr ← λP 0
P
P
+
ÑTSC,r−1,k1 ⊕µr−1 ,k2 ⊕µr log p̃TSC,r−1,k1 ,k2
TSC∈TscSp k1 ,k2 ∈Byte
P
P
−
NTSC,r−1,k⊕µr−1 log pTSC,r−1,k
TSC∈TscSp k∈Byte

if λP 0 kµr > L∗ then
(P ∗ , L∗ ) ← (P 0 , λP 0 kµr )
Q0 [µr ] ← (P ∗ k µr , L∗ )
Q ← Q0
// Phase 3
(pick most likely plaintext out of candidate set)
L∗ ← −∞
for µL−1 = 0x00 to 0xFF do
parse Q[µL−1 ] as (P 0 , λP 0 )
λP 0 kmL ← λP 0
P
P
+
ÑTSC,L−1,k1 ⊕µL−1 ,k2 ⊕mL log p̃TSC,L−1,k1 ,k2
TSC∈TscSp k1 ,k2 ∈Byte
P
P
−
NTSC,L−1,k⊕µL−1 log pTSC,L−1,k
TSC∈TscSp k∈Byte

if λP 0 kmL > L∗ then
(P ∗ , L∗ ) ← (P 0 , λP 0 kmL )
return m1 k P ∗ k mL
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Fig. 5. Pictorial representation of biases in RC4 keystreams for 128-bit, 40-bit and
56-bit MPPE keys, for different positions (x-axis) and byte values (y-axis). For each
position we encode the bias in the keystream for the (position,value) combination as a
colour; in each case, the colouring scheme encodes the absolute biases, i.e., the absolute
difference between the occurring probabilities and the (expected) probability 1/256,
scaled up by a factor of 216 , capped to a maximum of 0.5.
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Fig. 6. Average success rates of single-byte plaintext recovery attacks against MPPE
using 40-bit keys (blue), 56-bit keys (red), and 128-bit keys (green) over positions 1 to
256. The success rates are based on 256 experiments.

