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Abstract. In this paper, we propose a new approach for constructing
selectively convertible undeniable signature schemes, and present two
efficient schemes based on RSA. Our approach allows a more direct se-
lective conversion than the previous schemes, and the security can be
proved formally. Further, our disavowal protocols do not require paral-
lelization techniques to reach a significant soundness probability. Also,
our second scheme is the first selectively convertible scheme which is
provably secure without random oracles.
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1 Introduction

1.1 Background

The concept of undeniable signature (US) schemes was introduced by Chaum
and van Antwerpen [10]. In an US scheme, the signer issues an undeniable signa-
ture 7 which is not publicly verifiable. She then proves the validity or invalidity
of 7 in zero-knowledge by running a confirmation protocol or disavowal protocol
with the receiver. US schemes have found various applications in cryptography
such as in licensing software [10], electronic cash [11, 2, 31], electronic voting and
auctions. Then there have been a wide range of research covering a variety of
different schemes for undeniable signatures over the past 15 years [7,1,9, 8,19,
14,18,25,4,17,16, 22, 3, 26, 27).

Recently, the security of Chaum’s US scheme was proved formally in the
random oracle model by [28]. Laguillaumie and Vergnaud showed an US scheme
which is secure in the standard model under the strong Diffie-Hellman (DH)
assumption [23]. The relations among the security notions for US schemes was
given by [21].

The notion of convertible US schemes was introduced by Boyar et al. [1].
A selectively convertible US scheme allows the signer to convert an undeniable
signature 7 into a regular signature by releasing a piece of information « at a later
time. All conversion means that the signer can convert all undeniable signatures
into regular ones. They showed that if there exists a digital signature (DS)
scheme, then there exists a convertible US scheme. However, this construction
is not practical.



Damgard and Pedersen showed two selectively convertible US scheme schemes
based on ElGamal signature scheme [14]. In their schemes, a part of the ElGamal
signature is encrypted by Rabin encryption scheme or by ElGamal encryption
scheme. However, invisibility is not proved in these schemes !, where the in-
visibility means that we cannot decide if (m, 7) is a valid (message, undeniable
signature) pair. Note that the invisibility is an essential property required for
US schemes from the definition.

Gennaro-Krawczyk-Rabin proposed an RSA-based US scheme which allows
all conversion efficiently [18]. 2 They also showed a method of selective conversion
such that the signer releases a non-interactive proof which shows that (m, 1) is
a valid (message, undeniable signature) pair.

1.2 Owur Contribution

In this paper, we propose a new approach for constructing selectively convert-
ible undeniable signature schemes, and present two efficient schemes based on
RSA. Our approach allows a more direct selective conversion than the previous
schemes, and the security can be proved formally. Further, our disavowal pro-
tocols do not require parallelization techniques to reach a significant soundness
probability. Also, our second scheme is the first selectively convertible US scheme
whose security can be proved without random oracles.

A selectively convertible US scheme has two modes, the US signature issueing
mode and the selective conversion mode. In our approach, we consider a DS
signature issueing mode as well which is described as follows: For a message m,

— The signer issues an undeniable signature 7 in the US mode.

— In the DS mode, the signer issues o as a regular signature on m.

— In the selective conversion mode, the signer releases o (which is the same as
above) to convert the already issued undeniable signature 7 into a regular
signature. By using o, the validity of (m,7) is made publicly verifiable.

We first formalize such US schemes as two-sided undeniable/signature schemes
(" two-sided scheme” for short). In the security model, we consider adversaries
who have access to both the DS-sign oracle and the US-sign oracle. Adversaries
then try to forge a digital signature o (DS-forgery) or an undeniable signature
7 (US-forgery). See Figure 1. Both types of forgery must be impossible, and
invisibility must be satisfied.

We next show an efficient two-sided scheme based on RSA signature scheme
and Paillier’s encryption scheme [29]. In this scheme, the public-key is an RSA
modulus N (= pq).

! In Sec.5.1 and Sec.5.2 of [14], the authors wrote only that *We therefore conjecture
that ...” on the invisibility of their schemes.

2 GRK US scheme assumes that there exits an encoding method of messages so that
the RSA-based DS scheme is unforgeable. However, no such encoding method is
known in the standard model. Hence GRK US scheme is secure in the random oracle
model only currently.
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Fig. 1. Adversary in Two-sided scheme

— Our DS mode is the same as the RSA signature scheme with e = N. That
is, the signer issues a digital signature ¢ € Z3 on a message m such that

o = H(m) mod N,

where H is a hash function.
— Now replace modN with modN? in the above equation. Then we obtain
that

o = H(m) 4+ 7N mod N? (1)

for some 7 € Zy. We consider that this 7 is an undeniable signature on
m. That is, in the US mode, the signer issues the above 7 as an undeniable
signature.

— In the selective conversion mode, the signer releases o (which is the RSA
signature on m) to convert the already issued 7 into a regular signature.
The validity of (m,7) is publicly verified by checking eq.(1).

This piece of information o released for selective conversion is smaller than
that of GRK US scheme [18], where the latter is based on the Fiat-Shamir
heuristic. 3

Not only the above technique is new, but also our confirmation and disavowal
protocols are based on a novel approach. In particular, our (zero-knowledge) dis-
avowal protocol does not require parallelization techniques to reach a significant
soundness probability. In the previous US schemes, only confirmation protocols
are known which do not require parallelization techniques.

We then prove the security of our scheme in the random oracle model.
Roughly speaking, our scheme relies on RSA assumption and the Nth resid-
uosity assumption.

Finally, we show the first selectively convertible US scheme which is provably
secure in the standard model. It is a two-sided scheme, and it is obtained by
applying our technique to Cramer-Shoup DS scheme [13] which is known to be
secure in the standard model.

3 Since our scheme does not use the Fiat-Shamir heuristic, it uses one random oracle
H while GRK scheme must use two random oracles (see footnote 2).

* On the other hand, GRK US scheme [18] relies on RSA assumption and DDH as-
sumption over Zy, where the security model does not consider DS-sign oracle nor
DS forgery.



Remark 1. In GRK US scheme [18], N = pq, where p and ¢ must be safe primes.
Galbraith et al. showed a method which can eliminate this restriction [17]. Our
schemes are totally different from [18,17], and p and ¢ can be any primes.

2 Model and Definitions

For an algorithm A and its input z, we write y «— A(x) if y is an output of A(z).

2.1 Syntax

A two-sided scheme consists of six polynomial time algorithms (Key, DSign, DVerify,
USign, Convert, UVerify), and two protocols, a confirmation protocol Confirm and
a disavowal protocol Disavow.

Key is a probabilistic algorithm which outputs a public-key pk and a secret-key
sk on input 1¢, where ¢ is a security parameter. The public-key pk specifies
the message space M, the space of digital signatures D, and the space of
undeniable signatures .

DSign is a (either probabilistic or deterministic) algorithm which outputs a dig-
ital signature o on input (sk,m), where m is a message. We say that (m, o)
is a valid D-pair if there exists a random tape such that the algorithm
DSign(sk, m) outputs o.

DVerify is an algorithm which, on input (pk,m, o), outputs accept if (m, o) is a
valid D-pair, and reject otherwise.

USign is a (probabilistic) algorithm which outputs an undeniable signature T on
input (sk,m), where m is a message. We say that (m,7) is a valid U-pair if
there exists a random tape such that the algorithm USign(sk,m) outputs 7.

Convert is an algorithm which outputs a digital signature o for a valid U-pair
(m, 7). More precisely, on input (sk, m, 7), it outputs some o < DSign(sk, m)
if (m,7) is a valid U-pair, and L otherwise. Then by using UVerify shown
below, the validity of (m,7) is made publicly verifiable.

Note that the above o is not necessarily a random output of DSign(sk, m). It
must be related to 7 so that the validity of (m, 7) is made publicly verifiable
with UVerify.

UVerify is an algorithm which verifies the validity of (m,7) by using o «
Convert(sk, m, 7). More precisely, on input (pk,m,T,c), it outputs accept
if (m,7) is a valid U-pair and o < Convert(sk, m,7), and reject otherwise.

Confirm is a zero-knowledge proof system for valid U-pairs (m, 7).

Disavow is a zero-knowledge proof system for invalid U-pairs (m, 7).

A two-sided scheme has three modes as follows.

DS mode: (Key, DSign, DVerify) is used as a DS scheme in an obvious way.
US mode: (Key, USign, Confirm, Disavow) is used as an US scheme in an obvious
way.



Selective conversion mode: Convert and UVerify are used to convert an un-
deniable signature 7 on m so that the validity of (m,7) is made publicly
verifiable.

The definitions of Convert and UVerify combine DS mode and US mode
through selective conversion mode.

2.2 Security

In two-sided schemes, adversaries have three goals, DS-forgery, US-forgery and
invisibility. In the attack game of each goal, we allow A to have oracle access
to DSign-oracle, USign-oracle, Convert-oracle and Confirm/Disavow-oracle, where
the last oracle is explained as follows. A queries (m,7) to Confirm/Disavow-
oracle. If (m,7) is a valid U-pair, then the oracle returns yes and execute the
protocol Confirm with A. Otherwise, it returns no and execute the protocol
Disavow with A. In both cases, the oracle plays a role of the signer and A plays
a role of the verifier.

We call DSign-oracle and USign-oracle sign-oracles, and Convert-oracle and
Confirm/Disavow-oracle decision-oracles.

Sign-oracles DSign-oracle, USign-oracle
Decision-oracles|Convert-oracle, Confirm/Disavow-oracle

Table 1. Sign-oracles and Decision-oracles

(1) We define DS-forgery as follows. Any adversary A can obtain a valid D-
pair (m,o) if A queries m to DSign-oracle or A queries a valid U-pair (m, 1)
to Convert-oracle. (In the latter case, Convert-oracle returns o.) We require that
there is no other method for A to output a valid D-pair. Formally, we consider
the following game. An adversary A is given a randomly generated public-key
pk. A then has access to all oracles. Finally A outputs a forgery (m*,o*).

We say that (m*,o*) is not fresh if A queries m* to DSign-oracle or A
queries a valid U-pair (m*,7) to Convert-oracle for some 7. Otherwise we say
that (m*,o*) is fresh. We say that A DS-forges if (m*, c*) is a valid D-pair, and
it is fresh.

We show an example by using Table 2. In this example,

1. A queried m; to DSign-oracle and received o;.

2. A queried m; to USign-oracle and received 7;. A next queried (mj,7;) to
Convert-oracle and received o;.

3. A queried my to USign-oracle and received 7y.

4. A queried my to no sign-oracle.

A finally outputs (m*,o*). If (m*,0*) is a valid D-pair and m* = my, then A
succeeds in DS-forgery. A also succeeds even if m* = my. It is easy to see that
(m*,0*) is fresh in these cases.



Definition 1. We say that a two-sided scheme is DS-secure if Pr[A DS-forges)
is negligible for any PPT adversary A.

In selective convertible US schemes, A should not be able to forge a converter
« for an already issued U-pair (m, 7). In two-sided schemes, this security notion
is included in the above definition.

(2) We define US-forgery as follows. Suppose that an adversary 4 finally outputs
a valid U-pair (m*,7*), where A has never queried m* to USign-oracle, but it
queried m* to DSign-oracle. Is it a forgery ? Our definitions of Sec.2.1, however,
does not exclude the possibility that one can construct 7* from a valid D-pair
(m*,0*). Indeed, this is the case in our constructions.

Hence we consider that A succeeds in US-forgery if A has never queried m*
to any sign-oracle. We say that a valid U-pair (m*,7*) is fresh if A has never
queried m* to any sign-oracle. We also consider that A succeeds in US-forgery
if she queries a fresh (m*,7*) to one of the decision oracles during the attack
game.

Formally, we consider the following game. An adversary A is given a randomly
generated public-key pk. A then has access to all oracles. We say that A US-
forges if A outputs a fresh (m*,7*) or A queries a fresh (m*,7*) to one of the
decision-oracles.

Let’s consider the example which is shown in the previous case (1) by using
Table 2. Suppose that A finally outputs a valid U-pair (m*,7*). If m* = my,
then A succeeds in US-forgery. However, A does not succeed if m* = m;.

Definition 2. We say that a two-sided scheme is US-secure if Pr[A US-forges)
1s negligible for any PPT adversary A.

MM | My | My
DSign-oracle | o; (0*)|(c")
USign-oracle 7| Tk |(T7)

Convert-oracle g

Table 2. Query pattern and DS/US forgery

(3) The third security notion is invisibility, a notion due to Chaum, van Heijst
and Pfitzmann [9]. This notion is essentially the inability to determine whether
a given U-pair is valid. We consider the following game on a distinguisher D.

1. D is given a randomly generated public-key pk. D then has access to all
oracles.

2. At some point, D outputs a message m* which has never been queried to
any oracle, and requests a challenge undeniable signature 71 on m*.

3. 71 is generated based on the outcome of a hidden coin toss b. If b = 1, then
7T is generated as usual using USign-oracle, otherwise 71 is chosen uniformly
at random from the undeniable signature space U.

4. D performs oracle queries again with the restriction that no sign-oracle query
on m* is allowed, and no decision-oracle query on (m*,71) is allowed.



5. At the end of this attack game, D outputs a guess b'.
Define Advpn,(D) = |Pr(t/ =b) — (1/2)].

Definition 3. A two-sided scheme is invisible if Advin,(D) is negligible for any
PPT D.

Definition 4. We say that a two-sided scheme is secure if it is DS-secure, US-
secure and invisible.

3 Proposed Two-Sided Scheme in RO Model

Now we show an efficient two-sided scheme in the random oracle model based
on RSA and Paillier’s encryption scheme [29].

3.1 Paillier’s Encryption Scheme

In Paillier’s encryption scheme [29], the public-key is N (= pq), and the private-
key is (p,q), where p and ¢ are large primes. The encryption function for a
message m € Zy is given by

E(m,r) =r"(14+mN) mod N?,
where r € Z}; is randomly chosen. E has a homomorphic property such that
E(my,r1) - E(ma,r2) = E(my + mg mod N, r;ry mod N) mod N2

(For decryption, see [29].) We say that Y € Zj3. is an Nth residue if ¥ =
2N mod N? for some x € Z%. Note that E(0,7) is an Nth residue.

3.2 Proposed Scheme

The proposed two-sided scheme is described as follows. Let m € {0,1}* be a
message.

— Key Generation. On input 1¢, choose two primes p, ¢ such that |p| = |¢| = ¢

randomly and compute N = pq. Find d such that Nd = 1 mod lem(p —

1,¢g —1). Let H : {0,1}* — Z5 be a hash function. Set the public key as

pk = (N, H) and the secret key as d.

DSign. Compute o = H(m)? mod N and return o as the digital signature.

— DVerify. For a given (m, o), output accept if o = H(m) mod N and reject
otherwise.

— USign. First compute o = H(m)? mod N. Next compute 7 such that

o = H(m) 4+ 7N mod N2, (2)

Finally return 7 as the undeniable signature.



— Convert. For a given (m,7), first compute o = H(m)? mod N. Next output
o if eq.(2) is satisfied, and L otherwise.

— UVerify. For a given (m, 7,0), output accept if eq.(2) is satisfied, and reject
otherwise.

For confirmation/disavowal protocols, we use the following Lemma.
Lemma 1. (m,7) is a valid U-pair if and only if there exists o € Z3% such that
E(0,0) = H(m) 4+ 7N mod N?,

where E is an encryption function of Paillier’s encryption scheme.

The proof is clear from eq.(2). Now given (m, 7), the signer computes § € Zy
such that
E(B,0) = H(m) 4+ 7N mod N?. (3)

If 8 =0, then the signer runs a confirmation protocol which proves that § = 0.
Otherwise, the signer runs a disavowal protocol which proves that g # 0.

We will show efficient protocols based on the homomorphic property of Pail-
lier’s encryption scheme [29].

3.3 Confirmation Protocol
We first show a basic confirmation protocol which proves that 8 = 0 in eq.(3).
1. The verifier chooses u,v € Zy and w € Z} randomly, and compute
y = (H(m) + 7N)“E(v,w) mod N2
He then sends y to the signer. Note that it holds that for some r € Z%,
y = E(0,0)“E(v,w) = BE(0 x u+v,r) = E(v,7) mod N

2. By using the decryption algorithm of Paillier’s encryption scheme, the signer
decrypts y and obtains v’ such that y = E(v’, ") for some 7’. Then she sends
v’ to the verifier.

3. The verifier accepts if v/ = v, and rejects otherwise.

Theorem 1. Completeness. If (m,7) is a valid U-pair, then the verifier al-
ways accepts.

Soundness. If (m,7) is not a valid U-pair, then the verifier rejects with over-
whelming probability.

The proof is given in Appendix A. Finally, we construct a zero-knowledge
confirmation protocol as follows, where commit(z) is a commitment function.

1. The verifier sends
y = (H(m) 4+ 7N)“E(v, w) mod N? (4)

to the signer, where u,v € Zy and w € Z} are randomly chosen.



2. The signer computes v’ such that y = E(v',r"), and sends ¢ = commit(v’)
to the verifier.

3. The verifier reveals u, v, w.

4. The signer checks if eq.(4) holds by using u, v, w. If it holds, then the signer
opens ¢ = commit(v'). Otherwise, she aborts.

5. The verifier accepts if v' = v, and rejects otherwise.

Theorem 2. The above protocol is zero-knowledge confirmation protocol if (i)
commit(x) reveals no information on x, and (ii) the signer cannot find &' such
that commit(z) = commit(x’).

The proof will be given in the final version. In the random oracle model, we can
use a simple commit(x) shown by Pass [30, Sec.4.1] as follows.

Commit phase. For x € Zy, Alice chooses r € Zj; randomly and sends ¢ =
H(z,r) to Bob.
Reveal phase. Alice sends (z,7) to Bob. Bob checks that ¢ = H(z,r).
3.4 Disavowal Protocol
We first show a basic disavowal protocol which proves that 5 # 0 in eq.(3).
1. The verifier chooses u € Zy and w € Z} randomly, and computes
y = (H(m) 4+ 7N)“E(0,w) mod N2
He sends y to the signer. Note that for some r € 7%,
y=E(B,0)"E(0,w) = E(8 x umod N,r) mod N2, (5)

2. The signer first computes = such that y = E(x,r’), where x = 8- u mod N
from eq.(5). She next computes u’ = 2/ mod N. Then she sends «’ to the
verifier.

3. The verifier accepts if v’ = u, and rejects otherwise.

Similarly to Theorem 1, we can prove the following theorem.

Theorem 3. Completeness. If (m,7) is not a valid U-pair, then the verifier
always accepts.

Soundness. If (m,7) is a valid U-pair, then the verifier rejects with overwhelm-
ing probability.

Finally we construct a zero-knowledge disavowal protocol as follows, where
commit(z) is a commitment function given in the previous subsection.

1. The verifier sends
y = (H(m) 4+ 7N)“E(0,w) mod N? (6)

to the signer, where v € Z and w € Z3, are randomly chosen.



2. The signer first computes [ of eq.(3) and = such that y = E(x,r"). She next
computes v’ = z/ mod N. Then she sends ¢ = commit(u’) to the verifier.

3. The verifier reveals u, w.

4. The signer checks if eq.(6) holds by using w,w. If it holds, then the signer
opens ¢ = commit(u’). Otherwise, she aborts.

5. The verifier accepts if v’ = u, and rejects otherwise.

Theorem 4. The above protocol is zero-knowledge disavowal protocol if (i) commit(x)
reveals no information on x, and (ii) the signer cannot find ' such that commit(z) =
commit(z').

The proof will be given in the final version.

3.5 Security of Our Scheme

RSA assumption with e = N (N-RSA Problem) claims that given an RSA
modulus N and a random y € Zy;, it is hard to compute x € Z3 such that
y = ¥ mod N. We now define the N2-RSA problem as follows. Given an RSA
modulus N and a random Nth residue Y € Z3., compute x € Z3 such that
Y = 2% mod N2. The N2-RSA assumption claims that the N2-RSA problem is
hard. We then prove that the proposed scheme is DS-secure under the N2-RSA
assumption.

Theorem 5. The proposed scheme is DS-secure under the N2>-RSA assumption
in the random oracle model.

The proof is given in Appendix B. It use the techniques of Coron [12] which was
also used by [28].

Given an RSA modulus N and a random y € Zj;, the computational Nth
Residuosity (CNR) problem is to find z € Zy such that y + 2N = 2% mod N?
for some z € Z%,. The CNR assumption claims that the CNR problem is hard.
Catalano et al. proved that CNR problem is as intractable as the one-wayness
of Paillier cryptosystem [6]. We prove that the proposed scheme is US-secure
under the CNR assumption.

Theorem 6. The proposed scheme is US-secure under CNR assumption in the
random oracle model.

The proof will be given in the final paper.

Let Residuey = {Y | Y = 2% mod N? for some x € Z}}. Decisional Nth
Residuosity (DNR) assumption claims that Residuey and Z3. are indistinguish-
able. More precisely, we consider the following game between a challenger and a
distinguisher D. For a given N (= pq):

1. The challenger chooses a random bit b. If b = 0, then he chooses Y from
Residuey randomly. If b = 1, then he chooses Y from Z3. randomly. He
then gives Y to D.

10



2. D outputs a bit V'

Define Advgn,(D) = |Pr(b) = b) — (1/2)]. The DNR assumption claims that
Advgy,-(D) is negligible for any PPT distinguisher D. This problem was first
addressed in Paillier cryptosystem, namely Paillier cryptosystem is IND-CPA
under DNR assumption [29].

We prove that the proposed scheme is invisible under DCR assumption.

Theorem 7. The proposed scheme is invisible under DNR assumption in the
random oracle model.

The proof will be given in the final paper.

It is easy to see that the following reductions hold for the underlying prob-
lems.

1. N-RSA Problem = CNR Problem = DNR Problem,
2. N-RSA Problem = N2-RSA Problem,
3. CNR Problem + N2-RSA Problem = N-RSA Problem.

4 How To Remove Random Oracle

In this section, we show an efficient two-sided scheme in the standard model.
Cramer-Shoup showed an adaptively secure DS scheme under strong RSA as-
sumption in the standard model [13]. It can be seen as a special case of Shamir-
Tauman construction [32] which transforms a weakly secure DS scheme (secure
against weak non-adaptive chosen message attack) to an adaptively secure one
by combining with a trapdoor commitment scheme. In particular, in Cramer-
Shoup scheme, a trapdoor commitment scheme is based on GQ identification
scheme [15].

Our two-sided scheme is constructed by modifying Cramer-Shoup DS scheme
as follows. First, our DSign algorithm is almost the same as Cramer-Shoup DS
scheme except that we use two moduli, Ni(= piq1) for GQ-based trapdoor
commitment scheme and Na(= pags) for a weakly secure signature part, while
Cramer-Shoup scheme uses a single modulus. Next our USign algorithm is ob-
tained by extending our technique of Sec.3 to the GQ-based trapdoor commit-
ment scheme.

4.1 Scheme

(Key Generation) Let ¢ be a security parameter.

1. Choose four ¢-bit primes p1, q1, p2, g2 randomly such that ps = 2p’ + 1 and
g2 = 2¢' + 1, where p’ and ¢’ are primes. Let N7 = p1q; and Ny = pags.

2. Choose hy € Zy, and hz,z € QRN, randomly, where QRy denotes the set
of quadratic residues of modN.

11



3. Find d such that Nid = 1 mod lem(py — 1,q1 — 1). Let H be a collision-
resistant hash function whose output can be interpreted as a positive integer
less than 2°.

4. Set the public-key as pk = (Ni, h1, Na, ho,z, H) and the secret-key as sk =
(d,p2,q2)-

DSign. For a message m € {0,1}*, first choose y' € Z3, randomly and compute
x' € Zp, such that

/)N = 2'h™ mod Ny, (7)

(where 2’ can be seen as a commitment of m). Next choose a (¢ + 1)-bit prime
e randomly and compute y such that

y¢ = th(xl) mod Ny, (8)

(where (e,y) is a weakly secure signature on z’). The digital signature on m is
0= (6, Y, y/)
DVerify. For a given (m, o), first check if e is an (¢4 1)-bit number. Second, &’ =

(y’)Nlhl_H(m) mod N; is computed. Third, it is checked that z = th;H(x/) mod
No.

USign. For a message m € {0, 1}*, first compute o = (e, y,y’) as shown in DSign.
Next compute w € Zy, such that

(v = u + wN; mod N2, (9)

where u = x’hfl(m) mod Nj. Finally return 7 = (e, y,2’,w) as the undeniable

signature on m. (Note that the above equation is basically the same as eq.(2)).

Convert. For a given m and 7 = (e,y,2’,w), first check if e is an (£ + 1)-bit
number and (e,y,z’) satisfies eq.(8). Next compute y' € Zy, which satisfies
eq.(7). Finally check if (y',w) satisfies eq.(7). If everything is OK, then output
o= (e,y,y"). Otherwise, output L.

UVerify. For a given m, 7 = (e,y,2’,w) and o = (e,y,y’), output accept if e
is an (¢ + 1)-bit number, and eq.(7), eq.(8) and eq.(9) are satisfied, and reject
otherwise.

In the confirmation protocol, the signer proves that for a valid U-pair, m and
7 = (e,y,2',w), there exists o = (e,y,y’) which satisfies eq.(7), eq.(8) and eq.(9).
Essentially, this means that the signer proves that there exists y’ € Zy, which
satisfies eq.(9). Such a zero-knowledge protocol can be constructed similarly to
Sec.3.3.

In the disavowal protocol, the signer proves that for an invalid U-pair m and
7 = (e,y,2',w), there exists no ¢ = (e,y,y’) which satisfies eq.(7), eq.(8) and
eq.(9). If eq.(8) is not satisfied, then we have done. If eq.(8) is satisfied, then
the signer proves that there exists no y’ € Zy, which satisfies eq.(9). Such a
zero-knowledge protocol can be constructed similarly to Sec.3.4.

In these protocols, we can use a commitment function based on RSA assump-
tion as shown in [20, Sec.3]. Also, see [18, page 405].

12



4.2 Security

The strong RSA assumption claims that given an RSA modulus N and a random
y € Z}, it is hard to find e > 1 and = € Z}; such that y = 2° mod N

We define the strong CNR problem as follows. Given an RSA modulus N
and a random z € Z};, find @ > 1 and ¢ € Zy such that w = z* + ¢/N mod N?
is an Nth residue. Solving the CNR problem implies an algorithm for solving
the strong CNR problem, but the other direction is unknown. The strong CNR
assumption claims that the strong CNR problem is hard.

Theorem 8. The above scheme is US-secure under the strong RSA assumption
and the strong CNR assumption in the standard model.

Theorem 9. The above scheme is DS-secure under the strong RSA assumption
and the strong CNR assumption in the standard model.

Theorem 10. The above scheme is invisible under DNR assumption in the
standard model.

All the proofs will be given in the final paper.
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A  Proof of Theorem 1

The completeness is clear. We prove the soundness. Suppose that (m,7) is not
a valid U-pair. Then we can write

E(B,0) = H(m) + 7N mod N?
for some § € Zy and o € Z3;, where § # 0 from Lemma 1. Then y is written as
y=E(B,0)"E(v,w) = E(t,r),

where
t=p0F-u+vmodN and r = ¢" - w mod N.

Now it is easy to see that for any v’ € Zy, there exists unique v/, w’ € Zx such
that )
t=03-v+v mod N and r =0 -w mod N

if ged(B, N) = 1. This means that the prover cannot compute v correctly more
than guessing. Hence the verifier rejects with overwhelming probability.

B Proof of Theorem 5

We show that if there exists a PPT adversary A with Pr[A DS-forges| = €4,
then one can construct a PPT algorithm M that can solve the N2-RSA problem
with probability e€ps, by running A as a subroutine. Suppose the input to M is
(N,Y), where Y = 2% mod N? for some z € Z}.

M then starts running A by feeding A with the public key (N, H) where H is
a random oracle that will be simulated by M. M also simulates the sign-oracles
and the decision-oracles itself.

We assume that when A requests a sign-oracle query or a decision-oracle
query on a message m;, it has already made the corresponding H query on m;.
When A makes a H-oracle query for a message m;, M chooses r; € Z3 randomly
and behaves as follows.

— With probability 6, return h; = H(m;) = rY mod N. Let flag; = 0, o; = ry,
and compute 7; € Z% such that r¥ = h; + 7N mod N2.

— With probability 1 — 6, return h; = H(m;) = YrY mod N. Let flag; = 1,
and compute 7; € Zj; such that rlNY = h; + 7, N mod N?2.

In the above, ¢ is a fixed probability which will be determined later.
Suppose that A makes a sign-oracle query for a message m;.

— Suppose that flag; = 0. If the query is a DSign-oracle query, then M returns
o;. If it is a USign-oracle query, then M returns ;.

— Suppose that flag; = 1. If the query is a USign-oracle query, then M returns
7;. If the query is a DSign-oracle query, then M aborts and it fails to solve
N2-RSA problem.
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flag; DSign-oracle query|USign-oracle query
0 T,fv:hi+TiNmOdN2 o; =7T; Ti
1 [Yr} =hi + 7N mod N? Abort -

Next, suppose A makes a decision-oracle query for (m;, 7/).

— Suppose that 7/ # 7;. If the query is a Convert-oracle query, then M returns
L. If the query is a Confirm/Disavow-oracle query, then M returns no and
runs the disavowal protocol with A.

— Otherwise, 7/ = 7;. If the query is a Confirm/Disavow-oracle query, then M
returns yes and runs the confirmation protocol with A.

Suppose that the query is a Convert-oracle query. If flag; = 0, then M
returns o;. If flag; = 1, then M aborts and it fails to solve N2-RSA problem.

In the above, M can simulate the Confirm/Disavow oracle by using the rewinding
technique because the protocols are zero-knowledge.

Now suppose that A DS-forges, and outputs a valid D-pair (m*,c*) at the
end of the game. We assume that A has queried the H-oracle on m* and so
m* = m; for some j.

— If flag; = 0, then M aborts.
— Otherwise, flag; = 1. Since (m*,0*) is a valid D-pair, it holds that

hj+ ;N = (¢*)N mod N2.

On the other hand, r'Y = h; 4+ 7;N mod N? since flag; = 1. Therefore, it
holds that
réVY = (¢*)" mod N2.

Y = (0% /r;) mod N?.

Now let z = 0*/r; mod N. Then it is easy to show that 2%V = (¢* /r;)¥ mod

N?2. Therefore, it holds that
Y = 2" mod N2
Consequently, M outputs z € Z} and thus it solves N2-RSA problem.

To complete the proof, it remains to calculate the probability that M does
not abort. Let ¢p be the number of DSign-oracle queries and that A issues. The
probability that M answers to all DSign-oracle queries is 097, and flag; = 1 for
m; = m* is 1 — J. Therefore, the probability that M does not abort during the
simulation is 677 (1 — 4). This value is maximized at d,ps =1 —1/(¢p + 1). This
shows that ejs is at least (1/e(1 + gp))ea, where e is the base of the natural
logarithm. This is because the value (1 —1/(gp + 1))?° approaches 1/e for large
gs. This completes our proof.
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