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= 28 × 232 × (4 × 264) = 2106
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(Hi, Mi)

Â¦¾?735&½-1¨¾=Ä�¾?Ã�½-Á+8 8 ÿ 5®ÀN½¦13¾?Ä

Hi+1 = F (Hi, Mi)
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Ãu¾?*
11 ≤ i ≤ 17

À?*¦8\ÀN7�Â[¾ �UÄ®¾oç�ÄhÀo½�½¦Á®13Â ¼I¾?13ÄU½/È �h8�Â[½¦¾=*¦8
½¦Á+8SÂ[8 8/7¨8/Å`80ÄU½-Â­13Ä6À�½YÀNÏ+738

T ′
È

É­Á+8�Ê®Ä®ÀN7�ÂF½-80¼�¾NÃ©½¦Á+8�ÀN½[½-À=2���13Â�½¦¾\Ê®Ä®.§2�¾=7¨731�Â[13¾?Ä®Â­¾=ÄÎ½-Á+8 ¾?Ï��F8/2�½YÂ­¾NÃ
56
Ï+1�½YÂ

(B11
15 , . . . , B17

15)

½¦Á®ÀN½�Á®ÀmÆ=8¥ÏI808/Ä�2�¾=Å`¼+5&½¦8S.LÏQ»\½Fç$¾\.&1��I8/*¦8/Ä=½­Å`8/À?Ä®Â$À?Ä®.ÎÂ[½¦¾=*¦8S.�13ÄL½-À?Ï+738/Â
T
ÀNÄ®.

T ′
È

�¥Â¦1¨Ä+¿\½-Á+8 Ï+13*[½-Á®.+Àm»L¼®À?*-À=.&¾mÓÐÌQç$8 8�Ó&¼I8/2�½
280

20¾?737¨1�Â¦1¨¾=Ä®Â­Ï«8S20À?5®Â[8

|T | × |T ′| × 2−56 = 272 × 264 × 2−56 = 280

ú(737&½¦Á+8SÂ[8(20¾?737¨1�Â¦1¨¾=Ä®Â~20ÀNÄ`ÏI8­Ãu¾?5+Ä«.�8
	L2�1380ÄU½¦73»�ÏQ»�20¾?Å`¼+5&½-1¨Ä+¿
T ./ T ′

Ô�Â[8/8 ï¨ñSðoóu×�È 
�À=2YÁ
2�¾?737313Â¦1¨¾=ÄÖ20¾?*-*¦8SÂ[¼I¾?Ä«.+Â¤½¦¾ËÂ¦¾?Å`8`¼®ÀN13*

(Hi, Mi)
È�þBÄô¾=*-.&8/*�Ãu¾?* ½-Á+13Â�¼®ÀN13* ½¦¾ËÂ¦¾?73Æ?8\½¦Á®8

1¨Ä+1¨½¦1�ÀN7�¼+*¦¾=Ï+7380Å§Ì&ç$8 Ä+8/8/.§ÀNÄ§À?.®.&1�½-1¨¾=Ä®ÀN7Ð8 ÿ 5®ÀN731�½F»ÎÏ«80½Fç$8/80Ä
ú �<j-DFRQH0T�T�A(DF�UV¦@FV~eWf©H0i�V-¯NDB@[H$j-ESiUf_DB@[H0eWiND�O/DF�QH�D

φ(A0
0) = A1

0

¡ 	 �NRUfÐESi=T�A
1
E/R=D�E0�

256
XSH0TWRUVYf

E/�
Hi

H0@FV�X/H/TWe�Z®¡üû�i=jYV
(h1, . . . , h9)

H0@FV�j[�UE/fBVYi«O«DF�UV�XSH0TWRUV E/�
h0
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15, . . . , B

10
15)

Â[½¦¾=*¦8S.Î13Ä�½-ÀNÏ®7¨8
T

Ú ½¦Á+8­ÆoÀN735+8­¾NÃ®½¦Á+8�Â-ÀNÅ`8$ÏQ»U½¦8SÂ©¾?Ï&½YÀN13Ä+8/.�ç�Á+80Ä�ç$8�Ê®737&5+¼`ÀN737U½¦Á+8�2�¾=ÄU½¦80ÄU½~¾NÃIÅ`ÀN½¦*-1�Óº Ô�ç�Á+1�2YÁ�1�Â­¼I¾=Â-Â[13Ï+738¤Ãu¾=*�8/À=2YÁ�2/ÀNÄ®.&1�.+ÀN½¦8 Â[13Ä®208
Hi ⊕ Mi

1�Â�Ä+¾oç �UÄ®¾oç�Ä«×�È
Í(80Ä«2�8¤À�7¨1¨½[½-7¨8�8�ÓQ½-*-À ¼®*¦¾&2�8SÂ¦Â¦13Ä+¿ 13Â$*-8 ÿ 5+13*¦8S.\½¦¾�Ê«Ä®.ÎÀ *-8/À?7«Â¦¾?735&½¦13¾?Ä�ÀNÄ®.LÀ�2�¾?Ä«.&1�½-1¨¾=Ä
¾?Ä

80
Ï+1¨½-Â�Å�5®ÂF½LÏI86Æ?8/*¦1¨Ê®8S.ÐÈ�Í(¾oç�80Æ=80*SÌ~ç$8§Á®ÀmÆ=8

280
20ÀNÄ«.&13.®Ào½¦8SÂ\Ãu*¦¾=Å ½-Á+8 �F¾?13ÄU½

¼+*¦¾&.&5«2�½ ¾NÃ
T
À?Ä®.

T ′
Â[¾§¾=Ä+8�õF*-8/À?7W÷\Â¦¾?735&½-1¨¾=ÄÖÂ¦Á+¾?5®73.hÏ«8`Ãu¾=5+Ä®.ÖÀNÅ`¾?Ä®¿�½-Á+80Å§È�É­Á®8

¼+*¦¾=Ï®ÀNÏ®1¨731�½F»�¾?Ã�Ã�À?1¨735+*-8`Ô��������®½-Á®Ào½(Ä+¾�Â¦¾?735&½¦13¾?Ä�8�Ó&1�ÂF½YÂ-×�20À?Ä�ÏI8 *-¾?5+¿=Á+7¨»LÀ?¼+¼+*-¾mÓ&1¨Å�Ào½-8/.
½¦¾

1

e ' 0.368
È �¥½-Á+80*-ç�1�Â[8=Ì&ç$8 20À?Ä§¼+132���À�731¨½[½¦738�Å`¾?*-8 20À?Ä®.&1�.+Ào½-8/Â�Ãu¾?*

Mi
ÀNÄ«.

Hi
¾=*

2YÁ+¾Q¾=Â¦8¤¾?½¦Á+8/*(2�¾?Ä«ÂF½YÀNÄU½-Â/È

� á©æ+Þ  àSß�à É­Á+8�Ï«¾?½[½¦7380Ä®8/2���13Ä�½-Á+8­¼+*¦8/ÆQ1¨¾=5®Â�ÀN½[½YÀ?2�� 13Â�½-Á+8�½¦13Å\8�Â¦¼«8/ÄU½~À?Ä®ÀN73»��013Ä+¿¥8SÀ?2YÁ¾NÃ�½-Á+8
280

20ÀNÄ«.&13.®Ào½¦8SÂ
(Hi, Mi)
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20ÀNÄ«.&13.®Ào½¦8SÂ¥2/ÀNÄ6ÏI8�8/7¨13Å`1¨Ä®ÀN½¦8S.6ÀoÃ ½¦8/*¥½-Á+8�Ê«*-Â[½¤2YÁ+8S2��ÎÃu¾=*(½¦Á®8�ÆoÀN735+8
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2�¾?Å`¼+*-8/Â-Â¦1¨¾=Ä`Ãu5+Ä®2�½-1¨¾=Ä�Ì

3× 18 = 54
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À�Ã�À=2�½-¾?*
2 × 54 ' 26.75
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F
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273.25 2�¾=Å\Ç
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É­Á+13ÂÎ13ÂÎÅ�5®2YÁÕÃ�À=ÂF½-80*L½-Á®ÀNÄ ½-Á+8Ë80ÓQ¼I8/2�½¦8S. ÆmÀ?7¨5®8Ë¾NÃ
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È$ú¥7¨7�Ào½¦½-À?2��&ÂLÀ?¿=À?1¨Ä®Â[½�½¦Á®8
2�¾?Å`¼+*-8/Â-Â¦1¨¾=ÄLÃu5+Ä®2�½¦13¾?Ä6ÀN*-8 Â[5®Å\Å�À?*¦1 �08S.L13Ä§É©ÀNÏ®7¨8`ñ?È

�~DBD[H/j[¬ g e�¯?V�Z`:©�UH/TWTWVYiUa/V ��H0@Fe�H/J=T�V 	 eW� V ^\V-� E/@BA
;Ne�� C=TWV

Hi+1

H0iQZ
Hi Mi 295 271

>�� C=@FE�XmV�Z
Hi+1

H0iQZ
Hi Mi 295 238

d fBVYRUZ=E/] d @FVYeW��H/a/V
Hi+1 Hi

H/iUZ
Mi 273 278

� �Q����� �Q� ;NRU� ��H�@BA E/�ÐDF�=V�H0DBD[H0j¦¬Nf�H/aSH/eWiUf_D�DF�UV­j-ES� C=@FV-fBfBe�E/i\��R=iUj-DFeWE/i
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1���Yµ�´î³ � � �(· ��� ��
�� 
������

É­Á+8¤¾=Ï �F8/2�½¦13Æ?8�¾NÃ�À�¼+*-8013Å�ÀN¿?8 Ào½¦½-À=2��\1�Â/Ì=Ãu¾=*�À�¿=1¨Æ=80Ä�2YÁ«ÀN737¨8/Ä+¿?8
h
ÌU½¦¾\Ê®Ä«.ÎÀ�Å\8SÂ¦Â-ÀN¿=8

m
Â[5«2YÁÎ½-Á®Ào½(Á®À=Â[Á®1¨Ä+¿

m
ç�1¨½¦Á64Ëö ü\¿?13Æ?8SÂ

h
Ù

4Ëö ü
(m) = h

º 73À=Â¦Â¦132/ÀN7I½¦8S2YÁ+Ä+1 ÿ 5+8/Â�80Ó&13Â[½�½¦¾\½¦5®*¦Ä6Ào½¦½-À=2��QÂ�À?¿=À?1¨Ä®Â[½­½¦Á+8�20¾?Å`¼+*-8/Â-Â[13¾?ÄÎÃu5+Ä®2�½¦13¾?Ä§1¨ÄU½-¾
Ào½[½YÀ?2��&Â<ÀN¿UÀN13Ä®Â[½©½-Á+8�Ãu5+737®Á«À?Â¦Á�È?Í(¾oç�80Æ=80*©½¦Á®80»�À?¼+¼+73»�½-¾�2�7�À?Â-Â[1�20À?7&1�½-80*YÀo½¦8S.\Á®À?Â¦Á\Ãu5+Ä®2�Ç
½¦13¾?Ä®Â/ÌÐ7¨1 �?8\½-Á+¾=Â¦8`Ï®À?Â¦8/.h¾?Äh½¦Á+8�468/* �Q738�ÇBö¤À?Å`¿")N*Y.6¼®À?*-À=.&13¿?Å§ÈÐÉ­Á+8`5®Â[8`¾?Ã­À?ÄhÀ?.®.&1�Ç
½¦13¾?Ä®À?7�2YÁ+8/2��&Â¦5+Å�13Ä§4Òö�ü�Å�À �=8¤½-Á+13Ä+¿=Â(Â¦731¨¿=Á=½-7¨»ÎÅ\¾=*¦8 2�¾=Å`¼+7¨1�20ÀN½¦8S.ÐÈ
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þ_Ã ç�86¾?Å`1¨½L½¦Á®8Ò2YÁ+8/2��&Â¦5+Å§Ì�1¨½Î13ÂÎÂF½-*-À?1¨¿=Á=½¦Ãu¾?*-ç�À?*-.ì½¦¾ìÀ?¼+¼+73»î½-Á+8Ë¼+*-80ÆQ13¾?5®Â�ÀN½[½-À=2��&Â
.&1¨*-8/2�½¦73» ½¦¾ 4Ëö ü&È=)+¾?*<13Ä®Â[½-À?Ä®2�8=Ìm½¦Á+8(ÀN½[½-À=2���.&8/Â-2�*-13Ï«8S.�13ÄLùQ8/2�½¦13¾?Ä �®È�ü¥1�Â~13Å\Å`8S.&13ÀN½¦8/7¨»
5®Â[80Ãu5+7¢È+þBÄ®.&8/8/.ÐÌ&Ãu¾=*(À\¿?13Æ?80Ä

(Hi, Hi+1)
Ì+ç$8�À?*¦8 ÀNÏ®7¨8�½¦¾`Ê«Ä®.

Mi
Â[5«2YÁÎ½-Á®Ào½�Ù

Hi+1 = F (Hi, Mi)
Ã�À?Â[½¦80*¤½¦Á«ÀNÄË80ÓQÁ«ÀN5®Â[½¦13Æ?8\Â[8SÀN*Y2YÁ�È+þ_Ã�ç�8�½YÀ �?8

Hi = 0
Ô��������Ð½¦Á+8\þ�� ¾?Ã<½¦Á+8`4Ëö üLÂ¦¼«8S2�Ç

1�Ê«2/Ào½-1¨¾=Ä®Â-×�ÀNÄ®.
Hi+1 = h

Ô ½-Á+8�½-À?*¦¿=8�½�ÆoÀN735+8m×�Ì©½¦Á+8�Å`8/Â-Â¦À?¿?8�¾NÃ�ñ�Ï+7¨¾&2��
m = MiÏ®À?Â¦132/ÀN737¨»6Â¦¾?73Æ?8SÂ�½¦Á®8�¼+*-8013Å�ÀN¿=8�¼+*-¾?Ï+7380Å Ô�Â[¾=Å\8�8�ÓQ½¦*YÀLç�¾?* ��Å\13¿?ÁU½ Ï«8\Ä+8S2�8/Â-Â-ÀN*-»Î½-¾

80Ä®Â¦5+*-8�½-Á+8�¼®À?.®.&1¨Ä®¿�1�Â 2�¾=*¦*-8/2�½Y×�ÈÐú¥ÄU»Qç­Àm»?Ì«½¦Á+1�Â�207¨8SÀN*-7¨»§Ä+¾§73¾?Ä+¿=80*�ç$¾=* �&Â�ç�Á+80Äh½¦Á®8
2YÁ+8/2��&Â¦5+Å�Ï+73¾&2��L13Â�À?¼+¼I80Ä®.&8S.§Ào½­½¦Á+8 8/Ä®.ÐÈ

��*¦8/1¨Å�À?¿?8¤ÀN½[½YÀ?2��&Â�À?¿=ÀN13Ä®Â[½�½-Á+8�Ãu5+7¨7�Á®À=Â[Á�20À?ÄÎÀN7�Â[¾�Ï«8�Ãu¾=5+Ä®.LÏ«À?Â¦8/.�¾=Ä�À�¼®Â[8/5®.&¾?Ç
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7 , C3
7 , C4

7

∗
º ¾=Å\¼®5&½¦8�Â¦1¨Å`1373À?*¦73»�½-Á+8/Â¦8

4
ÏQ»U½¦8SÂ­Ãu¾?*�8SÀ?2YÁÎ8/7¨8/Å`80ÄU½(¾NÃ

T ′

∗
ùQ8SÀN*Y2YÁÎÃu¾=*(À`2�¾?737313Â¦1¨¾=Ä�13Ä�½¦Á+8�½Fç�¾`*¦8SÂ[5+7¨½¦13Ä+¿`7313Â[½-Â/È

•
É­Á+1�Â�*-8/Â¦5+7�½YÂ­1¨Ä6À\7313Â[½(¾NÃ

232
20ÀNÄ«.&13.®Ào½¦8SÂ�Ãu¾?*

(m0, . . . , m15)
È

É­Á+13Â�Â¦731¨¿=Á=½-7¨»ÎÅ\¾=*¦8 20¾?Å`¼+738�Ó�ÀN½[½-À=2��LÁ®À=Â�2�¾?Å`¼+738�Ó&1¨½F»�¾NÃ©½¦Á+8 ¾=*-.+80*­¾NÃ

28 × 248 × 216 × 232 ' 2104

1¨Ä®Â[½¦*-5®2�½¦13¾?Ä®Â/Ì®731��=8�¼+*-80ÆQ13¾?5®Â¦73»?È®Í¥¾oç$8/Æ?80*(½¦Á+8�73À?*¦¿=8/Â[½�½-ÀNÏ®7¨8SÂ(ç�8�Á®À?Ä®.&738�Á®ÀmÆ?8
232

80Ä&Ç
½¦*-1¨8SÂ�¾?Ã

32
Ï®1�½YÂ0È&É­Á+8�¼+Á+137¨¾UÂ[¾=¼+ÁQ»�¾?Ã�½¦Á®13Â�13Å\¼®*¦¾oÆ=8/.�Ào½¦½-À=2��\1�Â­.&8/Â-2�*-13Ï«8S.�1¨Ä�)©1¨¿=5+*¦8�ð+È

m8,..,m15

initial guess
(16 bits)
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initial guess
(16 bits)value

known

(16 bits)
second guess

(16 bits)
initial guess

m4,..,m7 m4,..,m7m0,..,m3 m0,..,m3m8,..,m11 m8,..,m11m12,..,m15 m12,..,m15

value
known

m0,..,m7 m0,..,m7m8,..,m15
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