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Abstract. The enumeration of m-resilient Boolean functions in n vari-
ables would be a quite useful information for cryptography. But it seems
to be an intractable open problem. Upper and lower bounds have ap-
peared in the literature in the mid 80’s. Since then, improving them has
been the goal of several papers. In this paper, we give a new upper bound
which partially improves upon all the known bounds.
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1 Introduction

The principle of private cryptography relies on the share-out of a private key
between the sender of a message and its receiver. Symmetric cryptosystems are
commonly used owing to their efficiency. Currently, there is no mathematical
proof to ensure the unconditional security of the system except for the famous
Vernam [13] scheme. This system produces the encoded text by adding bitwisely
the plain text and the private key. Then the receiver retrieves the plain text by
using the same addition of the encoded text and the private key. In practice, since
the length of the private key must equal the length of the plain text, pseudo-
random generators are used for stream ciphers in order to minimize the size of
the private key (but the unconditional security is then no longer ensured). In
order to achieve maximal security, these systems are much studied.

The basic component of a keystream generator is the Linear Feedback Shift
Register (LFSR). The generic example of a keystream generator is composed of
n LFSR whose outputs are combined by a Boolean function from IF5 to IFs.
The security of the system relies, in a central way, on the choice of the Boolean
function. Subsequently, the Boolean functions used to combine several LFSR,
called combining functions, must fulfil several criteria. They must be balanced,
i.e., they must take the value 1 and the value 0 with the same probability on
the set IFy. They must have high algebraic degrees (see definition at section 2)
so that the keystream generator resists the Berlekamp-Massey’s attack [6]. The
generator must also resist the Siegenthaler’s correlation attack [12]. This comes



484 C. Carlet and A. Gouget

down to choose a combining function which is correlation-immune of a high order
m [11], i.e., whose output distribution does not change when m input values
(i.e., m coordinates of the input vector) are fixed. If the combining function is
correlation-immune of order m, the attacker has to guess the initialization of
at least m + 1 LFSR to observe a correlation between them and the output of
the pseudo-random generator during a correlation attack. Combining functions
must also have high non-linearities in order to prevent linear approximation. Of
course these criteria are partially opponent and tradeoffs exist.

Enumerating the Boolean functions satisfying one or several of these criteria
is useful for several reasons. Firstly because it indicates for which values of the
parameters (n,...) there is a chance of finding good cryptographic functions by
random search. Secondly because a large number of functions is necessary if we
want to impose extra constraints on the functions or if we want to modify the
cryptosystems using them by having the function as part of the secret key.
Mitchell [7] proposed a number of open problems with partial results about
enumerating Boolean functions satisfying various criteria, including balanced-
ness and correlation-immunity. The first bounds on the number of first order
correlation-immune Boolean functions were lower bounds (see [7,14,8,5]). In
1990, Yang and Guo published the first upper bound on such functions. Park,
Lee, Sung and Kim [8] proceeded further and improved upon Yang-Guo’s bound.
In 1995, Schneider [10] used a new idea to improve upon previous bounds. He
obtained bounds for the numbers of mth-order correlation-immune functions and
of m-resilient functions. Carlet and Klapper [1] obtained a general upper bound
on the number of Boolean functions whose distances to affine functions are all
divisible by 2. They deduced an upper bound on the number of m-resilient
functions and improved upon Schneider’s bound for m large.

In the present paper, we obtain an upper bound on m-resilient functions
(m > 4§ — 1), and improve upon Schneider’s bound for all values m > § — 1.
We show with tables of values that our bound partially improves upon Carlet-
Klapper’s bound (the expressions of both bounds seem difficult to compare math-

ematically).

The organization of the paper is as follows. Section 2 introduces the nota-
tion and the definitions that are needed in the paper including the definition of
correlation-immunity. Section 3 reviews the previous upper bounds on the num-
bers of first order correlation-immune functions, i.e., Yang et al’'s and Park et
al’s bounds, and of m-resilient functions, i.e., Schneider’s and Carlet-Klapper’s
bounds. Extensions of Yang et al.’s and Park et al.’s bounds are given for the
case of 1-resilient functions in this section for the first one and in appendix B
for the second one. Section 4 introduces a new upper bound on the number of
m-resilient functions. We give a table of values corresponding to the ratio of
Schneider’s bound to the new bound, and a second table corresponding to the
ratio of Carlet-Klapper’s bound to the new one.
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2 Notation and Definitions

Let n be any positive integer. We denote by € the usual addition in IFy and
in IFy. The Hamming weight wy(u) of a word w in IF§ is the number of its
components equal to 1. We denote by < the partial order on the words of IFy,
i€y (Uty...,Up) 3 (V1,...,0,) if and only if (u; = 1) = (v; = 1). Any Boolean
function f in n variables, f : IF§ — IFs, admits a unique Algebraic Normal Form

(AN.F.):
flxy,...,xy) = @ ay, (H:ﬁf) = @ ay T .

ueEFy u€lFy

The function ¢ : u — a, is called the Mébius transform of f. For any word u,
the coefficient a, belongs to IFy, and can be computed thanks to the formula

velFY,v=u

The algebraic degree of a Boolean function f is the degree of its algebraic normal
form. The Hamming weight wy(f) of a Boolean function f in n variables is
the size of its support, i.e., the size of the set {z € IF5|f(x) = 1}. A Boolean
function f in n variables is called balanced if its Hamming weight equals 2771,

Definition 1. [11] Let XUl = (Xl[j],ng],...,XT[lj]) be the n-tuple of LFSR out-
put digits at time j. The combining function f is mth-order correlation-immune
if every m-tuple obtained by fizing m components from XUl is statistically in-
dependent of the random value Z = f(X1,Xo,...,X,) associated to arbitrary
outputs of LFSR.

A characterization of mth-order correlation-immune functions was given by Guo-
Zhen and Massey in [4].

Definition 2. Let f be a Boolean function in n variables. The Walsh Transform
of [ is defined as the following real-valued function over the vector space IF3,

f@) =3 fa) -1,

uelFy
where u - x stands for Y . u; T;

Theorem 1. [4] A Boolean combining function f in n variables is mth-order
correlation-immune, where 1 < m < n, if and only if for every word u in Fg
such that 1 < wy(u) < m, f(u) equals 0, i.e., f(x) ®u-z is balanced for all u
such that 1 < wpg(u) < m.

A balanced Boolean function in n variables which is correlation-immune of order
m is called m-resilient. This notion was considered for the first time by Chor et
al. in [2].

The tradeoff between the order of correlation-immunity and the algebraic
degree was given by Siegenthaler.
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Theorem 2. [12] Let f be an mth-order correlation-immune Boolean function
of degree d in n variables. Then d < n —m. Furthemore, if f is balanced then
d<n-m-1lifm<n—1andd=1ifm=n—1.

This result leads to the first obvious bound on the numbers of m-resilient and
mth-order correlation-immune functions. The number of mth-order correlation-

immune functions in n variables is upper bounded by 22 o (0) , and the number

n—m-—1
of m-resilient functions in n variables is upper bounded by 2Z () if m <
n—1.

3 Previous Upper Bounds

The number of mth-order correlation-immune Boolean functions is still unknown
(an asymptotic formula is known, due to Denisov [3]). The first upper bound
on the number of correlation-immune Boolean functions, published by Yang and
Guo in 1990 [14], enumerates in fact the number of Boolean functions which
satisfy partially the first order correlation-immunity criterion, i.e., the functions
f such that for two distinct integers i1 and 9, f & x;, and f & x;, are balanced.
This leads to:

Proposition 1. [14] Let n be a positive integer greater than 1. The number of
1st-order correlation-immune Boolean funtions in n variables is less than:

Sy (V)

Yang and Guo did not study the corresponding bound for 1-resilient functions.
This can be done:

Proposition 2. Let n be a positive integer greater than 1. The number of 1-
resilient Boolean functions in n variables is less than:

zg <2n_2)4
a=0 a
We give the proof of this bound in appendix A.

This work was deepened by Park, Lee, Sung and Kim for 1st-order cor-
relation-immunity. They showed that the number of correlation-immune func-
tions is itself upper bounded by this same number as in Proposition 2. Park et
al. obtained this bound by numbering the Boolean functions such that for three
distinct integers 1, iz, i3, the functions f ®z;,, f ®x;, and f @ z;, are balanced.
They did not study the corresponding bound for 1-resilient Boolean functions.
The bound obtained is quite complicated and is given in appendix B.

The number of balanced Boolean functions such that f(x) @ x; is balanced
for three distinct integers could be calculated by considering the solutions of a
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system of four equations with eight unknowns. When the number of integers
increases by one, only one new equation can be obtained and the number of
unknowns is doubled. Thus, enumerating the number of Boolean functions such
that f(z) @ x; is balanced for i € I C {1,...,n} leads to considering |I| + 1
equations and 2/l unknowns. Thus, for n greater than 3, the gap between the
number of equations and the number of unknowns is too large to obtain a bound
which can be computed easily.

Maitra and Sarkar [5] found a sufficient condition for a function f to be such
that f(x)®x; is balanced for three values of ¢ but f is not first order correlation-
immune. A lower bound on the number of such functions provides an upper
bound on the number of mth-order correlation-immune functions by using the
bound of Park, Lee, Sung and Kim. However, the formula given by Maitra and
Sarkar cannot be computed and thus their bound cannot be compared to the
other bound.

Schneider proposed a new idea in 1990 for obtaining an upper bound on
the number of mth-order correlation-immune Boolean functions, and an upper
bound on m-resilient Boolean functions. In [10], he presented an algorithm for
producing all correlation-immune functions. This algorithm is not very efficient
(the workfactor, if computed, could be comparable to the complexity of searching
among all Boolean functions). But the idea of this algorithm allowed him to
provide an enumeration which is quite efficient.

Theorem 3. [10] The number of m-resilient Boolean functions in n variables
is less than:
n—m ; (nfzill)
2 m
(o) "
i=1
We can compare these three bounds by giving values in the 1-resilient case. It

can be observed that Schneider’s bound is always better than Yang-Guo’s and
Park et al.’s bounds for n > 4. The case n = 3 can be explained: the number

Table 1. Values of previous upper bounds for first order resilient functions

YG (Resilient) |PLSK (Resilient)| Schneider
18 8 12
1810 648 840
4.4916 107 1.1979 107 1.081 107

7.0667 106 1.3711 10%*¢ | 6.498 10%°
4.6909 10%° 6.5259 10°* | 1.191 1034
5.6935 107 5.6396 1072 |2.8523 107!

0~ O Utk w3

of balanced Boolean functions such that f(x) @ z; is balanced for three distinct
values of i is then exactly the number of 1-resilient functions.
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Carlet and Klapper obtained two bounds on the number of m-resilient func-
tions, one for 2 < m < n/2 and the other one for n/2 < m < n. They improved
upon Schneider’s bound for m large.

Theorem 4. [1] The number of m-resilient Boolean functions in n variables,
n/2 <m <n, is less than:

Ly () nem=2
ElindeBLt Ll ) D O
22 si=0 ( i )
1
202((2n/m)1/2)
The number of m-resilient Boolean functions in n variables, 2 < m < n/2, is
less than: oy s
2L si=0 (:L) — 24 4si=0 Cl)

222m+1 —1

where € =

YD)

4 A New Bound for m-Resilient Functions

Our improvement of Schneider’s bound is based on several ideas. One of them
is to use more efficiently than Schneider does the bound on the degrees of m-
resilient Boolean functions. Recall that, thanks to Siegenthaler’s theorem, we
know that, for m < n — 1, the degree of an m-resilient function in n variables is
less than or equal ton —m — 1 .

Lemma 1. Let f be a Boolean function in n variables. If the algebraic degree
of f is at most d, then f is completely determined by its values at the words
u € IFY such that wy(u) < d.

Proof. Consider the algebraic normal form of the function:

@)= @ glua®,

u€lFy

where g is the Mobius transform of f. For every word w such that d < wg(u) < n,
the coefficient g(u) is equal to zero, and thus:

f(l‘) = @uEIF‘;ﬂwH (u)<d g(u) z*
= @uG]thuH(u)Sd,ujm g(u)
= @uEIF‘;‘huH(u)Sd,ujm (@1)6]F§|vju f(”))

Every v such that v < u where wg (u) < d has weight at most d. O

The number of Boolean functions of degrees less than n — m — 1 being neg-
ligible in comparison with Schneider’s bound, we shall bound the number of
m-resilient functions of degree exactly n—m — 1 and add the number of Boolean
functions of degrees less than n—m — 1. To this aim, we shall use a lemma which
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was first proved in [1]. But we shall need a slightly different statement of this
lemma, with extra precisions that will be useful in our context. For this reason,
we give a proof of the lemma. We first introduce a notation:

Let u and v be two vectors in IF5; we denote by v A u the vector such that, for
every index i, (v A u); = v; u; = min(v;,u;), i.e., and by v V u the vector such
that, for every index 4, (v V u); = max(v;,u;) (these two operations are called
bitwise-AND and bitwise-OR).

Lemma 2. [1] Let f(x) = @HGF; ay " be an m-resilient Boolean function in
n variables of degree n —m —1 > 2 with m > 2 and let @uemg by % be the ANF
of the function f(z)®x1 & S xy (ie. by = ay if wg(u) > 1 orif u=0 and
by =a, ®1 tfwy(u) =1). If u is a word in FY of weight n — m — 1 such that
ay, =1 (i.e. by, = 1) then for all non-zero v in IFYy such that v Au =0, we have:

by= €O bibs .

sVi=uVwv
SAu#0
tAu#0

Proof. We know (cf. [1]) that for every word z such that wg(x) > n —m, we

have that @ bs by = 0. We apply this to x = v V u. In the corresponding
{s,t} |sVt=z

relation, the coefficient b, appears with a non-zero coefficient only in the term

by b, since if by b, appears, then v’ Vv =z, so u < u’. We deduce:

by = @ bs by .

sVt=uVv
s, t#v
According to Siegenthaler’s inequality, the double condition that sVt = u Vv
and s,t # v implies, if by # 0 and b; # 0, that s Au # 0 and ¢ A u ## 0 since u
has weight n —m — 1. O

Theorem 5. Let n and m be two positive integers such that 5 —1 <m <n—2.
The number of m-resilient functions of degree n — m — 1 in n variables is lower
than:

n—i—1

n n—m o\ ("n5Y)

nome i=1

Thus, the number of m-resilient functions in n variables is lower than:

o) s ond) ( 2 )“ill) |

BRI

The principle of the proof is to bound the number of different truth-tables of
m-resilient functions of maximum degree (d = n —m — 1) by using the fact that
some of their successive restrictions are balanced. The bound is then obtained
by adding the number of Boolean functions of degrees at most n —m — 2 (which
is negligible).
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Proof. According to Siegenthaler’s Theorem on the degrees of resilient functions
and according to Lemma 1, we only need, when evaluating the number of possible
truth tables of f (that is the number of choices of the values of f at words
u € IFy) to consider the words u such that 0 < wg(u) < n —m — 1. In order to
bound the number of m-resilient functions of degree exactly n —m — 1, we first
bound the number of m-resilient functions whose ANF contains the monomial
Z1... Tp—m—1. We proceed by induction.

e step 1: Every m-resilient Boolean function f is such that the restricted function
f(x1,...,Tn_m,0,...,0) is balanced, i.e., has weight 2"~™~1. Since the mono-
mial 1 ... p_m_1 appears in the ANF of the function, the number of words of
the support which are less than uw = 1"~™~10™*! for the partial order is odd.
Consequently, there are

Z <2n—m—1> ( 2n—m—1 ) 1 < gn—m )
; n—-m—1 _ ; n—m—1

o 1 2 1 2\2
different choices for the restriction of the truth-table of f at words of {0, 1}~ x
{03

e step 2: We now consider the restrictions of f in which the (n — m)th variable
is fixed to zero. For the values of the variables x,_my1,...,2Zn, we fix m — 1
variables among m to zero (there are m possible different choices), and the last
free one is fixed to 1 because the cases where it is fixed to 0 have already been
considered at the previous step. Indeed every word v lower (for the partial order
=) than the word v = 1"~™0™ has been considered at the first step and, a
fortiori, every word lower than v/ = 1"~™~10™*! has already been considered.
Thus only the words in {u € F3|u = (u1,...,%Un—m-1,0...,0,1,0,...,0)} will
be given a value by f at this step. We do not know how many words in this
set must be in the support of the considered functions since we do not know
how many words in the set {u € IF5|u = (u1,...,Up—m—1,0,...,0)} are already
in the support. But if this latter number is i, then the former one must be
j=2n"m=1 _4 And we know that for every j we have:

2n—m—1 2n—m—1
< .
(5 )= )
gn—m—1

We can bound the number of choices for one such restriction by (ZH,m,z), and
n—m-—1

since the number of such restrictions is m, the number of choices @n_m_Q) is
raised to the mth power. At the end of this step, we have considered all the
words in IF] such that 0 < wy (Tp—m, Tn-mt1,---,Tn) <1 .

e step p: Assume we have already chosen the values on the words x such that
0 < WH(Tn—m—pt3,---Zn) <P—2 .
We now consider the restrictions such that x,,—,,—p+2 = 0, and m — 1 variables
among m-+p—2 are fixed to 0; the remaining free variables are fixed to 1 because
the other cases have already been considered in the previous steps. Thus there are
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(mntf 12) such restrictions. For each restriction, we do not know exactly how many
words should be in the support, but this number can be bounded by the maxi-

. . . n—m—p+1 . —
mum possible number of choices, i.e., ( on—m—p ) Since there are (mntflz) such

L . gn—m—p+1, . 9
restrictions, the number of choices ( gn—m—p ) is raised to the power (m+f ) We

show now that, at the end of this step, we have considered all the Wo?dslx such
that 0 < Wy (Tn—m—pt2:-- - &n) <p—1:if W (Tp—mpt2,.--,Tn) <p—2o0rif
WH(Tn—m—p+2;---,Tn) =p— 1 and Ty—p—pt2 = 1, then x has been considered
before step p (by induction hypothesis); and if wg(Tn—m—pt2,...,&n) =p —1
and x,,_m—p42 = 0, then it has been considered at step p.

e step n — m: According to the property proved above, all the words such that
wg (x3,...,%,) < n—m—2 have been considered at the end of step n —m — 1.
Thus, only the words of weight n — m — 1 and such that ;1 = 2 = 0 have
still to be given a value by f. We first choose a value f(z) for every word z =
(0,0,23,...,2,) of weight n—m—1 such that xAu # 0, where u = 1"~™m~10m+L,
The number of such choices equals 92 )= (k). We apply now Lemma 2
to any word v of weight n —m — 1 and such that v Au = 0. We deduce the value
of b, and thus of a,. Indeed, according to relation (1), the values of all the bits
bs, by such that sVi=uVwvand sAu # 0, t Au# 0 can be deduced from the
values of f(z) already chosen since x < s implies that either wy(x) <n—m—1
or x Au # 0. The knowledge of b, implies that of f(v) because all the values
f(z) such that < v have been already chosen, and according to relation (1).

We have now proved that the number of m-resilient functions f of degree
n—m—1 and whose ANF contains the monomial zy ... Z,_,,_1 is upper bounded
by:

n—i—1

n—m s ooi N (")

n—m-—1

This number does not change if we replace the monomial x1 ...z,_,_1 by any
other monomial ;1 of same degree (since the notion of resiliency is invariant under
the permutation of the coordinates of z). Any m-resilient function of degree
n —m — 1 belonging to |J u Sy, where S, is the set of all m-resilient functions
of degree n — m — 1 whose ANF contains u, we obtain a bound on the number
of m-resilient functions of degree n — m — 1 by multiplying the number above
by the number of these monomials, i.e., (nfngl)' Our bound on the number
of all m-resilient functions is then obtained by adding the number of Boolean
functions of degrees at most n —m — 2. O

We now give tables of values permitting to compare the bounds. We give in
the first table the values of the new bound for [§] <m < [%] 4+ 5. In the next
table, we compare Schneider’s bound and the new bound (which improves upon
it for m > [5]). In the last table of values, we compare Carlet-Klapper’s bound
and the new one.
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Table 2. New bound on the number of m-resilient functions

n\m [5] [51+1 | [51+2 | [51+3 | [5]1+4 | [5]+5

6 1.1 10° 11 — — — —

7 9.5 10° 12 — — — -

8 | 5.3610% | 7.6 10° 14 - - -

9 | 1.4 10% 5.9 107 15 - - -

10 | 6.5 102 | 4.2 10%° 4.4 108 17 — —

11 | 2.3 10 | 1.4 10*° 3.2 10° 18 - -

12 | 5.6 10*3° | 1.3 10'%° | 5.8 10°° | 2.3 10'° 20 -

13 | 1.6 10%%® | 2.6 10%%° | 2.7 107" | 1.6 10! 21 —

14 | 1.3 10776 | 1.3 10°*® | 4.8 103> | 1.5 10% | 1.2 102 23

15 | 3.4 10712 | 3.7 10'286 | 1.9 10! | 9.7 10°7 | 8.0 10'? 47

16 | 3.8 1072%% | 1.2 10%°%* | 2.0 10'75* | 3.9 10°%® | 7.5 102 | 5.5 10*®
17 | 1.6 101333 | 2.7 10585 | 5.7 102351 | 1.0 10%%* | 6.8 10128 | 3.7 104
18 | 7.6 10%9°77 | 8.2 1017?50 | 1.6 108313 [ 1.1 103197 | 7.8 10833 | 7.3 10'*°
19 [1.1 10%6898 | 2.8 102°7%? |6.5 10'1°67| 9.8 10%°%° (4.4 10'°%4| 9.4 10'63
20 7.8 10129974| 2.4 1072742 |5.3 1037511 (2.7 10%°8%5|1.1 10°137|4.3 1017
21 1.2 10192912|7.7 10110527|3.0 10°3790|1.2 10%!240|2.5 105468|1.8 104

Table 3. (Schneider’s bound/new bound) for m-resilient functions

] 5] [T51+1] (51 +2] [51+3 5] +4[[5]1+5
6 8.5 8.7 — — — —

7 19.810'| 1.5 10! - - - -

8 [3.710'|2.310% | 2.7 10' — — —

9 [2.510*| 1.210° | 5.0 10! -

10 [3.110%| 5.710% | 1.2107 | 9.0 10! - -

11 (2.1 108 8.7 10" | 2.5 10° | 1.7 10? — —

12 [5.310% 4.8 10*®| 1.8 10%* | 1.1 10*2 | 3.1 102

13 1.1 10*|2.4 10%°| 9.3 103 | 9.2 10** | 5.7 10? -

14 (1.8 10° |8.5 10%*| 3.3 10%° | 2.6 10*" | 1.6 10*® | 1.1 10°
15 |7.7 10%*14.8 107 | 3.2 10°¢ | 7.4 10%% | 5.7 10%! | 2.0 10®
16 [ 1.2 107 [4.1 10°° | 5.4 10*3% | 1.1 106 | 4.4 10®® | 4.1 10*®
17 (1.3 10%2|1.9 10*3°| 8.4 10%3* | 1.4 10%*? | 1.1 10'°7 | 6.0 10%°
18 [1.6 10° | 1.4 10°° | 1.5 10" | 6.2 1083 | 1.4 10%°% |2.3 1034
19 (1.2 10*°(1.0 10%34| 2.7 1012 | 7.9 10°°8 | 4.2 10%°7 |7.8 10'5°
20 [4.3 10'[1.6 10***|9.5 10°*' | 5.1 10%°° | 1.3 10°°° |3.1 10°**
21 [1.1 10%1(2.6 10382|2.3 10'°28]1.7 10'°3|7.8 10'31°|9.4 1072
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Table 4. (Carlet-Klapper’s bound/new bound) for m-resilient functions

n\m[ 31 [ [31+1 [ [51+2 [ [31+3 | [51+4 ] [31+5
6 | 5.51072 1.27 — —
7 1261072 1.12 - - - —
8 | 55107* | 1.21072 1 — — -
9 | 44107° | 6.7107% | 9.0107! - -
10 | 3.3107* | 24107% | 3.61072 | 8.2 107! - -
11 1 2.0107¢ | 9.7107® | 191073 | 7.6 107! -
12| 7310 | 14107° | 26107° |1.11073%| 7.0 107! —
13 | 41102 7010747107 6.1 1074 6.5 1071 -
14 | 2.010%° | 4510 |1.7107*|5.9107 1| 35107 | 6.1 1071
15 | 2.710*2 | 9.110° |1.31072¢|5.0107%%| 2.0107* | 5.7 10~*
16 | 4.2 10° | 1.6 10'%* | 2.210% 2410752910717 | 1.2107*
17 19.3107® | 2.310%°3 | 25107 |6.1 107%%|1.1 107 | 6.9 10~°
18 1.1 10%2%% 6.4 10158 | 4.1 1037 |3.9 10728 1.4 10758 | 2.9 10722
19 3.7 1036101 1.2 10549 | 2.4 1038 |1.6 107°°|2.2 10773 | 5.1 102
20 [2.3 10%%3°|5.9 10°°7' | 1.3 10%?™ [ 4.7 10**° | 2.0 10723 | 1.5 10~°
21 [5.4 10'°3%3| 2.5 103328 | 4.1 103°°3 | 8.1 10*°7 |7.1 10~ '**|2.6 10~ 11°
22 [3.7 1037%6|1.5 1024442|5.2 10'2192|12.0 103°%%| 5.2 10°3? |3.6 10~2°

Remark 1. A slight improvement of our bound is possible: let k be a positive
integer; the number of Boolean functions of degree at most n — m — 1 and
whose ANF contains at most & — 1 monomials of degree n — m — 1 equals

n—m-—2 /pn n
9o (3) (Zk_l (("—3@—1))) . We deduce that the number of m-resilient

j=0
functions in n variables is lower than:

S ) ’“Zl((n;;l)) N % if (;il)(%i:y

=0 J n—m—1

We have checked that for almost every n, some values of k& < (nf::zfl) permit
to improve upon our bound.

5 Conclusion

We have obtained for m > % an improvement of Schneider’s bound on the

number of m-resilient functions in n variables. The tables computed show that
our bound also partially improves upon Carlet-Klapper’s bound. Notice that
the values of m for which this happens in the tables are those among which
the best satisfactory tradeoffs between resiliency order, nonlinearity (limited by
Sarkar-Maitra’s bound [9]) and degree (limited by Siegenthaler’s bound) can
be obtained (since none of these parameters must be small). Moreover, we can
conjecture that, asymptotically, the new bound improves upon Carlet-Klapper’s
bound when m —n/2 is fixed and n tends to infinity (recall that Carlet-Klapper’s
bound improves upon Schneider’s one when n—m is fixed and n tends to infinity).
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A Proof of Proposition 2

We prove that the number of 1-resilient functions in n variables is less than
271—2 2n72 4

=0 (o ) -

Every Boolean function f in n variables can be considered as the concatenation
of four Boolean functions in n — 2 variables, f = fifaf3fs. The ANF of the

function is

f= (1 - xn)(l - $n—1)f1 S2) (1 - xn)xn—lh @ xn(l - xn—l)f3 ® TpTn—1f1 -
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We have:
wi(f) =2""" S wy(fi) +wu(f2) + wa(fs) +wu(fs) =2"" (2)
Wi (flz,=0) = 2" @ wp(fi) +wg(fz) =2"2 (3)
Wy (fle, 1=0) =2" 2 @ wu(fi) + wy(fs) =2""2 (4)
Thus,
(3),(4) = wu(f2) =wn(fs) (5)
(2),(3),(5) = wu(f1) =wn(fs) (6)

The bound of Proposition 2 is then a direct consequence of equations (3), (5)
and (6). Indeed, we can deduce:

271.—2

2 <w2:(_;1)> 2 (2"2 TL;;(ﬁ)) 2 -

wr (f1)=0

B Park, Lee Sung and Kim’s bound in the case of first
order resilient Boolean function

Proposition 3. Let n be a positive integer greater than 1. The number of 1-
resilient Boolean functions in n variables is less than:

gn—3 gn—3\ /9n—3\ /9n—3\ /9n—3 gn—3
a,b,%_o< a )< b )< c )( d)<2”2—a—b—c>
on—3 gn—3 on—3
><<2n—2—a—c—d) (c—!—d—b) (a+b—d) .

Proof. Every Boolean function in n variables f can be considered as the con-
catenation of eight functions in n — 3 variables, i.e., f = f1fafsfafsfefrfs. The
corresponding ANF of the function is

f=0-2,)1=2p 1)1 =2p2)f1 ® (1 —24)(1 = Tpn—1)Tn—2f2
® (1 —=2p)Tn-1(1—2n-2)f3 B (1 = 22)Tn-1Tn-2fa
O xn(1—2p1)(1—2p—2)fs Dxn(l — Tpn_1)Tn_2fs
D TpTn—1(1 — Tp—2)f7 ® TnTn_1Zn—2fs .

We have the following equations:

8
w(f)=2""" &Y wn(fi) =2"" (7)
i=1
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WH (flz,=0) = 2" 72 & wu(fi) + wu (fo) + wu(f3) + wu(fs) =2""2  (8)
W (fiz,_1=0) = 2" & wu(fi) + wa(f2) +wn(fs) +wn(fe) =2"7  (9)

Wi (fle, s=0) = 2" 2 & wu(fi) + wa(fs) + wa(fs) +wu(fr) =2""2 (10)

‘We obtain:
(8),(9) = wu(f3) + wu(fa) = wu(fs) + wu(fs) (11)

(1), (11) = wu(f1) + wu(f2) = wu (f7) + wu(fs) (12)

Assume that the values of wgy (f1), wy(f2), wu(fs) and wy(f7) are fixed, then

(8) = wr(fa) =2" —wpu (fi) — wu(f2) — wr(fs) (13)
(10) = wy (fs) = 2" —wu (fi) — wu(fs) — wu(f7) (14)
9),(14) = wu(fs) = wu(f3) + wu(fr) —wu(f2) (15)
(12) = wu(fs) = wu(f1) + wu(f2) —wu(f7) (16)

Since we know that the values of wy(f1), wu(f2), wu(fs) and wg(f7) vary
between 0 and 2”73, we can deduce the formula with the equations (13), (14),
(15) and (16). O



