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The Power of a Random Oracle
 Free randomness

Implements many cryptographic primitives e g Implements many cryptographic primitives, e.g., 
one-way functions and cryptographic hash 
functions with extremely strong security andfunctions, with extremely strong security, and 
thus implies what ever these primitive imply

 Can even be used for constructing secure Can even be used for constructing secure 
protocols for tasks that are hard to implement 
in the standard model and even completelyin the standard model, and even completely 
unachievable: 

 E.g., the Fiat-Shamir paradigm [Fiat-Shamir 87]E.g., the Fiat Shamir paradigm [Fiat Shamir 87] 

 Provably secure in the random-oracle model 
[Pointcheval-Stern 96]

 An instantiation of it – cannot be proven 
secure under any “implementation” of a 

d l [G ld K l i 05]
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Malicious vs. Semi-Honest 
S iSettings
Malicious settingMalicious setting
Helpful – e.g., commitment schemes, 
zero-knowledge proofs coin-tossingzero-knowledge proofs, coin-tossing 
(*limited fairness)
 All trivially obtainable in the semi- All trivially obtainable in the semi-
honest setting

Not helpful – key-agreement OTNot helpful key agreement, OT, 
MPC,… [IR89]

In this work:

Wh t i th t r f thWhat is the exact power of the 
random-oracle model in the semi-
h t tti ?
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Th M d lThe Model
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Exemplifying Main Issues – Key 
AgreementAgreement
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Eliminating Views’ 
D d iDependencies
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R f Thi T lkRest of This Talk

 Formal statement of our main theorem

 Proof idea

 Applications
Li it t R d O l k t Limits to Random Oracle key agreement

 Limits to Random Oracle differentially 
private computationprivate computation
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Oracle Model to no-oracle Model 
MappingMapping
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Main TheoremMain Theorem
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P i M i ThProving Main Theorem
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A li iApplications

 Limits to Random Oracle key 
agreement 

Reproving [Imagliazzo, Rudich 89]Reproving [Imagliazzo, Rudich 89]

Li it t R d Or l Limits to Random Oracle 
differentially private computation 

Limits to with-input (randomized) 
protocolsp
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Revisiting [IR89] – Key agreement 
(warm-up)(warm up)
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Differentially Private 2-Party 
Inner-ProductInner Product
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Limits to DP 2-Party Inner-
ProductProduct
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SSummary
 A mapping from semi-honest protocols A mapping from semi honest protocols 
(without inputs) in the RO model to no-
oracle modeloracle model
 Semi-honest secure computation 

(without inputs) cannot be black-box ( p )
reduced to one-way functions

 Simplification of previous treatment of p p
these questions

 Applications: lower bound on random 
oracle protocols.
 Two-party differential privacy [here]

 Main Open questions
 Handling with-input randomized
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