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¡  Background	  and	  moSvaSon	  for	  efficient	  search	  
on	  encrypted	  data	  

¡  Efficient	  Fuzzy-‐Searchable	  EncrypSon	  (EFSE)	  for	  
efficient	  error-‐tolerant	  (fuzzy)	  queries	  on	  
encrypted	  data	  

¡  PrimiSves	  and	  opSmal	  EFSE	  security	  
¡  General	  “tag-‐encoding”	  construcSon	  template	  
and	  security	  condiSons	  

¡  OpSmally-‐secure	  scheme	  
¡  More	  space-‐efficient,	  less	  secure	  schemes	  
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Cloud	  Server	  

¡  Advantages:	  mobility,	  flexibility,	  decentralizaSon,	  division	  of	  labor,	  
lower	  costs	  

¡  Major	  disadvantage:	  insecurity	  



¡  A.k.a.	  Database-‐as-‐a-‐Service	  
¡  Server	  efficiently	  responds	  to	  client’s	  queries/updates	  

§  Query	  efficiency:	  search	  Sme	  sub-‐linear	  in	  database	  size	  
§  Query	  funcSonality:	  exact-‐match,	  range,	  error-‐tolerant	  (fuzzy),…	  
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Cloud	  Server	  
(database)	  

Client	  

ExactMatch($68k)

($68k, rec3)

($35k, rec1)

($50k, rec2)

($68k, rec3)

($72k, rec4)

($95k, rec5){($50k, rec2)($68k, rec3)}

Range($40k, $68k)

{($68k, rec3)($72k, rec4)}

Fuzzy($72k)



¡  Three	  goals:	  security,	  efficiency,	  funcSonality	  
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Secure	  Cloud	  Server	  
(encrypted	  database)	  

Client	  

(EncK($72k), rec4)

(EncK($68k), rec3)

(EncK($95k), rec5)

(EncK($35k), rec1)

(EncK($50k), rec2)

Security	  
searchable	  data	  is	  
symmetrically	  encrypted	  

Efficiency	  
server	  responds	  to	  
query	  in	  sub-‐linear	  Sme	  

FuncSonality	  
various	  query	  types,	  
data	  updates,	  …	  
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¡  The	  study	  of	  schemes	  balancing	  these	  goals	  is	  
efficient	  searchable	  encrypSon	  (ESE)	  
§  Cryptographic	  efforts	  oQen	  focus	  on	  strong	  security	  

§  PracSSoners	  wonder:	  how	  much	  security	  is	  possible	  
without	  sacrificing	  efficient	  funcSonality?	  

¡  Efficiency,	  security,	  and	  
funcSonality	  are	  at	  odds	  
§  E.g.,	  strong	  encrypSon	  
requires	  linear	  search	  Sme	  



Security	   Efficiency	   Func.onality	  
Fully	  Homomorphic	  EncrypSon	  [RAD78,G09]	  
Oblivious	  RAM	  [GO96]	  

SemanSc+	   ImpracScal	   All	  query	  types	  

Exact-‐match	  SSE	  [SWP00,G03,GSW04,CM05]	  
Range-‐query	  SSE	  [BW07,	  SBCSP07]	  

SemanSc+	   Linear+	   Exact-‐match	  
Range	  

Exact-‐match	  ESE	  via	  staSc	  
indexes[CGKO06,SvLDHJ10,KO12]	  
Similarity	  ESE	  via	  staSc	  indices	  [KIK12]	  

AdapSve	  semanSc	   Sub-‐linear	   Exact-‐match	  
Fuzzy	  
Limited	  dynamic	  data	  
updates	  

Ad-‐hoc	  order-‐preserving	  encrypSon	  [AKSX04]	  
Ad-‐hoc	  efficient	  fuzzy-‐searchable	  encrypSon	  
[LWWCRL10]	  

Undefined/unknown	   Sub-‐linear	   Range	  
Fuzzy	  

Efficiently-‐searchable	  authenScated	  
encrypSon	  [ABO07]	  

Leaks	  only	  equality	   Sub-‐linear	   Exact-‐match	  

Order-‐preserving	  encrypSon	  [BCLO09,BCO11]	   Pseudorandom	  OP,	  
Low-‐order-‐bit	  1way	  

Sub-‐linear	   Range	  

Efficient	  fuzzy-‐searchable	  encrypSon	  [BC14]	   Leaks	  only	  closeness	  
and	  equality*	  

Sub-‐linear*	   Fuzzy	  
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¡  Past	  fuzzy-‐searchable	  encrypSon	  schemes	  
§  [KIK12]	  scheme	  relies	  on	  knowing	  the	  data	  in	  full	  
in	  advance	  (no	  dynamic	  updates)	  

§  [LWWCRL10]	  scheme	  is	  ad-‐hoc	  and	  has	  no	  formal	  
security	  analysis	  (we	  show	  that	  it	  has	  some	  
security	  limitaSons)	  

¡  Our	  goal:	  provide	  the	  first	  provably-‐secure	  
soluSons	  for	  supporSng	  efficient	  fuzzy	  search	  
on	  dynamically-‐updatable,	  symmetrically	  
encrypted	  data	  
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¡  IntuiSvely,	  efficient	  fuzzy-‐searchable	  encrypSon	  (EFSE)	  
refers	  to	  schemes	  where	  fuzzy	  queries	  can	  process	  in	  
the	  ciphertext	  domain	  

¡  Useful	  when	  data	  is	  inherently	  approximate	  or	  error-‐
prone	  (e.g.,	  biometric	  data)	  

25/03/2014	  7:46	  AM	   Efficient	  Fuzzy	  Search	  on	  Encrypted	  Data	  -‐	  A.	  Boldyreva,	  N.	  CheneIe	   11	  

Client	   Server	  
(encrypted	  database)	  

Fuzzy(EncK( ))

{(EncK( ), rec2), (EncK( ), rec3)}

Criminal	  database	  

(EncK( ), rec1)

(EncK( ), rec2)

(EncK( ), rec3)

I’d	  like	  records	  of	  people	  
whose	  fingerprint	  feature	  

profile	  is	  similar	  to	  this	  one…	  
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¡  How	  to	  define	  “closeness”	  of	  messages	  (that	  we	  want	  ciphertexts	  
to	  reveal)?	  

¡  Closeness	  domain:	  domain	  	  	  	  	  	  	  and	  closeness	  funcSon	  	  

¡  Useful	  to	  characterize	  a	  closeness	  domain	  graph-‐theoreScally	  
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ClD

near

close

far

m0

m1 m2

m3 m4

Closeness	  graph:	  	  
close	  edges	  
	  
	  
Nearness	  graph:	  	  
near	  and	  close	  edges	  

Cl :

✓
D
2

◆
� {close, near, far}
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plaintexts	   ciphertexts	  c0

ci = EncK(mi)

m1 m2

m3 m4 c4c3

c2c1

§  EssenSally,	  a	  symmetric	  encrypSon	  scheme	  from	  one	  
closeness	  domain	  to	  another	  is	  fuzzy-‐searchable	  (FSE)	  if	  
encrypSon	  sends	  close	  messages	  to	  “close	  ciphertexts”	  
and	  far	  messages	  to	  “far	  ciphertexts”.	  We	  also	  require	  FSE	  
schemes	  to	  leak	  equality.	  

near

close

far

K
$ � KeyGen

m0



¡  To	  be	  efficient	  fuzzy-‐searchable	  (EFSE),	  an	  FSE	  
scheme	  must	  enable	  finding	  close	  ciphertexts	  
to	  a	  given	  ciphertext	  efficiently	  (sub-‐linear)	  
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¡  OpSmally,	  an	  FSE	  scheme	  will	  leak	  only	  what	  
it	  is	  supposed	  to:	  equality	  and	  closeness	  of	  
messages	  

¡ We	  weaken	  IND-‐CPA	  to	  IND-‐CLS-‐CPA:	  
indisSnguishability	  under	  same-‐closeness-‐
paIern	  chosen-‐plaintext	  aIacks	  
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¡  RestricSon:	  LeQ-‐right	  queries	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  must	  have	  the	  same	  
equality	  and	  closeness	  paIern	  
§  That	  is,	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  if	  and	  only	  if	  
	  	  	  	  	  and	  otherwise	  	  	  

¡  We	  call	  an	  OPE	  scheme	  IND-‐CLS-‐CPA-‐secure	  if	  no	  efficient	  
adversary	  can	  output	  1	  with	  noSceably	  different	  
probabiliSes	  between	  the	  two	  experiments.	  

LEFT	  
encrypSon	  
oracle	  

b	  

g-‐1(·∙)	  

b	  

g(·∙)	  

A	  

b

RIGHT	  experiment	  LEFT	  experiment	  
K

$ � KeyGen

EncK(m0) EncK(m1)

(m0,m1) RIGHT	  
encrypSon	  
oracle	  

A	  

b

K
$ � KeyGen

(m0,m1)

(m0,m1)

mi
0 = mj

0 mi
1 = mj

1

ClD(m
i
0,m

j
0) = ClD(m

i
1,m

j
1) 8i, j



25/03/2014	  7:46	  AM	   Efficient	  Fuzzy	  Search	  on	  Encrypted	  Data	  -‐	  A.	  Boldyreva,	  N.	  CheneIe	   18	  



¡  A	  closeness-‐preserving	  tagging	  funcSon	  (CPTF)	  is	  a	  funcSon	  
Tags	  from	  messages	  to	  sets	  of	  “tags”	  such	  that	  	  
§  tag	  sets	  of	  close	  message	  pairs	  intersect	  
§  tag	  sets	  of	  far	  message	  pairs	  are	  disjoint	  
§  (tag	  sets	  of	  near	  message	  pairs	  are	  unrestricted)	  
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Tags(m1)!

Tag1	   Tag2	  

Tag4	  

Tag2	   Tag3	  

Tag4	   Tag5	   Tag6	  

m1! m2!

m3! m4!

Tags(m2)!

Tags(m3)! Tags(m4)!

Tags!



¡  Template	  encrypSon	  given	  a	  tagging	  funcSon	  Tags:	  
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m

Tags!

K = KT kKESE

Batch-‐encoder	  
ESE	  scheme	  

INPUT	  

OUTPUT	  

Efficiently	  Searchable	  
EncrypSon	  [ABO07]	  
scheme	  (encrypSon	  
scheme	  leaking	  equality)	  

(determinisSc	  
funcSon	  family,	  
permutaSon)	  

Tag1	   Tag2	  

Tag4	  

c = EtagskcR
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¡  The	  encoded-‐tags	  leak	  closeness	  
§  Close	  ciphertexts	  overlap	  in	  Etags!

§  Far	  ciphertexts	  have	  disjoint	  Etags!
§  To	  implement	  efficient	  fuzzy	  search,	  maintain	  (say)	  
a	  search	  tree	  indexed	  by	  encoded-‐tags	  

¡  The	  ESE	  output,	  	  	  	  	  	  ,	  leaks	  equality	  cR

c = EtagskcR



Tags! Batch-‐encoder	   ESE	  scheme	  [ABO07]	  

Condi.ons	  for	  
EFSE	  
correctness	  

is	  a	  CPTF	  with	  small	  
max-‐number-‐of-‐tags	  
over	  the	  message	  space	  

is	  collision-‐free	  

Condi.ons	  for	  
op.mal	  IND-‐
CLS-‐CPA-‐
security	  

is	  “consistent”	   is	  PP-‐CBA	  (privacy-‐
preserving	  under	  
chosen	  batch	  
aIacks)	  

is	  IND-‐DCPA	  [BKN04]	  
(indist.	  under	  
disSnct	  chosen-‐
plaintext	  aIacks)	  

Recommended	  
instan.a.on	  

[see	  specific	  
construcSons]	  

Blockcipher-‐based	  
pseudorandom	  
permutaSon	  

Blockcipher-‐based	  
[ABO07]	  

Condi.on	  for	  
IND-‐CLS-‐CPA-‐
insecurity	  

is	  not	  “consistent”	  
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✓	   ✓	  ??	  



¡  A	  CPTF	  Tags	  is	  consistent	  if	  any	  two	  message	  
sets	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  and	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  having	  the	  
same	  equality	  and	  closeness	  paIern	  overlap	  in	  
the	  same	  number	  of	  tags,	  i.e.,	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

¡  Theorem.	  Consistency	  of	  Tags	  is	  necessary	  and	  
sufficient	  (given	  the	  other	  condiSons)	  for	  IND-‐
CLS-‐CPA-‐security	  of	  the	  tag-‐encoding	  
construcSon	  	  
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{m1
1, . . . ,m

q
1}{m1

0, . . . ,m
q
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Tags(mi
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¡  Let	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  be	  the	  closeness	  graph	  aQer	  possibly	  adding	  
dummy	  messages	  and	  edges	  to	  make	  vertex	  degree	  
uniform	  

¡  Define	  
	  	  	  	  	  	  Ex:	  

§  CPTF:	  close	  messages	  share	  an	  edge,	  far	  messages	  do	  not	  
§  consistent:	  number	  of	  edges	  shared	  by	  two	  isomorphic	  
message-‐sets	  is	  equal	  

¡  Thus,	  the	  associated	  scheme	  is	  IND-‐CLS-‐CPA-‐secure	  as	  long	  
as	  the	  max	  message	  degree	  is	  small	  
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G = (V,E)

m0
m1 m2

m3 m4

TagEdges(m0)

= {m0m1,m0m2,m0m3,m0m4}

TagEdges(m) = {e 2 E | m 2 e}



¡  This	  is	  an	  improvement	  over	  the	  previous	  EFSE	  
scheme	  from	  [LWWCRL10],	  which	  is	  not	  IND-‐CLS-‐CPA-‐
secure	  

¡  Its	  basic	  idea	  is	  to	  tag	  neighbors	  in	  the	  closeness	  
graph,	  and	  fits	  into	  our	  tag-‐encoding	  template	  with	  
CPTF	  

	  	  	  	  	  Ex:	  
	  

¡  This	  CPTF	  is	  not	  consistent,	  so	  the	  scheme	  is	  IND-‐CLS-‐
CPA-‐insecure	  
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m0
m1 m2

m3 m4

TagNbs(m) = {m0 2 V | {m,m0} 2 e} [ {m}

TagNbs(m0) = {m0,m1,m2,m3,m4}



¡  Both	  (secure)	  edge-‐tagging	  and	  (insecure)	  
neighbor-‐tagging	  schemes	  are	  oQen	  space-‐
inefficient	  
§  Ciphertext	  size	  linear	  in	  max	  closeness	  degree	  

¡  However,	  we	  show	  this	  ciphertext	  length	  is	  
necessary	  in	  order	  to	  support	  EFSE	  on	  
arbitrary	  closeness	  domains	  
§  Smaller	  ciphertexts	  cannot	  hold	  enough	  
informaSon	  to	  precisely	  describe	  closeness	  
relaSonships	  in	  an	  arbitrary	  domain	  
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¡  The	  impossibility	  result	  relies	  on	  a	  very	  strict	  noSon	  of	  
closeness	  

¡  Can	  we	  improve	  space-‐efficiency	  for	  EFSE	  on	  closeness	  
domains	  with	  “nearness”?	  
§  Recall:	  near	  messages	  can	  be	  sent	  to	  close	  or	  far	  ciphertexts	  
§  Unfortunately,	  having	  “more	  nearness”	  does	  not	  seem	  to	  
improve	  space-‐efficiency	  if	  aiming	  for	  IND-‐CLS-‐CPA	  

¡  We	  need	  new	  noSons	  of	  security	  to	  evaluate	  such	  schemes	  
¡  We	  focus	  on	  pracScal	  closeness	  domains:	  real	  mulS-‐
dimensional	  spaces	  with	  closeness	  defined	  by	  a	  metric	  and	  
(close	  and	  near)	  thresholds	  
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¡  Defined	  with	  respect	  to	  a	  regular	  lauce	  	  	  	  	  	  in	  
¡  IntuiSvely,	  hides	  all	  informaSon	  except	  message	  
locaSon	  modulo	  the	  lauce	  for	  each	  nearness	  cluster	  

25/03/2014	  7:46	  AM	   Efficient	  Fuzzy	  Search	  on	  Encrypted	  Data	  -‐	  A.	  Boldyreva,	  N.	  CheneIe	   30	  

L Rn

Nearness	  cluster	  



¡  The	  noSon	  requires	  that	  nearness	  clusters	  with	  
same	  message	  locaSons	  modulo	  the	  lauce	  have	  
indisSnguishable	  ciphertexts	  

25/03/2014	  7:46	  AM	   Efficient	  Fuzzy	  Search	  on	  Encrypted	  Data	  -‐	  A.	  Boldyreva,	  N.	  CheneIe	   31	  

m1
0

m2
0

m0
0

m3
0m4

0

m4
1

m3
1 m2

1

m1
1

m0
1



¡  RelaSonships	  within	  a	  nearness	  cluster	  may	  be	  
totally	  leaked,	  but	  only	  “small-‐bit”	  informaSon	  is	  
leaked	  about	  disconnected	  messages	  
§  Useful	  in	  applicaSons	  where	  this	  leakage	  is	  acceptable	  

¡  We	  call	  this	  macrostructure	  security	  with	  respect	  
to	  the	  lauce	  (MacroStruct-‐	  	  	  -‐secure)	  

¡  On	  	  	  	  	  	  	  with	  closeness	  defined	  by	  a	  metric	  and	  
threshold,	  aIainable	  through	  a	  general	  
construcSon	  given	  a	  valid	  anchor	  radius	  for	  
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¡  Consider	  balls	  of	  radius	  	  	  	  	  	  centered	  at	  each	  message.	  	  	  	  	  is	  
a	  valid	  anchor	  radius	  if	  
§  Close	  message	  pairs’	  balls	  always	  contain	  a	  common	  lauce	  point	  
§  Far	  message	  pairs’	  balls	  never	  share	  a	  lauce	  point	  

¡  Lauce	  points	  within	  	  	  	  	  	  of	  a	  message	  are	  its	  anchor	  points	  
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¡  ConstrucSon:	  use	  tag-‐encoding	  template	  with	  
tagging	  funcSon	  sending	  a	  message	  to	  its	  
anchor	  points	  

¡  Results	  in	  a	  macrostructure-‐secure	  scheme	  
¡ We	  propose	  possible	  lauces	  and	  anchor	  radii	  
for	  various	  dimensions,	  and	  discuss	  their	  
domain-‐flexibility	  and	  space-‐efficiency	  
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¡  FoundaSonal	  cryptographic	  study	  of	  EFSE	  
¡  PrimiSves,	  appropriate	  security	  noSons,	  and	  
the	  first	  provably-‐secure	  EFSE	  schemes	  
§  Closeness	  domain,	  EFSE,	  tag-‐encoding	  template	  

§  OpSmally-‐secure	  scheme	  
▪  Space-‐inefficiency	  is	  unavoidable	  for	  the	  applicaSon	  

§ More	  space-‐efficient	  schemes	  that	  meet	  a	  natural	  
new	  security	  noSon	  and	  may	  be	  useful	  for	  
applicaSons	  such	  as	  in	  secure	  cloud	  storage	  
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