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Abstract. Camellia is one of the widely used block ciphers, which has been selected as an in-
ternational standard by ISO/IEC. In this paper, by studying the properties of the key-dependent
transformations FL/FL™', we improve the previous results on impossible differential cryptanalysis
of reduced-round Camellia and gain some new observations. First, we introduce some new 7-round
impossible differentials of Camellia for weak keys. These weak keys that work for the impossible
differential take 3/4 of the whole key space, therefore, we further get rid of the weak-key assump-
tion and leverage the attacks on reduced-round Camellia to all keys by utilizing a method that is
called the multiplied method. Second, we build a set of differentials which contains at least one
8-round impossible differential of Camellia with two FL/FL™! layers. Following this new result,
we show that the key-dependent transformations inserted in Camellia cannot resist impossible dif-
ferential cryptanalysis effectively. Based on these 8-round impossible differential, we present a new
cryptanalytic strategy to mount impossible differential attacks on reduced-round Camellia.
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1 Introduction

The block cipher Camellia was proposed by NTT and Mitsubishi in 2000 [1]. It was selected as
an e-government recommended cipher by CRYPTREC in 2002 [4] and the NESSIE block cipher
portfolio in 2003 [19]. In 2005, it was adopted as the international standard by ISO/IEC [6].
Camellia is a 128-bit block cipher. It supports variable key sizes and the number of the rounds
depends on the key size, i.e., 18 rounds for a 128-bit key size and 24 rounds for 192/256-bit key
sizes. For simplicity, they can be usually denoted as Camellia-128, Camellia-192 and Camellia-
256, respectively. Camellia adopts the basic Feistel structure with some key-dependent functions
FL/FL~" inserted every six rounds, where these key-dependent transformations must be linear
and reversible for any fixed key. The goals for such a design are to provide non-regularity across
rounds and to thwart further unknown attacks.

* The authors Ya Liu, Dawu Gu, Zhigiang Liu and Wei Li are supported by the National Natural Science
Foundation of China (No. 61073150 and No. 61003278), the Opening Project of Shanghai Key Laboratory of
Integrate Administration Technologies for Information Security and the Fundamental Research Funds for the
Central Universities. The authors Leibo Li, Xiaoyun Wang and Jiazhe Chen are supported by the National
Natural Science Foundation of China (Grant No. 61133013 and No. 60931160442), and Tsinghua University
Initiative Scientific Research Program (2009THZ01002).

** Corresponding author.



Up to now, many cryptanalytic methods were used to evaluate the security of reduced-round
Camellia such as linear cryptanalysis, differential cryptanalysis, higher order differential attack,
truncated differential attack, collision attack, square attack and impossible differential attack.
Among them, most attacks focused on the security of simplified versions of Camellia, which
did not take the FL/FL~! and whitening layers into account [9-11,15-18,20-23], and only a
few involved in the study of the original Camellia. For instance, Hatano et al. gave an higher
order differential attack on the last 11 rounds of Camellia-256 [5], Chen et al. constructed a
6-round impossible differential with FL/FL™! layer to attack 10-round Camellia-192 and 11-
round Camellia-256 [3], Liu et al. attacked 11-round Camellia-192 and 12-round Camellia-256
by constructing a 7-round impossible differential [14]. Li et al. presented impossible differen-
tial attacks on 10-round Camellia-192 and 11-round Camellia-256 with a 7-round impossible
differential including two F'L/FL~! layers [12].

Impossible differential cryptanalysis was independently introduced by Biham [2] and Knud-
sen [7], which is one of the most popular cryptanalytic tool. In order to mount an attack, the
adversary tries to seek for an input difference that can never result in an output difference. The
differential which connects the input and output difference is impossible and called an impossible
differential. When the adversary wants to launch an impossible differential attack on a block
cipher, she adds rounds before and/or after the impossible differential, and collect enough pairs
with required plaintext and ciphertext differences. Then she concludes that the guessed subkey
bits in added rounds must be wrong, if there is a pair meets the input and output values of the
impossible differential under these subkey bits. In this way, she discards as many wrong keys as
possible and exhaustively searches the rest of the keys.

In this paper, we reevaluate the security of reduced-round Camellia with FL/FL~! and
whitening layers against impossible differential cryptanalysis from two aspects. On the one hand,
we first construct some new 7-round impossible differentials of Camellia for weak keys, which
work for 75% of the keys. Based on them, we mount an impossible differential attack on Camellia
in the weak-key setting. Then we further propose a multiplied method to extend our attacks for
the whole key space. The basic idea is that if the correct key belongs to the set of weak keys,
then it will never satisfy the impossible differential. While if the correct key is not a weak key,
we get 2-bit conditions about the key. Specifically, for the whole key space, we present an attack
on 10-round Camellia-128 with about 2138 chosen plaintexts and 2'?° 10-round encryptions,
11-round Camellia-192 with about 264 chosen plaintexts and 2'®* 11-round encryptions as
well as 12-round Camellia-256 with about 21617 chosen plaintexts or chosen ciphertexts and
2240 12_round encryptions, respectively. Meanwhile, we can also extend the attacks to 12-round
Camellia-192 and 14-round Camellia-256 with two FL/FL~! layers. On the other hand, by
studying some properties of key-dependent functions FL/FL™!, we build a set of differentials
which contains at least one 8-round impossible differential of Camellia with two FL/FL~!
layers. The length of these impossible differentials with two FL/FL~! layers is the same as the
length of the longest known impossible differential of Camellia without FL/FL™! layers given
by Wu and Zhang [23]. Consequently, we show that the key-dependent transformations inserted
in Camellia cannot resist impossible differential cryptanalysis effectively. On the basis of this
differential set, we propose a new cryptanalytic strategy to attack 11-round Camellia-128 with
2122 chosen plaintexts and 2'%? 11-round encryptions, 12-round Camellia-192 with 2'?% chosen
plaintexts and 2'¥72 12-round encryptions as well as 13-round Camellia-256 with 2?3 chosen
plaintexts and 22°!! 13-round encryptions (not from the first round but with the whitening
layers), respectively. In table 1, we summarize our results along with the former known ones on
reduced-round Camellia.

The remainder of this paper is organized as follows. Section 2 gives some notations and a brief
introduction of Camellia. Section 3 first presents 7-round impossible differentials of Camellia



Table 1. Summary of the attacks on Reduced-Round Camellia

Key Size Rounds Attack Type Data Time(Enc)|Memory (Bytes)| Source

Camellia-128 9f Square 21 CP 2122 2°3 [10]
10t Impossible DC|  2'8CP 2118 293 [17]
101 Impossible DC| 2''%5CP 2123:5 2127 [12]

10(Weak Key)|Impossible DC| 2''*8CP QL8 2848 Section 3.2

10 Impossible DC ol38cp 2120 2848 Section 3.2

11 Impossible DC 2122cp 2122 2102 Section 4.4
Camellia-192 10 Impossible DC|  27'CP 21753 21552 3]
10 Impossible DC| 2'%7CP 21304 2135 [12]
111 Impossible DC|  2''8CP 21631 gt [17]

11(Weak Key)|Impossible DC| 2!'2:64CP 146.54 glal.64 Section 3.3

11 Impossible DC | 2!464CP 2184 Q141.64 Section 3.3

12 Impossible DC 2123CP Q1872 160 Section 4.3

12t Impossible DC| 2'20-1CP o181 gt2a1 Section 3.5
Camellia-256|last 11 rounds|High Order DC 2793CP 27556 298 [5]
11 Impossible DC|  2'2'CP 22068 2166 3]
11 Impossible DC| 2''%¢CP 21945 2135 [12]

12(Weak Key)| Impossible DC| 2'212CP 2202.55 gl42.12 Section 3.4

12 Impossible DC |2*61"CP/CC 2240 218017 Section 3.4

13 Impossible DC|  2'23CP 22511 2208 Section 4.2

14t Impossible DC 2120CC 2250.5 2125 Section 3.5

DC: Differential Cryptanalysis; CP/CC: Chosen Plaintexts/Chosen Ciphertexts;
Enc: Encryptions; {: The attack doesn’t include the whitening layers.

for weak keys. Based on them, impossible differential attacks on 10-round Camellia-128, 11-
round Camellia-192 and 12-round Camellia-256 are elaborated. Section 4 first constructs a set
of differentials which contains at least one 8-round impossible differential of Camellia with two
FL/FL~" layers, and then proposes impossible differential attacks on 11-round Camellia-128, 12-
round Camellia-192 and 13-round Camellia-256, respectively. Section 5 summarizes this paper.

2

Preliminaries

2.1 Some Notations

P, C" the plaintext and the ciphertext;

L;_1, R;_1: the left half and the right half of the i-th round input;

AL;_1,AR;_1: the left half and the right half of the input difference in the i-th round;
X | Y: the concatenation of X and Y;

kwq|kws, kws|kwys: the pre-whitening key and the post-whitening key;

k;: the subkey used in the i-th round;

Kl;(1 < i < 6): 64-bit keys used in the FL/FL~! layers;

Sy, AS,.: the output and the output difference of the S-boxes in the r-th round;

X < j: left rotation of X by j bits;

XL(%), XR(%): the left half and the right half of a n-bit word X;

Xi, Xtijy» X{i~jy: the i-th byte, the i-th and j-th bytes and the i-th to the j-th bytes of X;
Xt X039 X~ the i-th bit, the i-th and j-th bits and the i-th to j-th bits of X;

@, N, U: bitwise exclusive-OR (XOR), AND, and OR operations, respectively;

0(i)> 1(s): consecutive ¢ bits are zero or one.

2.2 Overview of Camellia

Camellia [1] is a 128-bit block cipher. Two keyed functions FL/FL~! are inserted every 6
rounds. Camellia uses variable key sizes and the number of rounds depends on the key size, i.e.,



18 rounds for a 128-bit key size and 24 rounds for 192/256-bit key sizes. The round function of
Camellia uses a SPN structure. Among it, the linear transformation P and its inverse function
P~ are defined as follows.

P:({0,13%)% = ({0,13%)%, 1 | yo | ys | wa | ys | Ys | yr |ys = 21 | 22 | 23 | 24 | 25 | 26 | 27 | 283

21 =Y1 DY3 D Ys DY D Y7 D Ys; Y1 =220D 23D 24 D 26 D 27 D 28;
Z2=Y1 DY2D Y1 D Ys D y7r O Ys; Y2 =21 D 23D 24 D 25 O 27 D 28;
23=Y1 DY2D Y3 DYs D Ys D Ys; Y3 =21 D 20D 24 D25 D 26 D 23;
20 = Y2 DY3 D Ys D Y5 D ye D Yr; Ys =21 D20 D23 D 25 D 26 D 275

25 = Y1 D Y2 D Y D Y7 D Ys; Ys = 21 D 22 © 25 B 27 D 23;
26 = Y2 D Y3 DYs O Y7 D ys; Yo = 22 D 23 D 25 D 26 D 28;
27 = Y3 D Ys D Ys D Yo D Ys; Y1 =23 D24 D 25 D 26 D 27;
28 = Y1 DY+ D Ys D Ye D yr; ys = 21 D 24 © 26 D 27 D 23;

The key-dependent function FL : {0,1}5% x {0,1}%* maps (X1, | Xg, klr | klg) — Y1 | Yr, where
Yr=((XpNklp) < 1)® Xg, Y, = (YrUEklR) ® XL

Key Schedule of Camellia The key schedule algorithm of Camellia applies a 6-round Feistel
structure to generate two 128-bit intermediate variables K4 and Kp. These two variables K4
and Kp can be calculated by two 128-bit variables K and Kg defined by the main key K. For
Camellia-128, the 128-bit key K is used as Kj and Kpg is 0. For Camellia-192, the left 128-bit
of the key K is used as K, and the concatenation of the right 64-bit of the key K and the
complement of the right 64-bit of the key K is used as Kg. For Camellia-256, the main key K
is separated into two 128-bit variables Ky and Kg, i.e., K = K, | Kg.

3 T7-Round Impossible Differentials of Camellia for Weak Keys and Their
Applications !

In this section, we first construct some 7-round impossible differentials of Camellia in weak-key
setting. Based on them, we present impossible differential attacks on 10-round Camellia-128,
11-round Camellia-192 and 12-round Camellia-256 which start from the first round. In addition,
we can also extend the attack to 12-round Camellia-192 and 14-round Camellia-256 with two
FL/FL™! layers.

3.1 T7-Round Impossible Differentials of Camellia for Weak Keys

This section introduces 7-round impossible differentials of Camellia in weak-key setting, which
is based on the following propositions.

Lemma 1 ([8]). Let X, X', K be l-bit values, and AX = X @& X', then the differential prop-
erties of AND and OR operations are:

XNK)a(X'NK)=(XaX')NK=AXNK,

(XUK)e (X'UK)=(XeKae(XNK)a(X' aKae (X' NK))=AX & (AX NK).

Lemma 2 ([3]). Let AX and AY be the input and output differences of F'L. Then

AYRr = ((AXL N k?lL) K 1) ® AXpg, AY, = AX, & AYr @ (AYR N klR);
AXp =AY @ AYr ® (AYR NklR), AXp=((AXpNklp) < 1) ® AYR.

! By Leibo Li, Xiaoyun Wang and Jiazhe Chen. See [13] for more details.



Proposition 1. If the output difference of F'L function is AY = (0]0[0|0|d|0]0]0), where d # 0
and dV) = 0, then the input difference of FL function should satisfy AX(934678 = 0.

Proposition 2. If the output difference of FL™! function is AX = (0lele|e|0|e|e|e), and the
subkeys of FL™' function satisfy that KL(LQ) is 0 or KLS) is 1, then the first byte of input
difference AY should be zero, where e is a non-zero byte.

(0/0/0[0]0]0]0|0) (a[0[00}c[0[0]0)

(a[0]0[0[c[0]0]0)

(a|0[0]0[c|0[0[0)
PUANLILLL Sl @
P"!(V,[0]0]0|V5[0]0]0)=

( bi1lbalbs|byl bslbslbs|bs)
®P (N, @al0[0|0|N; &
¢|0[0]0) — A S5 ;=b,; 70
contradiction!

(OIM| M| M| M| Me| M| My)

(ailazlas|adaslaglaslas)

GRSV Afs)

(hilhslhslhhslhelh7\hs)

0/0[0J0]Z]0]0j0
(0/010/0]0]0]0[0) ( [00]0[Z10]0]0)
OIS
(010/01011010]0)

(0[0[0]0]0[0[0[0)

Fig. 1. A 7-Round Impossible Differential for Weak Keys

Proposition 3. Given a 7-round Camellia encryption and a FL/FL™! layer inserted between
the fifth and sizth round. If the input difference of the first round is (0/0]0|0]|0]0|0|0, @|0]0|0|¢|0|0]0),
and the subkeys of FL™! function satisfy KL(LQ) =0 or KLS) = 1, then the output difference
(0]0]0]0||0]0]0, 0[0]0]0[0]0]0]0) with dY) = 0 is impossible, where a and d are non-zero bytes, c
is an arbitrary value (see Fig. 1).

Proof. First, we analyze the forward direction. It is trivial that (AL;, AR;) = (a|0[0]0|¢|0]0]0, 0|
0/0[0]0]0|0]0), then it propagates to (ALg, ARy) = (a1|az]as|as|as|as|ar|as, al0]0]0|c|0]0]0) after
the second round, where a; and as are non-zero values, a; (i = 2,3,4,6,7,8) are unknown
values. Getting through the key addition and substitution layers of the third round, the output
difference of S-box layer in the third round is ASs = (b1|ba|bs|bs|bs|bs|b7|bs), where by and b5 are
non-zero values. Then we have (ALs, AR3) = (fi|f2|f3|falf5]fsl f7|fs, ai|az]as|as|as|as|az|as),
and (AL4,AR4) = (h1’hg‘hg’hﬂhg,’hﬁ‘hﬂhg,fl‘fg‘f3’f4 ’f5‘f6’f7‘f8), where fi, hz‘ are unknown
values.

Second, we consider the backward direction. The output difference of the seventh round is
(AL, AR;) = (0]0]0]0|d|0]|0]0,0]0]|0]|0|0]0|0]0), then the output difference of the sixth round is
(ALg, ARg) = (0/0]0]0|0]0]0]0,0[0]0]0|d|0]0]0), and the output difference of FL/FL™! layer is
(0]0]0]0|d|0]0]0, O|e|ee|0|e|e|e). According to the condition d(!) = 0 and Proposition 1, we obtain
that the input difference of F'L function is (N1|0|0|0|N5|0]|0]0). Since KL(LQ) =0or KLS) =1,



in the light of Proposition 2, the input difference of FL~! function is (0| My |Mz|My|Ms|Mg| M|
Msg), which means ALy = h; = 0. Where Ny, N5 and M; (i =2, ...,8) are unknown bytes.
Finally, we focus on the fifth round. The output difference of S-layer in the fifth round is

ASs = P7Y(fil fol f3l fal 5] fel f71 fs) & P~ (IN1]0[0]0| N5 [0]0]0)
= (b1‘bg‘bg’b4’b5’b@’b7‘b8) D Pil(Nl (&) a]O]O]O]Ng, D C’O’O’O).

Then AS51 = b1 # 0, which contradicts ALy ; = 0. O
We also obtain three other impossible differentials under different weak-key assumptions:

— (0]0]0/0]0|0|0|0, 0]a|0]0]0]c|0]0) - (0]0]0]0]0|d|0]0,0]|0]|0]0]0|0|0]0) with conditions
KL(LN) =0or KLs,%w) =1, and dV) =0,

— (0]0]0(0]0|0]0|0, 0]0]a|0]0]0]c|0) - (0]0]0]0]0|0|d|0,0]0]|0]0]0|0|0]0) with conditions
KLfE)) =0or KLE,%M) =1, and dV) =0,

— (0]0]0/0]0|0]0|0, 0]0|0|a|0]0]0]¢) - (0]0]0]0]0|0|0|d, 0]0]|0]0]|0|0|0]0) with conditions
KLS-JU =0or Kng) =1, and dV = 0.

We denote this type of impossible differentials above as 5+2 WKID (weak-key impossible
differentials). Due to the feature of Feistel structure, we also deduce another type of 7-round
impossible differentials with the FL/FL~' layers inserted between the second and the third
rounds. We call them 2+5 WKID, which are depicted as follows.

— (0]0/0/0[0]0]0|0, 0]0[0]0]|0]0]0) — (a|0]0[0]¢[0]0]0, 0]0|0[0]0[0[0]0) With conditions
KLY =0or KLY =1, and d© =0,

— (0]0/0/0[0]0]0|0, 0]0[0]0[0[d|0]0) = (0]|0[0]0]c|0]0, 0]0]0[0]0[0[0]0) With conditions
K" =0 or KI'GY =1, and d© =0,

— (0]0]0/0[0]0]0|0, 0]0[0]0[0[0]d|0) — (0[0]a|0]0]0|c|0, 0]0|0[0]0[0[0]0) With conditions
KL’(L25) =0or KL’g4) =1, and dV) =0,

— (0]0/0/0[0]0]0|0, 0]0[0]0[0[0]0d) — (0[0]0|a|0]0|0|c, 0]0]0[0]0[0[0]0) With conditions
KL’(Ll) =0 or KL’gm =1, and dV) =0,

where K L' represents the subkey used in F L-function.

3.2 Impossible Differential Attack on 10-Round Camellia-128

We first propose an attack that works for 3 x 2126(= % x 2128) keys, which is mounted by adding
one round on the top and two rounds on the bottom of the 542 WKID (See Fig. 2). The
attack procedure is as follows.

Data Collection.

1. Choose 2" structures of plaintexts, and each structure contains 232 plaintexts

(Lo, Ro) = (ou|x1|za|xs|an|xa|zs|ze, P(B1|yily2|ysl B2lyalys|ys)),

where x; and y; (i =1, ...,6) are fixed values in each structure, while oj, 8; (j = 1,2) takes
all the possible values, and P is the linear transformation.
2. For each structure, ask for the encryption of the plaintexts and get 232 ciphertexts. Store

them in a hash table H indexed by CL7{175}, the XOR of Cr 2 and Cpr 3, the XOR of Cp
and Cp 4, the XOR of Cr 2 and Cp ¢, the XOR of Cr 2 and Cr 7, the XOR of Cp 2 and
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Fig. 2. Impossible Differential Attack on 10-Round Camellia-128 for Weak Keys

Cps. Then by birthday paradox, we get 27163 x 2756 = 27+7 pairs of ciphertexts with the
differences

(ACL, ACR) = (OIf|fIfIO|f1f]f, 91l92|93]94]95|96]97]gs),

and the differences of corresponding plaintext pairs satisfy

(ALo, ARo) = (a[0]0]0]c[0]0]0, P(b1[0]0]0[b2|0[0]0)),

where a, ¢, f and b; (i = 1,2) are non-zero bytes, and g; are unknown bytes. For every pair,
compute the value

P~YACR) = P~ (g1|92|93194195196|97198) = (g1 195195194195 1961971 95)-

Keep only the pairs whose ciphertexts satisfy g = 0. The probability of this event is 278,

thus the expected number of remaining pairs is 2717 x 278 =

on—1

Key Recovery.

1. For each pair obtained in the data collection phase, guess the 16-bit value K (1 5y, partially
encrypt its plaintext (Lo {15, L 0 {1,5)) to get the intermediate value (S (15),5"1 {1,5}) and
the difference ASj (5. Then discard the pairs whose intermediate values do not satisfy
AS11 = by and ASy5 = by. The probability of a pair being kept is 2716 50 the expected

number of remaining pairs is 277! x 2716 =

2n717

2. In this step, the ciphertext of every remaining pair is considered.

(a)

(b)

Guess the 8-bit value Kigg for every remaining pair, partially decrypt the ciphertext
(CLs,CLg) to get the intermediate value (Sios,S579s) and the difference ASigs, and
discard the pairs whose intermediate values do not satisfy ASj9g = g5. The expected
number of remaining pairs is 27717 x 278 = 2725,

For | = 2,3,4,6,7, guess the 8-bit value Ko ;. For every remaining pair, partially decrypt
the ciphertext (Cp,, }Jl) to get the intermediate value (51071,51071) and the difference
AS1o,, and keep only the pairs whose intermediate values satisfy ASig; = g] @ g5. Since
for each [, each pair will remain with probability 278, the expected number of remaining
pairs is 2725 x 25%(=8) — gn—65,



(c) Guess the 8-bit value K 1, partially decrypt the ciphertext Cf, 1 of every remaining pair
to get the intermediate value Sig 1, which is also the value of Sjg ;.

(d) Partially decrypt (S10,57) to get the intermediate values (Rg s, R 5), and discard the
pairs whose intermediate values do not satisfy AR&% = 0. As the probability of a pair
being discarded is 0.5, the expected number of remaining pairs is 2776% x 271 = 2166,

3. For every remaining pair, guess the 8-bit value Ky 5, partially decrypt the output value

(Rg.5, R§75) to get the intermediate value (S5, 55’975) and the difference ASg 5. If there is a
pair satisfies ASq 5 = ACY 2, we discard the guessed key and try another one. Otherwise we
exhaustively search for the remaining 48 bits of the key under this guessed key, if the correct

key is obtained, we halt the attack; otherwise, another key guess should be tried.

Complexity. Since the probability of the event ASg 5 = ACT 2 happens in step 3 of key recov-
ery phase is 278, the expected number of remaining guesses for 72-bit target subkeys is about
e=2% x (1- 2*8)2%66. If we choose ¢ = 1, then n is 79.8, and the proposed attack requires
on+32 — 918 chosen plaintexts. The time and memory complexities are dominated by step 2 of
data collection phase, which are about 2'1® 10-round encryptions and 271 x4 x 2% = 2848 hytes.

Extending the Attack to the Whole Key Space. On the basis of the above impossible
differential attack for weak keys, we construct a multiplied attack on 10-Round Camellia-128.

— Phase 1. Perform an impossible differential attack by using the 5+2 WKID
(0]0]0[0[0[0]0]0, a|0]0[0[¢[0[0]0) — (0]0]0[0[d]|0]0]0, 0]0]0[0]0[0[0[0).

This phase is extremely similar to the weak-key attack that is described above. However,
it is slightly different when the attack is finished. That is, if there is a key kept, then the
key is the correct key, and we halt the procedure of the attack. Otherwise, we conclude that
the correct key does not belong to this set of weak keys, which means that k:lgg) =1 and

klés) = 0. In this case, we get 2-bit information of the key and perform the next phase.

— Phases 2 to 4. Perform an impossible differential attack by using each 5+2 WKID in the
following;:

(0]0jo[o]0]0[0[0, 0]a]0[0]0c|0]0) - (0]0]0[0]0|[0]0, 0]0|0[0]0]0[0]0),
(0]ojofo]o]o]o[0, 0[0]al0]0[0[¢|0) - (0]0]0[0]0]0]d]0, 0]0|0[0]0[0[0]0),
(0]ojofo]o]o[o[o, 0[0]0]a]0[0[0]c) - (0]0]0[0]0|0[0]d, 0]0]0[0]0[0[0]0).

The procedure is similar to Phase 1, and either recover the correct key or get another 2-bit
information about the key and execute the next phase.
— Phase 5. Announce the intermediate key

103,111,11 14,22
KA(4957 037 ) 9) — 0 and K1(467 ) 730) — 1

then exhaustively search for the remaining 120 bit value of K4 and recover the key K7 .

The upper bound of the time complexity is 21118 x 4 42120 ~ 2120 The data complexity is about
21138 The memory could be reused in different phase, so the memory requirement is about 2848
bytes.

3.3 Attack on 11-Round Camellia-192

We add one round on the bottom of 10-round attack and give an attack on 11-round Camellia-
192.



Data Collection. Choose 280-64 structures of plaintexts. Each structure contains 232 plaintexts:

(Lo, Ro) = (ou|z1|za|ws|as|xa|s|ze, P(B1|yily2|ysl B2|yalys|vs)),

where z; and y; (i = 1,...,6) are fixed values in each structure, while o; and f; (j = 1,2) take
all the possible values, and P is the linear transformation. Ask for the encryption of the cor-
responding ciphertext for each plaintext, compute P~!(Cp) and store the plaintext-ciphertext
pairs (Lo, R, Cr,CR) in a hash table indexed by 8-bit value (P~(Cy));. By birthday para-
dox, we get 214364 » 2=8 — 9213564 pairg whose ciphertext differences satisfy P~1(ACR) =
(1 1y B 1 o 1B amd P (AC) = (0l414195 195 9b19414). where 1, and g are unknown
values.

Key Recovery.

1. For [ = 1,5, guess the 8-bit value of K, partially encrypt their plaintext (LOJ,L{)J) and
discard the pairs whose intermediate value do not satisfy AS;; = (P~1(ARy));. The expected
number of remaining pairs is 213564 x 2716 — 9119.64,

2. In this step, we consider the ciphertext of each remaining pair.

(a) For I =1,2,3,4,6,7,8, guess the 8-bit value of Ky;,. Partially decrypt the ciphertext
(Cru, C’LJ) and keep only the pairs which satisfy ASy;; = hj. The expected number of
remaining pairs is 2119-64 x 27x(=8) — 963.64

(b) Guess the 8-bit value K1y 5. Partially decrypt the ciphertext (C7 5, C},,S)’ then compute
the intermediate value (R0, R},), where AR1g = (0| f|f|f[0|f|f]f) and f = AS115® hi.

3. Application of the 10-round attack.

(a) Guess the 8-bit value Ky g, partially decrypt (Rig s, RIIO,B) and discard the pairs whose
intermediate values do not satisfy ASy9s = g5. The expected number of remaining pairs
is 263.64 % 9—8 — 955.64

(b) For | = 2,3,4,6,7, guess the 8-bit value Kj¢;. Partially decrypt the intermediate value
(R0, ;) and keep only the pairs whose intermediate values satisfy AS1o; = g; © g5.

The expected number of remaining pairs is 25964 x 25%(=8) — 915.64,
(c¢) Guess the 8-bit value Kj 1, partially decrypt the intermediate value Ry and calculate

the intermediate values (Ry s, R§75). Discard the pairs whose intermediate values do not

satisfy ARE% = 0. Then the expected number of remaining pairs is 21764 x 271 = 214.64,

(d) Guess the 8-bit value Ky 5, partially decrypt the intermediate value (Rgs, Ry 5) to get
the difference ASg 5. If there is a pair satisfies ASg 5 = AR1g 2, we discard the guessed
key and try another one. Otherwise we exhaustively search for the rest 48 bits of K and
K g under this key, if the correct key is obtained, we halt the attack; otherwise, another
key should be tried.

Complexity. The data complexity of the attack is 211264 chosen plaintexts. The time complexity
is dominated by step 3 (d) which requires about 24 x (14 (1 —=278) + (1 —278)2 + ...+ (1 —
2*8)213‘7*1) X 2 x L x % ~ 214654 11 round encryptions. The memory complexity is about

2133.56 X 4 X 24 — 2%%1.64 bytes.

Reduce the Time Complexity to 2'3354, Assume 16-bit value ay and f are fixed in data,
collection phase of above attack, then we can collect 27131 x 278 = 2723 pairs, where n represents
the number of structures. Nevertheless, it is unnecessary for us to guess 8-bit subkey K1 5 in this
case. Then there are totally 136-bit values of subkey to be guessed in the attack, therefore, the

2-8)2""" after
2120.56

expected number of remaining guesses of target subkey is about ¢ = 236 x (1 —
the attack. If we chose € = 1, n is 104.56. Then the data complexity increases to 2716 =
but the time complexity reduces to 213854 the memory requirement reduces to 21339 bytes.



Extending the Attack to the Whole Key Space. Similar to 10-round attack on Camellia-
128, we mount a multiplied attack on Camellia-192 for the whole key space. The expected time
of the attack is about 4 x 2146-54 1 2192 5 (1 %)4 = 2184 The expected data of the attack is
211464 The memory requirement is about 24164 bytes.

3.4 The Attack on 12-Round Camellia-256

We add one round on the bottom of 11-round attack, and present a 12-round attack on Camellia-
256. The attack procedure is similar to the 11-round attack. First choose 2817 structures and
collect 2M417 plaintext-ciphertext pairs in data collection phase. After guessing the subkey
K {15y, we guess the 64-bit value Kj2 and compute the intermediate value (R11, R};), then
apply the 11-round attack to perform the remaining steps. In summary, the proposed attack
requires 28117132 = 9M3.17 chogen plaintexts. The time complexity is about 221955 12-round
encryptions, and the memory requirement is about 2'°%17 bytes. Similar to the above subsection,
the time complexity and memory requirement can also reduce to 2202:55 214212 " regpectively,
but data complexity increases to 212112 in this case.

We also construct another type of impossible differential attack of Camellia-256, which adds
four rounds on the top and one round on the bottom of the 245 WKID (see section 3.1). The
attack is performed under the chosen ciphertext attack scenario. Similar to the attack based on
the 542 WKID, the data and time complexity are about 211317 and 2263, respectively.

and

Extending the Attack to the Whole Key Space. On the basis of two types of impossible
differential attacks for weak keys, we mount a multiplied attack on 12-round Camellia-256 for
the whole key space as below.

— Phases 1 to 8. Preform an impossible differential attack by using of all conditional im-
possible differentials 2+5 WKID list in section 3.1. For each phase, if success, output the
actual key, else perform the next phase.

— Phase 9. Announce 16-bit value of the master key

31,39,47,55,95,103,111,119 6,14,22,30,70,78,86,94
K}(:iv ) ) ) ) ) ) ):OandK}(:iv ) ) ) ) ) 7):1

)

then exhaustively search for the remaining 240 bit value of Kgr, Kj and recover the actual
key.

The expected time of the attack is 22163 x 8 4 2256 x (%)8 ~ 2240 encryptions, and the expected
data complexity is about 2116-17,

3.5 The Attacks Including Two FL/FL~! Layers

If we do not start from the first round, we can take the attacks that include two FL/FL™!
layers into account. We first illustrate some new observations of FL and FL~! functions, then
present attacks on variants of 14-round Camellia-256 and 12-round Camellia-192.

Proposition 4. If the output difference of F'L function is AY = (a|0]0|0|0]0]0|0), then the input
difference should satisfy AX = (b1]0|0|0]b5|0]0|bs) with by = a, bés) =0 and béan =0, where a
s a mon-zero byte.

Proposition 5. If the output difference of FL™' function is AX = (al|a|a|0]a|0|0]a), and the
input difference AY = (by|ba|bs|bys|bs|bg|b7|bs), then bgg) =0, bgg) = a® and bé1N7) = a1,
where a is a non-zero byte, b; are unknown bytes.



Proposition 6. Suppose the input difference of the i-round of Camellia satisfies (AL;—1, AR;_1)
= (by1|b2|b3|ba|bs|bs|br|bs, P(c)|ch|cs|cy|ck|cs| b)), and the output difference is (AL;, AR;) =
a1]0|0|0]as|0|0|as, by |b2|b3|bs|bs |bs|b7|bs) with aé8) =0 and aéan = 0, where b}, ¢, are arbitrary
bytes, and a1 is a nonzero byte, then the following results hold.

(1) The intermediate value AS; = P~ (AL; ® AR;_1) = (¢} ® as|ch ® a1 a5 @ as|cy @ a1 ® a5 @
ag|cy ® a1 ® as|c; © a1 @ a5 D as|cy B a5 © agcr S as|cy ® a1 © as).

(2) ASETD =07 and o) = AT @ ¢,

(3) ASz‘(87) = C/gg), and ag”?) = ASZ(1£3~7) @ c/$1~7).

(4) a1 = ASig © s @ as.

Attack on 14-Round Camellia-256 Our 14-round attack of Camellia-256 works from round
10 to round 23, where the 542 WKID is applied from round 14 to round 20.
First of all, we demonstrate the relation of subkeys used in the round 10, 11, 12, 13, 21,

22, 23 and the second FL/FL™! layer (KL3, KL,) as follows, i.e., Kig = K£110N128’1N45),

Kif = KX16~109)’ Ky — KS10~128,1~45)’ KSNS) _ K}(gl~68)7 KLQLNQ) _ K£61N69), KLSI;S) _
K£93~100)7 KLy = K£125~128,1~28)’ KLip = 229~60)7 Kgswo) _ 1(4127,128,1~6)’ Koy =

31~94 112~128,1~47
K@M Kog = KU ),

With the key relation, we can first launch the impossible differential attack in weak-key
setting, then extend it to an attack for all keys, which is similar to above attacks.

Data Collection. We choose the chosen ciphertext scenario to perform the attack and begin

with choosing one structure of ciphertexts which contains 220 ciphertexts:

(CL,CRr) = (P(y1|52|83] 841851 8615718s), a1 |az| as| s s | g | o | vs).

Where y; is fixed, while a; (i = 1,...,8) and 3; (j = 2,...8) take all possible values. Ask for
the decryption to get the corresponding plaintext for each ciphertext, which results in 2239 pairs
which satisfy the difference:

(ACL, ACR) = (P(0|g|9594195196197198), f1l f2| f3] fal f5| fe| f7 fs)-

Key Recovery.

1. Guess 130-bit value (KSNM’HONHS)|K£146N109)), for every plaintext-ciphertext pair (P,C),
perform the following substeps.
(a) Partially encrypt the plaintext P to get the intermediate value (L11, R11). Since 38 bits

of the subkey used in FL™! function, which are KLSEIQ) — K and KLU =

L 4,L
125~128,1~1 . . N
Ké 5~128, 5), have been guessed, 38-bit intermediate value Rry (1, |RE§L’?§) |Rrr,(5.63] RSL%L

Rg’s can be computed, where Ry, represents the value after the FL~! function.

(b) Partially decrypt the ciphertext C to get the intermediate values Loz, Ra2) and P~ (Las).
Note that now we can compute Sy (3.5} as the 48-bit value Kys (3.8) = K£47N94) is
known.

(c) Store the values (L11, R11) and (Lag, Ra2) into a hash table I' indexed by the following
143-bit values.

— Rao (15}, Ra2,2® Raz 3, Roz o ® Roga, Ro22 @ Raoe, Rao2 ® Roo7, Razo ® Raos.
— Sp03® P (Lag)3 ® P (La2)s, So0a® P~ (Lao)y ® P71 (Lag)s, Sa2,6® P~ (Lao)g @
P71 (Lag)s, Soo7® P71 (La2); & P71 (Lag)s, Sa2s ® P71 (Lag)g.



8 (1~7 (1~7 1~3 1~3 1,2
- Rg;,?? RFL 1D ( 12,8 )’R12 3) RFL72 @ ( 12,8 )’R12 3) R;“L 3) ® R§278 )v RFL,67 R;*L )77

(1~7 8
Rprs @ ( 12,8 )’R12 3); R} %,8 ® RgQ),g-

Then each two values lie in the same row of I" form a pair that satisfies the following
conditions.

— The difference ARas = (0| f|f[f]0|f|f|f), where f is a nonzero value.

— The difference P~!(AL2) = (0lg5]g5|94lg5196l97]95) satisfies g5 @ g5 = ASz3, g) &
g5 = AS2.4, g5 © g5 = ASa26, g7 D g5 = ASaz 7, gy = ASns.

— Assume the difference AR5 (equals to ALjy) is represented as (by|b2|bs|bs|bs|be|b7|bs),
then it satisfies bgs) = 0, and the output difference of FL~! function satisfies ARy L1 =
(b~ 057), ARpry = 08~V 0sY), ARpY = 0, ARprs = (0877 b)), ARprg
=0, AR}, =0 and ARY) = by,

This step performs a 135-bit filtration from
ing pairs is 2104,
2. Guess 12-bit value K L512%N23 25N32), compute the output differences AR%;?, ARE;O’LN;) and

Rpr.4 (from b;) = 0 we conclude AR;?%?) = b(S)). Discard the pairs that do not satisfy

AR?LN? b(4N7) AR?LN; = 0 and ARpr 4 = 0, then the expected number of remaining

2239 pairs, so the expected number of remain-

pairs is 287. Moveover, from ARpr 4 = 0 and b( ) — 0, we get AR(S) 7= = 0 and AR;}LM? =
ngn. Therefore, at the end of this substep, all remaining pairs satisfy the condition ARp, =

(b[b]b|0[b]0]0]b), where b= (b5~ |b{Y).

. Guess 7-bit value K§g~15)’ compute the intermediate value ASa o (Ké2 ) (K (46)) has already
been guessed in the step 1), and discard the pairs which do not satisfy ASy29 = g5 & g5.
Each pair will be kept with probability 278, so the expected number of remaining pairs is
279,

. Compute the intermediate value P~Y(ARy1) = (c}|ch|clcy|ck|ck|ch|ck), then perform the
following substeps.

(a) Guess 17-bit subkeys K21, K127 and KS?S, calculate the value ASy3 (1 75y (7-bit value

K &;7) (ngN%)) has been guessed in step 3), and discard the pairs which do not satisfy

ASS:U = §1N7) and ASS?7 = gs) according to proposition 7. The expected number of

971 (1~7) AS(1~7)

remaining pairs is 2*. Then we compute the value ag = AS121 @1, ag

c'glNﬂ and a; = AS128 ® g D as.

(b) For i = 2 to 6, guess 8-bit subkey Kj2;, compute the difference AS;5; and discard the
pairs which do not satisfy ASy9; = c;- @a; Das®ag (j=2,3,4), AS125 =5 B a1 Dasg
and AS126 = ¢ @ as ® ag. Then we expect about 231 pairs remain.

. Since all of the 128-bit value of K4 have been guessed in step 1, 3 and 4, we compute

the values Ro; and R}, for every remaining pair and keep only the pairs whose AR§11)75 = 0.

Then we partially decrypt Rop 5 and R 21,5 to get the value ASs; 5, keep only the pairs whose

AS215 = f, which results in 222 remaining pairs.

. Guess 17-bit value KLz(,’l;g) and K L3 g1, compute ALpy 5, AL%);S and ALpr 1. Then dis-

card the pairs whose (AL%Z;”ALE% g) # 0. The expected number of remaining pairs is

about 24

. Guess 8-bit value K31, partially encrypt Lpr 1 and L'pr 1 to get the value ASy3; of every
remaining pair. If ASy3; equals to ARpy, 1193581, delete this value from the list of all the
28 possible values Kiz1.

. After analyzing of all remaining pairs, if the list is not empty, announce that the value in

the list along with above 223-bit guessed values are the candidates of 231-bit target value of



subkey K A[KglNGS) ]KSNM’53N69’93N100’110N128), then recover the whole master key K and
Kpg by key searching. Otherwise, try the other 223-bit guess.

Complexity. The time complexity is dominated by step 1, which requires about 5 rounds’ en-
cryptions to compute the intermediate values for every plaintext and ciphertext pair. Then the
time complexity is 2120 x 2139 x 5/14 ~ 2248 14-round encryptions. The memory requirement
is dominated by data collection, which needs 2'2° bytes to store the known plaintexts and the
corresponding ciphertexts. Similarly, the expected time of the attack for the whole key space is
about 22995 14-round encryptions.

Attack on 12-Round Camellia-192 Making use of 2+5 WKID, we mount the weak-key
impossible differential attack on 12-round Camellia-192, which is from round 3 to round 14,
where the 245 WKID is applied from round 5 to round 11. The attack procedure is similar to
that of 14-round Camellia-256. To summarize, the time complexity of the attack is about 21801
12-round encryptions. The memory requirement is dominated by step 1, which needs 2241 bytes
to store the plaintext-ciphertext pairs. For the attack that works for the whole key space, the
data complexity is about 21201
encryptions.

chosen plaintexts, and the time complexity is about 2'8* 12-round

4 8-Round Impossible Differentials of Camellia and Their Applications 2

In this section, we first present a method to construct a set of differentials, which contains at
least one 8-round impossible differential of Camellia with two FL/FL~' layers for any fixed
key. Based on this differential set, we propose a new attack strategy to recover the correct key.
Finally, we mount impossible differential attacks on reduced-round Camellia-128/192/256 with
the whitening and FL/FL~! layers from some intermediate round.

4.1 The Construction of 8-Round Impossible Differentials of Camellia

In this section, we present some 8-round impossible differentials of Camellia with two key-
dependent layers by exploiting some properties of the keyed transformation FL/FL™!.

Proposition 7. If the input difference of FL is (a|0]0]0]a’|0]0]0), where (V) = a/®) =0 and

o_Jo. kY=o .
o@D — {a(Hl) kl(LH—l) 1 for1<i<7, (1)
9 L -

then the output of F'L is (a|0|0]0]0]0|0]0).
Proof. By Lemma 2, we can obtain
AYr = ((AXpNklL) << 1)@ AXg = (((a|0]0]0) NklL) << 1) & (a’]0]0]0)
= ((a®®|0N ki) @ a)]0]0]0.

According to a*) = @/® = 0 and the equation (1), we derive that AYr = 0. Furthermore, AY7, =
AX G AYR® (AYrNklr) = AXf, = a|0|0]|0. Therefore, the output of F'L is («|0]0/0]0|0|0]0). O

By Propositions 7, we construct an 8-round impossible differential of Camellia with two
FL/FL~! layers for any fixed subkey.

2 By Ya Liu, Dawu Gu, Zhiqiang Liu and Wei Li.
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Fig. 3. The Structure of 8-Round Impossible Differentials of Camellia

Proposition 8. For an 8 rounds of Camellia with two FL/FL™" layers inserted after the first
and seventh rounds, the input difference of the first round is (0]0]0]0]0]|0]0]|0, a|0|0|0]a’|0]0]0) and
the output difference of the eighth round is (b]0]0]0|b|0]0]0,0]0]0|0]|0]0|0|0) with a and b being

nonzero bytes and aV) = b1 = ¢/®) = ¢/®) = 0. Four subkeys klj(i = 1,--- ,4) are used in two
FL/FL™" layers. If a' and b satisfy the following equations:
: 0 K =0, 0 if KISHY = o; )
O =Y 1 oy =) 4 Tofor1<i <7,
a(z—l—l)’ if klgzﬂ) =1; b(z-l—l), if klé(f‘f*l) = 1; [ St s

then
(0[0]0]0[0]0]0[0, a|0]0]0[a’[0]0]0) -5 (b]0]0]0[b’|0]0]0, 0]0]0[0]0]0[0]0)

is an 8-round impossible differential of Camellia with two FL/FL™" layers (See Fig. 3).

Proof. By proposition 7, we obtain that the input difference of the second round and the output
difference of the seventh round are (a|0|0/0]0|0|0]0, 0]0|0]0]|0|0]0]0) and (0]0|0]0|0|0|0|0, b|0|0]0|0]0]
0|0), respectively. In [23], Wu et al. constructed an 8-round impossible differential of Camellia
without the F'L/FL~! layers: (0]0]0]0[0]0]0]0,a|0]0]0]0|0]0]0) —g (b|0]0]0]|0]0]0]0,0]0[0]0]0]0|0|0)
where a and b are nonzero bytes. Thus, («|0|0]0]|0]|0|0]0,0/0|0]|0]0]0]0]0) - (0]0]0]0]0|0|0]0, b|0|0]|0|
0]0[0]0) is a 6-round impossible differential. In other word, the input difference (a|0]0]0|0|0]0|0,
0/0[0]0]0|0]|0|0) cannot result in the output difference (0]0|0]|0]0]0|0]0,b]0]0]0|0]|0]0[0) after six-
round encryption. Therefore,

(0[0]0]0j0[0]0]0, a|0]0]0]a’|0]0]0) s (5]0]0]0[6"|0]0]0, 0]0]0j0j0J0]0]0)

is an 8-round impossible differential of Camellia with two F'L/FL™! layers. O



For any fixed subkey, an 8-round impossible differential with two FL/FL~! layers can

be constructed. Each possible value of k:lfNS) | kli2~8) corresponds to the existence of an
8-round impossible differential. For example, if the subkeys kl§2w8) = klfwg) = 0(7), then
(0]0]0]0]0]0]0]0, «|0]0]0]0]0]0|0) -5 (b]0|0]|0]0]0]0]O, 0]|0]0]0|0]|0[0]0) is an 8-round impossible dif-
ferential of Camellia with two keyed layers, where o)) = p() = 0. If k:lfwg) = klfwg) = 1(7),
then (0]0]0/0]0]0]0|0, @|0]0|0]a’|0]0]0) -~ (b]0|0]0]&’|0]0|0,0]0]0]0|0]0|0|0) is an 8-round impossi-
ble differential of Camellia with two keyed layers, where a, b, a’ and o’ are nonzero bytes and
satisfy a() = b)) = ¢/®) = y¥®) = 0, /0~ = ¢~ and y'~7) = p(~8)  All possible values
of kl§2N8) | k:lfNS) are from 014y to 1(14). Denote their corresponding impossible differentials

by A; for 0 < i < 2 — 1. However, it is possible that different values of kngNS) may result in

the same values of @/, and different values of klfNS) may lead to the same values of b’. There-
fore, some of 2'* differentials are equal to each other. Let A be a set including all differentials
A;(0 < <2 1),

A={A;|0<i<2™ -1} £ {5; |1 <j<t}, wheret <2
According to Proposition 8, 8-round differentials of A must have the forms:
A = (0]0/0[0]0]0[0]0, a|0]0]0]a’[0]0]0) 3 (b]0]0]0]5'[0]0]0, 0]0|0]0]0]0]0|0)

with @ and b being nonzero bytes and V) = b)) = ¢/®) = y®) = 0. Among them, a’ and ¥ are
either zero or nonzero bytes. We divide all differentials of A into three cases in order to simplify
our analysis. The first one is ' = b = 0. The second one is @’ = 0 and b’ # 0, or a’ # 0 and
b’ = 0. The last one is a’ # 0 and V' # 0.

By proposition 8, we only know the existence of an 8-round impossible differential of Camellia
with two F'IL/FL~! layers for any fixed key, but cannot distinguish it from other differentials of
A. Therefore, we require to propose a new attack strategy to recover the correct key based on
this differential set.

The Attack Strategy. Select a differential §; from A. Based on it, we mount an impossible
differential attack on reduced-round Camellia given enough plaintext pairs. More concretely, we
select enough plaintexts such that all wrong keys will be removed with high probability if §; is
an impossible differential.

1. If one subkey remains, we recover the secret key by the key schedule and verify whether it is
correct by some plaintext-ciphertext pairs. If success, end this attack. Otherwise, try another
differential 6;(j # i) of A and perform a new impossible differential attack.

2. If no subkey or more than one subkeys is left, select another differential of A to execute a
new impossible differential attack.

O

Our attack strategy can really recover the correct key. As a matter of fact, if §; is an impossible

differential, we make sure the expected number of remaining wrong keys will be almost zero given

enough chosen plaintexts. Therefore, we only consider those differentials which result in one

subkey remaining. By Proposition 8, we know the differential set A must contain an impossible

differential. So we try each differential of A until the correct key is recovered. The worst scenario
is that the correct key is retrieved from the last try.

4.2 Impossible Differential Attack on 13-round Camellia-256

Based on three scenarios of differentials in A, we present an impossible differential attack on
13-round Camellia-256 with the FL/FL~! and whitening layers. For each of three cases, we
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Fig. 4. Impossible Differential Attack on 13-round Camellia-256 for Case 1

put two additional rounds on the top and three additional rounds on the bottom of the 8-
round differentials of A. On the basis of this structure, we can attack 13-round Camellia-256
from rounds 4 to 16 or from rounds 10 to 22. Similarly, we put three additional rounds on the
plaintext side and two additional rounds on the ciphertext side to attack 13-round Camellia-256
from rounds 3 to 15 or from rounds 9 to 21. Some previously known skills such as building
hash tables and the early abort technique [15] are also adopted in order to reduce the time
complexity. In this section, we only elaborate the attack procedure of impossible differential
cryptanalysis of 13-round Camellia-256 from rounds 4 to 16. Before introducing our attack, we
list some notations, i.e.,

ko =S kwy @ kq, ky =S kwa @ ks, k. =S kws & kig, kg =S kwy ® k15, ke =S kws @ k4.

We use these equivalent subkeys kg, kp, k¢, kg and k. instead of the round subkeys ky, ks, k14, k15
and k16 so as to remove the whitening layers. This new cipher acts as the original one.

Based on the attack strategy in section 4.1, we mount an impossible differential attack on 13-
round Camellia-256 by using differentials of A until the correct key is recovered. In the following,
we discuss this attack by three cases.

Case 1 o/ = b = 0: At this time, the differential A = (0/0/0]|0]0|0|0|0, «|0]0]0]0]0]0]0) —g
(b/0]0]0]0]0]0]0, 0]0]0]0|0|0|0]0), where a and b are nonzero bytes and a") = b(1) = 0 (See Fig. 4).
Data Collection. Select a structure of plaintexts, which contains 2°°
lowing forms:

plaintexts with the fol-

(P(ou|@y|mo|zs|za|zs|ze|27), Plaz|as|asas|ag|zs|ze|ar)), (2)

where aél),xi(l < i < 9) are fixed and «o;(1 < j < 7,0 # 5),aé2N8) takes all possible val-

ues. Clearly, each structure forms 2% plaintext pairs, the differences of which have the forms:
(P(110]0[0]0[0]0]0), P(g21g3 & algs & alalgs & al0|0[gs & a)) with a and g;(1 < i < 6) being
nonzero bytes and aW=0. We take all possible values of (Oéél),$4,$8,1'g) and 2%3 different val-

ues of z;(1 < i < 7,i # 4) to obtain 2% special structures. In total, there are 2!23 chosen



plaintexts which form 2'77 plaintext pairs. Encrypt these plaintext pairs to obtain the cor-

responding ciphertext pairs. If the left halves of their ciphertexts differences have the form:
P(h1|hy @ blhs ® b|b|hs @ b|0|0|hg © b) with b() = 0, then these pairs will be kept. The expected
number of remaining pairs is about 2160,

Key Recovery.

1. Guess kg 1. For each remaining pair, check whether the equation ASy ; = (P~'(APg)): holds.
If ASy1 # (P7Y(APg)); for some pair, then this pair will be discarded. Next guess each
possible value of kq; for | = 2,3,5,8. Keep only the pairs satisfying ASy; = (P71 (APg)), &
(P7Y(APg))4. The total probability of this event is about 274, Thus the expected number
of remaining pairs is about 2'2°. Finally, guess kq,{4,6,7y and compute the inputs of the fifth
round.

2. Guess kp1 and test whether AS5; is equal to (P7'(APL)); for each remaining pair. If
AS51 # (P7Y(APL)); for one pair, then this pair will be removed. The probability that to
happen is about 278. Thus about 212 pairs will be kept.

3. Guess k. for 2 <1 < 8. Verify whether ASg, is equal to (P~}(ACR)); for every remaining
pair. If ASy5, # (P71(ACR)), for some pair, then this pair is discarded. The total probability
of this event is 27°6. Therefore, we expect about 2°0 pairs remain. Next guess k1 and
compute the outputs of the 15-th round for each of the remaining pairs.

4. Guess kqy for | = 1,2,3,5,8. Verify whether the equations, ASj5; = (P71(ACL)); and
ASy5 = (P7YACL)); & (P7Y(ACL))4 for j = 2,3,5,8, hold for every remaining pair. The
total probability that to happen is about 2740, Thus there are about 2'6 pairs remain. Next
guess other bytes of k4 and calculate the outputs of the 14-th round.

5. Guess k1 and compute the output difference of the S-Boxes in the 14-th round. If ASy, 1 is
equal to (P~1(AL14))1, then we remove this value of ke with (kq, kp 1, ke, kq). The probabil-
ity of this event is about 278. After trying all possible values of (k,, kp1, ke, ka,ken), if only
one joint subkey remains, then A is likely to be an impossible differential. At this time, we
recover the secret key by the key schedule and verify whether it is correct by some plaintext-
ciphertext pairs. If no subkey or more than one subkeys is left, then A is possible to exist. At
this time, try another differential of A. As a matter of fact, if A is an impossible differential,
the expected number of the wrong subkeys remaining is about 22% x (1 — 2*8)216 ~ 271614,
We consider that all wrong subkeys are removed and only the correct subkey is left. Therefore,
we require to perform the following Step 6 only if one subkey is left.

6. We can recover the secret key from this unique 208-bit subkey (kq, kb1, ke, kd, ke,1). By the
key schedule of Camellia-256, we can obtain:

ko = kw @ ky = (KL < 0)p @ (Kg << 15)R, (3)
ky = kws ® ks = (K, << 0)r @ (K4 << 15) 1, (4)
ke = kws @ k1 = (Kp << 111), & (Kp <« 60) R, (5)
kg =kwy ® ks = (Kp << 111)p @ (K << 60) 1, (6)
ke = kws ® k14 = (Kp << 111) 1, @ (Kr <K 60)R. (7)

We first guess each possible values of Kp. By the equations (5) and (6), we discard some
wrong candidates of Kp with the probability 27128, Therefore, only one value of Kp is left.
Then we calculate 8 bits of K by the equation (7). Guess the remaining unknown 120 bits of
Kpg. By property 4 of [17], we can compute the corresponding value for (K, K4). According
to the equations (3) and (4), we can discard some wrong candidates of (K, K4). Therefore,
the number of the remaining main keys is approximately 2120 x 2772 = 248 By about 2*®
trail encryptions, if some key is correct, stop the attack. Otherwise, try another differential
of A.



Case2d =0and i/ #0, or @’ # 0 and I’ = 0: We only attack a special scenario, i.e., a’ = 0,
¥ # 0 and '~ = p(2~8) The others can be attacked in the similar way. At this moment, the
differential is A’ = (0]0[0]0]0]0[0]0, a[0]0]0[0[0]0J0) g (byoyoyoyb’yoyoyo 0[0/0]0[0[0[0]0), where a,
b and V' are non-zero bytes, ¥1~7 = p2~® and o) = p(H) ) =0.

268 2123

Data Collection. We apply special structures of Case 1 above. Totally, there are
chosen plaintexts which form 277 pairs. At this moment, the form of the ciphertext difference
is random.

Key Recovery.

1. Guess k., for 2 <1 < 8 and | # 5. Verify whether the equation AS15; = (P~1(ACg)); holds
for every remaining pair. If ASis; # (P~1(ACR)), for some pair, then this pair is discarded.
The whole probability of this event is 2748, Therefore, we expect about 2'2 pairs remain.
Next guess k. (151 and compute the outputs of the 15-th round for each of the remaining
pairs.

2. We first guess kg1 and check whether the equation ASi5; = (P~Y(ACL)):1 holds for each
remaining pair. If ASj5; = (P71(ACL)); for one pair, then this pair will be kept. Oth-
erwise, this pair will be discarded. Second, guess kg5 and keep only the pairs satisfying
AS%?B = (P_l(ACL))g). Third, guess kg ga7}. Test whether ASy5; = (P~1(ACL)) &
(((P_l(ACL))g D AS1578)(2N8)|0) for | = 6,7 and ASLL;J = (P_l(ACL))l & (P_l(ACL))g @
AS158 ® (P~YHACL))r ® ASy57 for | = 2,3,4,5. The total probability of this step is about
2757, So the expected number of remaining pairs is approximately 272. Compute the outputs
of the 14-th round for each remaining pair.

3. Guess ke for | = 1,5. Verify whether the equation ASy4; = (P71(AL14)); holds for each
remaining pair. If this equation is correct for some pair, then this pair will be kept. The
probability of this event is about 2716, About 2°6 pairs will be kept.

4. Guess each of possible values k, as like Case 1 for all remaining pairs. Finally, we expect
about 2!6 pairs remain and calculate the inputs of the fifth round.

5. Guess kp 1. This step is similar to Step 5 of Case 1. If only one joint subkey is left, then
we consider A’ is an impossible differential and recover the secret key by the key schedule.
Otherwise try another differential of A. In fact, the expected number of the wrong subkeys
remaining is approximately 2216 x (1 — 2’8)216 ~ 27134 4f A’ is an impossible differential.

6. This step is similar to Step 6 of Case 1. The difference is that the equation (7) can give 16
bits of K. Therefore, we only require to guess 112 bits of Kr. About 2%° keys will be left.
By about 240 trail encryptions, if some key is correct, stop the attack. Otherwise, try another
differential of A.

Case 3 d’ # 0and b/ # 0: We only discuss an example, i.e., o/~ = ¢(2~8) and y1~7) = p(2~8),
At this moment, the differential is A” = (0/0/0]|0|0]0|0|0, a|0]0|0]a’|0]0]0) —5 (b|0]0]0]&’|0]0]O,
0/0/0]0]0[0[0]0), where a, b, a’ and b’ are nonzero bytes and a®) = b)) = ¢/(®) = p'(®) =,

2123 chosen plaintexts in Case 1. Because each structure of

2123

Data Collection. Continue to adopt
(1)

Case 1 takes all possible values of a ’, 24, xg and g, chosen plaintexts of Case 1 are equiva-
lent to 243 structures, each of which contains 259 plaintexts with the forms: (P (81 |y1|y2|ys| 2|4l
ys1y6), B3] 34185 35137 |Bs|Bs| Bro), where y;(1 < i < 6) are fixed and ;(1 < j < 10) takes all possi-
ble values. It is obvious that one structure generates 2!%% pairs. Totally, there are approximately

2202 plaintext pairs satisfying the input differences.



Key Recovery.

1. Guess each byte of ke, kg, k. {151 This step is similar to Case 2 above. After guessing these
subkeys, we expect about 28! pairs remain.

2. Guess ka1, kas, ka6 and k, (a5 in turn. After our test, about 224 pairs will be kept.
Compute the inputs of the fifth round for every remaining pair.

3. Guess kp5 and kept these pairs satisfying AS55 = (P~Y(APp))s5. Finally, there are about
216 pairs remain. Next guess k1 and test whether ASs; is equal to (P~Y(APp)); for
the remaining pairs. If AS5; = (P7Y(APp)); for some pair, then this value kj; with
the guessed value (ka,kb,5,kc,kd,ke7{175}) are removed. After guessing all possible values
(Kay kb 1,5y ke kds ke {1,51), if only one joint subkey is left, then we consider A” is an im-
possible differential. At this moment, we execute the following step. Otherwise try another
differential of A. As a matter of fact, the expected number of the wrong subkeys remaining
is approximately 2224 x (1 — 2_8)216 ~ 27154 4f A7 is an impossible differential.

4. Similarly, we require to recover the secret key only if one subkey is left. Compared with Step
6 of Case 2 above, the difference is the equation (5) can give 16 bits of K. Therefore, the
number of the remaining main keys is approximately 232. By about 232 trail encryptions, if
some key is correct, stop the attack. Otherwise, try another differential of A.

The Algorithm of Impossible Differential Attack on 13-Round Camellia-256:
For each differential 6; of A, do
If 6; belongs to Case 1, we perform the attacking procedure of Case 1.
If 6; belongs to Case 2, we perform the similar attacking procedure of Case 2.
If 6; belongs to Case 3, we perform the similar attacking procedure of Case 3.
If the correct key is recovered, end this algorithm. Otherwise, try another differential of A.
(|

Table 2. Time Complexity of Cases 1

Step Time Complexity (1-round encryptions)

2 210 x 2% 2% x5 x £ +2M7 x2x 2% x 3 & 210

3 2120 5 2 % 25T 28 x L =210

4 12" x2x 2P x 28 x Tx £ 420 x2x 210 x 1 =2
5 [2° x2x 27 x 2% x5 x 5 +27° x2x 27 x 2 x 2°0F
6 |22 x2x (1+(1-2"% 4+ (1-252") x L x2?1
7 21 x6+2% x 13~ 211

Analysis of Complexity In table 2, we list the time complexity of each step in Case 1. We find
that the total time complexity is about 2216 1-round encryptions. Similarly, we can compute the
time complexities of Case 2 and Case 3. For Case 2, the total time complexity is approximately
2224 1_round encryptions. For Case 3, the total time complexity is approximately 22498 1-round
encryptions. Thus the total time complexity is at most 214 x 22408 x % ~ 2?°L1 13 round
encryptions. Furthermore, the total data and memory complexities are 2?3 chosen plaintexts
and 2208 bytes, respectively.

4.3 Impossible Differential Attack on 12-round Camellia-192

In this part, an impossible differential attack on 12-round Camellia-192 is executed. We set
two additional rounds on the top and on the bottom of our 8-round differentials, respectively.
By applying it, we can attack 12-round Camellia-192 from rounds 4 to 15 with the 8-round



impossible differentials inserted rounds 6 to 13. Similarly, we can also attack 12-round Camellia-
192 from rounds ¢ to ¢ + 11 where ¢ = 3,5,9, 10. Some equivalent subkeys k, and k; are defined
as before. In addition, let

K, = kws ® k15 = (Kp < 111), @ (Kp < 60),, (8)
/{?é = kws ® k14 = (KB <Y 111)R D (KR K 60)R. (9)

Case 1 @’ = b = 0: The differential is A.

Data Collection. We select the same plaintexts of Case 1 mentioned in section 4.2. Le., 2123

chosen plaintexts can form 277 pairs. Encrypt these plaintext pairs. Keep only the pairs which
have the form of ciphertext differences: (P(h1]0[0|0]0]0|0|0), P(hz2|hs®b|hs@®b|blhs®b|0|0|hsBb)),
where b and h;(1 < i < 6) are nonzero bytes and b(!) = 0. The expected number of remaining
pairs is 2104,

Key Recovery. Guess all possible values (ka,km,k&,k;l) and discard those subkeys which
acquire the input and output differences of A. This step is similar to section 4.2. If A is an
impossible differential, about 2144 x (1 — 2*8)216 ~ 272254 wrong subkeys are expected to remain.
Therefore, we will recover the secret key by the key schedule of Camellia-192 only if one subkey is
left. Otherwise, try another differential of A. By the key schedule of Camellia-192, we can recover
the secret key from the 144-bit subkey (kq, k1, k), ké1) We first guess all possible values of Kp.
By the equation (8), we can get rid of some wrong candidates of Kp with the probability 2764,
So about 254 values of Kp remain. Then we can compute 8 bits of K by the equation (9).
Guessing the remaining unknown 56 bits of K, we calculate (K, K4) and remove some wrong
values of (K, K4, Kg) by the equations (3) and (4). The expected number of remaining secret
keys is approximately 264 x 296 x 2764 x 278 = 248 By about 2*8 trail encryptions, if the correct
key is retrieved, end the attack. Otherwise, try another differential of A.

Case 2 a' =0, #0 or a’ # 0,0/ = 0: For simplicity, we consider a special differential A’.

We still select 223 plaintexts above. In total, there are 2% special structures, each of which
contains 2% plaintexts. Encrypt these plaintext pairs. If the left halves of their ciphertexts
differences have the forms: P(h|0]0|0|h’|0]0]0) with h and A’ being nonzero bytes, then these
pairs will be kept. Consequently, the expected number of remaining pairs is about 2!29. Similarly,
we can remove some subkeys (kq, kb1, k), k:é ’ {1’5}) which obtain the input and output differences
of A’ for some pair. If only one subkey is left, we recover the secret key by the key schedule.
Otherwise, try another differential of A. In fact, if A’ is an impossible differential, about 272174 (~
2152 5 (1 —278)2) wrong subkeys will be left.

Case 3 o’ # 0,0 # 0: A special differential A” will be considered.

The similar attacking procedure can be performed as before. We select structure, each
of which contains 280 plaintexts. Totally, they can form 2292 pairs. After filtering some pairs by
the ciphertext differences, about 2% pairs are expected to remain. The following steps can be
preformed in the similar way.

243

By the careful analysis, we found that the time complexity of Case 3 is maximal. Therefore,
the total time complexity is at most 24 x 21732 ~ 21872 19_round encryptions. The data and
memory complexities are 2123 chosen plaintexts and 210 bytes, respectively.



4.4 Impossible Differential Attack on 11-round Camellia-128

For Camellia-128, we put two additional rounds on the top and one additional round on the
bottom of 8-round differentials. Based on it, we attack 11-round Camellia-128 from rounds 4 to
14 or rounds 10 to 20. Similarly, we can also attack Camellia~-128 from rounds 5 to 15 and rounds
11 to 21 by setting one additional round on the top and two rounds on the bottom. Here we
present an attack on 11-round Camellia-128 from rounds 4 to 14 briefly. Similarly, we divide all
possible differentials into three different cases as before. For Case 1, we take 257 special structures
(2). Totally, the data complexity is 2'2? chosen plaintexts which form 2'76 pairs. Their input
differences have the form (P(g1|0|0/0]0]0|0]0), P(g2|g3® algs @ ala|gs ®al0|0|gs B a)), where a and
9i(1 < i < 6) are nonzero bytes and a) = 0. Encrypt these pairs to acquire the corresponding
ciphertext pairs. Then we discard some pairs whose ciphertext differences don’t satisfy these
form: (b]0]0/0]0]0[0]0, P(%]0]0]0]0]0]0]0)) with b and h being non-zero bytes and b(!) = 0. The
number of remaining pairs after this test is 203. Guess k.1 and verify whether the equation
AS141 = (P7Y(ACR)): holds. It is obvious that there are about 25° pairs remain. Next guess
(ka, kp,1), operate the similar step as section 4.2. If only one subkey is left, we retrieve the secret
key by the key schedule. Otherwise, try anther differential of A. As a matter of fact, if A is an
impossible differential, the expected number of remaining pairs is 2580 x (1 — 278)15 ~ 271047,
For other two cases, we can accomplish the similar attack procedure.

We find that the dominant time complexity of all steps in three cases is the data collection.
Therefore, the total data, time and memory complexities are 2122
encryptions and 202 bytes, respectively.

chosen plaintext, 2122 11-round

5 Conclusion

In this paper, we have presented new insight on impossible differential cryptanalysis of reduced-
round Camellia with the FL/FL™! and whitening layers. First, we propose impossible dif-
ferential attacks on reduced-round Camellia for 75% of the keys, which are then extended to
attacks that work for the whole key space. Specifically, we attack 10-round Camellia-128, 11-
round Camellia-192 and 12-round Camellia-256 which start from the first round and include the
whitening layers. Meanwhile, we also attack 12-round Camellia-192 and 14-round Camellia-256
with two FL/FL~! layers. Second, we construct a set of differentials including at least one
8-round impossible differential of Camellia with two layers FL/FL™!. These impossible dif-
ferentials have the same length as the best known impossible differential of Camellia without
FL/FL~! layers. Therefore, our result shows that the keyed functions cannot thwart impossi-
ble differential attack effectively. Based on it, we propose a new strategy to derive an effective
attack on reduced-round Camellia which do not start the first round but include the whitening
and FL/FL™"' layers. More concretely, we mount impossible differential attacks on 11-round
Camellia-128, 12-round Camellia-192 and 13-round Camellia-256.
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