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A new algo rithm

Overview

Input: message di�erence

Output: full di�erential path ( @Q

i

and conditions)

Basic Idea

Based on the su�cient condition algo rithm.

Go es from the last step to the �rst.

Each step selects the di�erence on the state Q

i

,

the di�erence on the function �
i

, and adds the conditions.

Lots of recursivit y , backtracking.

Basic assumption: � 0
i

= �
i

, ie. abso rb the di�erence.

When w e have a path up to the �rst round,

there might b e a di�erence in the IV.
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A new algo rithm

T urning pseudo-collision path into collision path

W e run the algo rithm again, using

the p revious path as a hint fo r the values of � �
i

.

W e try to mo dify the path on the bits

that will b ecome the IV di�erences.

Indirect co rrection: if w e can't cancel a di�erence,

w e intro duce a new one that will allo w to �x it.

A dvantages

No need to manually add some di�erences.

La rger sea rch space.

Better results.
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Results with W ang's message di�erence

W ang's path

Euro crypt 2005.

Designed to �nd collisions very e�cently .

Imp roved b y Osw ald and Schlä�er.

Our algo rithm �nds a b etter path

with the same message di�erence.

Compa rison of paths using this message di�erence

Numb er of conditions round 1 round 2 round 3 total

W ang 96 25 2 123

Schlä�er and Osw ald 122 22 2 146

Our path 72 16 2 90
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Results with Y u's message di�erence

Y u et al. 's path

CANS 2005.

Designed to have a very lo w numb er of conditions

(second-p reimage).

Results on this path

Autho rs claim 32 path using rotations of the path.

A ctually , only 28 paths (fails on bit 17,20,26 and 28) .

Using bit 25, only 58 conditions instead of 62.

Go o d if y ou need only one path with very few conditions

(eg. HMA C-MD4 attacks).
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The path with W ang's message di�erence

step s

i

� m

i

path @�
i

@Q

i

� -conditions and n -conditions

0 3

1 7



N[ 31 ]

� 

H[ 31 ]

� 

N[ 6 ]

�

2 11



H[ 28 ];N[ 31 ]

� 

H[ 7 ];N[ 10 ]

�
Q

[ 6 ]
0

= Q

[ 6 ]
� 1

3 19 Q

[ 6 ]
2

= 0, Q

[ 7 ]
1

= Q

[ 7 ]
0

, Q

[ 10 ]
1

= Q

[ 10 ]
0

4 3



NH[ 6 ; 7 ]

� 

NNH[ 9 ::: 11 ]

�
Q

[ 6 ]
3

= 0, Q

[ 7 ]
3

= 1, Q

[ 10 ]
3

= 0

5 7



N[ 13 ]

�
Q

[ 7 ]
4

= 1, Q

[ 9 ]
3

= Q

[ 9 ]
2

, Q

[ 10 ]
3

= 0 , Q

[ 11 ]
3

= Q

[ 11 ]
2

6 11



H[ 10 ]

� 

NH[ 10 ; 11 ]

� 

H[ 18 ]

�
Q

[ 9 ]
5

= 0, Q

[ 10 ]
5

= 1, Q

[ 11 ]
5

= 1, Q

[ 13 ]
4

= Q

[ 13 ]
3

7 19 Q

[ 9 ]
6

= 1, Q

[ 10 ]
6

= 1, Q

[ 11 ]
6

= 1, Q

[ 13 ]
6

= 0,

Q

[ 18 ]
5

= Q

[ 18 ]
4

8 3



N[ 13 ]

� 

N[ 13 ]

� 

H[ 12 ];N[ 16 ]

�
Q

[ 13 ]
7

= 0, Q

[ 18 ]
7

= 0

9 7



H[ 12 ]

� 

H[ 12 ]

� 

N[ 19 ]

�
Q

[ 12 ]
7

= 1, Q

[ 12 ]
6

= 0, Q

[ 16 ]
7

= Q

[ 16 ]
6

, Q

[ 18 ]
8

= 1

10 11



H[ 29 ]

�
Q

[ 12 ]
9

= 0, Q

[ 16 ]
9

= 0, Q

[ 19 ]
8

= Q

[ 19 ]
7

11 19 Q

[ 12 ]
10

= 1, Q

[ 16 ]
10

= 1, Q

[ 19 ]
10

= 0, Q

[ 29 ]
9

= Q

[ 29 ]
8

12 3



H[ 16 ]

� 

N[ 19 ]

� 

N[ 19 ]

� 

H[ 15 ];N[ 22 ]

�
Q

[ 19 ]
11

= 0, Q

[ 29 ]
11

= 0

13 7



HHHN[ 26 ::: 29 ]

�
Q

[ 15 ]
11

= Q

[ 15 ]
10

, Q

[ 22 ]
11

= Q

[ 22 ]
10

, Q

[ 29 ]
12

= 1

14 11



N[ 29 ]

� 

N[ 29 ]

�
Q

[ 15 ]
13

= 0, Q

[ 22 ]
13

= 0, Q

[ 26 ]
12

= Q

[ 26 ]
11

, Q

[ 27 ]
12

= Q

[ 27 ]
11

,

Q

[ 28 ]
12

= Q

[ 28 ]
11

, Q

[ 29 ]
12

= 1 , Q

[ 29 ]
11

= 0

15 19



N[ 28 ]

� 

HN[ 28 ; 29 ]

� 

N[ 15 ]

�
Q

[ 15 ]
14

= 1, Q

[ 22 ]
14

= 1, Q

[ 26 ]
14

= 0, Q

[ 27 ]
14

= 0,

Q

[ 28 ]
14

= 1, Q

[ 29 ]
14

= 1

16 3



N[ 15 ]

� 

N[ 15 ]

� 

N[ 25 ]

�
Q

[ 15 ]
14

6= Q

[ 15 ]
13

, Q

[ 26 ]
15

= Q

[ 26 ]
14

, Q

[ 27 ]
15

= Q

[ 27 ]
14

,

Q

[ 28 ]
15

= Q

[ 28 ]
14

, Q

[ 29 ]
15

= Q

[ 29 ]
14

17 5



N[ 31 ]

�
Q

[ 15 ]
16

= Q

[ 15 ]
14

, Q

[ 25 ]
15

= Q

[ 25 ]
14

18 9 Q

[ 15 ]
17

= Q

[ 15 ]
16

, Q

[ 25 ]
17

= Q

[ 25 ]
15

, Q

[ 31 ]
16

= Q

[ 31 ]
15

19 13



H[ 16 ]

� 

H[ 28 ]

�
Q

[ 25 ]
18

= Q

[ 25 ]
17

, Q

[ 31 ]
18

= Q

[ 31 ]
16

20 3



N[ 31 ]

� 

H[ 28 ];H[ 31 ]

� 

H[ 28 ];N[ 31 ]

� 

N[ 28 ];H[ 31 ]

�
Q

[ 28 ]
18

6= Q

[ 28 ]
17

, Q

[ 31 ]
19

6= Q

[ 31 ]
18

21 5



H[ 31 ]

� 

H[ 31 ]

�
Q

[ 31 ]
19

6= Q

[ 31 ]
18

22 9 Q

[ 31 ]
21

= Q

[ 31 ]
19

23 13



N[ 28 ]

� 

N[ 28 ]

�
Q

[ 28 ]
22

6= Q

[ 28 ]
21

, Q

[ 31 ]
22

= Q

[ 31 ]
21

24 3



H[ 28 ];N[ 31 ]

�

25 5

26 9

27 13

28 3

29 5

30 9

31 13
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The path with Y u's message di�erence

step s

i

� m

i

@�
i

@Q

i

conditions

0 3

1 7

2 11

3 19

4 3



N[ 25 ]

� 

N[ 28 ]

�

5 7 Q

[ 28 ]
3

= Q

[ 28 ]
2

6 11 Q

[ 28 ]
5

= 0

7 19 Q

[ 28 ]
6

= 1

8 3



N[ 31 ]

�

9 7 Q

[ 31 ]
7

= Q

[ 31 ]
6

10 11



N[ 31 ]

� 

H[ 10 ]

�
Q

[ 31 ]
9

= 1

11 19 Q

[ 10 ]
9

= Q

[ 10 ]
8

, Q

[ 31 ]
10

= 1

12 3



N[ 2 ]

�
Q

[ 10 ]
11

= 0

13 7 Q

[ 2 ]
11

= Q

[ 2 ]
10

, Q

[ 10 ]
12

= 1

14 11



H[ 21 ]

�
Q

[ 2 ]
13

= 0

15 19 Q

[ 2 ]
14

= 1, Q

[ 21 ]
13

= Q

[ 21 ]
12

16 3



N[ 5 ]

�
Q

[ 21 ]
15

= Q

[ 21 ]
13

17 5



N[ 25 ]

� 

N[ 5 ]

� 

N[ 10 ];N[ 30 ]

�
Q

[ 5 ]
15

6= Q

[ 5 ]
14

, Q

[ 21 ]
16

= Q

[ 21 ]
15

18 9



H[ 30 ]

�
Q

[ 5 ]
17

= Q

[ 5 ]
15

, Q

[ 10 ]
16

= Q

[ 10 ]
15

, Q

[ 30 ]
16

= Q

[ 30 ]
15

19 13 Q

[ 5 ]
18

= Q

[ 5 ]
17

, Q

[ 10 ]
18

= Q

[ 10 ]
16

20 3



N[ 8 ]

�
Q

[ 10 ]
19

= Q

[ 10 ]
18

21 5



H[ 30 ]

� 

N[ 15 ]

�
Q

[ 8 ]
19

= Q

[ 8 ]
18

, Q

[ 30 ]
20

6= Q

[ 30 ]
19

22 9



NH[ 7 ; 8 ]

�
Q

[ 8 ]
21

= Q

[ 8 ]
19

, Q

[ 15 ]
20

= Q

[ 15 ]
19

23 13 Q

[ 7 ]
21

= Q

[ 7 ]
20

, Q

[ 15 ]
22

= Q

[ 15 ]
20

24 3



H[ 8 ]

�
Q

[ 7 ]
23

= Q

[ 7 ]
21

, Q

[ 8 ]
23

6= Q

[ 8 ]
21

, Q

[ 15 ]
23

= Q

[ 15 ]
22

25 5



N[ 20 ]

�
Q

[ 7 ]
24

= Q

[ 7 ]
23

, Q

[ 8 ]
24

= Q

[ 8 ]
23

26 9



H[ 16 ]

�
Q

[ 20 ]
24

= Q

[ 20 ]
23

27 13 Q

[ 16 ]
25

= Q

[ 16 ]
24

, Q

[ 20 ]
26

= Q

[ 20 ]
24

28 3 Q

[ 16 ]
27

= Q

[ 16 ]
25

, Q

[ 20 ]
27

= Q

[ 20 ]
26

29 5



N[ 25 ]

�
Q

[ 16 ]
28

= Q

[ 16 ]
27

30 9



H[ 25 ]

�
Q

[ 25 ]
28

= Q

[ 25 ]
27

31 13

32 3

33 9



H[ 25 ]

�
Q

[ 25 ]
32

= Q

[ 25 ]
31

34 11



N[ 25 ]

�

35 15

36 3

37 9

38 11

58 conditions: 20 + 37 + 1
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