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Motivation & CASED

® Alternative security background required

® Current systems may be broken by
gquantum computers

® No sub-exponential attacks on commodity
computers

=> Learning With Errors (LWE)
[LP11] Lindner, Peikert CT-RSA 2011
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Contributions & CASED

® |[mplementation of three variants
® | WE-Matrix and LWE-Polynomial in software

® Polynomial variant in Hardware

® Fundamental Building Blocks for Lattice-Based
Cryptography

® Performance evaluation
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LWE Basics é CASED

® Strong security proofs for lattice-based crypto exist
® Encryption introduces Gaussian distributed errors
® Decoding works if errors are below threshold

® Error tolerant message encoding
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Gaussian Error Sampling & CASED

® Software: Rejection Sampling
® Hardware: Look-Up-Table Address | Gaussian |
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Gaussian Error Sampling & CASED

® Rejection Sampling performance
® Devroye Sampler
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Preliminaries & CASED

Public Key (a,P) | Private Key &,

x 2a€Z [X]/(£(x)) chosen uniformly at random
® Choose 7,I,<— X a Gaussian distribution
B p=r —a-r,

® Decoding works if errors are below threshold

e,,e,,e, <Y 6=‘el-r1+e2-r2+e3‘st
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Decoder > M

> Encoder

Encryption Decryption

........................................................................................................................................................................................................................................

(a,p) — public key r, — private key
m — message (c,,C,) — ciphertext
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Fast Fourier Transform-Based

%
Polynomial Multiplication I ylasw
Algorithm:

1 A = FFT(a,w,)

2 B = FFT(b,a,)

3 for i=0 to 2n-1 do

4 C[i] = A[1] * B[1]

5 end

6 c = FFT1(C,wn,)

7 return c
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Fast Fourier Transform-Based
Polynomial Multiplication II

& CASED

= Polynomial multiplication using coefficients O(n?)
® Point-value representation

® Serial O(n log(n))

® Parallel O(log(n))

8 FFT-based approach can be utilized for other
lattice-based encryption schemes
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Message Expansion Factors & CASED

_ LWE-Matrix LWE-Polynomial LWE-Hardware [LP11]
cipher/plain cipher/plain cipher/plain | cipher/plain
32 4

pher
128 512 512 32 384 2 22
192 640 40 768 48 --- --- 30
256 768 48 1024 64 832 52 36
320 896 56 1280 80 --- --- 42
384 1024 64 1536 96 --- --- ---
448 1152 72 1792 112 --- --- ---
512 1280 80 2048 128 1792 112 ---
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Evaluation Results I é CASED

—e— LWE-Encrypt-Matrix —e— LWE-Encrypt-Poly
—a— LWE-Decrypt-Matrix —=— LWE-Decrypt-Poly
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Evaluation Results II é CASED
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Evaluation Results III é CASED
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Evaluation Results 1V & CASED
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Conclusion
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Message Encoding & CASED

® Message m € X, alphabet = = {0,1}

.meﬁez;

® Encoder function:

encode(m.) = m, - {%

® Decoder function:

0,if m, €

_E"ED =m.,for 0 =1 < 1
1, otherwise o -

decode(m,) = {
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LWE Key Generation & CASED
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Key Generation

(a,p) — public key r, — private key
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