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Motivation

The Basic Problem That We Studied

Given an integer n > 2, consider the operation
Yy =X +Xo+ -+ X mod 2" — 1

where 1 <y, x;<2"-1,1<i<k.

Question: How can we approximate this function linearly and
measure the linear approximation?
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Motivation

Why we study the problem?

@ In ZUC
- LFSR is defined on prime field GF (23! — 1)
- the feedback logic of the LFSR consist of ”+” and ”x” on
prime filed GF (23" — 1)
- the LFSR registers are range from 1 to 23'-1
@ In linear analysis, we should approximate the nonlinear
part of the cipher by linear function.
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Preliminaries Linear Approximation and Its Correlation

Linear Approximations of Addition Modulo 2"

Some basic definitions

n: a positive integer.
Zon: {x|0 < x <2"—1}.
Given an integer x € Zon, let
n—1
X = X(n_1)x(n_2) - X(O) — Z X(i)2i
i=0
be the binary representation of x, where x() € {0,1}.

For arbitrary two integers w, x € Zn, the inner product of w and
X is defined as below
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Preliminaries

Linear Approximation and Its Correlation
Linear Approximations of Addition Modulo 2"

The linear approximation

Definition 1

Let J be a nonempty subset of Zon, k be a positive integer and f
be a function from J¥ to J. Given k + 1 constants

u,wy,- -+, Wx € Zon, the linear approximation of the function f
associated with u, wy, - - - , Wy is an approximate relation of the
form

k

u-f(xi, -, x) = EPw; - x,

i=1

and the (k +1)-tuple (u, wy, - - - , wi) is called alinear mask of f.
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Preliminaries Linear Approximation and Its Correlation

Linear Approximations of Addition Modulo 2"

The correlation

Definition 2

The efficiency of the linear approximation is measured by its
correlation, which is defined as below

k
Corf(U;W1,"' 7Wk):2Pr(u'f(X17"' ,Xk):®Wi'Xi)—1,
i=1

where the probability is taken over uniformly distributed
X1, , Xy overd.
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Preliminaries . .
Linear Approximation and lts Correlation

Linear Approximations of Addition Modulo 2"

Addition Modulo 2"

Denote by H the addition modulo 2", that is,
U=xyBx2= (X1 +x) mod2".

Given the linear mask (u, wy, w») of the addition H, we can
derive a sequence z = z,_1 - - - Zy as follows

zi:u(")22+w1(i)2+wéi), i=0,1,---,n—1.
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Preliminaries . .
Linear Approximation and lts Correlation

Linear Approximations of Addition Modulo 2"

Transition matrix

Define

Mo (u, wy, wy) HAZ:

where A; (j = 0,1,---,7) are constant matrices of size 2 x 2
and defined as follows

1/3 1 1/ 1 1
A°_4<1 3>’A1_A2__A4_4<—1 —1>’

1/ 1 —1 1/3 —1
_A3_A5_A6_4<—1 1 )’A7:4<1 —3)'
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Preliminaries . .
Linear Approximation and lts Correlation

Linear Approximations of Addition Modulo 2"

For any given linear mask (u, wy, ws), let My(u, wy, wn) be
defined as above. Set My(u, wy, w2) = (M j)o<jj<1. Then we
have
M,‘JZPI’(U-(X1 BXx2)=wi - X1 &Wo-XoAChp=1ACy=}))
—Priu-(x1Bx2) £ w - X1 EWa-Xo AChp=1iACy=})),

where ¢y is an initial carry bit, and ¢, is the n-th carry bit of the
addition x4y and x» with the initial carry bit ¢p.
By convention ¢y = 0, we have

corg(u; wy, wo) = Moo + My .
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Preliminaries .
Linear Approximation and lts Correlation

Linear Approximations of Addition Modulo 2"

Summarized as:

(u, wy, w2) — Z — Mp(u, wy, wo) — corg(u; wy, we)
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Addition Modulo 2" — 1 with Two Inputs

- n_
Addition Modulo 2 ! Addition Modulo 2" — 1 with More Inputs

The difference between addition modulo 2" and 2" — 1

There are several differences between addition modulo 2" and
2" —1:
@ the range of inputs and output
[0,2" — 1] vs. [1,2" — 1]

@ the probability of the input bits equal to 1

1 2n—1
2 VS o7

@ the probability of the input bits equal to 0

1 2n-1_1
2 VS Ty

@ the carry of the most important position
be discarded vs. be added to the least important position
of the result
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Addition Modulo 27 — 1 Addition Modulo 2 1 with Two Inputs

Addition Modulo 2" — 1 with More Inputs

Denote x1 + xo mod 2" — 1 by x;Hxo.

i Blxs — X1 +Xo mod 2" if0< x1+x<2”
27 x5y +x%+1 mod2" ifxy +x > 2"

It is difficult to calculate the correlation directly, we consider
counting the pairs of (x4, x2) which satisfy the linear
approximation:

(U, wy, Wg) - Z— Mn(u Wi, W2)
- { Moo — #{(x1, Xz)|satisfy the LA, 0 < x; + xp < 27}
M1 — #{(x1, xo)|satisty the LA, X; + Xo + 1 > 2"}
{ Moo — t{(x1, X)|satisty the LA, 0 < X; + Xz < 27}
M;i 1 — #{(x1, x2)|satisfy the LA, x4 + xp > 2"}
—  cOrg(U; Wi, Wp)
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Addition Modulo 2" — 1 with Two Inputs

- n_
Addition Modulo 2 ! Addition Modulo 2" — 1 with More Inputs

The formula for the correlation

Due to the similarity and the slight difference between these two
operations, we can drive an exact formula for cor(u; wy, ws):

22'7(/\//070 +Miq)+2"-c+1

cor(u; wy, wp) =

(27— 1) |
where
-3, ifu=w; =ws and wy(ws) is even,
c— 1, if u# wy = wp and wy(we) is odd,
- 0, if u, wy and ws, are pairwise different,

-1, otherwise,

and wy(wz) denotes the hamming weight of ws in the binary
representation.
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Addition Modulo 2" — 1 with Two Inputs

N hart
Addition Modulo 2" — 1 4 i0n Modulo 27 — 1 with More Inputs

The formula for the correlation

The correlation of linear approximation of addition modulo
2" — 1 with more inputs can be computed recursively:

cor(u;, wy, -, W)

—1 271
= 2n2n1 > w_o COr(w; wy,- - W_q)cor(u; w, wg).
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The Limit of cor(1; 1%)

cor(1;1%)

In this section, we will discuss the limit of cor(u; u, - - - , u) for
——

K
some integer k > 2 and wy(u) = 1 when n goes to infinity. By

the property:
cor(u;wy,--- ,wx) =cor(u < lhwy <[, w K I).

So it is enough to study cor(1;1,--- ,1). For simplicity, we
k
denote it by cor(1; 1%).
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The Limit of cor(1; 1%)

By the above recursive formula of correlation of linear
approximation of addition modulo 2" — 1 with k inputs,
cor(1;1%) can be split into summations of the product of
correlations of addition modulo 2" — 1 with two inputs.

cor(1;1)=> ") .- Y Hcor Ui_1; Ui, 1),

ued uped Uk_o€d j=1

where J = {1,2,--- 2" -1}, up = ux_1 = 1.
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The Limit of cor(1; 1%)

More Properties of Transfer Matrix

For linear mask (u, 1, w), write M,(u, 1, w) as M simply. It is
easy to see that zy € {1,3,5,7} and z; € {0,2,4,6},
1<i<n-1.

There are some factson A;, 0 < i < 7.
Q@ AA = A, forVie {1,2,3,4,56};
Q AAy=Aiifie{1,2,4} and AiAy = %A,- ifi € {3,5,6};
Q AA =0,ie{1,2,4} andje {1,2,3,4,5,6};
Q AA; = AA; = —ALA; = As.
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The Limit of cor(1; 1%)

The necessary and sufficient condition of Tr(M) # 0

By these properties, we can derive the necessary and sufficient
condition of Tr(M) # 0.

Finally we give an upper bound of |cor(u; 1, w)|. For any given
integer x € Zon, define

Jy = {x @21 <i<LNB(x®1)}.

LNB(x) denotes the least position where 1 appears in the
binary representation of x if x # 0, and LNB(0) = n— 1.
For any integers u, w € Zon, if w ¢ J,;, then

3

i1 —
lcor(u; 1, w)| < om 1
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The Limit of cor(1; 1%)

By stripping the correlations equal to zero or trend to zero when
n goes to infinity, we get the following lemma:

For any integer k > 3, if lim cor(1; 1") exists, then

n—oo

k—1

n”_>mOOC0r(1;1k):n”—>mooZ > > Ieortyviu),

U EJ U2€Ju1 Uk_QEJuk_S J=1

where Uy = Ux_1 = 1.
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The Limit of cor(1; 1%)

The correlation can be divided into two parts and the second
part can be limited by a const:

S(u, wy, wo)

cor(u; wy, wo) = Tr(Mn(u, wy, wa)) + on 1

- 0(Uj—q,u),1
we can further strip 2% from cor(uj_1; u;, 1),

j=2,3,---,k—1. Then finally we can get the following
conclusion.
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The Limit of cor(1; 1%)

For any integer k > 3, if nlim cor(1; 1k) exists, then

lim cor(1; 1%) =

, k—1
IlmnHOO ZU1 eJy ZUgEJu1 e Zuk_1 EJ”k—Z Hj:1 Tr(Mn(U/_1 ’ uj’ 1))7

where ug = Ux_1 = 1.

Chunfang Zhou, Xiutao Feng and Chuankun Wu Linear Approximations of Addition Modulo 2"-1



The Limit of cor(1; 1%)

The general case of the limit

@ the case of k is an even integer
For any even positive integer k, the set of
{Uo, U1, - -, Ux_1} satisfy the conditions of summation is an
empty set, so we have nimwcor(1 1K) =0.

@ the case of k is an odd integer
For any odd positive integer k, the set of {ug, uy, -+, ux_1}
satisfy the conditions of summation is not an empty set, we
could prove that if lim cor(1; 1K) exists, then

| lim cor(1; 1%)| > %2*("*3)

n—oo
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Conclusion

We discuss properties of linear approximations of addition
modulo 2" — 1.
@ For the case when two inputs are involved, an exact
formula is given.
@ For the case when more than two inputs are involved, an
iterative formula is given.
@ For the special linear approximation with all masks being
equal to 1, we discuss the limit of their correlations when n
goes to infinity.

Chunfang Zhou, Xiutao Feng and Chuankun Wu Linear Approximations of Addition Modulo 2"-1



Conclusion

Thanks for your attention!
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