On the Generic Construction of Iden tit y-Based Signatures with Additional Prop erties

David Galindo^1, Ja vier Herranz^2 and Eike Kiltz^2

1 Institute for Computing and Information Sciences, Radb oud Univ ersit y, Nijmegen, The Netherlands 2 Cen trum voor Wiskunde en Informatica, Amsterdam, The Netherlands d.galindo@cs.ru.nl, j.herranz@cwi.nl, kiltz@cwi.nl

Abstract. It has been demonstrated by Bellare, Neven, and Namprempre (Euro crypt 2004) that iden tit y-based signature schemes can be constructed from any PKI-based signature scheme. In this pap er we consider the following natural extension: is there a generic construction of “iden tit y-based signature schemes with additional prop erties” (suc h as iden tit y-based blind signatures, verifiably encrypted signatures, ...) from PKI-based signature schemes with the same prop erties? Our results show that this is possible for great num ber of prop erties including pro xy signatures; (partially) blind signatures; verifiably encrypted signatures; undeniable signatures; forward-secure signatures; (strongly) key insulated signatures; online/offline signatures; threshold signatures; and (with some limitations) aggregate signatures. Using well-kno wn results for PKI-based schemes, we conclude that such iden tit y-based signature schemes with additional prop erties can be constructed, enjoying some better prop erties than specific schemes prop osed un til know. In particular, our work implies the existence of iden tit y-based signatures with additional prop erties that are pro vably secure in the standard model, do not need bilinear pairings, or can be based on general assumptions.

1 In tro duction

Digital signatures are one of the most fundamen tal concepts of modern cryptograph y. They provide authen tication, integrit y and non-repudiation to digital communications, which makes them the most used public key cryptographic to ol in real applications. In order to satisfy the needs of some specific scenarios such as electronic commerce, cash, voting, or auctions, the original concept of digital signature has been extended and modified in multiple ways, giving raise to man y kinds of what we call “digital signatures with additional prop erties”, e.g. blind signatures, verifiably encrypted signatures, and aggregated signatures.

Initially , all these extensions were intro duced for the standard PKI-based framew ork, where each user generates a secret key and publishes the matc hing public key. In practice, digital certificates linking public keys with identities of users are needed to implemen t these systems, and this fact leads to some dra wbacks in efficiency and simplicit y. For this reason, the alternativ e framew ork of identit y-based cryptograph y was intro duced by Shamir [29]. The idea is that the public key of a user can be directly deriv ed from his identit y, and therefore digital certificates are avoidable. The user obtains his secret key by interacting with some trusted master entit y. In his pap er, Shamir already prop osed an identit ybased signature scheme. In contrast, the problem of designing an efficien t and secure identit y-based encryption scheme remained open until [6, 28].

From a theoretical point of view, results concerning identit y-based encryption schemes are more challenging than those concerning identit y-based signatures (IBS). In contrast to the identit y-based encryption case it is folklore that a standard PKI-based signature scheme already implies an identit y-based signature scheme by using the signature scheme twice: for generating user secret keys and for the actual signing pro cess. More precisely, the user secret key of an identit y consists of a fresh PKI-based signing/v erification key and a certificate proving the validit y of the signing key. The latter certificate is established by the master entit y by signing (using the master signing key) the new verification key together with the user’s identit y. In the actual identit y-based signing process the user employs this signing key to sign the message. The identit y-based signature itself consists of this signature along with the certificate and the public verification key.

The ab ove idea was formalized by Bellare, Neven, and Namprempre in [3], where they prop ose a generic and secure construction of identit y-based signature schemes from any secure PKI-based signature scheme. However, some specific identit y-based signature schemes have been prop osed and published, mostly employing bilinear pairings and random oracles, without arguing if the prop osed schemes are more efficien t than the schemes resulting from the generic construction in [3]. In fact, in man y pap ers the authors do not mention the generic approac h from [3] and in spite of Shamir’s work from more than two decades ago [29] it still seems to be a popular “opinion” among some researc hers that the construction of identit y-based signatures inheren tly relies on bilinear pairings.

Our observation is that the situation is quite similar when identit y-based signature schemes with additional prop erties are considered. Intuitiv ely such schemes may be obtained using the same generic approac h as in the case of standard identit y-based signatures combining a digital certificate and a PKIbased signature scheme with the desired additional prop ert y. To the best of our knowledge, this intuitiv e construction was never mentioned before, nor has a formal analysis been given up to now. Furthermore, specific identit y-based signature schemes with additional prop erties keep being prop osed and published without arguing which impro vements they bring with resp ect to the possible generic certificate-based approac h. Nearly all of these pap ers employ bilinear pairings and the securit y pro ofs are given in the random oracle model [5] (with its well-known limitations [9]).

1.1 Our Results

In this work we formally revisit this intuitiv e idea outlined in the last paragraph. Namely, if S is a secure PKI-based signature scheme and PS is a PKI-based signature scheme with some additional prop ert y P, we pursue the question if for a certain prop ert y P the combination of those two signature schemes can lead to a secure IBS scheme IB PS enjoying the same additional prop ert y P. We can answer this question to the positiv e, giving generic constructions of signature schemes with the following prop erties: proxy signatures (PS); (partially) blind signatures (BS); verifiably encrypted signatures (VES); undeniable signatures (US); forward-secure signatures (FSS); strong key insulated signatures (SKIS); online/offline signatures (OOS); threshold signatures (TS); and aggregate signatures (AS).^3

Implica tions. By considering well-known results and constructions of PKIbased signatures PS with the required additional prop erties, we obtain identit ybased schemes IB PS from weaker assumptions than previously known. A detailed overview of our results can be looked up in Table 1 on page 6. To give a quick overview of our results, for nearly every prop ert y P listed ab ove, we obtain (i) the first IB PS scheme secure in the standard model (i.e., without random oracles); (ii) the first IB PS scheme built without using bilinear pairings; and (iii) the first IB PS based on “general assumptions” (e.g. on the sole assumption of one-way functions), answering the main foundational question with regard to these primitiv es. Our results therefore implicitly resolve man y “op en problems” in the area of identit y-based signatures with additional prop erties.

Generic Constr uctions. For some prop erties P the construction of the scheme IB PS is the same as in [3] and a formal securit y statemen t can be proved fol-

lowing basically verbatim the pro ofs given in [3]. But as the limitations of the generic approac h indicate, this approac h does not work in a black-box way for every possible prop ert y P. For some special prop erties the certificate-based generic construction sketched ab ove has to be (non-trivially) adapted to fit the specific nature of the signature scheme. This is in particular the case for blind and undeniable signatures and hence in these cases we will lay out our constructions in more detail.

Discussion. We think that in some cases the constructions of identit y-based signatures with additional prop erties implied by our results are at least as efficien t as most of the schemes known before. However, because of the huge number of cases to be considered, we decided not to include a detailed efficiency analysis of our generic constructions. Note that, in order to analyze the efficiency of a particular identit y-based scheme resulting from our construction, we should first fix the framew ork: whether we admit the random oracle model, whether we allow the use of bilinear pairings, etc. Then we should tak e the most efficien t suitable PKI-based scheme and measure the efficiency of the resulting identit y-based one. Our point is rather that this comparison should be up to the authors prop osing new specific schemes: the schemes (explicitly and implicitly) implied by our

3 We stress that the length of our implied aggregated iden tit y-based signatures is still dep ending linearly on the num ber of differen t signers (optimally it is constan t) and therefore our results concerning AS are not optimal.

generic approac h should be used as benchmarks relativ e to which both, existing and new practical schemes measure their novelty and efficiency .

We stress that we do not claim the completely novelty of our generic approac hes to construct identit y-based signatures with additional prop erties. Similar to [3] we rather think that most of these constructions can be considered as folklore and are known by man y researc hers. However, the immense number of existing articles neglecting these constructions was our initial motiv ation for writing this pap er. We think that our results may also help better understanding IBS. To obtain a practical IBS with some additional prop erties the “standard metho d” in most articles is to start from a standard IBS and try to “add in” the desired additional prop ert y. Our results prop ose that one should rather start from a standard signature scheme with the additional prop ert y and try to make it identit y-based. We hop e that the latter approac h may be used to obtain more efficien t practical schemes.

2 Definitions

St and ard Signa tures. A standard signature scheme S = (S.KG, S.Sign, S.Vfy) consists of the following three (probabilistic polynomial-time) algorithms. The key generation algorithm S.KG tak es as input a securit y parameter k and returns a secret key SK and a matc hing public key PK . We use the notation (SK , PK ) ← S.KG(1^k ) to refer to one execution of this proto col. The signing algorithm S.Sign inputs a message m and a secret key SK . The output is a signature sig_{SK} (m). We denote an execution of this proto col as sig_{SK} (m) ← S.Sign(SK , m). The verification algorithm S.Vfy tak es as input a message m, a signature sig = sig_{SK} (m) and a public key PK . The output is 1 if the signature is valid, or 0 otherwise. We use the notation { 0, 1} ← S.Vfy(PK , m, sig) to refer to one execution of this algorithm.

The standard securit y notion for signature schemes in unforgeabilit y against adaptiv ely-chosen message attac ks, which can be found in [19, 17].

Identity-Based Signa tures. An identit y-based signature scheme IB S = (IB S.KG, IB S.Extr, IB S.Sign, IB S.Vfy) consists of the following four (probabilistic polynomial-time) algorithms [10]. The setup algorithm IB S.KG tak es as input a securit y parameter k and returns, on the one hand, the system public parameters mpk and, on the other hand, the value master secret key msk , which is known only to the master entit y. We note an execution of this proto col as (mpk , msk ) ← IB S.KG(1^k ). The key extraction algorithm IB S.Extr tak es as inputs mpk, the master secret key msk and an identit y id ∈ { 0, 1}^∗, and returns a secret key sk[id ] for the user with this identit y. We use notation sk[id ] ← IB S.Extr(msk , id ) to refer to one execution of this proto col. The signing algorithm IB S.Sign inputs a user secret key sk[id ], the public parameters mpk , an identit y, and a message m. The output is a signature sig = sig_{msk} (id , m). We denote an execution of this proto col as sig ← IB S.Sign(mpk , id , sk[id ], m). Finally , the verification algorithm IB S.Vfy inputs mpk, a message m, an identit y id and a signature sig; it outputs 1 if the signature is valid, and 0 otherwise. To refer to one execution of this proto col, we use notation { 0, 1} ← IB S.Vfy(mpk, id , m, sig).

The standard securit y notion for identit y-based signature schemes is unforgeabilit y against adaptiv ely-chosen identit y and message attac ks, which can be found in [3, 17].

3 Generic Construction of Iden tit y-based Signatures

We first outline the BNN generic transformation [3] from two standard signature schemes S, S^′ into an identit y-based signature scheme.

Let S = (S.KG, S.Sign, S.Vfy) and S^′ = (S^′.KG, S^′.Sign, S^′.Vfy) be two (p ossibly equal) standard signature schemes. The generic construction of an identit ybased signature scheme IB S = (IB S.KG, IB S.Extr, IB S.Sign, IB S.Vfy), proposed in [3], is defined as follows.

Key Genera tion IB S.KG(1^k ): The key generation algorithm from the standard signature scheme S is run to obtain the master key-pair for the identit ybased signature scheme IB S: (msk , mpk ) ← S.KG(1^k ).

IBS Key extra ction IB S.Extr(msk , id_i ): The secret key of a user with identit y id_i is defined as sk[id_i ] = (sig_i , pk_i , sk_i ), (1)

where (pk_i , sk_i ) is a random key-pair obtained by running S^′.KG(1^k ) and sig_i ← S.Sign(msk , id_i ||pk_i ). Here the signature sig_i can be viewed as a “certificate” on the validit y of pk_i .

Identity-Based Sign IB S.Sign(mpk , id_i , sk[id_i ], m): Given a user secret key for id_i an id-based signature for identit y id_i and message m is defined as

sig(id_i , m) = (sig_i , pk_i , sig_{sk i} (m)), (2)

where sig_{sk i} (m) = S^′.Sign(sk_i , m) can be computed by the possessor of the user secret key sk[id_i ] since sk_i is contained in sk[id_i ]. Signature sig_i included in Eqn. (2) certifies the validit y of pk_i .

Verifica tion IB S.Vfy(mpk , sig): The user checks if the first signature from Eqn. (2) is valid with resp ect to mpk and “message” id ||pk_i (using the verification proto col S.Vfy); and if the second signature is valid with resp ect to pk_i and the message m (using the verification proto col S^′.Vfy).

Bellare, Namprempre, and Neven [3] prove the following result:

Theorem 1. If S and S^′ are both secure standar d signatur e schemes then IB S is a secure identity-b ased signatur e scheme.

Let PS be a signature scheme with the prop ert y P. We extend the ab ove construction to an IBS with additional prop erties IB PS in a straigh tforward way: as with signing/v erification, all functionalit y provided by PS is “lifted” to the identit y-based case. That means that (analog to IB S.Sign and IB S.Vfy) any proto col additionally provided by PS is executed using the corresp onding secret/public key pair (sk_i , pk_i ) from the user secret key Eqn. (1) . We will refer to the latter construction as the “generic construction of identit y-based signatures with additional prop erties” or simply “generic construction”.

In the rest of this section we will demonstrate that this generic construction and varian ts of it can indeed be used for man y signatures schemes with additional prop erties. Due to the lack of space we only provide details for identit y-based VES, US, AS, and BS schemes. For the details on the remaining results we refer to the full verion of this pap er [17]. Table 1 summarizes the practical impact of our results, i.e. it is shown which types IB PS of new identit y-based signature schemes are implied by our general constructions. The existence of the identit y-based signature schemes can be deriv ed by the existence of the resp ective standard signature scheme [17].

Signature typ e Existence of iden tit y-based signature schemes at all ? w/o random oracles? w/o pairings? general assumptions?

VES §3.1 ⋆ ⋆ ⋆ ⋆ BS §4 ⋆/⋆^4 ⋆ ⋆ ⋆ US §3.2 ⋆ ⋆ ⋆ − FSS [17] ⋆ ⋆ ⋆ ⋆ SKIS [17] ⋆ ⋆ ⋆ ⋆ PS [17] ⋆ ⋆ ⋆ ⋆ OOS [17] ⋆ ⋆ ⋆ ⋆ Threshold [17] ⋆ ⋆ ⋆ − T able 1. A summary of the practical implications of our results. Here “ ⋆” means that a scheme was known before (with a formal pro of), a “ ⋆ ” means that our construction gives the first such scheme, and a “ − ” means that no such scheme is known.

3.1 Verifiably Encrypted Signatures

Verifiably encrypted signature (VES) schemes can be seen as a special extension of the standard signature primitiv e. VES schemes enable a user Alice to create a signature encrypted using an adjudicator’s public key (the VES signature), and enable public verification if the encrypted signature is valid. The adjudicator is a trusted third part y, who can reveal the standard signature when needed. VES schemes provide an efficien t way to enable fairness in man y practical applications such as contract signing.

An efficien t VES scheme in the random oracle model based on pairings was given in [7], one in the standard model in [25]. It was further noted in [25] that VES schemes can be constructed on general assumptions such as trap door one-way permutations.

Identit y-based verifiably encrypted signature (IB-VES) schemes were introduced in [20] where also a concrete securit y model was prop osed. In contrast to [20], here we only consider a weaker (but still reasonable) model where the adjudicator has a fixed public key, i.e. it is not identit y-based.

Compared to a standard signature a VES scheme has three additional algorithms: VES signing/v erification (with resp ect to an adjudicators public key), and adjudication. Here the adjudication algorithm inputs an adjudicators secret key and transforms a VES into a standard signature. For our generic construction VES signing and verification can be lifted to the identit y-based case in the same way as in the generic construction, i.e. in an IB-VES one replaces sig_{sk i} (m) in Eqn. (2) with its VES counterpart obtained by running the VES signing algorithm on sk_i , m, and the adjudicator’s public key. IB-VES verification checks the certificate and the VES using the standard VES verification algorithm. More formally we can prove the following theorem:

Theorem 2. If S is a secure standar d signatur e scheme and PS is a secure verifiably encrypte d signatur e scheme then the generic construction gives a secure identity-b ased verifiably encrypte d signatur e scheme.

Using our generic construction we get an IB-VES scheme based on any trap door one-way function [25], and a more efficien t one using [7].

3.2 Undeniable Signatures

Undeniable signatures [12] (US) are signature schemes in which testing for (in)v alidit y of a signature requires interaction with the signer. Undeniable signatures are used in applications where signed documen ts carry some private information ab out the signer and where it is considered to be an imp ortan t privacy factor to limit the abilit y of verification.

Following [14], an undeniable signature scheme US consists of four algorithms US = (US.KG, US.Sign, US.Conf, US.Disav), where US.Conf is a confirmation and

US.Disav is a disavowal proto col, both being interactiv e algorithms run between a prover and a verifier. The basic securit y prop erties are (standard) unfor geability, non-tr ansfer ability and simulatability . By non-transferabilit y it is mean t that no adversary should be able to convince any third part y of the validit y/in validit y of a given message/signature pair after having participated in the confirmation and disavowal proto cols. Intuitiv ely this is captured by requiring the confirmation and disavowal proto cols to be “zero-kno wledge”, such that no information is leaked besides (in)v alidit y. With simulatabilit y one wants to ensure that the strings represen ting signatures can not be recognized (i.e., distinguished from a random string) by an attac ker. This securit y prop ert y is fulfilled if there exists a signature simulator algorithm US.Sim, that on input of a public key and a message, outputs a simulated signature sig (m) which looks like a “real undeniable signature” to anyone who only knows public information and has access to confirmation/disa vowal oracles.

Extending the previous definition to the identit y-based setting, an identit ybased undeniable signature (IB-US) scheme consists of a tuple of five algorithms

IB US = (IB US.KG, IB US.Extr, IB US.Sign, IB US.Conf, IB US.Disav) where

IB US.Conf and IB US.Disav are interactiv e algorithms run between a prover and a verifier. The basic securit y prop erties for an IB-US (unforgeabilit y, nontransferabilit y and simulatabilit y), are defined by suitably adapting the standard US securit y notions to the identit y-based scenario.

In particular, the identity-b ased simulatability prop ert y is defined in terms of the existence of an additional simulation algorithm IB US.Sim. On input of the system public parameters mpk, an identit y id and a message m, IB US.Sim outputs a simulated signature sig (id , m), which is indistinguishable from a real signature for someone having access to confirmation/disa vowal oracles for the identit y id .

We now sketch our generic construction of identit y-based undeniable signatures. In contrast to the generic construction (cf. Eqn. (2)) we define the identit y-based undeniable signature IB US.Sign(sk[id_i ], m) as sig_{sk i} (m) (i.e., the certificate sig_{msk} (id_i ||pk_i ) and pk_i are not included in the signature). In the interactiv e identit y-based confirmation and disavowal proto cols, the signer sends his certificate (sig_{msk} (id_i ||pk_i ), pk_i ) to the verifier such that the verifier can be convinced ab out the link between the signature and id_i ||pk_i . Then prover (using sk_i ) and verifier (using pk_i ) engage in the standard US confirmation/disa vowal proto col.

It remains to describ e the identit y-based simulation algorithm IB US.Sim in terms of the algorithm US.Sim. We define the output of IB US.Sim(mpk, id , m) as US.Sim(pk^′_i , m), where (pk^′_i , sk^′_i ) ← US.KG(1^k ) is a fresh key pair generated by the simulator. Note that the simulator IB US.Sim does not input the user secret key sk[id ] and therefore the public key pk_i from the user secret key for id_i (cf. Eqn. (1)) is information theoretically hidden from it. However, an adversary against simulatabilit y may learn this public key pk_i from an execution of the confirmation/disa vowal proto col. It turns out that to ensure that our generic IB-US construction satisfies the simulatabilit y prop ert y it is sufficien t to require the scheme US to be anon ymous in the sense of [16]. A scheme US is said to be anonymous if (roughly) for two randomly generated key pairs (pk_0 , sk_0 ), (pk_1 , sk_1 ) and a message m, it is infeasible to distinguish the two distributions US.Sign(sk_0 , m) and US.Sign(sk_1 , m). More formally, we can prove the following theorem:

Theorem 3. If S is a secure standar d signatur e scheme and US is a secure anonymous undeniable signatur e scheme then IB US as outline d above is a secure identity-b ased undeniable signatur e scheme.

As far as we know, only one IB-US has been previously presen ted in [24]. This scheme uses bilinear pairings and it is proved secure in the random oracle model. We stress that the securit y model in [24] seems to be incomplete, as the authors do not consider simulatabilit y.

In [16], an anon ymous PKI-based US scheme based on the RSA primitiv e was prop osed (the securit y pro of uses the random oracle model). A differen t anon ymous US scheme, whose securit y is proved in the standard model, can be found in [23]; it does not employ bilinear pairings, but the disavowal proto col is quite inefficien t. Using these anon ymous US schemes [16, 23], we can obtain secure IB- US schemes in the random oracle model and also in the standard model, based on differen t computational assumptions, which do not employ bilinear pairings.

3.3 Aggregate Signatures

The idea of an aggregate signature scheme [7] is to combine n signatures on n differen t messages, signed by n (p ossibly differen t) signers, in order to obtain a single aggregate signature AgSig which provides the same certain ty than the n initial signatures. The main goal in the design of such proto cols is that the length of AgSig be constan t, indep enden t of the number of messages and signers. Of course, to check correctness of an aggregate signature, the verifier will also need the messages m_i and the public keys pk_i , but this is not tak en into accoun t when considering the length of AgSig.

In the identit y-based framew ork, the only prop osal which achieves constan tlength aggregation is that of [18]; however, this scheme only works in a more restrictiv e scenario where some interaction or sequen tialit y is needed among the signers of the messages which later will be aggregated (in the same direction as [25] for the PKI-based scenario). With resp ect to non-in teractiv e aggregate signatures in the identit y-based setting, the most efficien t prop osal is from [21], that does not achieve constan t-length aggregation: the length of the aggregate signature does not dep end on the number of signed messages, but on the number of differen t signers. Using the approac h of this work, we can achieve exactly the same level of partial aggregation for identit y-based signatures. In effect, let us consider our generic construction, and let us assume that the employed PKI-based signature scheme S allows constan t-length aggregation. The the input of the aggregation algorithm would be { (id_i , sig_{msk} (id_i ||pk_i ), pk_i , m_i , sig_i }_{1≤ i≤ n} , where sig_i and sig_{sk i} (m_i ) are signatures resulting from scheme S, and can therefore be aggregated into a PKI-based aggregate signature AgSig, of constan tlength. Then the final identit y-based aggregate signature would be IBAgSig = (Ag Sig, pk_1 , . . . , pk_n ). This aggregate signature, along with the n messages and the n identities, is sufficien t to verify the correctness of the n signatures. Therefore the length of the identit y-based aggregate signature IBAgSig is linear with resp ect to the number of differen t signers.

3.4 Limitations and Extensions

Our generic approac h to construct identit y-based signature schemes with special prop erties does not work in situations where the signing pro cedure (in the corresp onding PKI-based scheme) involves other public keys than the one from the signer, and interaction between the signer and the owners of these public keys is not mandatory . Our approac h fails in this case because in the identit y-based framew ork the signer only knows the identit y of the other users, and needs some interaction with them in order to know the public key that they have received in the key extraction phase. Some examples of signature schemes with special properties falling inside this group are: ring signatures; designated verifier signatures; confirmer signatures; chameleon signatures; and nominativ e signatures.

We are aware of the fact that the list of prop erties where the generic approac h can be applied is not complete and it obviously can also be applied to other concepts (like one-time signatures, homomorphic signatures, etc.) as well.

4 Generic Construction of ID-Based Blind Signatures

In this section we consider in more detail the generic construction in the case of blind signature schemes. In blind signature (BS) schemes [11] a user can ask a signer to blindly sign a (secret) message m. At the end of the (interactiv e) signing pro cess, the user obtains a valid signature on m, but the signer has no information ab out the message he has just signed. A formal securit y model of blind signatures was intro duced in [22, 27]. Partially blind signature schemes are a variation of this concept, where the signer can include some common information in the blind signature, under some agreemen t with the final receiver of the signature. This concept was intro duced in [1] and the securit y of such schemes was formalized in [2].

The first identit y-based blind signature (IB-BS) schemes were prop osed in [31, 30]. They employ bilinear pairings, but their securit y is not formally analyzed. Subsequen t schemes were prop osed in [13] but securit y is only provided in a weaker model (i.e. against sequen tial adversaries).

The main result of this section can be stated as follows.

Theorem 4. If S is a strongly secure standar d signatur e scheme and PS is a secure (partial ly) blind signatur e scheme then a secure identity-b ased (partial ly) blind signatur e scheme IB PS can be constructe d.

Here the IB-BS scheme inherits the securit y prop erties of the BS scheme — if BS is secure against concurren t adversaries so is IB-BS. In particular, we obtain the first IB-BS scheme provably secure (in the standard model), against concurren t adversaries (by using the results from [8, 26, 15]), we obtain IB-BS schemes which do not employ bilinear pairings [4], and we obtain IB-BS schemes from any one-way trap door permutation [22, 15].

We now formally prove Theorem 4. First we recall the basic definitions of PKI-based and identit y-based blind signature schemes, then we explain and analyze our construction and prove its blindness. Due to lack of space, we included all details (definitions and analysis) related to the unforgeabilit y prop ert y in the full version of this pap er [17].

4.1 Blind Signature Schemes

Blind signature schemes were intro duced in [11] with electronic banking as first motiv ation. The intuitiv e idea is that a user asks some signer to blindly sign a (secret) message m. At the end of the pro cess, the user obtains a valid signature on m from the signer, but the signer has no information ab out the message he has signed. More formally, a blind signature scheme BS = (BS.KG, BS.Sign, BS.Vfy) consists of the following (partially interactiv e) algorithms.

The key generation algorithm BS.KG tak es as input a securit y parameter k and returns a secret key sk and a matc hing public key pk. We use notation (sk, pk) ← BS.KG(1^k ) to refer to one execution of this proto col. The blind signing algorithm BS.Sign is an interactiv e proto col between a user U and a signer S with public key pk. The input for the user is Inp_U = (m, pk) where m is the message he wants to be signed by the signer. The input Inp_S of the signer is his secret key sk. In the end, the output Out_S of the signer is ’completed’ or ’not completed’, whereas the output Out_U of the user is either ’fail’ or a signature sig = sig_{sk} (m). We use notation (Out_U , Out_S ) ← BS.Sign(Inp_U , Inp_S ) to refer to one execution of this interactiv e proto col. Finally , the verification algorithm BS.Vfy is the same verification proto col as in standard signature schemes. To refer to one execution of this proto col, we use notation { 0, 1} ← BS.Vfy(m, sig).

Blindness. Intuitiv ely, the blindness prop ert y captures the notion of a signer who tries to obtain some information ab out the messages he is signing for some user. Formally , this notion is defined by the following game that an adversary (signer) B plays against a challenger (who plays the role of a user).

First the adversary B runs the key generation proto col (sk, pk) ← BS.KG(1^k ). Then the adversary B chooses two messages m_0 and m_1 and sends them to the challenger, along with the public key pk. The challenger chooses b ∈ { 0, 1} at random and then the interactiv e signing proto col is executed two times (p ossibly in a concurren t way), resulting in (Out_{U,b} , Out_{S,b} ) ← BS.Sign(Inp_{U,b} , Inp_{S,b} ) and (Out_{U,1− b}, Out_{S, 1− b}) ← BS.Sign(Inp_{U,1− b}, Inp_{S, 1− b}), where adversary B plays the role of the signer S, and the challenger plays the role of the user, with inputs Inp_{U,b} = (pk, m_b) and Inp_{U,1− b} = (pk, m_{1− b}). Finally , the adversary B outputs its guess b^′. Note that the adversary in the ab ove securit y game is in the possession of the secret key sk.

We say that such an adversary B succeeds if b^′ = b and define its advantage in the ab ove game as Adv^{blind}_{BS,B} (k) = |Pr [b^′ = b] − 1/2|. A scheme BS has the blindness prop ert y if, for all PPT adversaries B, Adv^{blind}_{BS,B} (k) is a negligible function (with resp ect to the securit y parameter k).

4.2 Iden tit y-Based Blind Signature Schemes

Analogously , an identit y-based blind signature scheme IB BS = (IB BS.KG, IB BS.Extr, IB BS.Sign, IB BS.Vfy) consists of the following algorithms.

The setup algorithm IB BS.KG tak es as input a securit y parameter k and returns, on the one hand, the master public key mpk and, on the other hand, the value master secret key msk , which is known only to the master entit y. We note an execution of this proto col as (msk , mpk) ← IB BS.KG(1^k ). The key extraction algorithm IB BS.Extr tak es as inputs mpk , the master secret key msk and an identit y id ∈ { 0, 1}^∗, and returns a secret key sk[id ] for the user with this identit y. We use notation sk[id ] ← IB BS.Extr(msk , id ) to refer to one execution of this proto col. The blind signing algorithm IB BS.Sign is an interactiv e protocol between a user U and a signer with identit y id . The common input for them is mpk . The input for the user is Inp_U = (id , m) where m is the message he wants to be signed by id . The input Inp_{id} of the signer is his secret key sk[id ]. In the end, the output Out_{id} of the signer is ’completed’ or ’not completed’, whereas the output Out_U of the user is either ’fail’ or a signature sig = sig_{msk} (id , m). We use notation (Out_U , Out_{id} ) ← IB BS.Sign(mpk, I np_U , I np_{id} ) to refer to one execution of this interactiv e proto col. Finally , the verification algorithm IB BS.Vfy tak es as input mpk, a message m, an identit y id and a signature sig; it outputs 1 if the signature is valid with resp ect to the public key mpk and the identit y id , and 0 otherwise. To refer to one execution of this proto col, we use notation { 0, 1} ← IB BS.Vfy(mpk , id , m, sig).

An identit y-based blind signature scheme must satisfy the requiremen ts of correctness, blindness and unforgeabilit y. Due to lack of space, we focus only on the blindness prop ert y.

Blindness. Blindness of an identit y-based blind signature scheme is defined by a game played between a challenger and an adversary . This adversary B_{IB} models the dishonest behavior of a signer who tries to distinguish which message (b etween two messages chosen by himself ) is being signed in an interactiv e execution of the signing proto col with a user. The game is as follows.

First the challenger runs the setup proto col (msk , mpk ) ← IB BS.KG(1^k ) and gives mpk to B_{IB} . The master secret key msk is kept secret by the challenger. The adversary B_{IB} is allowed to query for secret keys of identities id_i of his choice. The challenger runs sk[id_i ] ← IB BS.Extr(msk , id_i ) and gives the resulting secret key sk[id_i ] to B_{IB} . If the same identit y is asked again, the same value sk[id_i ] must be returned by the challenger. At some point, the adversary B_{IB} chooses an identit y id^∗ and two messages m_0 , m_1 , and sends these values to the challenger. The challenger chooses b ∈ { 0, 1} at random and then the interactiv e signing proto col is executed twice (p ossibly in a concurren t way), resulting in (Out_{U,b} , Out_{id} ∗_{,b} ) ← IB BS.Sign(Inp_{U,b} , Inp_{id} ∗_{,b} ) and (Out_{U,1− b}, Out_{id} ∗_{,1− b}) ← IB BS.Sign(Inp_{U,1− b}, Inp_{id} ∗_{,1− b}), where adversary B_{IB} plays the role of the signer id^∗ , and the challenger plays the role of the user, with inputs Inp_{U,b} = (m_b, id^∗ ) and Inp_{U,1− b} = (m_{1− b}, id^∗ ). Finally , the adversary B_{IB} outputs its guess b^′.

We say that such an adversary B succeeds if b^′ = b and define its advantage in the ab ove game as Adv^{ib} -^{blind}

IB BS,B IB (k) = |Pr [b

′ = b] − 1/2|. A scheme IB BS has the blindness prop ert y if, for all PPT adversaries B_{IB} , Adv^{ib} -^{blind}

IB BS,B IB (k) is a

negligible function (with resp ect to the securit y parameter k).

4.3 Constructing Iden tit y-Based Blind Signature Schemes

Let S = (S.KG, S.Sign, S.Vfy) be a standard signature scheme and let BS = (BS.KG, BS.Sign, BS.Vfy) be a blind signature scheme. We construct an ID-based blind signature scheme IB BS = (IB BS.KG, IB BS.Sign, IB BS.Extr, IB BS.Vfy) as follows.

Setup IB BS.KG(1^k ). On input a securit y parameter k, the key generation proto col S.KG of S is executed, resulting in (SK , PK ) ← S.KG(1^k ). The master public key is defined as mpk = PK , whereas the master secret key stored by the master entit y is msk = SK .

Key extra ction IB BS.Extr(msk , id_i ): when the user secret key sk[id_i ] for some identit y id_i is requested, the master entit y first checks if it already has established a user secret key for id_i . If so, the old secret key is returned. Otherwise it generates and stores a new user secret key as follows: it runs the key generation proto col of the blind signature scheme BS, resulting in (sk_i , pk_i ) ← BS.KG(1^k ). Then it uses signature scheme S to sign the ”message” id_i ‖ pk_i , that is, it executes sig_{msk} (id_i ‖ pk_i ) ← S.Sign(msk , id_i ‖ pk_i ). The resulting secret key, which is sent to the owner of the identit y, is sk[id_i ] = (sk_i , pk_i , sig_{msk} (id_i ‖ pk_i )). The recipien t can verify the obtained secret key by executing { 0, 1} ← S.Vfy(mpk , id_i ‖ pk_i , sig_{msk} (id_i ||pk_i )); if the output is 1, then the secret key is accepted.

Blind signa ture IB BS.Sign: the interactiv e proto col between a user U and a signer with identit y id_i consists of the following steps (recall that mpk is a common input for user and signer, the input of the user is (id_i , m) and the input of the signer is sk[id_i ]).

1. User U sends the query (id_i ,^′blindsignature?^′) to the signer. 2. If the signer does not want to sign, the proto col finishes with Out_U =’fail’ and Out_{id i} =’not completed’. Otherwise, the signer sends (pk_i , sig_{msk} (id_i ||pk_i )) back to the user.

3. The user runs { 0, 1} ← S.Vfy(mpk , id_i ||pk_i , sig_{msk} (id_i ||pk_i )). If the output is 0, then the proto col finishes with Out_U =’fail’ and Out_{id i} =’not completed’. Otherwise, user and signer interact to run the blind signature proto col of BS, resulting in (Out^′_U , Out^′_{id i} ) ← BS.Sign(Inp_U , Inp_{id i} ), where Inp_U = (pk_i , m) and Inp_{id i} = sk_i . If Out^′_U ≠’fail’, then it consists of a standard signature sig_{sk i} (m) on m under secret key sk_i . The final output for the user is in this case Out_U = sig(id_i , m_i ) = (sig_{msk} (id_i ||pk_i ), pk_i , sig_{sk i} (m)), which is defined to be the identit y-based signature on message m from identit y id_i .

Verifica tion IB BS.Vfy(mpk , id_i , m, sig(id_i , m_i )): given as input a message m, an identit y id_i and an identit y-based signature sig(id_i , m_i ) that is parsed as (sig_{msk} (id_i ||pk_i ), pk_i , sig_{sk i} (m)), the verification proto col works as follows. The two verification proto cols, of schemes S and BS, are executed in parallel: { 0, 1} ← S.Vfy(mpk , id_i ||pk_i , sig_{msk} (id_i ||pk_i )) and { 0, 1} ← BS.Vfy(pk_i , m, sig_{sk i} (m)). If both outputs are 1, then the final output of this proto col is also 1. Otherwise, the output is 0.

4.4 Securit y Analysis

In this section we prove that the identit y-based blind signature scheme IB BS constructed in the previous section satisfies the blindness prop ert y, assuming that the schemes S and BS employed as primitiv es are secure. The detailed analysis of the unforgeabilit y prop ert y can be found in [17].

Theorem 5. Assume the signatur e scheme S is strongly unfor geable and the blind signatur e scheme BS is blind. Then the identity-b ased blind signatur e scheme IB BS constructe d in Section 4.3 is blind.

Pr oof. Assume there exists a successful adversary B_{IB} against the blindness of the scheme IB BS. We show that then there exists either a successful forger F against the signature scheme S or a successful adversary B against the blindness of the blind signature scheme BS. We now construct F and B.

Setup. Forger F receives as initial input some public key PK for the standard signature scheme S. Then we initialize the adversary B_{IB} by providing it with mpk = PK .

Secret key queries. Adversary B_{IB} is allowed to make secret key queries for identities id_i of its choice. To answer a query, we run the key generation proto col of the blind signature scheme BS to obtain (sk_i , pk_i ) ← BS.KG(1^k ). Then we send the query m_i = id_i ‖ pk_i to the signing oracle of the forger F , and obtain as answer a valid signature sig_i with resp ect to scheme S and public key PK = mpk. Then we send to B_{IB} the consisten t answer sk[id_i ] = (sk_i , pk_i , sig_i ). We store all this information in a table. If the same identit y is asked twice by B_{IB} , then the same secret key is given as answer.

Challenge. At some point, B_{IB} will output some challenge identit y id_∗ and two messages m_0 , m_1 . Without loss of generalit y we can assume that B_{IB} had already asked for the secret key of this identit y (otherwise, we generate it now and send it to B_{IB} ), obtaining sk[id_∗ ] = (sk_∗ , pk_∗ , sig_∗ ). Then we start constructing an adversary B against the blindness of the scheme BS, by sending public key pk_∗ and messages m_0 , m_1 to the corresp onding challenger. Now we must execute twice the interactiv e blind signature proto col with B_{IB} , where B_{IB} acts as a signer and we act as the user. For both executions, we first send (id_∗ ,^′blindsignature?^′) to B_{IB} . As answers, we will obtain (pk^{(0)}_∗ , sig^{(0)}_∗ ) and (pk^{(1)}_∗ , sig^{(1)}_∗ ) from B_{IB} , where sig^{(j )}_∗ is a valid signature on id_∗ ‖ pk^{(j )}_∗ , for both j = 0, 1. If (pk^{(j )}_∗ , sig^{(j )}_∗ ) ≠ (pk_∗ , sig_∗ ) for either j = 0 of j = 1, then F outputs sig^{(j )}_∗ as a valid forgery on the message id_∗ ||pk^{(j )}_∗ for the signature scheme S. This is a valid forgery against signature scheme S, because these signatures were not obtained during the attac k. Therefore, in this case we would have a successful forger F against S, contradicting the hypothesis in the statemen t of the theorem which claims that S is strongly unforgeable. From now on we assume (pk^{(j )}_∗ , sig^{(j )}_∗ ) = (pk_∗ , sig_∗ ) for both j = 0, 1 and the two first steps in the two executions of the interactiv e signing proto col are identical. Then we run the two execution of the blind signing proto col of scheme BS, playing the role of the signer: we obtain from B_{IB} the information that we must send to the challenger (user) of BS, and this challenger sends back to us the information that we must provide to B_{IB} . This challenger of BS is the one who chooses the bit b ∈ { 0, 1}.

Eventually , adversary B_{IB} outputs its guess b^′. B outputs the same bit b^′ as its guess in the blindness game against the blind signature scheme BS.

The first two steps in the two executions of the interactiv e signing proto col of IB BS run between B_{IB} and us are identical. Hence distinguishing between the

two executions of IB BS.Sign is equivalent to distinguishing between the two executions of BS.Sign. This completes the pro of. ⊓⊔

We stress that the signature scheme S really has to be strongly unforgeable; otherwise a signer can break blindness by using differen t versions of sk[id_i ] in differen t signing sessions and later use this information to trace the user.

Theorem 6. Assume the standar d signatur e scheme S is unfor geable and the blind signatur e scheme BS is unfor geable. Then the identity-b ased blind signatur e scheme IB BS from Section 4.3 is unfor geable.

The pro of of Theorem 6 can be found in [17]. Theorems 5 and 6 imply Theorem 4.

Ac kno wledgemen ts

We thank the anon ymous referees for their commen ts that help ed impro ving the presen tation of our results. The work of the second author has been carried out during the ten ure of an ERCIM Fellowship (http://www.ercim. or g/a ct ivi ty / fellows/ ). The third author was supp orted by the researc h program Sentinels (http://www.sentin el s.n l ). Sentinels is being financed by Technology Foundation STW, the Netherlands Organization for Scientific Researc h (NW O), and the Dutc h Ministry of Economic Affairs.

References

1. M. Ab e and E. Fujisaki. How to date blind signatures. ASIA CRYPT’96 , volume 1163 of LNCS , pages 244–251, 1996.

2. M. Ab e and T. Okamoto. Pro vably secure partially blind signatures.

CRYPTO 2000, volume 1880 of LNCS , pages 271–286, 2000. 3. M. Bellare, C. Namprempre and G. Neven. Securit y pro ofs for iden tit y-based identification and signature schemes. In EUR OCR YPT 2004, volume 3027 of LNCS , pages 268–286, 2004.

4. M. Bellare, C. Namprempre, D. Pointcheval and M. Semank o. The one-more-RSA-inversion problems and the securit y of Chaum’s blind signature scheme. Journal of Cryptolo gy, 16(3):185–215, 2003.

5. M. Bellare and P. Roga way. Optimal asymmetric encryption. EUR OCR YPT’94 , volume 950 of LNCS , pages 92–111, 1994.

6. D. Boneh and M.K. Franklin. Iden tit y based encryption from the Weil pairing.

SIAM Journal on Computing , 32(3):586–615, 2003. 7. D. Boneh, C. Gen try , B. Lynn and H. Shac ham. Aggregate and verifiably encrypted signatures from bilinear maps. EUR OCR YPT 2003, volume 2656 of LNCS , pages 416–432, 2003.

8. J. Camenisc h, M. Kopro wski and B. Warinsc hi. Efficien t blind signatures without random oracles. SCN 04, volume 3352 of LNCS , pages 134–148, 2004.

9. R. Canetti, O. Goldreic h and S. Halevi. The random oracle metho dology, revisited.

30th ACM STOC , pages 209–218, 1998. 10. J.C. Cha and J.H. Cheon. An iden tit y-based signature from gap Diffie-Hellman groups. PK C 2003, volume 2567 of LNCS , pages 18–30, 2003.

11. D. Chaum. Blind signatures for un traceable paymen ts. CRYPTO’82 , pages 199– 203, USA, 1983.

12. D. Chaum and H. Van Antwerp en. Undeniable signatures. CRYPTO’89 , volume 435 of LNCS , pages 212–216, 1990.

13. S.M. Cho w, L.K. Hui, S.M. Yiu and K.P . Cho w. Two impro ved partially blind signature schemes from bilinear pairings. ACISP 2005, pages 316–325, 2005.

14. I. Damgard and T.P . Pedersen. New convertible undeniable signature schemes.

EUR OCR YPT’96 , volume 1070 of LNCS , pages 372–386, 1996. 15. M. Fischlin. Round-optimal comp osable blind signatures in the common reference string model. CRYPTO 2006, volume 4117 of LNCS , pages 60–77, 2006.

16. S.D. Galbraith and W. Mao. Invisibilit y and anon ymit y of undeniable and confirmer signatures. CT-RSA 2003, volume 2612 of LNCS , pages 80–97, 2003.

17. D. Galindo, J. Herranz. and E. Kiltz. On the generic construction of iden tit ybased signatures with additional prop erties. Cryptology ePrin t Archive, Rep ort 2006/296, 2006. Full version of this pap er, http://eprint.iacr.org/ .

18. C. Gen try and Z. Ramzan. Iden tit y-based aggregate signatures. PK C 2006, volume 3958 of LNCS , pages 257–273, 2006.

19. S. Goldw asser, S. Micali and R.L. Rivest. A digital signature scheme secure against adaptiv e chosen-message attac ks. SIAM Journal on Computing , 17(2):281–308, April 1988.

20. C. Gu and Y. Zhu. An id-based verifiable encrypted signature scheme based on Hess’s scheme. CISC’05 , pages 42–52, 2005.

21. J. Herranz. Deterministic iden tit y-based signatures for partial aggregation. The Computer Journal , 49 (3):322–330, 2006.

22. A. Juels, M. Lub y and R. Ostro vsky. Securit y of blind digital signatures (extended abstract). CRYPTO’97 , volume 1294 of LNCS , pages 150–164, 1997.

23. F. Laguillaumie and D. Vergnaud. Short undeniable signatures without random oracles: the missing link. Indo crypt’05 , volume 3797 of LNCS , pages 283–296, 2005.

24. B. Lib ert and J.J. Quisquater. Iden tit y based undeniable signatures. CT- RSA 2004, volume 2964 of LNCS , pages 112–125, 2004.

25. S. Lu, R. Ostro vsky, A. Sahai, H. Shac ham and B. Waters. Sequen tial aggregate signatures and multisignatures without random oracles. EUR OCR YPT’06 , 2006.

26. T. Okamoto. Efficien t blind and partially blind signatures without random oracles.

TCC 2006, volume 3876 of LNCS , pages 80–99, 2006. 27. D. Pointcheval and J. Stern. Securit y argumen ts for digital signatures and blind signatures. Journal of Cryptolo gy, 13(3):361–396, 2000.

28. R. Sakai, K. Ohgishi, and M. Kasahara. Cryptosystems based on pairing over elliptic curv e (in Japanese). SCIS 2001, Jan 2001.

29. A. Shamir. Iden tit y-based cryptosystems and signature schemes. CRYPTO’84 , volume 196 of LNCS , pages 47–53, 1985.

30. F. Zhang and K. Kim. Efficien t ID-based blind signature and pro xy signature from bilinear pairings. In ACISP’03 , pages 312–323, 2003.

31. F. Zhang and K. Kim. ID-based blind signature and ring signature from pairings.

ASIA CRYPT 2002, volume 2501 of LNCS , pages 533–547, 2002.