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Abstract. As an extension of multi-party computation (MPC), we pro-
pose the concept of secure parallel multi-party computation which is
to securely compute multi-functions against an adversary with multi-
structures. Precisely, there are m functions fi,..., fr» and m adversary
structures Aj, ..., Am, where f; is required to be securely computed
against an A;-adversary. We give a general construction to build a paral-
lel multi-party computation protocol from any linear multi-secret sharing
scheme (LMSSS), provided that the access structures of the LMSSS al-
low MPC at all. When computing complicated functions, our protocol
has more advantage in communication complexity than the “direct sum”
method which actually executes a MPC protocol for each function. The
paper also provides an efficient and generic construction to obtain from
any LMSSS a multiplicative LMSSS for the same multi-access structure.

1 Introduction

The secure multi-party computation (MPC) protocol is used for n players to
jointly compute an agreed function of their private inputs in a secure way, where
security means guaranteeing the correctness of the output and the privacy of the
players’ inputs, even when some players cheat. It is fundamental in cryptography
and distributed computation, because a solution of MPC problem implies in
principle a solution to any cryptographic protocol problem, such as the voting
problem, blind signature, and so on. After it was proposed by Yao [11] for two-
party case and Goldreich, Micali, Wigderson [6] for multi-party case, it has
become an active and developing field of information security.

In the MPC problem, it is common to model cheating by considering an ad-
versary who may corrupt some subset of the players. The collection of all subsets
that an adversary may corrupt is called the adversary structure, denoted by A,
and this adversary is called an A-adversary. So the MPC problem is to securely
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compute a function with respect to an adversary structure. But in practice it
is sometimes needed to simultaneously compute several different functions with
respect to different adversary structures, respectively. For example, in the voting
problem n = 2t+1 (¢ > 1) voters are to select a chairman and several fellows for
a committee at the same time from m candidates. Because the position of the
chairman is more important than that of fellows, the voting for the chairman is
required to be secure against a (¢,n) threshold adversary, while the voting for
the fellows is required to be secure against a (2,n) threshold adversary. Hence it
makes us to propose parallel multi-party computation or extend MPC to parallel
MPC. Precisely, in the problem of parallel multi-party computation, there are m
functions fi, ..., f;, and m adversary structures Ay, ..., A,,, where f; is required
to be securely computed against an A;-adversary.

Obviously, secure parallel multi-party computation can be realized by de-
signing for each function a MPC protocol with respect to the corresponding
adversary structure, and then running all the protocols in a composite way. We
call this the “direct sum” method. In this paper, we propose another way to
realize parallel multi-party computation. It is well known that secret sharing
schemes are elementary tool for studying MPC. Cramer, Damgard, Maurer [3]
gave a generic and efficient construction to build a MPC protocol from any linear
secret sharing scheme (LSSS). As an extension of secret sharing schemes, Blundo,
De Santis, Di Crescenzo [2] proposed the general concept of multi-secret sharing
schemes which is to share multi-secrets with respect to multi-access structures,
and Ding, Laihonen, Renvall. [4] studied linear multi-secret sharing schemes.
Based on Xiao and Liu’s work [10] about linear multi-secret sharing schemes
(LMSSS) and the construction in [3], we give a generic and efficient construction
to build a parallel multi-party computation protocol from any LMSSS, provided
that the access structures of the LMSSS allow MPC at all [7]. We only deal with
adaptive, passive adversaries in the information theoretic model. When comput-
ing complicated functions, our protocol has more advantage in communication
complexity than the “direct sum” method.

The paper is organized as follows: in Section 2 we review some basic concepts,
such as LSSS, monotone span programs (MSP) and LMSSS. In Section 3 we give
a clear description for the problem of secure parallel multi-party computation,
and then obtain a generic protocol for it from any LMSSS. Furthermore we com-
pare our protocol with the “direct sum” method in communication complexity.
In the last section, a specific example is displayed in detail to show how our
protocol works as well as its advantage.

2 Preliminaries

Since secret sharing schemes are our primary tool, first we review some basic
concepts and results about them, such as linear secret sharing schemes, multi-
secret sharing schemes, monotone span programs, and so on. Suppose that P =
{Pi, ..., P} is the set of participants and K is a finite field throughout this paper.



2.1 LSSS vs MSP

It is well-known that an access structure, denoted by AS, is a collection of subsets
of P satisfying the monotone ascending property: for any A’ € AS and A € 2F
with A’ C A, it holds that A € AS; and an adversary structure, denoted by A, is
a collection of subsets of P satisfying the monotone descending property: for any
A’ € Aand A € 2F with A C A’, it holds that A € A. In this paper, we consider
the complete situation, i.e. A = 2 — AS. Because of the monotone property, for
any access structure AS it is enough to consider the minimum access structure
AS,, defined as AS,, = {Ac AS |VBG A= B¢ AS}.

Suppose that S is the secret-domain, R is the set of random inputs, and
S; is the share-domain of P; where 1 < i < n. A secret sharing scheme with
respect to an access structure AS is composed of the distribution function IT :
Sx R — S x---x .8, and the reconstruction function: for any A € AS,
Re = {Res : (S1 x - xSy)|a — S| A€ AS}, such that the following two
requirements are satisfied.

(i) Correctness requirement: for any A € AS,s € S and r € R, it holds
that Rea(Il(s,r)[a) = s, where suppose A = {P;,,..., P, } and II(s,r) =
(81, 8n), then I1(s,7)[a = (Siy, -+ Si| )

(ii) Security requirement: for any B ¢ AS, i.e., B € A =27\ AS, it holds
that 0 < H(S|II(S,R)|p) < H(S), where H(-) is the entropy function.

In the security requirement, if H(S|II(S, R)|g) = H(S), we call it a perfect
secret sharing scheme which we are interested in. Furthermore, a perfect secret
sharing scheme is linear (LSSS for short), if S, R, S; are all linear spaces over K
and the reconstruction function is linear [1].

Karchmer and Wigderson [8] introduced monotone span programs (MSP) as
linear models computing monotone Boolean functions. Usually we denote a MSP
by M(K, M, ), where M is a dx matrix over K and ¢ : {1,...,d} — {Py,..., P,}
is a surjective labelling map which actually distributes to each participant some
rows of M. We call d the size of the MSP. For any subset A C P, there is a
corresponding characteristic vector a = (01,...,0,) € {0,1}" where for 1 <
1 <mn, 6; = 1if and only if P; € A. Consider a monotone Boolean function
f:{0,1}™ — {0,1} which satisfies that for any A C P and B C A, f(cg) =1
implies f(a) = 1. We say that a MSP M (K, M,v) computes the monotone
Boolean function f with respect to a target vector v € K'\ {(0,...,0)}, if it
holds that @ € span{M4} if and only if f((z) = 1, where M4 counsists of the
rows i of M with (i) € A and ¥ € span{Ms} means that there exists a
vector w such that v = WM. Beimel [1] proved that devising a LSSS with
respect to an access structure AS is equivalent to constructing a MSP computing
the monotone Boolean function fag which satisfies f As(a) = 1 if and only if
A€ AS.

2.2 LMSSS vs MSP

Multi-Secret sharing schemes [2] are to share multi-secrets with respect to multi-
access structures. Precisely, let ASy,..., AS,, be m access structures over P,



St x ... x 8™ be the secret-domain,Si, ..., S, be the share-domain and R be the
set of random inputs. Without loss of generality, we assume that S' = --- =
S™ = K. A linear multi-secret sharing scheme (LMSSS for short) realizing the

multi-access structure ASy, .-+, AS,, is composed of the distribution function
H:K"xR— 851 x---%x8,
H(Sl, 8™ ) = (U1(517... L8 T), 7Hn(517... ,8™r)), (1)

and the reconstruction function Re = {Re% : (S1 x -+ x Sp)a — K|l < i <
m, A € AS;}, such that the following three conditions hold:

(i) S1,-+-, S, and R are finitely dimensional linear spaces over K, i.e., there
exist positive integers di, 1 < k < n, and [ such that S = K and R = K!.
Precisely, in the equality (1), we have that ITj,(s*,--- ,s™,r) € K% for 1 <k <
n. Furthermore, denote

Hk(517"' asm7’r) = (Hkl(sla"' a8m7r)7"' 7dek($17"' 58m7r))

where IIj;;(s', -+ ,s™,r) € Kand 1 < j < dj. Usually d = >_" | d; is called the
size of the linear multi-secret sharing scheme.

(ii) The reconstruction function is linear. That is, for any set A € AS;, 1 <
© < m, there exists a set of constants {a};j EKI<k<n P, e Al1<j<d}
such that for any s',...,s™ € K and r € R, s* = Re\,(II(s',...,s™,7)|a) =
Y peea Sy W Il (st 5™, 7).

(iii) Security requirement: For any set B C {Py,--- ,P,},T C {St,---,S™}\
{S{|B € AS;,;1 < i < m}, it holds that H(T|B) = H(T) , where H(-) is the
entropy function.

Similar to the equivalence relation of LSSS and MSP, Xiao and Liu [10] stud-
ied a corresponding relation between LMSSS and MSP computing multi-Boolean
functions. Let M(K, M, %) be a MSP with the d x [ matrix M and fi,..., fm :
{0,1}™ — {0,1} be m monotone Boolean functions. Suppose v1, ..., U, are m
linear independent [-dimension vectors over K, then it follows that m < [. In
practice, we always have m < [ in order to use randombits. Then M can compute
the Boolean functions fi, ..., fm with respect to vy, ..., 0, if for any 1 < k < m
and 1 <11 < -+ < i < m, the following two conditions hold:

(i) For any A C P, f;,(64) = -+ = fi,(64) = 1 implies that v;; € span{M4}
for 1 <j<k.
Ma
4
.. - - . . U’Ll
(ii) Forany A C P, f;,(04) = -+ = f;,(64) = 0 implies that Rank ) =
N
Uiy,
Rank M4 + k.
After a proper linear transform, any MSP computing the multi-Boolean func-
tion fas,, -+, fas, with respect to v1,...,0,, can be converted into a MSP
computing the same multi-Boolean function with respect to ey, --- , e, where

3
e = (0,...,0,1,0,...,0) € K! for 1 < i < m. So without loss of generality we
always assume the target vectors are ey, -- ,en.



Theorem 1. [10] Let ASy,--- , ASy, bem access structures over P and fas,, - ,
fas,, be the corresponding characteristic functions. Then there exists a linear

multi-secret sharing scheme realizing AS1,--- , ASy, over a finite field IC with
size d if and only if there exists a monotone span program computing monotone
Boolean functions fas,, -+, fas,, with size d.

Actually, let M(IC, M, ) be a MSP computing monotone Boolean functions
fas,,-, fas, with respect to ej,---,én, where M is a d x | matrix. Then
the corresponding LMSSS realizing ASy,--- , AS,, over K is as follows: For any
multi-secret (s',...,s™) € K™ and random input p € K!=™, the distribution
function is defined by

H(817"' 75"La?) = ((817"' asnla?)(M}%)TW" ?(817"' asma?)(MPn)T%

where “7”7 denotes the transpose and Mp, denotes M restricted to those rows
i with (i) = Py, 1 < i < d,1 < k < n. As to reconstruction, since e; €
span{ M} for any A € AS;, i.e., there exists a vector v such that e; = ¥ My,
then

Si = (517 o 75m7 ?)ZT = (517 o ’$m7 ?)(?MA)T = (51’ o 35m7 7)(MA)T?75
where (s',---, 5™, )(M4)" are the shares held by players in A and ¥ can be

computed by every participant.

3 Parallel Multi-Party Computation

3.1 Concepts and Notations

The problem of secure MPC for one function has been studied by many people
and it can be stated as follows: n players Py, ..., P, are to securely compute
an agreed function f(x1,...,2,) = (y1,...,yn) against an A-adversary, where P,
holds private input x; and is to get the output y;. The security means that
the correctness of the outputs and the privacy of players’ inputs are always
guaranteed no matter which set in 4 is corrupted by the adversary. In fact the
function f can be represented as f = (f1,..., fn) where fi(x1,...,2,) = y; for
1 < i < n. As the general way of treating the MPC problem, we assume that the
functions involved thereafter are all of the form of f;. So the MPC problem can
be seemed as securely computing n functions with respect to the same adversary
structure. As a natural extension, it is reasonable to consider securely computing
multi-functions with respect to multi-adversary structures. Thus we propose the
concept of secure parallel multi-party computation.

Precisely, there are m functions fi(z1,...,Zn), ..., fm(21, ..., x,) and m corre-
sponding adversary structures Aq, ..., A,,. For 1 < i < n, player P; has private
input (a:l(l), :1352), ...,xz(-m)), where zgj) is P;’s input to the function f;(z1, ..., 2y).
So the final value of f; is f; @D 2 2D, An (A, ..., Ap)-adversary can
corrupt any set in A; U --- U A,,. The n players are to securely compute the



multi-function fi, ..., fn against an (A4, ..., A, )-adversary, that is, for any cor-
rupted set B € A;, N---NA,;, , where 1 <4y <--- < i <mand k < m, functions
fiys - fi), are securely computed, which includes the following two aspects:

(i) Correctness: For 1 < i < n, P; finally gets the correct outputs of the
functions f;,, ..., fi,-

(ii) Privacy: The adversary gets no information about other players’ (players
out of B) inputs for functions f;,, ..., fi,, except what can be implied from the
inputs and outputs held by players in B.

The problem of secure parallel multi-party computation for the multi-function
f1s -y fm against an (A, ..., A, )-adversary is essentially a direct composition of
problems of secure MPC for f; against an A -adversary where 1 < j < m. So it
can be resolved by designing for each function and the corresponding adversary
structure a secure MPC protocol and running them in a composite way. We
call this a “direct sum” method. One of the results in [7] tells us that in the
information theoretic model, every function can be securely computed against
an adaptive, passive A-adversary if and only if A is Q2, where Q2 is the condi-
tion that no two of the sets in the structure cover the full player set. Thus we
evidently have the following proposition.

Proposition 1. In the information theoretic model, there exists a parallel multi-
party computation protocol computing m functions securely against an adaptive,
passive (Ay, ..., Am)-adversary if and only if Ay, ..., Am are all Q2.

Cramer et al. [3] build a secure MPC protocol for one function based on
the multiplicative MSP computing one Boolean function. Here we extend it
to the multiplicative MSP computing multi-Boolean functions. Precisely, let
M(K, M, 1)) be a MSP described in Section 2. Given two vectors = = (21, ..., 24),
Y = (y1,..,ya) € K%, we let T oy be the vector containing all entries of the
form z; - y; with (i) = ¥(j), and < 7,y > denote the inner product. For
example, let

— —
r = (xlla vy Lldyy -y Tnl, ~~-axndn)7 Yy = (y117"'7y1d17"'7yn17~"7yndn)7

where Z?:l d; = d and x;1, ..., %id,, as well as y;1, ..., ¥iq, are the entries dis-
tributed to P; according to . Then 7 ¢ ¥ is the vector composed of the
— —

Z?:l d? entries Zij¥Yik, where 1 < jk < d;,1 <4 < m,and < 7,y >=
Z?zl ijl x;5Y:;. Using these notations, we give the following definition.

Definition 1. A monotone span program M(K, M, 1)) computing Boolean func-
tions fi,..., fm with respect to e1,--- ,em is called multiplicative, if for 1 < i <
m, there exists a Z?zl d2-dimensional recombination vector 7;, such that for
any two multi-secrets (s', ..., s™), (s'',...,s™) € K™ and any 0, p’ € K7™, it
holds that

() - 1 m — T /1 mo—/ T
s =<, (s, ST P )MT o (87 ST T YMT >

In fact, when m = 1 the definition is the same as that of [3]. In the appendix
we give an efficient and generic construction to build from any MSP a multiplica-
tive MSP computing the same multi-Boolean function. Hence in the following
we assume that the based MSP in Section 3.2 is already multiplicative.



3.2 Construction from any LMSSS

In this section, assuming the adversary is passive and adaptive, we give a generic
and efficient construction to obtain from any LMSSS a paralel multi-party com-
putation protocol in the information theoretic model, provided that the access
structures of the LMSSS allow MPC at all. Since LMSSS and MSP are equiva-
lent, it turns out to be convenient to describe our protocol in terms of MSP’s.
We only describe the protocol in the case m = 2 and it is a natural extension
for m > 2.

Suppose A; and Ay are two adversary struct(u;es (o;ler P and they are both
1) (2

Q2. For 1 < < n, player P; has private input (z;’,z,;”’) and they are to jointly
compute functions fi(x1,...,2,) and fo(x1,...7,). Let AS; = 2P\ Ay, AS, =
2P\ Ay, and M(K, M, ) be a multiplicative MSP computing Boolean functions
fas, and fas, with respect to target vectors €1, €5, where M is a d x [ matrix
over K. How to construct such a MSP is out of concern in this paper. Next we

describe our protocol in three phases: input sharing, computing and outputting.

INPUT SHARING. First each player shares his private input by using the MSP
M(K, M, 1), i.e., for 1 < i < n, player P; secretly and randomly selects p; in
the set of random inputs R = K!~2 and sends (a:gl),xl(?),ﬁ)(ij)T to player

Pj, where 1 < j <n and j # 1.

COMPUTING. Since any function that is feasible to compute at all can be
specified as a polynomial size arithmetic circuit over a finite field I with ad-
dition gates and multiplication gates, it is enough for us to discuss how to do
additions and multiplications over K. Different from computing a single function,
in parallel multi-party computation, we compute the functions simultaneously
other than one after another.

Precisely, suppose f; contains p multiplications and fs contains ¢ multiplica-
tions, where p < ¢ and the multiplication considered here is operation between
two elements. Then in each of the first p steps, we compute two multiplications
coming from the two functions, respectively. In each the following g — p steps,
we continue to compute a multiplications of f and do nothing for f;. So after
q steps we complete all the multiplications of both functions and get the inter-
mediate results needed. Finally we compute all additions of both functions in
one step. By doing so, we need less communication and random bits than the
“direct sum” method. Furthermore, in order to guarantee security, all inputs and
outputs of each step are multi-secret shared during computing and we call this
condition the “invariant”.

Example 1. Let P = {Py, P, P}, and f; = 2323, fo = z122+23. For 1 <i < 3,
P; has private input (9:51), IEQ)) which is multi-secret shared in the Input Sharing
phase. Since f; contains two multiplications and fy contains one multiplication,
the computing phase consists of three steps. The following table shows the com-
puting process. Note that in the table, l‘gj ) denotes an input value for the function

f; held by F;, zgj ) denotes an intermediate value held by an imaginary player



I;, ; and z; are variables and z;; is the function to be computed at each step,
where 1 <i<3and 1 <75 <2,

input to compute output

Step 1 (211 = xows, 212 = T1T2) (z%l) = mél)xél), z§2) = xgz)xgz))

Step 2 (201 = X221, 222 = 21) (zél) = xél)z§1)7 252) = z§2))

Step 3 (231 = 22, 230 = 22 + x3) (zgl) = zgl), z§2) = z£2) + x:(f))

In Step 1 we do two multiplications xzox3 and x1x2 for fi and fs, respectively;
in Step 2 we do a multiplication x4z for f; and do nothing for fs; in Step
3, we do an addition zy 4+ =3 for fy and do nothing for f;. It is evident that
zél) = xél)xgl):cgl) and z§2) = x(lz)xgz) + :Eéz). The invariant here means that for
1<4<3, (xg ),xgz)), (zlgl),zl(z)) all keep multi-secret shared by M(IC, M, )

during computing.

Next we discuss how to do multiplications or additions at each step. Accord-
ing to the type of operations we execute respectively for the two functions at
each step (e.g. Step 1 of Example 1), there are four cases to be considered as
follows, where “\ ” means that no operation is actually done and the output is
one of the inputs. Without loss of generality, in the following we assume that
P ={P, Py, P5, Py}.

Case 1: (4,4). First suppose that we are to compute g3 = x; + 2 and

g2 = x3 + z4. The inputs (xl(-l),xgz)) are multi-secret shared such that each

player P; holds (ac(.l) x(2),ﬁ)(ij)T = (SE{),,SEQ) € K4 distributed by P;

where 1 <4 < 4. The output is to be multi-secret shared (acgl) —I—xél), x?) —&-xf)).
Then P; locally computes:
(2", 0y, 50) (M7 + (a3, 25”, 52) (M, )"
= (@i + a5 0y + 0l 1+ ) (M)
= (537 + 850 s, + 55 (2)

(@ r (2 -
(5”257 53) (M, )7 + (2, ) (M)
= (xgl) +x§1),x§2) + %(12)7@ + m)(MPJ_)T
= (s + 5%, s8] +55)) (3)
Actually, through (2) P; gets shares for (xgl) +xél), xgz) +x(22)) and through (3)

P; gets shares for (xgl) + xil),x:(E) + xf)). In order to guarantee security, we



need to multi-secret share (z; M a:él), :zzg ) (2)) each player must reshare his
present shares gre(nsely, by the reconstruction algorithm of the LMSSS, there

exist @, ek = 1% guch that

1 1 2 2
B ) SUTNIC I DRI TR o e LR
Jj=1k=1 j=1k=1

So each player P; reshares (Zk 1 ajk(slk + S(ij)) Zk 1 Jk(sgjk) + sfljk))) through

(Zk 1 a]k(slk)Jrsé]k)) Zk ) jk(sgk +5(J)) p;')MT and sends each of other play-
ers a share. Finally P; adds up all his shares obtained from the resharing, i.e.,

Z Zazk 311c Zb 331<: ) E)/)(MPJ')T
k=1

i=1 k=1

n d; ) n
Zzazk +82k 7Zszk sgk 54(1113)7ZE/)(MP)
i=1 k=1 i=1 k=1 1=1

1 1 2 2
= (@ + 2", 2f? + 22, M)

HM:

which is actually P;’s share for (z; M4 xél), xéz) 512)).

Note that if we are to compute (z; My (1) x?) + x§2)) at this step, the
equality (2) is enough and we do not need resharing any more. Although we
only discuss adding up two items here, we can add up more items once in the
same way. Furthermore, it is trivial to deal with multiplications with constants
in /IC, since the constant is public.

Case 2: (X, x). Suppose we are to compute (g1 = z1x2,g2 = X324). Since
MK, M, 1) is assumed to be multiplicative, there exist recombination vectors
= n 2
7, t € K =19  such that

Vel =< 7 (@, P M7 o (28,23 )M >, (5)

:cgz)xf) =<1, (m(l) :cgz),/?)M (:z:fL ),xf),p—))MT > (6)

P; computes (xg ),x(lz),/Tl))(ij) (xg),xé ),pg)(ij)T = (ozjl,...,ozjdjz) €
K% and (xg ),x:(f),pg)(ij)T (91751 ),xflz),p4)(ij)T = (Bj1s -y jdjz) e K9
From (5) and (6) we have

2 2
d; n d;

n
Y= erjkajkv Z3 )%(12 ZZ tikBjk- (7)
J=1 k=1

j=1k=1



d? d? 42 42
Pj reshares (3,7 1m0k, Yy tieBik) by QO iy TikCiks Dok tikBjks ;T)j')MT.
Finally, P; computes

d;? d;?

n i
Z(Zrikaik’Ztikﬂihm/)(MPj)T
1=1 k=1 k=1
n d2 n d2
Z Z Tik Qik s Z Z tikBik, Z pz MPJ

=1 k=1 i=1 k=1
n

(xu)xg ,x32) @) ’Z ) (Mp. )",

i=1

which is P;’s share for (m(l)xé ), mgf)x@))

Case 3: (+,\) or (\,+). Suppose we are to compute (91 = x1 + 22,92 = x3).

Similar to (4), we have xgz) = Z] 1 Zk 1 k33k So each player P; reshares

d; d;
(0 agn(st) + s50), S0 bjpsl)) through

dj
(Zajk ngk) (j) ijks:(sjk)vpa
k=1

and finally computes

Z Zazk 51 +52k szk53k>f’z )(Mp,)" = (x (1)+$é1)a35:(),2)7 pi')(Mp,)",
k=1

i=1 k=1 i=1

which is P;’s share for (z; M4 a?gl), l’:(f)).
Case 4: (x,\) or (\, ) It is similar to the above cases and details are omitted
here.

OUTPUTTING. At the end of computing phase, we can see the final value
(f1 (xgl), ...,x%l)),fQ(a:?), . :z:g))) is multi-secret shared by using M. If every
player is allowed to get the value, in the last phase P; publics his share for
(fl(xgl), ...,:c&l)), f2($§2), a?g))) where 1 < i < n, then every player can com-
pute (f1 (mgl), (1)), fa(xy (2) (2))) by the reconstruction algorithm

If fi (x§1)7.. 511)) is requlred to be held only by P; and fg(.’L‘l ,...,xg))
is to be held only by P, all shares cannot be simply transmitted to P; and

Ps. Because by doing so, Py, resp. P> will also know f (:c(12),.. 93512)), resp.

fl(acgl), . (1)) Fortunately, by the reconstruction algorithm, f; (xgl), ey (1))

and fo (1;52), . (2)) are linear combinations of the shares that all players finally
hold, so they can be computed through a simple MPC protocol [9] as follows,
while keeping the privacy of the shares thus guaranteeing security for parallel
MPC.

Since (fl(xl e ) fg(.’l}l ,...,ng))) is multi-secret shared through M,
suppose P;’s share for 1t is (Si1,+ 4 8id;) € K% where 1 < ¢ < n. Similar to the



equality (4), we have that

n d; d;

AV, 2D) = =3 awsin, folay”s o xl) zn:zbiksik ~

i=1 k=1 i=1 k=1

In order to securely compute fl(ﬂ;‘gl), e x%”) such that only P; learns the value
and other players get nothing new, we need a simple MPC protocol. Precisely,
for 1 < ¢ < n, P; randomly selects 1,752, - ,7j(n—1) € K and sets 1y, =
Ei;l QikSik — Z;:ll ri;. Then P; secretly transmits r;; to P;, 1 < j <n,j #1i.
After that P; locally computes \; = 2?21 r;; and transmits r; to Py where
1 < j < n. The process can be displayed as follows.

P . P,
. dy dy n
Py Zkzl Q1kS16 — T11 e Tin Zkzl A1kS1k = ijl T1j
. dz dz n
P Zkzl a2k S2k — T21 ce Ton Zkzl A2k S2k = ijl T25
P - dn dn _ n
n Zkzl ApkSnk — Tn1 ce Tnn Zkzl ApkSnk = Zj:l Tnj

A= Z?:l Til o Ap = Z:‘L:l Tin
(8)

Finally, P, computes

n n o n n o n n d;
1
YIETED 5 BTN 3 S 5 Y TRCRNLY
j=1 j=11i=1 i=1 j=1 i=1 k=1
Similarly, fo (mgz) 512)) can be securely computed and only P, gets the final

value.

3.3 Comparing with the “Direct Sum” Method

Since the “direct sum” method (in Section 3.1) is a natural way to realize secure
parallel multi-party computation, we compare our protocol (in Section 3.2) with
it. As to the security issue, note that in our protocol all inputs and outputs for
every step is multi-secret shared during the protocol. For any B € A;, N---NA4;,,
it follows that {S%,..., 8%} C {S,...,S™}\ {S* | B € AS;,1 <i < m}. By
the security requirement of the LMSSS, players in B get no information about

{S% ..., S%} from the shares they hold, that is, the intermediate communication
data held by players in B tells nothing about other players’ inputs for functions
firs - fi,- So an adversary corrupting players in B gets no information about

other players’ (players out of B) inputs for functions f;,, ..., fi, , except what can
be implied from the inputs and outputs held by players in B. Hence our protocol
and the “direct sum” method are of the same security.

The communication complexity is an important criterion to evaluate a pro-
tocol. By using a “ non-direct sum” LMSSS, our protocol may need less com-
munication than the “direct sum” method, and this advantage becomes more



evident when computing more complicated functions, i.e., the functions essen-
tially contain more variables and more multiplications. In the next section, we
show the advantage of communication complexity through a specific example.

4 Example

Suppose that P = {Py, Py, P3, Py, Ps} is the set of players and |K| > 5. Let
ASi ={ACP||Al >2and {P,P2} NA+# @} and AS; = {AC P ||4] >
2 and {Py, Ps} N A # @} be two access structures over P. The corresponding
minimum access structures are as follows:

(AS1)m = {Pr, P2}, {1, P}, {1, Pa} AP, Ps b {Po, s} AP, Pab { P2, P}

(AS2)m = {{Ps, Ps},{P1, Ps},{ P2, Ps},{P3, Py}, {P1, Ps},{P2, Ps},{P3, P5}} .

Obviously, the two corresponding adversary structures A; = 2P\ AS; and Ay =
2P\ AS, are both Q2. The players are to securely compute multi-functions
f1 = x1 + zaxws, fo = 129 against an (A;, Ag)-adversary. For 1 < i < 5, player
P; has private input (xl(-l), x?)).

By the “direct sum” method, we need to design for f; a MPC protocol against
an A;-adversary where 1 < ¢ < 2. From [3] we know that the key step is to devise

LSSS with respect to AS7 and AS,, respectively. let

11 01
21 01

My=|o01]|, My=]o1],
01 11
01 21

and ¥1,19 : {1,2,--- 5} — P be defined as 11 (i) = ¥2(i) = P; for 1 <7 < 5. It
is easy to verify that M, (K, M;, 1;) is a multiplicative MSP computing fas, with
respect to (1,0) € K2 where 1 < i < 2. Then the MPC protocol follows. Note
that the MPC protocol for computing a single function also has input sharing
phase, computing phase and outputting phase.

By the protocol in Sec3.2, first we need to design a LMSSS with respect to the
101 1
00
00
20
multi-access structure AS7, ASs. Let M = | 00
001
01-2-1
00 2 1
01-1-1
P be defined as (1) = ¥(2) = Py, $(3) = ¥(4) = Po, $(5) = Py, (6) =
W(7) = Py, ¥(8) = (9) = Ps. It can be verified that M(K, M, ) is a MSP

= =0 O

and ¢ : {1,2,...,9} —

O == = =




computing fas, and fag, with respect to the target vectors €1, €, and later we
are to verify that M(K, M, ) is multiplicative.

INPUT SHARING. First for 1 <i < 3, P, multi-secret share hlS private input
(x(l) (2)) by randomly choosing «;, §; € K and sending (z; (1) 42 az, Bi)(Mp;)"

to player P;, where 1 < j < n. The following table shows the shares each player
holds for (x( ) z? )) after the phase.

(a1, 2}?) (a3, 2”) (a5, 25”)
Al 2P+ +8, B 23 + s+ B, B (1) +az+ 83, B3
P pi, 220"+ a1+ Ga, 205 + s+ s 53, 2$g) +asz + 33
P ai + fy az + B2 az + B3
Py o, x?) — 201 — B o, ng) —2a9 — (s as, ng) —2a3 — O3
Ps|2a; + i, !ESQ) — a1 — f1]2a2 + B, 3322) — g — (32203 + B3, CU;(>,2) —az— [

Denote (z{", 2%, om@)MT = (s, 5% 50,53 sy sty sty 5 s13), that
is, P; holds s(i) for( i )Where1§k§d1,1§j§5.

It can be verified that

x§1) ((1)+a1+61) (a1+p51), 5552) (a1 +p1)+aq +(x; @) —201—1). (9)

2Vl = —(@) + an + Ba) (@S + ag + B3) +

%(2905 )+ + ﬁ2)(233§1) + a3+ B3) + 1(042 + B2) (a3 + B3) ,(10)

2

$§2)$52) = (a1 + B1)(a2 + f2) — arag + (23 @) 20, — ﬁl)(xéz) — 203 — ) +

(a1 + B1) (25 — as — Ba) + (27 — a1 — 1) (202 + fa). (11)

The equality (9) gives the reconstruction algorithms for {P;, Ps3} to recover :c( )

(2)

and for {Ps, Py} to recover x;"’, so as in the equality (4), we can set

= (1,0,0,0,—1,0,0,0,0), b =(0,0,0,0,1,1,1,0,0).

The equalities (10) and (11) show the MSP M (K, M, ) is multiplicative. Pre-
cisely, if we have

(@, 2, a1, B)MT 0 (28,28, a2, B) M

1) (1) (1) (1) (1) (1) (1) (1) (2) (2) (2) (2) (2) (2) (2) (2) (3) (3
(Sgl)sgl) 851)852),8§2)8é1) 552)552),3&)3&1) 851)852),8§2)8é1) 552)552),3&)3&1)

) @) @)@ @@ @M@ BB (B (B (B) (5 (B) (5
3(1)5é1)a5§1)5é2) 3&2)5é1) 552)852)’Sgl)sél)’sgl)sé;’8§2)Sél)’852)55 ))

then as in the equality (7) the recombination vectors are as follows:

11
?: (_17010707()’07075757070705070707070)7



7 =(0,0,0,0,0,0,0,0,1,—1,0,0,1,0,1,1,0) .

We transmit 22log || bits of information in this phase. For simplicity, the
functions computed in this example involve a few variables. If all variables are
involved in each function, i.e., variables x1,..., x5 all appear in each function,
then we need to transmit 36log |K| bits in the input sharing phase, while by the
“direct sum” method 401log |K| bits need to be transmitted in this phase.

CoMPUTING. This phase consists of two steps.
Step 1: (%, x). The output of this step is to be the multi-secret shared

(xél)xél),x?) 52)). From (10) and (11), we can see that in the recombination

vector T only_)Pl,Pg and P3; has nonzero coefficients, and in the recombi-
nation vector t only P, P, and Ps has nonzero coefficients, so P; reshares

(ur,v1) = (— (25 Mty +ﬁ2)(x3 )+a3+ﬁ3) 0), P, reshares (uz,vs) = (%(23:&” +
s —I—Bg)(ng )y as + 03),0), P3 reshares (ug, vs) = ( (ag —1—52)(043 —1—63), (a1 +
B1)(aa+52)), Py reshares (uq,vq4) = (0, —alag—i—(xg 2@1 ﬁl)( —2a5—[32))
and Ps reshares (us, vs) = (0, (2a1+ﬂ1)(xg )—ag —[a)+ (ml )—al—ﬁl)@ag—i—ﬁg))

After resharing, as shares of (u;,v;), Py gets u;+af+ 5], Bi; P2 gets 8, 2u;+
o+ Bl; Ps gets o+ B}; Py gets o, v; —2a),— 0 and Ps gets 2o+ 03, v, —a} — 0.,
where 1 < ¢ < 5. Finally

P, computes Zle(ui +a+ ) = xgl) My ZZ 1(af+ 6L, and Zle 8L

P, computes Y7, 3, and 327 (2u; +af + ) = 20y + 370 (af + 87);

P3 computes Y_, () + 3);

P, computes E?:l af, and Zle(vi —2a— ) = x(Q)ng) — 2521(2042 +08);

Ps computes Y77_, (20} + ), and Y7, (v — o = 5)) = a1l = S0 (af +

B7)-
It can be verified that they are the shares for (xgl)xg ), xf) (2 ))

1) () (2
My gt ) S50 ol S, B0
Step 2: (+,\). The output of this step is to be multi-secret shared (zgl) +

xé )mé ), x?)mg)). Since (z (1);10:())1), x§2) (2)) is multi-secret shared after Step 1 and

(xgl), x?)) is multi-secret shared in the Input Sharing phase, then each player
adds his shares for (z gl)xél), xgz) (2)) to his shares for (xg ), x(12)) By the linear
combinations given in (9), Py reshares (p1,q1) = ((z; O a1+ B1) + x( )x(l)

-1 (af+;),0), Py reshares (113#13) (—(ar+B1) = 20, (e +87), Yo7 (o) +
3)) and Py reshares (ps, qs) = (0, 320 e P Zi:1(2ai—|— 3)). Finally,

Py computes . (pi+af +3) =z >+x§” "+ 3 (@) +8/), and

generated from

i=1,3,4 i=1,3,4
>
i=1,3,4
P, computes Z B!, and Z @p; + ol +8)) = 2" + 2Py +
i=1,3,4 i=1,3,4

> (o +8));

i=1,3,4



P3 computes Z (af + B);

i=1,3,4
Py computes Z o, and Z —20/ ") = 2Pl _ (2074 5):
i=1,3,4 i=1,3,4 i=1,3,4
P5 computes Z (2« + BY), and Z of — B = 2) (2)
i=1,3,4 i=1,3,4

Y (@ +p)).

i=1,3,4

It can be verified that they are the shares for (a:g ) +m(1) g ), $§2) (2 )) generated

from M(acg Lt x; : :E}l)v g L2 2, Dim134 % 20— 3487

In each step dealing with multiplications, our protocol transmits at most
36log |K| bits of information. By the “direct sum” method, each time we do
a multiplication it need to transmit 28log || bits. Assume that f; contains p
multiplications and f> contains ¢ multiplications, where p < ¢. Then our protocol
need transmit 36¢log |KC| bits to complete all multiplications, while the “direct
sum” method transmits 20(p + ¢) log |K| bits. If p = ¢, we see that our protocol
transmits 4p log | K| bits less than the “direct sum” method.

In the last step of this phase, that is, when we do additions, from the recon-
struction algorithm given by (9) only Py, P; and Py need to reshare their shares.
But by the “direct sum” method, no resharing is needed when doing additions.
So our protocol transmits at most 22log |K| bits more than the “direct sum”
method when dealing with additions. However, when both functions essentially
contain large numbers of multiplications, our protocol has great advantage in
communication complexity.

OUTPUTTING. Assume that all players are allowed to get the final value of

both functions. Then every player publics his share for (xgl) + xél)xgl) , x@xéz))
(1)
_l’_

and can compute the final value by the reconstruction algorithms. If xz;
xél)xél) is assumed to be held by P; and x?)xgz) is assumed to be held by P,
then our protocol transmits at most 20 log |K| bits more than the “direct sum”
method according to (8). Fortunately, this disadvantage is fixed, that is, it does
not depend on the functions we compute.

As a whole, our protocol needs less communication than the “direct sum”

method when computing complicated functions.
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Appendix: Construct Multiplicative MSP

Let M (K, M, ) be a MSP computing fas, and fas, with respect to {e7, € }.

For simplicity, we use ey, resp. s, to denote vectors with the form (1,0,--- ,0),
resp. (0,1,0,--,0), without distinguishing the dimensions, and the dimension

can be determined from context. From [5] we can assume that the columns of M
are linear independent and so d > I. Compute w7, ws be such that wi M = e;
and wsM = es, and compute v7, ..., 0q—; as a basis of the solution space to the
linear functions ¥ M = 0. Then construct a matrix

mll DR DR mll
M =1y may ’
— — —
wi” DIAEEER T
— — —
wa U1 Vd—1
miy - My
where Do = M, and the blanks in M denote zero elements. So M
mqy + -+ M

is a 3d x (2d — 1) matrix over K. Define a function ¢ : {1,...,3d} = {1,...,n} as
follows: For 1 < k < d, (k) = (k); For d < k < 2d, ¥(k) = ¥(k — d); For

2d < k < 3d, &(k) = 1 (k — 2d). Therefore we get a MSP M (K, M, 7;)

Proposition 2. The monotone span program M(K, M7 {/;) constructed above is
a multiplicative MSP computing Boolean functions fas, and fas, with respect
to target vectors {ej, ez }.



Proof: Let My, resp. M3 be the matriz composed of rows from the (d + 1)
th to the 2d th row of M, resp. from the (2d 4+ 1) th to the 3d th row of M.
MO
Then My and My are two d x (2d — 1) matrices, and M= M7 |, where MO
M*
denotes the d x (2d — 1) matriz generated by adding 2(d — 1) a?l zero columns
to the right of the original d x | matriz M. Let AST = {B C P | B ¢ AS;}
and AS; = {B C P | B ¢ AS>}. From [5], the MSP M3 (K, M;,v), resp.
MS(IC, M )) computes the Boolean function fas:, resp. fas; with respect to
the target vector 61, resp. 62
In order to prove that M(IC M w) computes Boolean functions fas, and
fas, with respect to target vectors {ef, €3 }, we need to prove: (1) e; € spcm{MA}
iff A€ ASy; (2) e € span{MA} iff Ae ASs; (3) If A ¢ AS; U ASs, then M

MA N
rejects A with respect to {e],es}, ie. Rank | & | = Rank My +2 .

-

€2

(1)Suppose that A € ASy. Because M(KC, M, ) computes fas, with respect
to e, e1 € span{(MO0)a} C span{MA}. On the other hand, suppose that e] €
span{MA}. Ife7 € span{(MO0) 4}, then A € AS; because M computes fag, with
respect to ey. Otherwise (Mj)a or (M3)a must contribute to the generation of
e1. If (M) 4 contributes, it is easy to see that its contribution must be span{e; }.
So &1 € span{(M;)a}. Because M (K, M, 1) computes the Boolean function
fasy with respect to the target vector ei, €1 € span{(M;)a} implies that A €
AS}. By the assumption Ay = 28 — AS) is Q2, AST C AS, and then A € AS;.
Similarly, if (M3)a contributes, its contribution must be span{es}. So e3 €
span{(M3)a}, and thus A € ASs. Because M(KC, M, 1) computes fas, with
respect to €5, then es € span{Ma}. As a result, the contribution of (M3)a is
included in that of (MO0)4. Thus we can disregard (Mg) s when generating e7,
and we have proved that €; € span{(MO0) 4, (M3)a} implies A € AS;.

(2)By the discussion similar to (1), e € span{MA} iff A e ASy;

(8)Suppose that A & AS1 U ASs. It follows that

span{(MO0), €1, e} N span{(M;)a} = span{(MO0) 4, e1,es} N span{(M3)a}

= span{(My)a} N span{(Mz)a} =0 (12)
So
My (MO)
Rank | e | = Rank e + Rank (M) + Rank (M3)a (13)
e e
— Rank (MO)a + 2 + Rank (M) + Rank (M) (14)
= Rank My + 2, (15)

where the equality (13) and (15) come from the equality (12), and the equal-
ity (14) comes from the fact that M computes fas, and fas, with respect to

{1 ez}



Then we prove that M(IC, ]Tj, 12) is multiplicative. For any s1,s, € S1, s9,sh €
S2, and p, p’ € K272, denote

(817827?)MT = (317527?>((M0>T7 (M7)7, (M3)7) = (7575@)) )
where W = (s1,82, p)(M0)™ € K¢, ¥ = (51,80, p)(MF)" € K? and w =

(1,82, p)(M3)™ € K%. Then using the operation notations in Section 3.1, we
have the following:

51
<U, V' >=UV" = (51,82, p)MTM; | s
—=IT
p
10---0 /
000 sh
:(513527/)) PP . 8/2 :‘915/17
Do T
00---0
81
<W,w >=UW" = (51,82, p)MTM; | s
—IT
p
000---0
010---0 s,
:(51a527?) 000---0 3/2 2825/2.
A T
000---0

Hence MV(IC, M, ’(Z) is multiplicative.



