TECHNISCHE
UNIVERSITAT

Salvaging Indifferentiability in a DARMSTADT
Multi-stage Setting

0 ﬁom w1011 Cryptoplexity
Cryptography & Complexity Theory
Technische Universitat Darmstadt

www.cryptoplexity.de

EUROCRYPT 2014, May 15%

Arno Mittelbach




OF)'imq\ ?ou;’e
o0







4 TECHNISCHE
UNIVERSITAT
DARMSTADT

oiott Cryptoplexity
i mr e




The Random Orocld
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The Real World
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(Iterative) Hash Function Design
[Merkle-Damgard]

H":{0,1}* — {0,1}"

h:{0,1}* x {0,1}* — {0,1}*

~ Message: M Compression Function h
N
= E= Iy =
( ?ml ?m2 ( ?m?) ( ?mn
h
Iy - i h xdh offe o:nhq/-» H"(M)




C )
_n'se 'Romclom OI"QC\G
The Random Oracle

Q“OOOS 5ou )’O

re)o\ace a“ \'\o‘s\\
]Ounc)'ions wiH\in
your Proo{) wiH\ o

_n'\e ?omclom Or‘qc\e COmF\€)’€\3 romclom

Emc;'ion :

’P\Q H\is : rcl )‘o 1n H\e req\ ooor\cl
) & | hi
use o crypto ra)o ic

523’ an easier FrooP

\\o\s}\ construcTrion.

3 5/ & o




Problem
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How to gain more confidence in our scheme?
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Minimizing Assumptions

Proof in the Random Oracle Model Proof in the Real World
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Minimizing Assumptions

Proof in the Random Oracle Model Proof in something closer to Real World
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Goal

*Prove that domain extension (i.e. iteration scheme)
cannot be attacked.

Assumption: Transformation Assumption:
Random Oracle Ideal Compression Function
R:{0,1}* — {0,1}"

h:{0,1}4 x {0,1}* — {0,1}*
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Indifferentiability
[MRHO4, CDMPO05]

h:{0,1} x {0,1}* — {0,1}*
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Indifferentiability
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Indifferentiability

»Reduce security of scheme G using indifferentiable
hash construction H (with ideal compression
function h) to scheme G using random oracle R.

Indifferentiable
Hash Constructions
 Chop-MD

« HMAC
« NMAC
 Prefix-Free MD
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Enter: EUROCRYPT 2011
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Indifferentiability: Not in Multi-Stage Settings
[RSS11]

Indifferentiability only works in Single-Stage Settings.

Restricted
Communication
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Indifferentiability: Not in Multi-Stage Settings
[RSS11]

Indifferentiability only works in Single-Stage Settings.
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The Problem in a Nutshell

A Chop-MD |
=

W?lh @h @h ooo%hfiéz

_ 1

[CDMPO5] Chop-MD is indifferentiable
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The Problem in a Nutshell

Setting: Choose messages M7, M> uniformly at random
Task: Jointly compute hash value of M ||Ms
Restriction: © < M,
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The Problem in a Nutshell

Setting: Choose messages M7, M> uniformly at random
Task: Jointly compute -hash-vakae of M || M,

Restriction: z < M; Random Oracle value

Probability of A, querying random oracle on
M;||M, is negligible.
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x « MD"(My,IV)

Stage 2 |
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,Plain”
Indifferentiability is
not sufficient to
achieve composition
INn multi-stage

Settings. [RSS11]
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Can we
strengthen

iIndifferentiability
?




Yes, but ...

» Impossible for domain extenders (iterated hash

constructions) [DGHM13,LAMP12,BBM13]
* Even single-reset is impossible [BBM13]
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[This Paper]

N

* Formalize iterated hash constructions
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 Formalize Problem

» Formalize joint property on game and
hash constructions
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* Prove Composition

» Prove Property for interesting games
and hash constructions.
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 Formalize iterated hash constructions ]

Message: M

: Chop-MD
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lterative Hash Functions
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The output of h is input to next h
The final output is the output of h plus a
simple transformation.

 ldentity

* Projection
Constants can be used
Given M -> one can build an execution graph
Given a graph -> one can extract M
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The Problem in Multi-stage Settings

v * Formalize Problem
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Formalize Bad Event
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Formalize Bad Event

Fixing r induces a sequence
of h-queries by adversaries.
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Formalize Bad Event

4 N

Bad result: (m*,x*) is a bad result query, if




» Formalize joint property on game and
hash constructions

Unsplittability

A game G is UNSPLITTABLE for a hash construction H", if for every
adversary there exists a simulator (an adapted adversary), such that

Q

And during the execution of | H”




* Prove Composition ]

Composition

 If game is UNSPLITTABLE for hash construction, then
a random oracle can be replaced by that hash
construction.

There exists a simulator S7, Ss such that




Composition

o If H" is indifferentiable from a random oracle R there exists
a simulator S for single stage settings

e FFrom S build a canonical simulator S*

non result queries — random

result queries — consistent with random oracle

e Derandomize S* using the random oracle [BG81]
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Proof of Storage

* Prove Property for interesting games
and hash constructions.

\f

*RSS11 give proof-of-storage game as counter-
example to general applicablility of indifferentiability

=[this paper]: proof-of-storage is UNSPLITTABLE for
any multi-round hash construction.




Three Two-stage Security Games

» Prove Property for interesting games

CDA

b {0,1)
(pk, sk) < kgen(17)

and hash constructions.

|

MLE

PP
b+ {0,1}

UCE

b+ {0,1}; hk < kgen(1?)

I SHASH(lz\)

v « D(1*, hk, L)

(m07 mj, I') < "4?(]‘)\)

(mOJm]J Z) e "4?(]‘)\)

c el (pk, mp;r)

b — AL (pk,c)

¢« EX" (Kp(my), mp)

return (b=10)

b« AM(P,c,2)

return (b=1"5")

return (b=1"V")
HASH(z)

if T[x] = L then

if b =1 then
T[x] « H"(hk,z)
else T[x] < {0,1}*

return 7[x]
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Theorem: If only last adversary gets hash keys
used by game, then the game is UNSPLITTABLE
for key-prefixed hash constructions.
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sSummary

»Unsplittability allows to use indifferentiability in a multi-
stage setting.

" Interesting games and hash constructions can be shown to
be unsplittable.

» Study of multi-stage games provides insights into hash
function design: keyed-constructions, multi-round
*Open Problems
= Sufficient conditions for unsplittability

»|deal ciphers instead of compression functions

» Block-cipher based compression functions
» SHA-3 (Keccak)
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Indifferentiability: an Example

Z # R(MIIC)}

M + {0,1}F
st AT(M, 1)

if |st| > n then

return false
C + {0,1}°
7 +— A¥(st,O)
return (Z = R(M||C))
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