-

I technische universiteit eindhoven .(I)fl.
I y o
i =

ECD;LE POLYTECHNIQUE
FEDERALE DE LAUSANNE




D * 4 + .

2 -

collision
block 1*

identical 0112 collision
block 1

near
3 4/ collision
53 - 6/
_-7 3 collision collision
block 2 block 2*
& |
full local
collision




D

different (1.2

3 4/

% 3 - -

3

CIHV*

collision
blocks*

any IHVs

k blocks,

k-1 near
collisions

full local
collision




D,

D

* <*

collision
blocks*

standard
MD5
initial
vector

‘random’
IHV

full local
collision

full MD5
collision




9*

*

meaningful
chosen prefix*

collision
blocks*

IHV

standard
MD5
initial
vector

different
‘random’
IHVs

full local
collision

full MD5
collision




el B HOEE N CBSS DS B Bl RNEf DS N fEE I NTE N BN EE TEm serial|_“-'"_r_|l,:}er \“\
CA identity \
*p 0> 4 validity period
etc.

3
T o
u} =
v B -+
E-_E owner identity =
D
"5$ (D - | 5 | /
& > > 3 > g RSA pUbIIC key —T
3 ' 2 modulus part1 ~ | | collision
_ 2 R
P10 = byl by o exponent S
— e m
P2 Qx = byl by 23S
extensions F3
key usage c
etc. —

\
1

5 CA signature




D) 4

*

* |
"9

"5% D (D -

identical
O 4
*+ > 4

A +%

/

Colliding X.509 certificates with identical identities

“Marc Stevens”

'-culiiijsintri-ﬁ:blueks_.

remainder
of RSA
public key

Certification
Authority
signature

collision blocks*

A

hide in
RSA
modulus

identical
signatures




) 4 ”

* |
"9

- >/
different

o* 3
- *

Il+* 4

Colliding X.509 certificates with different identities

“Marc Stevens”

collision blocks*

hide in

RSA
modulus
remainder
of RSA
public key
Certification identical
Authority signatures
signature




— 3 *,

PSS AN BN BN B | | Il EET N fEEIfIETE TSN S 0 DS B EE EERTE ) AR N NN DN BT AN

*3




=B C(Word.exeD

(Word.exeD
= (Worse.exel 3
= &*+
(Word.exel

C(Worse.exel

x*

x

C(Worse.exel



D 4 4 4 *

A 3% > 5 45 1/

= & %> 3
= * *3 C - - D

: C D (1 D C 1 D
= 33 3 / * *3
= 3 : *3

C1 - - D
= 4 * +

> + -

4 - <*

10



Nostradamus attack
(Kelsey-Kohno)

“Spain nor
Holland will win”

padding blocks

collision blocks***

hide ‘random’

blocks e.g. in
bitmap image

publish in newspaper
before the match




12



> . - 7 <z,

Sl B ETEE N CESN DN B O RN N fFEEfI TS PN NN DD EE O I I O S IR

e 3 x

I
+
+

1
W
)(.

A * 01.2F01.26 4

[
A
V
~~

*

- > A

1
W

13



D
D <*

012 012,

14



15

=)
=)

= A

A

A

* 012H1.26
A

34 *

13 + >

+
4012126

FH—+ FH=* FH-*1

+

3

x



1 : * ,

6+ + 4 *
= 012 3/ FFF!
= 3 4f -- 3
= ( 4 + -+
— 3 * + >
+ +4
x* x* 3 x*

16



meaningful prefix*

* different

e WOEE CNC GENE N ENEE B PEE RE BN 1N ‘random’ IHVs

(meaningful) prefix*

96-bit birthday
block*

3 -
>

near collision
k x 3-bit
difference

collision block 1* l
near collision
@ (k-1) X 3-bit
differ:ence

near collision
1 x 3-bit
difference

6H>G 1- +

collision block k*

full local
collision

17




o= 3

I 1l
|
+

AN
(-
|
+

11 .\)
W
)(.




3 F >

MD5 ( "t 5%

30820511A0030201020204010C0001300D06092A864886F70D010104 303D311A3018060355040313114861736820436F6C6C6973696F6E20434131123010
0603550407130945696E64686F76656E310B3009060355040613044F4C301E170D3036303130313030303030315A170D3037313233313233353935395A305431
1930170603550403131041726A656E204B2E204C656E7374726l3l163014060355040A130D436F6C6C6973696F6E61697273311230100603550407130945696E“r,ﬁ-
64686F76656E310B3009060355040613024E4C30820422300D06092A864886F70D01010105000382040F003082040A0282040100EE73E7D6B3B34FBAA1393D02
A47425818DC84F86736E907228BBE8770203858D8CF1837AFF5E6C2213036AF3D95C77E9C2237D608CC4A9FBI97308BBF9828612F1599E2615BCCDEDAS930532F
B3DD117278E494401433630E7461C1DCO9B801B2ES552015A513FF7AE7973EF44B8352E4E04979B31EB600654D51F4A381CEBE3FOBD099D130D1456FABEO4A3E9S
85C8C4FB297B86B57752CD6419809FE37E6286F07732D1EO69A5B4E56670B8BBBAESC211742A131D05711CF1FE32AF933F1EEF224762E3AADAC17C40E448CA41
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