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The design of public key cryptography hardware is an active area of re-
search because the speed of cryptographical schemes is a serious bottleneck
in many applications. A cheap and flexible modular exponentiation hard-
ware accelerator can be achieved using Field Programmable Gate Arrays
(FPGA). FPGA design presented in this paper is based on a Montgomery
multiplication (MM) [1], and uses a high-to-low binary method of exponen-
tiation. Several algorithms suitable for hardware implementation of MM are
known. In this paper, as a starting point we use the algorithm described
and analysed in [5].

With hand–crafted optimisation we managed to embed a modular ex-
ponentiation of 132-bit long integers into one Xilinx XC6000 chip, which is
to our knowledge one of the best fine-grained FPGA designs for a modular
exponentiation reported so far. 3,000 out of 4,096 gates are used for compu-
tations and registers, providing 75% density. Our hardware implementation
relies on configurability of FPGAs, but does not use run-time reprogramma-
bility or/and SRAM memory. This makes our design simpler and easy to
implement. The price to pay is that more FPGA chips are needed to im-
plement RSA with longer keys. 4 Kgates (one XC6000 chip) is required
for modular exponentiation of 132-bit long integers. 512-bit keys need four
XC6000 chips connected in a pipeline fashion, or 16 Kgates. Taking into
account the total running time, we can estimate the bit rate for a clock fre-
quency of 25 MHz being approximately 800 Kb/sec for 512 bit keys, which
is comparable with the rate reported in a fundamental paper of Shand and
Vuillemin [3], and an order of magnitude better than that one in [2]. Full
description of the FPGA design can be found in [4].
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