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Security definition: Computational Indistinguishability

E PRF: ∀ efficient D :

∆D(EK ,R) =
∣∣∣Pr[D(EK ) = 1]− Pr[D(R) = 1]

∣∣∣ = negl

E PRP: ∀ efficient D :

∆D(EK ,P) =
∣∣∣Pr[D(EK ) = 1]− Pr[D(P) = 1]

∣∣∣ = negl

E ↔PRP: ∀ efficient D :

∆D(〈EK 〉, 〈P〉) =
∣∣∣Pr[D(〈EK 〉) = 1]− Pr[D(〈P〉) = 1]

∣∣∣ = negl
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Example. B unbiased random bit
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I B = 1 =⇒ F := R URF
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m∏

i=1

Guesst′,q′(Bi |Fi)+γ,
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γ2 ) and q′ = O( q

γ2 ).
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Security Amplification for All Neutralizing Constructions

First Product Theorem

Given: C(·) neutralizing for F and cc-stateless I1, . . . , Im

Then: ∀ cc-stateless F1, . . . ,Fm ∈ F and ∀ γ > 0

∆t,q(C(F1, . . . ,Fm),C(I1, . . . , Im))

≤ 2m−1
m∏

i=1

∆t′,q′(Fi , Ii) + γ,

with t ′ = O( t
γ2 ) and q′ = O( q

γ2 ).

< 1
2

Remarks

I Security amplification for all combiners!

I Matches tight IT-bounds [MPR07]
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Example – Cascade of PRPs

Q1, . . . ,Qm: permutations D → D (e.g. EK )

two-sided

Q1

P

URP

Q2

P
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Qm

P

URP

≡ P

URP

∆t,q(Q1 B · · ·B Qm,P) ≤ 2m−1 ·
m∏

i=1

∆t′,q′(Qi ,P) + γ

ε-PRP =⇒ (2m−1εm + negl)-PRP
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Examples — Sum of PRFs

F1, . . . ,Fm: functions D → R (e.g. EK )
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∀ quasi-group operation ?

∆t,q(F1 · · ·Fm,R) ≤ 2m−1 ·
m∏

i=1

∆t′,q′(Fi ,R) + γ

ε-PRF =⇒ (2m−1εm + negl)-PRF

Improves bounds of [DIJK09]
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Example — Randomized Cascade of ↔PRPs

〈Q1〉, . . . , 〈Qm〉: two-sided permutations D → D (e.g. 〈EK 〉)

Kin

〈Q1〉 〈Q2〉 〈Qm〉

Kout

η(q, `) := q2`2

|D|

∆t,q(〈Q1〉B · · ·B〈Qm〉, 〈P〉) ≤
m∏

i=1

∆t′,q′(〈Qi〉, 〈P〉)+
mq2

|D|γ4
+γ

ε-↔PRP =⇒ (εm + negl)-↔PRP

Further Applications:

I Strong security amplification of
PRFs [M03]

I Strong security amplification for
XOR of random-input PRFs
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Concluding Remarks

General Framework

I Improves all existing computational
indistinguishability amplification results

I First standard-model analysis of cascaded
encryption

I Strong security amplification for PRPs

Open Problems

I Further applications

I Specialized product theorems



The End

Thank you!

Full Version: e-print 2009/396
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