TEPLA:
New C Library for
Pairing-based Cryptosystems
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Pairing-based Cryptosystems using

nT pairing over GF(37)

are broken.
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TEPLA

University of Tsukuba Elliptic
Curve and Pairing Library



TEPLA: Overview

* C Library
* Open Source
— under BSD License

» Can be used in various platforms
— Windows (Visual C++, MinGW)

— Linux (gcc) P

—~Mac OS X (gce) =7 -
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TEPLA: Functions

* Finite Field Arithmetic with
254-bit prime number:

—addition, subtraction,
multiplication, inversion, square,
square root, exponentiation,
frobenius map, random element
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TEPLA: Functions

« Elliptic Curve Arithmetic
on BN (Barreto-Naehrig)
Curve:

—addition, scalar multiplication,
frobenius map, random point,
map to point (mapping “ID”
data to a point over the curve)
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TEPLA: Functions

- Pairing Arithmetic using
Optimal Ate Pairing
over BN Curve

parameter t = 263 — 254 4 244
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Performance of TEPLA: Pairing
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Performance of TEPLA: Scalar Multiplication
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Release Date

- January 22, 2013
—C Library

—Documents: Specification, How to
install

« written in English and Japanese

http://www.cipher.risk.tsukuba.ac.jp/tepla/
b DL
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