
Proxy Re-Encryption from
Learning with Errors

Keita Xagawa and Keisuke Tanaka (Tokyo Tech)



Proxy Re-Encryption

Alice Proxy

Bob

Chris

skC pkC

skB pkB
CB

pkB CC
rkB→C

2



DDH and LWE

DDH LWE

Lossy TDFs PW08 PW08

KDM PKE BHHO08, 
BGK09,
BHHI09

ACPS09, 
BGK09, 
BHHI09

KLM PKE SN09 AGV09

PRE BBS98 ???
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Regev’s PKE

 KG: A←ℤq
n×m, s←ℤq

n, x←Ψα
m, p←ATs+x

 Enc(w): e←{0,1}m, u←Ae, v←pTe+w⌊q/2⌋

 Dec(u,v): d←v - uTs,

w=0 if |d|<q/4, w=1 o.w.
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Regev’s PKE

 KG: A←ℤq
n×m, s←ℤq

n, x←Ψα
m, p←ATs+x

 Enc(w): e←{0,1}m, u←Ae, v←pTe+w⌊q/2⌋

 Dec(u,v): d←v - uTs,

w=0 if |d|<q/4, w=1 o.w.

If we replace a key (AT, p) with (AT, z),

the ciphertext (u, v) contains no information of w.

OA
m→(AT, ATs+x)≈c(AT, z) ←U(ℤq

n×m×ℤq
m)

dLWEq,m,α
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1st PRE based on Regev’s PKE

 KG: A←ℤq
n×m, s←ℤq

n, x←Ψα
m, p←ATs+x

 Enc(w): e←{0,1}m, u←Ae, v←pTe+w⌊q/2⌋

 Dec(u,v): d←v - uTs,

w=0 if |d|<q/4, w=1 o.w.

 ReKey: Rij si= sj, where Rij is a GF(qn)-matrix

 ReEnc(u,v): (u’,v)←(Rij
-Tu , v)
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1st PRE based on Regev’s PKE

 KG: A←ℤq
n×m, s←ℤq

n, x←Ψα
m, p←ATs+x

 Enc(w): e←{0,1}m, u←Ae, v←pTe+w⌊q/2⌋

 Dec(u,v): d←v - uTs,

w=0 if |d|<q/4, w=1 o.w.

 ReKey: Rij si= sj, where Rij is a GF(qn)-matrix

 ReEnc(u,v): (u’,v)←(Rij
-Tu , v)

 Notes

 #1: di = v - uTsi = v - uTR-1 Rsi = v - (R-Tu)Tsj = dj

 #2: (wgk,gak)→(wgk,gbk) if you know a/b [BBS98]
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Proof Idea

dLWEq,(Q+1)m,α
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Perfect

8



Conclusion

Plaintext Params q α

1st Single/Multi - poly 1/poly

2nd Multi - QP 1/poly

3rd Multi A QP 1/QP

IBE Single A QP 1/QP

Open Problems:
IND-CCA2, IdealLWE-based, IBE w/o RO, etc
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