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Abstract. We conduct an increasing part of our daily transactions elec-
tronically and thereby we leave an eternal electronic trail of personal
data. We are almost never able to see what data about us we imprint,
where it is processed or where it is stored. Indeed, controlling the dis-
persal of our data and protecting our privacy has become virtually im-
possible.

In this talk we will investigate the extent to which tools from cryptogra-
phy and what other technical means can help us to regain control of our
data and to save our privacy. To this end, we will review the most im-
portant of the practical cryptographic mechanisms and discuss how they
could be applied. In a second part, we will report on the readiness of the
industry to indeed employ such technologies and on how governments
address the current erosion of privacy.



