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Abstract. In this work, we propose new constructions for zero
inner-product encryption (ZIPE) and non-zero inner-product encryp-
tion (NIPE) from prime-order bilinear pairings, which are both attribute
and function private in the public-key setting.

e Qur ZIPE scheme is adaptively attribute private under the standard
Matrix DDH assumption for unbounded collusions. It is additionally
computationally function private under a min-entropy variant of the
Matrix DDH assumption for predicates sampled from distributions
with super-logarithmic min-entropy. Existing (statistically) function
private ZIPE schemes due to Boneh et al. [Crypto’13, Asiacrypt’13]
necessarily require predicate distributions with significantly larger
min-entropy in the public-key setting.

e Our NIPE scheme is adaptively attribute private under the standard
Matrix DDH assumption, albeit for bounded collusions. In addition,
it achieves computational function privacy under a min-entropy vari-
ant of the Matrix DDH assumption for predicates sampled from dis-
tributions with super-logarithmic min-entropy. To the best of our
knowledge, existing NIPE schemes from bilinear pairings were nei-
ther attribute private nor function private.

Our constructions are inspired by the linear FE constructions of Agrawal
et al. [Crypto’16] and the simulation secure ZIPE of Wee [TCC’17]. In
our ZIPE scheme, we show a novel way of embedding two different hard
problem instances in a single secret key - one for unbounded collusion-
resistance and the other for function privacy. For NIPE, we introduce
new techniques for simultaneously achieving attribute and function pri-
vacy. We further show that the two constructions naturally generalize to
a wider class of predicate encryption schemes such as subspace member-
ship, subspace non-membership and hidden-vector encryption.

1 Introduction

Predicate encryption (PE) [14,5,30] is a modern public-key primitive that en-
ables fine-grained role-based access control on encrypted data, which makes it
desirable for a number of real-life applications. In a PE scheme, a single master
secret key msk is used to derive several secret keys of the form sky, where f is



a Boolean function over . A ciphertext corresponds to an attribute-message
pair (I, M) € ¥ x M, where ¥ is a pre-defined set of attributes and M is a set
of payload messages. Decryption of a ciphertext corresponding to (I, M) by sk;
reveals M if and only if f(I) = 1. Based on the security notion achieved, a PE
scheme may be classified into one or more of the categories described below.

Public Attribute PE. In a public attribute PE system, a ciphertext ct on
(I, M) leaks no information about the message M to an adversary possessing
secret-keys that do not decrypt ct (i.e., sky such that f(I) = 0). The attribute I,
on the other hand, is public. Such schemes are often nomenclatured as attribute-
based encryption (ABE). Concrete ABE schemes have been proposed for a wide
range of Boolean predicates, including equality/identity testing (IBE) [10, 24],
keyword search [9,1], Boolean formulae [29], regular languages [36], general
polynomial-size circuits [22,11,27], and even Turing machines [25].

Attribute Private PE. In an attribute private PE, the ciphertext ct leaks
no information about either the attribute I or the message M to an adversary
possessing secret-keys that do not decrypt ct. Concrete instantiations of private
attribute PE have been achieved for hidden vector encryption (HVE) [14] that
supports, in addition to equality, conjunctive, range and subset predicates, and
also for zero-inner-product encryption (ZIPE) [30,33]. ZIPE has been realized
using bilinear maps [30, 33] and also from lattice-based techniques [5, 2, 6].

In a more recent work [37], Wee demonstrated many new techniques for
achieving selectively simulation-secure attribute private PE from prime-order
bilinear groups under the standard Matrix DDH assumption. The main result
of this work is a partially hiding predicate encryption scheme for functions that
compute an arithmetic branching program on public attributes, followed by an
inner product predicate on private attributes. In the realm of lattices, Gorbunov
et al. [28] showed how to construct attribute private PE for all circuits from the
learning with errors (LWE) assumption.

Although attribute privacy has been realized for many different predicates
from bilinear pairings, it remains open to construct pairing-based attribute pri-
vate PE for certain simple predicates such as non-zero inner-product encryp-
tion (NIPE) [7] and its natural generalization to a broader class of subspace
non-membership encryption (SNME) predicates.

Function Private PE. In a function private PE, a secret-key sk; reveal no
information beyond the absolute minimum about the underlying predicate f.
Note that the notions of attribute and function privacy for a PE are mutually
exclusive in the sense that one does not necessarily imply the other. In the
setting of private-key PE, there already exist function private constructions from
pairings for predicates such as ZIPE [8,20]. In fact, using techniques introduced
by Brakerski et al. [15], any private-key PE can be made function private in a
generic manner. However, in the setting of public-key PE, formalizing a realistic
notion of function privacy is significantly more challenging [12, 13].



Consider, for example, an adversary against an IBE scheme who is given a
secret-key skjq corresponding to an identity id. As long as the adversary has some
apriori information that id belongs to a set S such that |S| is at most polynomial
in the security parameter A, it can fully recover id from skiq : it can simply resort
to encrypting a random message M under each identity in S, and decrypting
using skiq to check for a correct recovery.

Hence, in the setting of public-key PE, function privacy can only hold un-
der the minimal assumption that each predicate is sampled from a distribution
with min-entropy at least super logarithmic in the security parameter A [12, 13].
Under similar assumptions, function private public-key constructions have been
reported for IBE [12], ZIPE [3] and subspace membership encryption (SME) [13],
which is essentially a generalization of ZIPE. These works throw open several
interesting questions. We discuss them below.

1. The PE schemes proposed in [12,13] are inherently restricted to satisfying
a statistical notion of function privacy. For a vast majority of applications,
a relaxed computational notion of function privacy suffices. It is currently
open to design public-key PE schemes with function privacy in this relaxed
computational setting.

2. The function private PE schemes in [12,13] necessarily assume predicate
distributions with min-entropy k& > A (where X is the security parameter). !
This is a rather stringent assumption in the context of real-world predicates.
An interesting question is whether a public-key PE scheme can be function
private for predicate distributions with only super-logarithmic min-entropy.

There are several real-world applications that warrant the study of PE
schemes which are simultaneously attribute and function private. These include
searching on encrypted data, secure information retrieval, secure mail gateways
and payment gateways, and many others. The reader is referred to [12] for an
elaborate discussion of these applications.

1.1 Owur Contributions

We focus on the following questions discussed in the previous section:

Is it possible to design attribute private PE from bilinear maps for the non-zero
inner product functionality?

What is a meaningful definition of function privacy against resource-bounded
adversaries?

Can the min-entropy requirements on the underlying predicate distributions be
restricted to a bare minimum while defining function privacy?

! The PE schemes in [12, 13] are not function private, even in the weaker computational
setting, if the min-entropy requirements are relaxed any further.



Are there constructions for public-key PE that are provably function private, with
respect to the relazed definition, under standard computational assumptions?

In this paper, we answer these questions in the affirmative by first presenting a
relaxed definition of function privacy taking into account resource bounded ad-
versaries and restricting the min-entropy requirements of the underlying pred-
icate distributions to w(logA). We then present new pairing-based construc-
tions in the public key setting for subspace membership encryption (SME) and
subspace non-membership encryption (SNME) that generalize ZIPE and NIPE
respectively. Our constructions are adaptively attribute private and computa-
tionally function private in tandem, under variants of the well-known matrix
Diffie-Hellman (MDDH) assumption.

Our ZIPE scheme is the first to achieve computational function privacy for
predicates with super-logarithmic min-entropy. As already mentioned, existing
(statistically) function private ZIPE schemes due to Boneh et al. [13] neces-
sarily require predicate distributions with significantly larger min-entropy in
the public-key setting. Our NIPE scheme is first to achieve both attribute and
function privacy under group-theoretic assumptions, albeit in the bounded collu-
sion setting. Existing constructions for NIPE based on group-theoretic assump-
tions [7,16] were neither attribute nor function private, even in the bounded
collusion setting.

Our key technical contributions may be summarized as follows.

e Relaxing function privacy definition to account for resource-bounded ad-
versraries and underlying predicates sampled from distributions with min-
entropy k = w (log A) (A being the security parameter).

e Introduction of a min-entropy variant of MDDH assumption where the ma-
trix provided in the instance does not have the uniform distribution but
guaranteed to have w(log \) min-entropy.

e Simple and efficient constructions for ZIPE and NIPE from prime-order
asymmetric bilinear pairings, that are simultaneously attribute and function
private under the presumed hardness of matrix DDH and its min-entropy
variant, respectively, so long as the predicates are sampled from distributions
with super-logarithmic min-entropy.

e Generalizations of the aforementioned constructions to a broader class of
predicates, namely SME and SNME.

Our constructions are inspired by the linear FE constructions of Agrawal et
al. [6] and the simulation secure ZIPE of Wee [37]. In our SME (and hence ZIPE)
scheme, we show a novel way of embedding two different hard problem instances
in a single secret key - one for unbounded collusion-resistance and the other for
function privacy. With respect to SNME (and hence NIPE), we introduce new
techniques for simultaneously achieving attribute and function privacy, albeit in
the bounded collusion setting.



1.2 Overview of Results and Techniques

In this section, we briefly explain the core ideas of our attribute private and func-
tion private SME/SNME in terms of the simplest cases, namely, ZIPE/NIPE.
The security of our constructions follow from different variants of the Matrix
DDH assumption over both source groups of a bilinear pairing.

The Matrix DDH assumption in a group G of prime order ¢ given by a
generator g requires distinguishing between two distributions — (¢, g4%) and
(g™, g") — where A € ngH)Xk, r e Z’; and u € Z’;H are sampled uniformly
and independently from their respective domains (here & > 1 and it is assumed
that A has full rank with overwhelming probability). For the function privacy
proofs we rely on a special form of the MDDH assumption parameterized by
(m,n) — an instance (with respect to a group G = (g)) consists of gV, g" where

W &£ V* for some source distribution V* over Z7*™ of min-entropy w(log \)

and the task is to determine if u = WT .y for y il Zq' or u is randomly
distributed in Zg.

Denote an asymmetric pairing by the 7-tuple G = (G1,G2,Gr,q, 91,92, ¢€)
where |G1| = |Ga| = |G| = ¢, g1,92 respectively generate G1,Go and e :
G1 x Gy — G is a non-degenerate, efficiently computable bilinear map. Call G
Matrix DDH-hard if the Matrix DDH assumption holds in both G; and Gs.

Zero Inner-Product Encryption (ZIPE). Our attribute and function pri-
vate ZIPE construction, named IT2'P¥ | is inspired by the simulation secure ZIPE
scheme of Wee [37]. The public parameters and the master secret key in IT2FE
are given by

pp = (gl,glA,gls"'A,glsl‘A,.--,gls"‘A,e(gl,gz)K'A),

msk = (927803 817 .. '7Sn7KaB0)7

where A &zt g g s, & @GR g Bz xHD and
By £ Z((Z%H)Xk are sampled uniformly. A ciphertext ct on attribute vector
x = (1,...,2,) € Zy and message M is given by

n

n Ax)T z;-S0+8;)-Ar)T AT
Ct:(co’{cj}j:17cn+1): <g§ ) ,{gg( 0+S;)-A) } ,M.e(gl,g2)(KA ) )7

j=1

for r <& Z’;. The secret key skyw on a vector w = (wy, ..., w,) € Zq is defined as
Kty X7, w;-t-S; AR
Skw = (hOa {hj}}l:1) = (.92 Vo=t J»{ggwjt}j_1> P

where y & Zqyand t = (Bg -s)T for s %l Zk.



For correctness, we restrict the message space M to an exponentially smaller
subset of Gp. The decryption algorithm computes

M = Cn41 ° H B(Cj,hj) /e(Co,ho),
j=1

which returns the correct message if (x,w) = 0. When (x, w) # 0 the message
thus computed is uniformly distributed in Gy and with high probability will be
outside M. In such a case, the decryption algorithm may return a symbol L
indicating failure.

We prove that IT2'PF is adaptively attribute private assuming the hardness
of the decisional MDDH problems in G; and Gs. The attribute privacy game
asks an adversary to distinguish between encryptions to attribute vectors xg and
x1. Or in other words, the adversary is given a challenge ciphertext for x; where

b L& {0,1} and its task is to guess b. Essentially, we need to argue that the
components {c; j—1 in the challenge ciphertext hide the attribute x.

The proof relies on the dual system proof methodology and proceeds through
a sequence of games, each changing the distribution of challenge ciphertext and
keys. The key steps in the proof are listed below.

1. The reduction first embeds an instance of MDDH in G in the challenge
ciphertext to make it semi-functional. At this stage, the exponent of cipher-
text component c¢g is no longer correlated to A and this is consistent with
the other components.

2. In a series of subsequent games, we turn each secret key provided to the
adversary upon a key extract query to semi-functional form by embedding
MDDH instances in the group Gs. This step is crucial for unbounded collu-
sion resistance.

3. Once the distribution of all keys are modified, we apply a “change of basis”
to the challenge ciphertext, and argue that x; is information theoretically
hidden from the adversary.

We prove the indistinguishability of each pair of consecutive games by resorting
to a set of techniques involving dual bases in prime-order bilinear groups (similar
techniques have been used in prior works, notably [23,26,17]). The reader may
refer to Section 4 and the full version [?] for details of the proof.

For showing function privacy of II“"PE | we rely on the min-entropy variant of
the MDDH assumption. In the function privacy experiment, the adversary picks
two vector distributions, each component of which is an w(log \)-source over
Zq. The challenger samples a vector w according to one of the distributions,
computes a secret key sk, for vector w and gives it to the adversary. The adver-
sary’s task is to determine the distribution of w looking at sky,. To prove that
the secret key hides the distribution from which w was sampled, we embed an
instance of the min-entropy variant of the MDDH assumption in the challenge
secret key provided to the adversary. If the instance is sampled from the correct
distribution, the secret key is well-formed. On the other hand, if the instance is



uniformly random, the secret key perfectly hides the distribution from which w
was sampled. The reader may refer to Section 4 for the detailed proof.

Note that our ZIPE scheme essentially embeds two different problem in-
stances in the same secret key - an MDDH problem instance over G that is
exploited to achieve unbounded collusion-resistance in the attribute privacy ex-
periment, and a min-entropy MDDH instance over Go, which is the basis for
the proof of function privacy. We believe that this “simultaneous embedding”
strategy is of independent interest, and may be useful in other applications.

Non-Zero Inner-Product Encryption (NIPE). Our NIPE scheme is in-
spired by the linear FE construction of Agrawal, Libert and Stehlé [6] referred
to as LinFE in what follows. A LinFE ciphertext ct is created by encrypting a
vector x of length n. Decryption of ct by a secret key, generated for a linear
function (given by a length n vector w), returns the value of the inner-product
(x, w).

In a NIPE scheme, a ciphertext is associated with a payload message Mand
a vector x while a secret key corresponds to a vector y. to be encoded in the
ciphertext. Decryption algorithm should be designed to return M iff (x,w) #
0. To derive NIPE from LinFE, we use two instantiations of the LinFE with
independent master secret keys. The public parameters and master secret key
for the resulting scheme would be

pp = (9:9%,9%,9%) msk = (S1,S,).
The ciphertext for (x, M) will result from encoding x and M - x using the two
individual schemes as shown below:

Ar; x+S1Ar; _Ars M-x+SgAr2)
) ) b .

ct = (9", g g9

k
q

(wTS1,wTSy) helps in recovering g ) and ¢ with respect to g. One
may recover M by simply computing the discrete logarithm of g™ W) by g¢xw)
which is possible only when (x,w) # 0. The restriction on the inner-products
now shifts to the messages that is, the messages have to lie in a polynomial-sized
subset of Z,. A similar technique has been previously used in [4] to construct
public revocation and traitor-tracing from LinFE and revocation, in particular,
can be seen as a special case of NIPE. However, our naive construction is not
sufficient to (simultaneously) achieve attribute privacy and function privacy since
the secret key already reveals too much information about w.

To circumvent the problem, we adapt the construction to the bilinear map
setting. This is because functions are associated with secret keys and a basic
step to ensure privacy of the function encoded in the secret key components
is to hide them in the exponents of elements coming from a discrete log hard
group. Ciphertext components already live in a cyclic group. Decryption requires
combining the ciphertext and key components to recover the message which
can be facilitated if the two groups are equipped with a pairing/bilinear map.
Furthermore, the secret key is additionally randomized with y € Z, (for the

Here ri,rs are sampled uniformly at random from Z7. A secret key sky =

M (x,w X, W)



generalized case of SNME, this would be a vector y € Zj" where w is replaced by
a matrix W € Z;"X”). Randomization is essential for the function privacy proof,
which exploits the hardness of a min-entropy variant of the MDDH assumption.
We now discuss the construction of a NIPE scheme possessing both attribute
and function privacy.

Let G = (G1,Ga,Gr,q, g1, 92, ¢) denote an asymmetric bilinear map ensem-
ble. The public parameters and master secret key for our modified scheme ITNIPE
would be similar to the naive scheme we described earlier except that pp com-
ponents now live in Gj.

pp = (gl,gﬁ,gfl,gfz) msk = (g2,S1,S2) .

Similarly, the ciphertext for (x, M) for IIN'PE is given by

_ Ar x+S{Ar Ar M -x+SsAr
Ct_(gl 1791 ! 1791 2791 2 2)7

where ry,ry are uniformly distributed in Z’;. Secret key for w would now be

defined as
skw = (g8, g8 ™" g™ %)

randomized by y sampled uniformly from Z,. During decryption, ciphertext
and key components are paired to obtained e(g, g2)MY™™) and e(gy, g2)?>™).
Message M can be recovered by computing the discrete logarithm of the former
with respect to the latter, conditioned on (x,w) # 0.

Unlike the SME case, we can only prove attribute privacy of our SNME
scheme in the bounded collusion model. More precisely, an adversary is allowed
to query at most n — 1 secret keys, so that the master secret key components
So,S1...,S, retain sufficient entropy from the adversary’s point of view. The
proof then proceeds via a sequence of two hybrid experiments, in each of which
the proof embeds a fresh MDDH instance in the challenge ciphertext.

We argue that when these instances are sampled from the “random” distri-
bution instead of the “real” distribution, the challenge ciphertext perfectly hides
which attribute-message pair among (xo, Mp) and (x1, M7) is being encrypted.
The argument for perfect hiding relies on hash proof systems [18,19], similar to
those used by Agrawal et al. in proving the security of their linear FE scheme [6].
Finally, the scheme is adaptively secure because the reduction knows the master
secret key at any time, which allows it to answer all secret key queries without
knowing the challenge attributes beforehand. For more details on the proof, the
reader may refer to Section 5 and the full version [?].

To prove function privacy, we again rely on the min-entropy variant of the
MDDH assumption over the group Gsy. This proof is technically very similar
to the proof of function privacy for our SME scheme. The reader may refer to
Section 5 for the detailed proof.

Hidden Vector Encryption (HVE). We extend our techniques to construct
a hidden vector encryption wherein a secret key for a vector y € (XU {x})" al-
lows decryption of a ciphertext on attribute vector x € X™ if for each j € [1, n],



either y; = x; or y; = *. Although attribute-private HVE is implied by attribute-
private SME, the implication does not extend to function privacy. In fact, defin-
ing function privacy for HVE itself is tricky given the presence of wildcard char-
acters. We overcome this issue by presenting a weaker notion of function privacy
for HVE that allows revealing positions of the wildcard (x) characters in a given
predicate vector, while hiding the contents of the other “non-wildcard” posi-
tions. Also presented is a construction of HVE that is provably function private
in this weaker model from bilinear maps. The construction is quite similar to our
SME construction, except for certain minor tweaks to account for the presence
of wildcard characters. The proofs of attribute and function privacy (in the weak
model) also follow analogously.

1.3 Open Problems

Several interesting questions remain unanswered. The construction of
NIPE/SNME we present have a restriction — attribute privacy only holds in
the bounded collusions model. It would be interesting to obtain constructions
free of this restriction. Another problem is to construct efficient function-private
PE for richer functionalities such as Boolean and arithmetic span programs from
standard assumptions.

1.4 Organization of the Paper

In Section 2, we present the notation, a quick review of bilinear maps and re-
lated assumptions followed by definitions of PE and associated security notions.
This is followed by a description of min-entropy variants of MDDH assumption
required for our proofs. We formalize the relaxed computational notion of func-
tion privacy and discuss related issues in Section 3. In Section 4, we present our
SME construction followed by proofs of attribute privacy and function privacy.
Section 5 describes our construction of SNME. Due to lack of space, we omit
details of the proofs. Interested readers are referred to the full version [?].The
full version also describes a function private hidden vector encryption along with
a sketch of its security proof.

2 Background and Preliminary Definitions

In this section, we fix notation, present background material on predicate encryp-
tion and recall certain standard computational assumptions in bilinear groups.
We also introduce certain min-entropy variants of these assumptions useful for
our proofs.

2.1 Notation

This section summarizes the notations used throughout the rest of the paper. We

write 2 <& X to represent that an element x is sampled uniformly at random from



a set/distribution X. The output a of a deterministic algorithm A is denoted by
x = A and the output a’ of a randomized algorithm A’ is denoted by z’ + A’.

We refer to A € N as the security parameter, and denote by exp(}), poly(\)
and negl()\) any generic (unspecified) exponential function, polynomial function
and negligible function in A respectively. Note that a function f : N — N is said
to be negligible in A if for every positive polynomial p, f(A) < 1/p(A\) when A is
sufficiently large.

For a,b € Z such that a < b, we denote by [a,b] the set of integers lying
between a and b (both inclusive). For a finite field F,; (¢ being a A-bit prime)
and m,n € N, we denote by F;**" the space of all m x n matrices W with
elements from F,;. We use the short-hand notation Fi* to represent the vector
space IF;”“. The transpose of a matrix W € Fg’”" is denoted as WT. The
symbol 0 is used to denote an all-zero matrix of appropriate dimension.

Finally, the min-entropy of a random variable Y is denoted as H(Y) and
is evaluated as Hoo(Y) = —log (max, Pr[Y = y]). A random variable Y is said
to be a k-source if Hoo(Y) > k.

2.2 Predicate Encryption

Definition 1. (Predicate Encryption). A predicate encryption (PE) scheme
for a class of predicates F over an attribute space ¥ and a payload-message space
M is a quadruple of PPT algorithms II = (Setup, KeyGen, Enc, Dec), defined as
follows:

e Setup(1*): On input the security parameter ), the setup algorithm generates
the public parameter pp and the master secret key msk.

e KeyGen(pp, msk, f): On input the public parameter pp, the master secret key
msk and a predicate f € F, the key-generation algorithm outputs a secret
key sky.

e Enc(pp,I, M): On input the public parameter pp, an attribute I € ¥ and a
payload message M € M, the encryption algorithm outputs a ciphertext ct.

o Dec(pp,sky,ct): On input the public parameter pp, a ciphertext ct and a
secret key sk¢, the decryption algorithm outputs either a payload-message
M € M or the symbol L.

Correctness. A PE scheme is said to be functionally correct if for any security
parameter A € N, any predicate f € F, any attribute I € ¥, and any payload
message M € M, letting (pp, msk) < Setup(1*), sk; < KeyGen (pp, msk, f) and
ct + Enc (pp, I, M), the following hold:

1. If f(I) =1, Pr[Dec(pp,ct,sky) = M| =1,
2. If f(I) =0, Pr[Dec(pp, ct,sky) = L] with overwhelmingly large probability,

where the probabilities are computed over the randomness of the Setup, KeyGen
and Enc algorithms.

10



Experiment Exptf&?’n,A()\):

1. The challenger samples (pp, msk) «+— Setup(1*) and provides pp to A.
2. The adversary A adaptively issues key-generation queries. For each query
predicate f, the challenger responds with

sky < KeyGen (pp, msk, f).

3. The adversary A outputs attribute-message pairs (1o, Mo) and (I1, M1), such
that for each predicate f queried, it holds that

fo) = f(I) =0.
The challenger responds to the adversary A with the ciphertext
ct « Enc(pp, Iy, Ms) .

4. The adversary A continues to adaptively issue key-generation queries, subject
to the aforementioned restrictions. The challenger responds as above.
5. Eventually, the adversary A outputs a bit b’.

Fig. 1. The Attribute Privacy Experiment for Predicate Encryption

Attribute Privacy. Define the experiment E><pt(AbF)> (M) as in Fig. 1 for a PE
IT = (Setup, KeyGen, Enc, Dec), a security parametef XA €N and a bit b € {0,1}.
Let Advﬁ{3 4(A) denote the advantage of the adversary A in the aforementioned
experiment, defined as

AdVA (N 1= ‘Pr [Exptgogﬂ, L) = 1} —Pr {Exptg\lp),m ) = 1} ’ < negl(\).

Definition 2. (Attribute Private PE.) A PE scheme IT is said to be attribute
private if for all security parameters A € N and for all PPT adversaries A, it
holds that Adv{Y 4(\) < negl(\).

2.3 Sub-Classes of Predicate Encryption

In this subsection, we recall definitions of certain sub-classes of predicate en-
cryption that are used in the rest of the paper.

Inner Product Encryption. An inner product encryption (IPE) scheme [30,
33] is a PE over an attribute space X = Fy (¢ being a A-bit prime) and a set of
Boolean predicates fy : Fy) — {0, 1} such that for each y € Fj and x € Fy, we

have
)1 i (y,x) =0
fy(x) = {0 otherwise.

11



where (-, -) denotes the inner product (equivalently, scalar product) of two vectors
over Zg.

Subspace Membership Encryption. Subspace membership encryption
(SME) [13] is a generalization of IPE to accommodate general linear subspaces
as opposed to only vector spaces. Formally, an SME scheme is is a PE over an
attribute space X = Fy; (¢ being a A-bit prime) and a set of Boolean predicates
fw : Fy — {0,1} such that for each W € F;**" and x € Fy, we have

fw(x) =

1 fW-x=0
0 otherwise.

Non-Zero IPE. Non-zero IPE (NIPE) [7,16] is the dual of IPE in the sense

that it is a PE over an attribute space ¥ = [y’ (¢ being a A-bit prime) and a set

of Boolean predicates fy : Fy — {0,1} such that for each y € I} and x € Fy,

we have

fo0) = {(1) if (y,%) #0
otherwise.
Subspace Non-Membership Encryption. Subspace non-membership en-
cryption (SNME) is a generalization of NIPE and the dual of SME in the sense
that it is a PE over an attribute space ¥ = Fy’ (¢ being a A-bit prime) and a
set of Boolean predicates fw : Fy — {0,1} such that for each W € F;**™ and
x € Fy, we have

1 ifW-.-x#0

0 otherwise.

fw(x) = {

2.4 Bilinear Maps and Matrix Diffie-Hellman Assumptions

Let GroupGen(1*) be a PPT algorithm that takes as input a security parameter
A, and outputs a tuple of the form (G1, G, Gr,q, g1, 92, €), where Gy, Gy and
Gr are distinct cyclic groups of order ¢ (g being a A-bit prime), ¢; is a generator
for G1, g2 is a generator for Gs, and e : G; X G — Grp is an efficiently
computable non-degenerate asymmetric bilinear map. Also, let W € Z**" be
an m X n matrix with entries {w; ; }ic[1,m),je[1,n]- Throughout the paper, we use
the following notations:

e gV: set of group elements {g;, " }ic1,m).jef1,n] € G
e g3V: set of group elements {gy " }ic1,m).jef1,n] € G5
e c(g1,92)W: set of group elements {e(g1, go)ii Yielt,m),jelin] € GE*"

We now review the matrix Diffie-Hellman (MDDH) assumption over the
source groups G; and Gs of a bilinear map.
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The D,, ,-MDDH Assumption. Let m,n € N such that m > n, and let D,,, ,,
denote a matrix distribution over Zg”X” such that a matrix W <£ Dy, has full

rank n with overwhelmingly large probability. The D,, ,-MDDH assumption [21]
holds over the group G; (for i = 1,2) if the distribution ensembles:

{(giwﬂzw'y and {(gV,g%)}

R R R R
)}W<—Dm,n, y&zn W=D n, us—27

are computationally indistinguishable.

The U, ,-MDDH Assumption. The U, ,-MDDH assumption is a special
instance of the D,, ,-MDDH assumption where the matrix distribution D,, ,, is
the uniform distribution over Zg"xn.

2.5 A “Min-Entropy” Variant of the MDDH Assumption

In this subsection, we introduce another special instance of the Dy, 1,-MDDH
assumption where the matrix distribution Dy, r, is not uniform, but an ordered
collection of m xn independent w(log A)-sources over Z,. We first state and prove
the following lemma.

Lemma 2.1 Let Wy, 1, = [Wivj]ie[l,kl],je[l,h
distributed random variables such that each random variable W, ; for i € [1, k1]

| be a matriz of independently

and j € [1,kq] is an w (log A)-source over Z,. Then, any matric W Xia Wi ks
has full rank n with overwhelmingly large probability.

Proof. Let Wy, k, = [Wi’j]ie[l,kl],je[l,kz]
distributed random variables such that each random variable W, ; for i € [1, k1]

be a tuple of (k1 X k2) independently

and j € [1,ko] is a t-source over Z,. Let W £ Wi, ks, and let W be any

arbitrary ko X ko sub-matrix of W. Then, the probability of the event that w
has a zero determinant may be quantified as:

Pr [Det(W) =0 =1 - <kﬁ1 (1- Qj.t)>

j=1
<1-(-29"V <k —1). 27,

which is negligible for ¢ = w(log A). This completes the proof of Lemma 2.1.

The Min-Entropy-MDDH Assumption. Let k1, ks € N with k; > ko, and
let Wi, i, = [Wi7j]i€[1 kal el ko] be a tuple of independently distributed random

variables such that each random variable W; ; for i € [1,k;] and j € [1, k] is
an w (log A)-source over Z,. The (kq, k2)-min-entropy-MDDH assumption holds
over the group G; (for i = 1,2) if the distribution ensembles:

13



W-
{(gfv,gi Y and {(g\".9i")}
are computationally indistinguishable.

All proofs of function privacy for the schemes presented in this paper are based
on the W, ,~-MDDH assumption over the group Go.

R R
)}W&Wkl,ky ye-zr WA Wi, ks u$— 27

2.6 Dual Bases
We briefly recall the concept of “dual bases” [16], along with some useful lemmas
that are used in the rest of the proof. Fix some integers kg, k1, ke > 1, and let
k = ko + k1 + ko. We denote by “basis” a uniformly sampled tuple of matrices
(Bo, By, By) <& ZEko s ghxkn o ke,
The corresponding “dual basis” is the tuple of matrices
(B3, B, By) € 2y x Zi ™ x 2",

9

such that the following “non-degeneracy” conditions hold:

By -Bj=I, modq, BT -B/=1, modq, BY -Bj;=1I, modg,

where Ip,I; and I, are identity matrices of appropriate dimensions, and the
following “orthogonality” conditions hold:

B B} =0 modgq fori,je{0,1,2},i#j.

We also recall some useful lemmas related to dual bases. These lemmas have
been used in many prior works, notably [23,26,17].

Lemma 2.2 Let (Bg,B1,B2) be a uniformly sampled basis as described above
with corresponding dual basis (Bf, Bi,B3). Any arbitrary vector u € Z’; may be
uniquely decomposed as U = ug + uy + ug such that

* * *
uO:B0~SO, 111:B1'51, u2:B2’SQ,

for (so,s1,82) € Z’;“ X Z(ljl X Zl;?. Additionally, the following holds for each
i€{0,1,2}:
uT-Bi:u;r~Bi.

Lemma 2.3 Let (Bg,B1,B2) be a uniformly sampled basis as described above

with corresponding dual basis (B§, B3, B3). Let a uniform vector u & Z’qC be
decomposed as u = ug + uy + us such that

up=Bj-sg, w3 =B]-s1, us=DBj]"so,
for (so,s1,82) € Z’;D X Zgl X Z’;Z. Then, for each i € {0,1,2} and for uniform
s} i Z’;"’, it holds that the distributions of the tuples

(s, {uj}j;éi) and  ((u; +B; - sj), {uj}j;éi)

are statistically indistinguishable.
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To see that the aforementioned lemma holds, fix an arbitrary i € {0, 1,2},
set W' = u + B - s for uniform s & ZYi, decompose u' = uj + uj + u) and
observe that:

e For each j € {0,1,2} \ {i}, we have u) = u; by the orthogonality property.
e The distributions of u; and (u; + B} - s}) are statistically indistinguishable

K3
whenever the vectors u and s are uniformly random.

Lemma 2.4 Let (Bg,B1,B2) be a uniformly sampled basis as described above
with corresponding dual basis (B, BY,B35). Let (ig,i1,12) be a fixed but arbitrary
permutation of the set {0,1,2}. Let B, i, be a basis for the span of the matrices
(B, | By,| and let By, be a basis for the span of the matriz B, . Let

)T

to = (Bio -sp), t1= (Bio 810 + By, 'S171)T7

where sg,81,0,81,1 are uniformly sampled vectors of appropriate dimensions. If
the Uiy +ki, ) ki, “MDDH assumption holds over the bilinear group G, then for
all PPT adversaries A, we have

|Pr[A (D, g5°) = 1] —Pr [A(D,g5') = 1]| < negl()),
where D := (92387923T’92337ﬁimmﬁiz)'

Note that Lemma 2.4 is essentially the prime-order analog of the well-known
subgroup decision assumption over composite order groups, which has classically
been used for dual system encryption [32]. The reader may refer to [17] for the
proof of this lemma.

3 Function Privacy of SME and SNME

In this section, we define the indistinguishability-based framework for the func-
tion privacy of subspace membership encryption (SME) and subspace non-
membership encryption (SNME). Let II = (Setup, KeyGen, Enc,Dec) be an

SME (equivalently, SNME) scheme. Define the experiment Expt(Flam 4(A) as in

Fig. 2 for a security parameter A € N and a bit b € {0,1}. Let AdvlF{)A()\) denote
the advantage of the adversary A in the aforementioned experiment, defined as

Advif 4(N) = ‘ Pr [Exptl(:?)),H,A()‘) = 1} —Pr [Exptl(flP),H,A(/\) = 1} ’ < negl(A).

Definition 3. (Function Private SME.) An SME scheme II is said to be
function private if for all security parameters A € N and for all PPT adversaries
A, it holds that Advif 4()) < negl()).

Definition 4. (Function Private SNME.) An SNME scheme IT is said to be
function private if for all security parameters A € N and for all PPT adversaries
A, it holds that Advqu'?A(/\) < negl(\).
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Experiment Expt(Fbp)ynvA()\):

1. The challenger samples (pp, msk) «+— Setup(1*) and provides pp to A.
2. The adversary A adaptively issues key-generation queries. For each queried
predicate matrix W, the challenger responds with

skw < KeyGen (pp, msk, W) .

3. The adversary A outputs circuits of the form

Wo = [Ww-)

3 )
”JLE[Lm]»J’E[Ln]

W = [W(l-)

3 ?
Z’]Le[l,m],je[lyn]

representing joint distributions over Fg**™, with the following restrictions:
(a) For each i € [1,m],j € [1,n] and b € {0,1}, Wg’j) represents an w(log \)-
source over [Fy.
(b) Foreachi,i € [1,m], 7,5 €[1,n] and b € {0,1}, Wfbj and ngvj, represent
mutually independent distributions.
The challenger samples W £ W, and responds to the adversary A with the
secret-key
skw = KeyGen(msk, W).
4. The adversary A continues to adaptively issue key-generation queries. The

challenger responds as above.
5. Eventually, the adversary A outputs a bit b’.

Fig. 2. The Function Privacy Experiment for SME and SNME

The Mutual Independence Condition. Observe that the function privacy
experiment requires the adversarially chosen distributions W, and W; to be
constructed such that the individual component distributions are both “mutually
independent” and “sufficiently unpredictable”. A stronger notion of function
privacy could allow these components to be “arbitrarily correlated”, so long as
they are “individually” sufficiently unpredictable. As shown in [13], such a notion
is impossible to satisfy. In other words, if arbitrary correlations were allowed,
the adversary A in the function privacy experiment can always create challenge
distributions that satisfy the unpredictability requirement, but secret keys for
matrices from these distributions are easily distinguishable. We present a brief
illustration here for the sake of completeness.

Consider an IPE scheme (equivalently, an SME scheme of dimension m = 1)
and an adversary A in the function privacy experiment that chooses the challenge
distributions as:

Wo = W§°%2W§°),W§0),...,Wff_)l], Wy = {Wg”,wg”,...,w“) ow (|,

n—1»
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where for each j € [1,n—1] and b € {0, 1}, W§b) represents a uniform source over
F,. Clearly, each individual distribution has min-entropy loggq = w(log\); yet,
secret keys for vectors sampled from W, can be distinguished from secret keys
for vectors sampled from W; with non-negligible advantage as follows: encrypt
a message M under two attribute vectors xo and x; defined as:

X0:(2771507"'50)7 X1:(07"'7072771)5

and see which of the two ciphertexts decrypts correctly under the challenge secret
key. This justifies the mutual independence criteria imposed in the function
privacy experiment.

Multi-Challenge vs. Single-Challenge. Observe that the aforementioned
function privacy definition for SME/SNME is “single-challenge” in the sense that
the function privacy experiment allows the adversary a single challenge query.
In fact, as the adversary is also given access to the key-generation oracle, the
“single-challenge” definition is polynomially equivalent to a “multi-challenge”
variant where the adversary is allowed polynomially many challenge queries. This
equivalence may be proved by a hybrid argument (originally proposed in [13]),
where the hybrids are constructed such that only one query is forwarded to
the function privacy oracle, and all other queries are answered using the key-
generation oracle.

4 Function Private SME

In this section, we present the construction of an SME scheme that achieves
computational function privacy whenever the predicate matrices are sampled
from distributions with min-entropy w(logA). In contrast, the SME scheme of
Boneh et al. [13] is statistically function private, albeit for predicate matrices
sampled from distributions with min-entropy slightly larger than .

Attribute and function privacy guarantees of our scheme follow from variants
of the general D-MDDH assumption in the standard model. More specifically,
attribute privacy can be based on the Uj41 ,-MDDH assumption in G; and
Usk,,--MDDH assumption in G, while function privacy follows from the W, ,-
MDDH assumption described in Section 2.4. The scheme is described below,
while the proofs of attribute and function privacy are presented subsequently.

4.1 The Construction

Let GroupGen(1*) be a PPT algorithm that takes as input a security parameter
A € N, and outputs the tuple (G1, Go,Gr, q, g1, g2, €), where G1, G2 and G are
cyclic groups of prime order ¢ (g being a A-bit prime), g7 is a generator for Gy,
go is a generator for G, and e : G; X Go — G is an efficiently computable
non-degenerate asymmetric bilinear map. Our scheme ITSME is parameterized
by m,n = poly()\) in the sense that it supports predicate matrices of the form

17



W € Z7*", and attribute vectors of the form x € Zg. Finally, the payload
message space M is assumed to a “super-polynomially smaller” subset of Gr,

namely |[M| < |G7|'/2. Our scheme works as follows.

2

Setup(1*): Uniformly sample (Gy, Ga, Gr,q, g1, g2, ¢€) + GroupGen(1*). Also,
uniformly sample

AL g0k gy 8 LS, L g @Rt x ()

K& Zéx(k-&-l), B, fid Zgzk+1)xk

for some constant £ > 0. Output

pp = <917g{*,gls°'Avglsl‘A,...,gls""A,e(ghgz)K'A),
msk = (927 SOa Sl> ey Sn, K, BQ) .
KeyGen(pp, msk, W): Parse the predicate matrix W € Z;"*™ as

W = [wi,j} i€[1l,m],j€[l,n]

Uniformly sample s £ Z’; and set t = (Byg -S)T. Finally, pick uniform
Yl -y Ym i Z4 and output skw = <{hj}je[0 n]) where
T

K+Z;’;1 y7(27:1 wi,j‘t'sJ))

)

ho = 95
LYW e T
hj = géZiZIy' a't) for j € [1,n].

Enc(pp,x, M): Given an attribute vector x = [1 ... 2y, Te Zy and a message
M € M C Grp, uniformly sample r £ Z’; and output ct = ({Cj}je[o,n+1])
where

_ AT
Co = g1
L. ).-A-r T .
¢j = g\ SIS for j e [1,]

Cnt1 =M - 6(91792)(K'A'F)T

Dec(pp, skw, ct): Parse the ciphertext as ct = ({cj} ) and the secret

J€[0,n+1]

key as skw = ({hj}je[o,n]>' Compute

M= (e U(h))/ (co o)

If M € M, output M. Otherwise, output _L.

The restriction on the size of the message space M is necessary for correctness as
explained subsequently. Note that this restriction does not prevent M from being
exponentially large.
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Correctness. To see that the aforementioned scheme is functionally correct,
observe the following.
n n T

j=1

= 6(91392)(( ;1 12200 Yirwi, oot SoJrZ] 1t Yirwi e t'S]‘)'A'I‘)T

)(Zm LY 0y wiwyteSe-Ar) T S v (S wi eS8y )-Ar) T

e(g1, 92)(
m n T
)(ZZL YY) wigwtSo-Ar) T e (g&A'”T, ggzhl yir()o1 i t8;)) )

= 6(91792

=e(91,92

=M - (cpi1) b e(co, ho) - e(gr, go) @ W) t:So-An)T
where y = [yl e ym]. Hence, when W-x =0 mod ¢, the decryption algorithm
recovers M correctly. On the other hand, when W-x # 0 mod ¢ the distribution
of M such that M satisfies the decryption equation is uniformly random over
Gr, and hence, with overwhelmingly large probability over the randomness of
KeyGen and Enc, the decryption algorithm returns L. 3

4.2 Attribute Privacy

We state and prove the following theorem.

Theorem 4.1 If the U1 ,-MDDH assumption holds over the group G and the
Us,.-MDDH assumption holds over the group Go, then for all PPT adversaries

A, we have AdvﬁgME7A(>\) < negl(A).

Proof. The proof proceeds through a sequence of experiments, beginning with
the “real” attribute privacy experiment and ending with an experiment where
the adversary has no advantage. We consider a variant of the “real” attribute
privacy experiment where the challenge messages My and M; are chosen to be
equal by the adversary. One can reduce the case for My # M; to this case by
arguing that an encryption of M, for b € {0,1} is indistinguishable from an
encryption of My [16,37]. Hence, it is sufficient to assume that My = M in the
hybrid experiments presented next. 4

Expt-0. This is the “real” experiment. In this experiment, the adversary A
is given the public parameter pp. The adversary chooses two (distinct) vector-
message pairs (xo, Mo), (x1, M1) € Zj x M, such that

Xp = [be Tap .- mmb]T for each b € {0,1}.

3 The argument follows from the fact that both y and r are uniformly random vectors
in Z" and ZF, respectively, and |M| < |Gp|'/2.

4 Due to paucity of space, we only provide brief proof sketches in several cases. We
refer the reader to the full version of the paper [?] for the detailed proofs.
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and My = M;. In addition, the adversary (adaptively) issues a maximum of
Q@ key generation queries (for some fixed polynomial @ = Q())) corresponding
to predicate matrices the form Wi, ..., Wq € Z**", subject to the restriction
that

(Wy-x9#0 mod g) AN(Wg-x1 #0 mod q) for each £ € [1, Q).

It receives in response (ct*, skw,, ... ,skWQ), where

ct® < Enc(pp, x5, My) for some random b £ {0,1},
skw, < KeyGen(pp, msk, W) for each ¢ € [1,Q)].

Finally, it outputs a bit b’. Let P4 ¢ denote the probability that b = b'.

Expt-1. This experiment is identical to Expt-0 except for the manner in which
the challenge ciphertext ct* is generated. Namely, the challenger B uniformly

samples r il Z’; and uses the master secret key components Sg,S1,...,S,, K
to generate the ciphertext ct* = ({Cj}je[o n+1]) as
Axr)T ib-So+S;,)T KT
co = g§ Ea {Cj = (co) oS0t 1) } ; Cny1=Mo-e(co,g2) -
je[ln]
)"
Note that for each j € [1,n], we essentially have ¢; = g; , where

VJ(D =(zjp-So+8S;)-A-r.
Let P4 ; denote the probability that b = ', where V' is the bit output by the

adversary A at the end of Expt-1. Observe that the challenge ciphertext ct* in
Expt-1 has the same distribution as in Expt-0. Hence, we have P41 = P4 .

Expt-2. This experiment is identical to Expt-1 except for the manner in which
the challenge ciphertext ct* is generated. Namely, the challenger B uniformly

samples u na Z’;H, and generates the ciphertext ct* = ({cj} as

jewm+ﬂ)

T o AT T
co=g9" , {Cj = (CO)(I'“b SotS;) } y Cny1=My-e (00,92)K .
j€[1,n]

()"

Note that for each j € [1,n], we essentially have ¢; = g; , where

V§-2) :‘ (xjp-So+8S;)-u ‘

Let P42 denote the probability that b = ', where V' is the bit output by the
adversary A at the end of Expt-2. We state the following lemma.

20



Lemma 4.1 For all PPT adversaries A, |Pao— Pa1] < negl()).

The proof of this lemma follows directly from the U}, 1 s-MDDH assumption over
the group G1. More specifically, given a PPT adversary A that can distinguish
between between its views in Expt-1 and Expt-2 with non-negligible probability,
one can construct a PPT algorithm that can distinguish between the ensembles

{(9116‘791A‘r)}Aﬁzgwﬂ)xk}r{iz? and {(9?7911'1)}A<£Z§1k+1)><k7 u<£Z§+1

with non-negligible probability. Quite evidently, the existence of such a PPT
algorithm violates the Uy41 x-MDDH assumption over the group Gj.

Expt-3. This experiment is identical to Expt-2 except for the manner in which
the challenge ciphertext ct* is generated. Namely, the challenger B uniformly
samples a basis

(Bog,B1,Bs) € Z((]2k+1)><k % Z((12k+1)><1 % Z((12k+1)><k7

with corresponding dual basis (B, Bf,B3), and uses By as part of the master

secret key msk. It samples u <= Z}* and decomposes So - u € Z2F ! as
So-u=1ug+u; +ugy,
such that
u =Bj-sp, uw =B]-s1, uy=DBj sy forsome sg,s2 € ZZ, 51 € Zyg.

Note that such a decomposition always exists by Lemma 2.2. The challenger B

then generates the ciphertext ct* = ({Cj}je[o n+1]> as

uT (v§'3))T KT
co =901 C;i =01 5 Cn+1 :MO'e(CO7g2) 5
Jell,n]

where for each j € [1,n], we have

3

Let P4 3 denote the probability that b = ', where V' is the bit output by the
adversary A at the end of Expt-3. We state the following lemma.

Lemma 4.2 For all unbounded adversaries A, |Pa s — Paa| < negl()).

Proof Sketch. To prove Lemma 4.2, it is sufficient to prove that for each j €
[1,n] and for all xg,x; € Zy, the distributions of Vj@) and VJ(-S) are statistically
close. Informally, the proof is based on the following observations and a simple

application of Lemma, 2.3.
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1. If one were to decompose S; - u for j € [1,n] as
Sjru=ujo+uj+uy,
such that
* * *
W0 =Bg-sj0, w1 =Bi 551, uj2=B; s,

for some s; 9,852 € Z’;,sj,l € Zg4, then the public parameter pp and the
secret keys skw,,...,skw,, statistically hide u;; for j € [1,n]. In other
words, in the view of an unbounded adversary, the distribution of u;; is
statistically indistinguishable from that of a uniformly random vector in
the span of Bj. The reasoning behind this observation is detailed in the full
version [?].

2. For each j € [1,n], for all xg,x; € Zy and for all u; in the span of BJ, the
distributions of

(Z'j,b -ug + llj_yl) and (xj,l—b cug + uj,l)

are statistically indistinguishable whenever u; ; is uniform in the span of B7.

Expt-4-¢. For each ¢ € [0,Q)], the experiment Expt-4-¢ is identical to Expt-3
except for the manner in which the first ¢ secret key queries are answered by the
challenger B. More specifically, B uniformly samples a basis (Bg, By, B2) with
corresponding dual basis (Bf, B, B3), and uses By as part of the master secret
key msk. For each ¢ € [1,4], B uniformly samples sy o & Z’; and sp 1 £ Ly,
and sets

ty = (Bo-spo+By-spq)"

In other words, the vector (t;)T now lies in the span of [Bg | B1]| and not in
the span of By, as in the real experiment. The challenger B then generates the

secret key corresponding to the predicate matrix Wy as skw,, = ({hj7g/ }j c[o n]>

where
T
ho,e/ = 92(K+Z;11 in'(zyzl “’iv.v"te"sf)) ,
S Yo wi ot ) .
hj,e/:gg v )T o e 1),
R
where yp 1,..., Yo .m < Zq.

Let Py 4, denote the probability that b = b’, where V' is the bit output by the
adversary A at the end of Expt-4-¢. We state the following lemma.

Lemma 4.3 For all PPT adversaries A,
e 1,Q].

Py — Paae—1)| < negl(X) for each
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Proof. The proof proceeds through another sequence of hybrid experiments,
beginning with an experiment identical to Expt-4-(¢ — 1) and ending with an
experiment identical to Expt-4-¢£. Each experiment in this sequence differs from
its predecessor in one of two ways: either the ¢! secret key sk, is generated
in a different manner, or the challenge ciphertext ct* is generated in a differ-
ent manner. The corresponding indistinguishability arguments between pairs of
successive experiments rely heavily on Lemmas 2.2, 2.3 and 2.4.

Expt-5. This experiment is identical to Expt-4-@Q except for the manner in
which the challenge ciphertext ct* is generated. More specifically, the challenger

R .
B samples u,u’,u” +— Z’;H and uses the dual basis to decompose these as

So-u = (up+u; +uy)
So-u’ = (uj +uj + uj)
So-u” = (ug +uy +uj)

It then generates the ciphertext ct* = ({cj} as

je[O,nH])

. V)T o
Co :g]l_l 5 {Cj :gl( ! ) } 3 Cn+1 :M0'6(007g2) 5
JEl,n]

where for each j € [1,n], we have

Vi =[ w0 (af +up) [+ [ (uf + )

+£L'j7b'UQ+Sj'll.

Let P45 denote the probability that b = ', where V' is the bit output by the
adversary A at the end of Expt-5. We state and prove the following lemma.

Lemma 4.4 For all unbounded adversaries A, |Pas — Paa—¢| < negl()).

Proof Sketch. To prove this lemma, we employ the standard “change of basis”
technique used in dual pairing vector spaces [31,33,34]. More specifically, we
argue that the distributions of

(ur,up) and  ((u +uy), (ug + uy))

are statistically indistinguishable whenever the vectors u,u’,u” and the basis
matrices By, B; are uniformly random. Informally, the argument follows from
the following observations:

e The randomness t; in each secret key skw, for i € [1, Q] statistically hides
the span of [Bo | Bl]. This allows for an alternative simulation of Expt-4,
where the basis matrices By, B; are “changed”, i.e., replaced by two other
specially constructed basis matrices, such that the replacement matrices are
also distributed uniformly.

e The alternative simulation of Expt-4 is statistically indistinguishable from
the original simulation of Expt-4.

e The alternative simulation of Expt-4 with respect to the changed basis ma-
trices is statistically indistinguishable from the simulation of Expt-5 with
respect to the original basis matrices.
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Expt-6. This experiment is identical to Expt-5 except for the manner in which
the challenge ciphertext ct* is generated. Namely, the challenger B uniformly

samples u, u’, u” £ Z’;H and generates the ciphertext ct* = ({cj }je[o n+1]) as

uT (V§'6>>T KT
co =91 > Cj =0 , Cny1=My-e (00»92) ,
F€[1,n]

where for each j € [1,n], we have

V§v6) zlxj,o-So-u/—l—xj,l-So-u”‘—i—Squ.

Let P46 denote the probability that b = b, where b is the bit output by the
adversary A at the end of Expt-6. We state and prove the following lemma.

Lemma 4.5 For all unbounded adversaries A, |Pags — Pas| < negl(X).

Proof. The proof is similar to the proof of indistinguishability of Expt 2 and
Expt 3.

Finally, observe that in Expt-6, the adversary .4 has no advantage in guessing
b, since the ciphertext ct* is entirely independent of b. In other words, for all
PPT adversaries A, we must have P4 = 1/2. This completes the proof of
Theorem 4.1. a

4.3 Function Privacy

We state and prove the following theorem.

Theorem 4.2 If the (n,m)-min-entropy-MDDH assumption holds over the
group Go, then for all PPT adversaries A, we have AdVIEIPSMEyA()\) < negl(A).

Proof. The proof proceeds through a sequence of experiments, beginning with
the “real” function privacy experiment and ending with an experiment where
the adversary has no advantage.

Expt-0. This is the “real” function privacy experiment. In this experiment, the
adversary A is given the public parameter pp. The adversary chooses two circuits
corresponding to matrix distributions of the form

Wy = [W(O-)

i ]} ) Wl = [W(l)
W lie[1,m],j€[1,n]

] } i€[1,m],j€[1,n] ’

representing joint distributions over Zj**", subject to the following restrictions:

1. For each i € [1,m],j € [1,n] and b € {0,1}, WZ(BJ) represents an w(log \)-
source over [Fy.

2. For each i, € [1,m], j,7" € [1,n] and be {0,1}, Wl(bj) and Wi,b)j, represent
mutually independent distributions.
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The adversary A also (adaptively) issues key generation queries corresponding
to predicate matrices the form Wy, ..., Wq € Z;**" for some () = poly(A). The

challenger samples W* ria W, for some random b gia {0,1}, where

W* — [w*

27.7] i€[1,m],j€[1,n]’

and uses the master secret key msk = (g2, So, S1, - .., Sn, K, Bg) to set the chal-

lenge secret key sky+ = ({hj }je[o n]) where

(K27 v () wi,t85)) ™

h() =95 )
moyiw? . t) T
hy = g o e (1,
where y1,...,Ym il Zgand t = (B- S)T for some s < Z’;. The adversary A
receives (skw* ,SKwWy s .- skWQ), where

skw, < KeyGen(pp, msk, W) for each ¢ € [1,Q)].

Finally, it outputs a bit b’. Let P4 ¢ denote the probability that b =b'.

Expt-1. This experiment is identical to Expt-0 except for the manner in which
the challenge secret key skw+ is generated. Namely, the challenger B uniformly

samples uq, ..., U, s Zg and sets the challenge secret key sky- = ({hj}je[oyn]>

as follows:

ho = (K437 uy6:85) "

hj =

)

92
T
géujt) for j € [1,n],

where t = (B - s)T for some s < Z’;. Let P41 denote the probability that b = b/,
where b’ is the bit output by the adversary A at the end of Expt-1. By the (n, m)-
min-entropy-MDDH assumption, we must have |[P42 — P4 1| < negl(\).
Finally, observe that the challenge secret key skw~ in Expt-1 is independent
of the bit b chosen by the challenger. Hence, for all PPT adversaries A, we must
have P41 = 1/2. This completes the proof of Theorem 4.2. a

5 Function Private SNME

In this section, we present an SNME scheme that is (computationally) function
private whenever the predicate matrices are sampled from distributions with
super-logarithmic min-entropy. Similar to the SME scheme, attribute privacy of
our SNME scheme can be based on the U1 ,-MDDH assumption, albeit in the
bounded collusion setting, while function privacy follows from the min-entropy-
MDDH assumption described in Section 2.4.
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5.1 The Construction

Let GroupGen (1) be a PPT algorithm that takes as input a security parameter
A € N, and outputs the tuple (G1, Go, Gr, ¢, g1, g2, €), where G1, G2 and G are
cyclic groups of prime order ¢ (g being a A-bit prime), g7 is a generator for Gy,
g2 is a generator for G, and e : G; X Go — G is an efficiently computable
non-degenerate asymmetric bilinear map. Our scheme ITSNME is parameterized
by m,n = poly()A) in the sense that it supports predicate matrices of the form
W € Z7*", and attribute vectors of the form x € Zj. The payload message
space M for this scheme is assumed to be a “small” subset of Z; such that
|M[ < poly(\).

Setup(1*): Uniformly sample (Gy, Ga, Gr,q, g1, g2, ¢€) + GroupGen(1*). Also,

uniformly sample A il Z((IkJrl)Xk and S1, S, il ZZX(

k > 0. Output

pp = (91,9?,9151'A,gf2'A), msk = (92,81,82)

k+1
*1) for some constant

KeyGen(pp, msk, W): Given a predicate matrix W € Zi**", sample y £ zy
and output skw = (ho, h1, ha), where

N by gV

W-S,)T.
ho =gy 7, hy = gV S,

)

Enc(pp, x, M): Given an attribute vector x € Zj and a message M € M C Z,

. R
uniformly sample ry,ry <— Z’; and output ct = (¢1,0,¢1,1, 2,0, C2,1) Where

(AT _ (x4+S:1-Ar)T
1,0 = 01 , €11 =0, s

_ (Ar)T _ (M-x+S2-Arp)T
C2.0 = 9, , €21 =0 .

Dec(pp, skw, ct): Parse the ciphertext as ct = (c1,0,¢1,1,¢2,0,C2,1) and the
secret key as skw = (ho, h1, ha). Check if there exists a unique M € M such
that

M
e(ca,1,ho) - e (02,0,h2)_1 = (6 (c1,1,h0) - e (Cl,Oahl)_1> .

If yes, return M. Else return L.

Correctness. To see that the aforementioned scheme is functionally correct,
observe the following.

e(cr1,ho)-e(cro, ) ' =e



When W - x # 0 mod ¢, we have yT - W - x # 0 mod ¢ with overwhelmingly
large probability over the randomness of KeyGen, and the decryption algorithm
correctly recovers the message M. But when W -x =0 mod ¢, the message M
cannot be uniquely recovered and the decryption algorithm returns L.

5.2 Attribute Privacy

We state the following theorem.

Theorem 5.1 If the U1 -MDDH assumption holds over the group G, then
for all PPT adversaries A that issue as most (n — 1) secret key queries during
the attribute privacy experiment, we have AdvﬁzNME,A()\) < negl(A).

Proof Sketch. Due to lack of space, we only provide a brief proof sketch. We
refer the reader to the full version of the paper [?] for the detailed proof.

The proof essentially relies on hash proof systems [18,19], and uses argu-
ments similar to those used by Agrawal et al. in proving the security of their
linear FE scheme [6]. The analysis exploits the following fact: given the public
parameter pp and no more than (n — 1) secret keys, the master secret key com-
ponents Sy, S ..., S, retain sufficient entropy from an (unbounded) adversary’s
point of view. This in turn ensures that at some stage, if the challenge cipher-
text is generated using the master-secret-key instead of the public parameter, it
will perfectly hide which attribute-message pair among (xo, Mp) and (x1, M7) is
encrypted.

Finally, the scheme is adaptively secure because the reduction knows the
master secret key at any time, which allows it to answer all secret key queries
without knowing the challenge attributes beforehand. This feature is common
to nearly all security proofs relying on hash proof systems [18,19].

5.3 Function Privacy

We state and prove the following theorem.

Theorem 5.2 If the (n,m)-min-entropy-MDDH assumption holds over the
group Ga, then for all PPT adversaries A, we have AdVIEIF;NME,A()\) < negl(A).

Proof. The proof proceeds through a sequence of experiments, beginning with
the “real” function privacy experiment and ending with an experiment where
the adversary has no advantage.

Expt-0. This is the “real” function privacy experiment. In this experiment, the
adversary A is given the public parameter pp. The adversary chooses two circuits
corresponding to matrix distributions of the form

Wy = [W(l)

Wo = [W(O») “JLe[l,m]JE[l,n] 7

“J } i€[1,m],j€l1,n]’

representing joint distributions over Z;**", subject to the following restrictions:
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1. For each i € [1,m],j € [1,n] and b € {0,1}, Wl(b]) represents an w(log \)-
source over [F,.

2. For each i, € [1,m], j,7' € [1,n] and be {0,1}, Wl(bj) and Wl(,b)]/ represent
mutually independent distributions.

The adversary A also (adaptively) issues key generation queries corresponding
to predicate matrices the form Wi, ..., Wq € Z;**" for some Q = poly()). The

challenger samples W* £ W, for some random b s {0,1}, and and uses the

master secret key msk = <Sl, Sg) to set skw+ = (ho, h1, ha), where

w*)T. w.sp)T. w.s;)T.
ho=g" Y, by =gsV STy = g WS

where y s Zy'. The adversary A receives (skw* ,skwry, - - ,ska), where
skw, + KeyGen(pp, msk, W) for each ¢ € [1,Q)].

Finally, it outputs a bit b’. Let P4 ¢ denote the probability that b = b'.

Expt-1. This experiment is identical to Expt-0 except for the manner in which
the challenge secret key skyw~ is generated. Namely, the challenger B uniformly

samples u £ Zy and uses the master secret key msk = (g2,S1,S2) to output
SkW* = (ho,hl,hg) where

T T
hO _ g;’, hy = géS1) , hoy = géSz) )

Let P4 ; denote the probability that b = b, where ' is the bit output by the ad-
versary A at the end of Expt-1. By the (n, m)-min-entropy-MDDH assumption,
we must have | P o — Pa 1] < negl(A).

Finally, observe that the challenge secret key skw~ in Expt-1 is independent
of the bit b chosen by the challenger. Hence, for all PPT adversaries A, we must
have Py 1 = 1/2. This completes the proof of Theorem 5.2. a
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