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Abstract. Lossy algebraic filters (LAFs) are function families where
each function is parametrized by a tag, which determines if the function
is injective or lossy. While initially introduced by Hofheinz (Eurocrypt
2013) as a technical tool to build encryption schemes with key-dependent
message chosen-ciphertext (KDM-CCA) security, they also find applica-
tions in the design of robustly reusable fuzzy extractors. So far, the only
known LAF family requires tags comprised of ©(n?) group elements for
functions with input space Z;,, where p is the group order. In this paper,
we describe a new LAF family where the tag size is only linear in n and
prove it secure under simple assumptions in asymmetric bilinear groups.
Our construction can be used as a drop-in replacement in all applications
of the initial LAF system. In particular, it can shorten the ciphertexts of
Hofheinz’s KDM-CCA-secure public-key encryption scheme by 19 group
elements. It also allows substantial space improvements in a recent fuzzy
extractor proposed by Wen and Liu (Asiacrypt 2018). As a second con-
tribution, we show how to modify our scheme so as to prove it (almost)
tightly secure, meaning that security reductions are not affected by a
concrete security loss proportional to the number of adversarial queries.

Keywords. Lossy algebraic filters, efficiency, tight security, standard
assumptions.

1 Introduction

As introduced by Peikert and Waters a decade ago [40], lossy trapdoor func-
tions (LTFs) are function families where injective functions — which are effi-
ciently invertible using a trapdoor - are computationally indistinguishable from
many-to-one functions, wherein the image is drastically smaller than the do-
main. Since their introduction, they drew a lot of attention [T9)23|25/44/46] and
revealed powerful enough to imply chosen-ciphertext (IND-CCA2) security [40],
deterministic public-key encryption in the standard model [9I5/42], as well as
encryption schemes achieving the best possible security against selective-opening
(SO) adversaries [2I5] or using imperfect randomness [1J.

Lossy ALGEBRAIC FILTERS. Lossy algebraic filters (LAF's) are a variant LTF's
introduced by Hofheinz [26] as a tool enabling the design of chosen-ciphertext-
secure encryption schemes with key-dependent message (KDM-CCA) security
[6]. Recently, they were also used by Wen and Liu [45] in the construction of



robustly reusable fuzzy extractors. In LAF families, each function takes as ar-
guments an input x and a tag ¢, which determines if the function behaves as a
lossy or an injective function. More specifically, each tag t = (¢, t,) is comprised
of an auxiliary component ¢,, which may consist of any public data, and a core
component t.. For any auxiliary component ¢,, there should exist at least one
te such that t = (¢, ta) induces a lossy function fiap(t,-). LAFs strengthen the
requirements of lossy trapdoor functions in that, for any lossy tag ¢, the function
fiar(t, ) always reveals the same information about the input z, regardless of
which tag is used. In particular, for a given evaluation key ek, multiple evalua-
tions fiar(t1, ), ..., fiar(tn,x) for distinct lossy tags do not reveal any more
information about x than a single evaluation. On the other hand, LAFs depart
from lossy trapdoor functions in that they need not be efficiently invertible using
a trapdoor. For their applications to KDM-CCA security [26] and fuzzy extrac-
tors [45], lossy algebraic filters are expected to satisfy two security properties.
The first one, called indistinguishability, requires that lossy tags be indistinguish-
able from random tags. The second one, named evasiveness, captures that lossy
tags should be hard to come by without a trapdoor.

So far, the only known LAF realization is a candidate, suggested by Hofheinz
[26], which relies on the Decision Linear assumption (DLIN) [12] in groups
with a bilinear map. While efficient and based on a standard assumption, it
incurs relatively large tags comprised of a quadratic number of group elements
in the number of input symbols. More precisely, for functions admitting inputs
x = (z1,...,2,)" € Zy,, where p is the order of a pairing-friendly G, the core
components t. contain ©(n?) elements of G. For the application to KDM-CCA
security [26] (where t. should be part of ciphertexts), quadratic-size tags are not
prohibitively expensive as the encryption scheme of [26, Section 4] can make
do with a constant n (typically, n = 6). In the application to fuzzy extractors
[45], however, it is desirable to reduce the tag length. In the robustly reusable
fuzzy extractor of [45], the core tag component t. is included in the public helper
string P that allows reconstructing a secret key from a noisy biometric reading
w. The latter lives in a metric space that should be small enough to fit in the
input space Z;; of the underlying LAF family. Even if p is exponentially large
in the security parameter A, a constant n would restrict biometric readings to
have linear length in A. Handling biometric readings of polynomial length thus
incurs n = w(1), which results in large tags and longer public helper strings.
This motivates the design of new LAF candidates with smaller tags.

OUR REsuLTS. The contribution of this paper is two-fold. We first construct a
new LAF with linear-size tags and prove it secure under simple, constant-size
assumptions (as opposed to ¢-type assumptions, which are described using a lin-
ear number of elements in the number of adversarial queries) in bilinear groups.
The indistinguishability and evasiveness properties of our scheme are implied
by the Decision 3-party Diffie-Hellman assumption (more precisely, its natural
analogue in asymmetric bilinear maps), which posits the pseudorandomness of
tuples (g, g%, g%, g¢, g?*¢), for random a,b,c €x Zyp. For inputs in Z;, where p is
the group order, our core tag components only consist of O(n) group elements.



These shorter tags are obtained without inflating evaluation keys, which remain
of length O(n) (as in [26]).

As a second contribution, we provide a second LAF realization with O(n)-
size tags where the indistinguishability and evasiveness properties are both al-
most tightly related to the underlying hardness assumption. Namely, our security
proofs are tight — or almost tight in the terminology of Chen and Wee [16] — in
that the gap between the advantages of the adversary and the reduction only de-
pends on the security parameter, and not on the number of adversarial queries.
In the LAF suggested by Hofheinz [26], the proof of evasiveness relies on the
unforgeability of Waters signatures [43]. As a result, the reduction loses a lin-
ear factor in the number of lossy tags obtained by the adversary. In our second
construction, we obtain tight reductions by replacing Waters signatures with (a
variant of) a message authentication code (MAC) due to Blazy, Kiltz and Pan
[7]. As a result, our proof of evasiveness only loses a factor O(\) with respect
to the Symmetric eXternal Diffie-Hellman assumption (SXDH). If our scheme
is plugged into the robustly reusable fuzzy extractor of Wen and Liu [45], it
immediately translates into a tight proof of robustness in the sense of the def-
inition of [45]. While directly using our second LAF in the KDM-CCA-secure
scheme of [26] does not seem sufficient to achieve tight key-dependent message
security, it may still provide a building block for future constructions of tightly
KDM-CCA-secure encryption schemes with short ciphertexts.

TECHNIQUES. Like the DLIN-based solution given by Hofheinz [26], our evalua-
tion algorithms proceed by computing a matrix-vector product in the exponent,
where the matrix is obtained by pairing group elements taken from the core tag
t. with elements of the evaluation key. Here, we reduce the size of t. from O(n?)
to O(n) group elements using a technique suggested by Boyen and Waters [14]
in order to compress the evaluation keys of DDH-based lossy trapdoor functions.

In the pairing-based LTF of [14], the evaluation key contains group elements
[(Ri, i) = (g7, (b - w)™ )}y, {(Vy = g%, Hy = (b9 - u)*)}"_,. Using a sym-
metric bilinear maps e : G x G — G, these make it possible to compute the
off-diagonal elements of a matrix

e(R;, Hj))l/ufi)

Mi)j = e(gah)n.vj = (e(s V)
i Vj

v(i,j) € [n] x [n]\{(, ) e (1)
via a “two equation” technique borrowed from the revocation system of Lewko,
Sahai and Waters [34]. By including {D; = e(g,9)™" - e(g, g)}1; in the evalua-
tion key, the LTF of [14] allows the evaluator to compute a matrix (M; ;); jen
such that M, ; = e(g,9)"™" if i # j and M;; = e(g,9)""" - e(g,9)™ and for
which m; = 1 (resp. m; = 0), for all ¢ € [n], in injective (resp. lossy) func-
tions. The indistinguishability of lossy and injective evaluation keys relies on the
fact that is only computable when i # j, making it infeasible to distinguish
[D; = elg. ) - e(g, g}y from {Di = (g, h)" ™ 1.

Our first LAF construction relies on the “two equation” technique of [34] in a
similar way with the difference that we include {(V; = ¢%3, H; = (b’ -u)* }7_; in
the evaluation key ek, but {(R;,S;) = (g", (h*-u)"")}™_, is now part of the core



tag components t.. This makes it possible to compute off-diagonal elements of
(M; )i, je[n) by pairing elements of ek with those of t.. To enable the computation
of diagonal elements {M; ;}7 ;, we augment core tag components by introducing
pairs (D;, E;) € G?, which play the same role as {D; = e(g,g)"" - e(g, 9)}™,
in the LTF of [I4]. In lossy tags, {(D;, E;)}?"_, are of the form

(D, E;) = (h""" - Hg (1), g"*), (2)

for a random p; €g Zp, where 7 is a chameleon hashing of all tag components.
Such pairs {(D;, E;)}?_; allow the evaluator to compute

e(Dzag)

Mt = e (), B

=e(g,h)" vi € [n],

which results in a rank-one matrix (M; ;); je[n), Where M; ; = e(g,h)""%. When
computed as per , {(D;, E;)}_, can be seen as “blinded” Waters signatures
[43]. Namely, (g,h,V; = g¥*) can be seen as a verification key; h%i is the cor-
responding secret key; and r; € Z, serves as a blinding factor that ensures the
indistinguishability of (D;, E;) from random pairs. Indeed, the Decision 3-party
Diffie-Hellman (D3DH) assumption allows proving that h™ i is computation-
ally indistinguishable from random given (g, h, g*#, ¢"*). In our proof of indistin-
guishability, however, we need to rely on the proof technique of the Boneh-Boyen
IBE [I1] in order to apply a hybrid argument that allows gradually replacing
pairs {(D;, E;)}_; by random group elements.

In our proof of evasiveness, we rely on the fact that forging a pair of the
form (D;, E;) = (h"vi - Hg(7)Pi, g”*) on input of (g, h, g"") is as hard as solving
the 2-3-Diffie-Hellman problem [33], which consist in finding a non-trivial pair
(g",g" ) € G* x G* on input of (g,¢% ¢g*). In turn, this problem is known to
be at least as hard as breaking the Decision 3-party Diffie-Hellman assumption.

The above techniques allow us to construct a LAF with O(n)-size tags and
evaluation keys made of O(n + \) group elements under a standard assumption.
Our first LAF is actually described in terms of asymmetric pairings, but it can
be instantiated in all types (i.e., symmetric or asymmetric) of bilinear groups.
Our second LAF construction requires asymmetric pairing configurations and
the Symmetric eXternal Diffie-Hellman (SXDH) assumption. It is very similar
to our first construction with the difference that we obtain a tight proof of eva-
siveness by replacing Waters signatures with a variant of a MAC proposed by
Blazy, Kiltz and Pan [7]. In order for the proofs to go through, we need to include
n MAC instances (each with its own keys) in lossy tags, which incurs evaluation
keys made of O(n-\) group elements. We leave it is an interesting open problem
to achieve tight security using shorter evaluation keys.

RELATED WORK. All-but-one lossy trapdoor functions (ABO-LTFs) [40] are
similar to LAFs in that they are lossy function families where each function
is parametrized by a tag that determines if the function is injective or lossy.
They differ from LAFs in two aspects: (i) They should be efficiently invert-
ible using a trapdoor; (ii) For a given evaluation key ek, there exists only one



tag for which the function is lossy. The main motivation of ABO-LTFs is the
construction of chosen-ciphertext [41I] encryption schemes. All-but-many lossy
trapdoor functions (ABM-LTFs) are an extension of ABO-LTFs introduced by
Hofheinz [25]. They are very similar to LAFs in that a trapdoor makes it possi-
ble to dynamically create arbitrarily many lossy tags using. In particular, each
tag t = (tc,ta) consists of an auxiliary component ¢, and a core component ¢,
so that, by computing ¢. as a suitable function of t¢,, the pair ¢ = (¢, t,) can
be made lossy, but still random-looking. The motivation of ABM-LTFs is the
construction chosen-ciphertext-secure public-key encryption schemes in scenar-
ios, such as the selective-opening setting [I82], which involve multiple challenge
ciphertexts [25]. They also found applications in the design of universally com-
posable commitments [20]. Lossy algebraic filters differ from ABM-LTFs in that
they may not have a trapdoor enabling efficient inversion but, for any lossy tag
t = (tc,ta), the information revealed by fiar(t,z) is always the same (i.e., it is
completely determined by = and the evaluation key ek).

LAFs were first introduced by Hofheinz [26] as a building block for KDM-
CCA-secure encryption schemes, where they enable some form of “plaintext
awareness” . In the security proofs of KDM-secure encryption schemes (e.g., [I0]),
the reduction must be able to simulate encryptions of (functions of) the secret
key. When the adversary is equipped with a decryption oracle, the ability to
publicly compute encryptions of the decryption key may be a problem as de-
cryption queries could end up revealing that key. LAFs provide a way reconcile
the conflicting requirements of KDM and CCAZ2-security by introducing in each
ciphertext a LAF-evaluation of the secret key. By having the simulator encrypt a
lossy function of the secret key, one can keep encryption queries from leaking too
much secret information. At the same time, adversarially-generated ciphertexts
always contain an injective function of the key, which prevents the adversary
from learning the secret key by publicly generating encryptions of that key.

Recently, Wen and Liu [45] appealed to LAFs in the design of robustly
reusable fuzzy extractors. As defined by Dodis et al. [17], fuzzy extractors allow
one to generate a random cryptographic key R — together with some public helper
string P — out of a noisy biometric reading w. The key R need not be stored as
it can be reproduced from the public helper string P and a biometric reading w’
which is sufficiently close to w. Reusable fuzzy extractors [I3] make it possible to
safely generate multiple keys Ry, ..., R; (each with its own public helper string
P;) from correlated readings wy, ..., w; of the same biometric source. Wen and
Liu [45] considered the problem of achieving robustness in reusable fuzzy extrac-
tors. In short, robustness prevents adversaries from covertly tampering with the
public helper string P; in order to affect the reproducibility of R;. The Wen-Liu
[45] fuzzy extractor relies on LAF's to simultaneously achieve reusability and ro-
bustness assuming a common reference string. Their solution requires the LAF
to be homomorphic, meaning that function outputs should live in a group and,
for any tag t and inputs x1, 2, we have fiap(t, x1+22) = fiar(t, z1) - fiar(t, 2).
The candidate proposed by Hofheinz [26] and ours are both usable in robustly
reusable fuzzy extractors as they both satisfy this homomorphic property. Our



scheme offers the benefit of shorter public helper strings P since these have to
contain a LAF tag in the fuzzy extractor of [45].

The tightness of cryptographic security proofs was first considered by Bellare
and Rogaway [4] in the random oracle model [3]. In the standard model, it drew
a lot of attention in digital signatures and public-key encryption the recent years
(see, e.g., [2916ITB536I272TI2822]). In the context of all-but-many lossy trap-
door functions, a construction with tight evasiveness was put forth by Hofheinz
[25]. A tightly secure lattice-based ABM-LTF was described by Libert et al. [37]
as a tool enabling tight chosen-ciphertext security from lattice assumptions. To
our knowledge, the only other prior work considering tight reductions for lossy
trapdoor functions is a recent result of Hofheinz and Nguyen [30]. In particu-
lar, tight security has never been obtained in the context of LAFs, nor in fuzzy
extractors based on public-key techniques.

2 Background

2.1 Lossy Algebraic Filters

We recall the definition of Lossy Algebraic Filter (LAF) from [26], in which the
distribution over the function domain may not be the uniform one.

Definition 1. For integers {ap(N),n(N\) > 0, an (€ ar, n)-lossy algebraic filter
(LAF) with security parameter \ consists of the following PPT algorithms:

Key generation. LAF.Gen(1*) outputs an evaluation key ek and a trapdoor
key tk. The evaluation key ek specifies an lap-bit prime p as well as the
description of a tag space T = Tc X Ta, where T¢ is efficiently samplable. The
disjoint sets of injective and non-injective tags are called Tinj and Tnon-inj =
T\ Tinj, respectively. We also define the subset of lossy tags Tiess to be a subset
of Tron-inj, which induce very lossy functions. A tag t = (tc,ta) is described
by a core part t. € Tc and an auziliary part ty € T,. A tag may be injective,
or lossy, or neither. The trapdoor tk allows sampling lossy tags.

Evaluation. LAF.Eval(ek,t, X) takes as inputs an evaluation key ek, a tag t €
T and a function input X € Zy. It outputs an image Y = fer +(X).

Lossy tag generation. LAF.LTag(tk,t,) takes as input the trapdoor key tk, an
auziliary part t, € T, and outputs a core part tc such that t = (te,ta) € Tioss
forms a lossy tag.

In addition, LAF has to meet the following requirements:

Lossiness. For any (ek,tk) & LAF.Gen(1), the following conditions should be
satisfied.

a. For anyt € Tinj, fer,t(.) should behave as an injective function (note that
f;lt() is not required to be efficiently computable given tk).

€

b. For any auziliary tag t, € T, and any t. < LAF.LTag(tk,t,), we have
t = (tc,ta) € Tioss, meaning that fer (.) is a lossy function. Moreover, for



any input X = (21,...,2,) € Zy and any t = (tc,ta) € Tioss, fer,t(X) is
completely determined by > .| v; - x; mod p for coefficients {v;}?_, that
only depend on ek.

Indistinguishability. Multiple lossy tags are computationally indistinguishable
from random tags, namely:

Advé’ind(A) — ’PI‘[.A(l)\,Bk)LAF'LTag(tk’.) — 1] _ PI‘[.A(l)\,ek)OT“(') _ 1”

is negligible for any PPT algorithm A, where (ek,tk) & LAF.Gen(1?) and
O7.(-) is an oracle that assigns a random core tag t. <= Tc to each auziliary
tag ta € Ta (rather than a core tag that makes t = (tc,ta) lossy). Here Q
denotes the number of oracle queries made by A.
Evasiveness. Non-injective tags are computationally hard to find, even with
access to an oracle outputting multiple lossy tags, namely:
Advéi\sz ()\) — PI‘[.A(].A, ek)LAF.LTag(tk,~), LAF.IsInjective(tk,-) c ﬂon—inj]
is negligible for legitimate adversary A, where (ek,ik,tk) & LAF.Gen(1%)
and A is given access to the following oracle:
- LAF.LTag(tk,-) which acts exactly as the lossy tag generation algorithm.
- LAF.IsInjective(tk, -) that takes as input a tag t = (tc,ta). It outputs 0 if
t € Toon-inj = T \Tinj and 1 if t € Tinj. If t € T, the oracle outputs L.

We denote by Q1 and Qo the number of queries to LAF.LTag(tk,-) and
LAF.lIsInjective(tk, -), respectively. By “legitimate adversary”, we mean that
A is PPT and never outputs a tag t = (tc,ta) such that t. was obtained by
imvoking the LAF.LTag oracle on t,.

In our construction, the tag space T will not be dense (i.e., not all elements
of the ambient algebraic structure are potential tags). However, elements of the
tag space T will be efficiently recognizable given ek.

We note that the above definition of evasiveness departs from the one used
by Hofheinz [26] in that it uses an additional LAF.lsInjective(tk,-) oracle that
uses the trapdoor tk to decide whether a given tag is injective or not. However,
this oracle will only be used in our tightly secure LAF (and not in our first
construction). Its only purpose is to enable a modular use of our tightly evasive
LAF in applications to KDM security [26] or robustly reusable fuzzy extractors
[45]. Specifically, by invoking the LAF.IsInjective(tk, -) oracle, the reduction from
the security of a primitive to the underlying LAF’s evasiveness does not have to
guess which adversarial query involves a non-lossy tag.

2.2 Chameleon Hash Functions

A chameleon hash function [32] is a tuple of algorithms CMH = (CMKg, CMhash,
CMswitch) which contains an algorithm CMKg that, given a security parameter
1%, outputs a key pair (hk,td) < G(1*). The randomized hashing algorithm



outputs y = CMhash(hk, m,r) given the public key hk, a message m and ran-
dom coins r € Rpesn. On input of messages m,m’, random coins 7 € Rpqsn
and the trapdoor key td, the switching algorithm ' < CMswitch(td, m,r, m')
computes 7' € Rpqsn such that CMhash(hk, m,r) = CMhash(hk,m’,r’). The
collision-resistance property mandates that it be infeasible to come up with
pairs (m/,r") # (m,r) such that CMhash(hk, m,r) = CMhash(hk, m’,r") with-
out knowing the trapdoor key tk. Uniformity guarantees that the distribution
of hash values is independent of the message m: in particular, for all hk, and
all messages m,m’, the distributions {r < Rpesp : CMHash(hk,m,r)} and
{r « Rhasn : CMHash(hk, m’,r)} are identical.

2.3 Hardness Assumptions

Definition 2. Let (G, G, Gr) be bilinear groups of order p. The First Decision
3-Party Diffie-Hellman (D3DH1) assumption holds in (G,G,Gr) if no PPT
distinguisher can distinguish the distribution

D1 :={(9,3.9% 9" 99" 8".9%9") | g &£ G, g & G, a,b,c & 7}
DO = {(97ghga,gb’gc’ga,gb?gc,gz) | g & Gag & G7 aaba C, 2 & ZP}

The D3DH1 assumption has a natural analogue where the pseudorandom value
lives in G instead of G.

Definition 3. The Second Decision 3-Party Diffie-Hellman (D3DH2) as-
sumption holds in (G,G,Gr) if no PPT algorithm can distinguish between the
distribution

Dy :={(9,9,9" 6" 9% 9% 3", 5°.5°) | g & G,5 & G, a,b,c & Ly}
Do :=1{(9,9.9" 9" 9% 9% 3".6°6°) | g &£ G,5 & G, a,b,c,z & L}

We also need a computational assumption which is implied by DSDH2. The
2-3-CDH was initially introduced [33] in ordinary (i.e., non-pairing-friendly)
discrete-logarithm hard groups. Here, we extend it to asymmetric bilinear groups.

Definition 4 ([33]). Let (G,G) be a bilinear groups of order p with generators
geGandg e G. The 2-out-of-3 Computational Diffie-Hellman (2-3-CDH)
assumption says that, given (g, g%, 4%, g%, ¢°) for randomly chosen a,b < Z,, no
PPT algorithm can find a pair (g",g" ) such that r # 0.

It is known (see, e.g., [38]) that any algorithm solving the 2-3-CDH problem can
be used to break the D3DH2 assumption. On input of (g, g, g%, ¢°, g%, 3%, 4%, ¢, %),
where z = abc or z €g Z,, the reduction can simply run a 2-3-CDH solver on
input of (g,9% g%, §% g°). If the solver outputs a non-trivial pair of the form
(R1, Ry) = (9", g"%"), the D3DH2 distinguisher decides that z = abc if and only
if E(Rl,gz) = E(Rg,gc).

In our constructions, we actually rely on a weaker variant of D3HD1, called
wD3HD1, where §* is not given. In our tightly secure construction (which re-
quires asymmetric pairings), we need to rely on the following variant of wD3HD1.



Definition 5. Let (G,@,GT) be bilinear groups of order p. The Randomized
weak Decision 3-Party Diffie-Hellman (R-wD3DH1) assumption holds in

(G,G,Gr) if no PPT distinguisher can distinguish the distribution

D= {{(0.5.9" 9" 9", 3%, "N}, | 9 £ G.g £ G,
al,...,aQ,b,c&ZP}}

D= {{(9.9.9" 4".9%3".5° 5"} | 9 £ G5 & €,
al,...,aQ,zl,...,zQ,b,c&ZP}}.

We do not know if D3DH1 or wD3DHI can be tightly reduced to R-wD3DH1
(the only reduction we are aware of proceeds via a hybrid argument). In asym-
metric pairings, however, we can give a tight reduction between R-wD3DH]1 and
a combination of wD3DH1 and SXDH.

Lemma 1. There is a tight reduction from the wD3DH1 assumption and the
DDH assumption in G to the R-wD3DHI1 assumption. More precisely, for any
R-wD3DH1 adversary B, there exist distinguishers By and By which run in about
the same time as B and such that

AdvPP () < AdvEPPHH (V) + Advg T (V)

where the second term denotes By ’s advantage as a DDH distinguisher in G.

Proof. To prove the result, we consider the following distribution:

Dint = {{(g7g,ga-ai7gb’gc7gb’gc7gz-ai)}?:1 | g & Gv g & Ga
a1, ...,aq,b,c,z & Ly, a&Z;}}

A straightforward reduction shows that, under the wD3DH1 assumption, D,
is computationally indistinguishable from D;,,;. We show that, under the DDH
assumption in G, D;,; is computationally indistinguishable from Dy. Moreover,
the reduction is tight in that the two distinguishers have the same advantage.

First, we show that, under the wD3DH1 assumption, D,,; is computationally
indistinguishable from D;.

We can build a wD3DH1 distinguisher B; from any distinguisher for D;
and Dyne. With (g,9,9% g%, 9% 9% %, T) as input where g & G, § & G and
a,b,c ¢ Z,, By uniformly draws «;, ..., aqg ¢ Z, and computes

Dp, = {{(g,ﬁ,g“'“",g”,gc, 0,9, T MLy | an, g & Zp}-
It is easy to see that if T = ¢®*°, then Dp, is identical to D;. If T €r G, then

Dp, is distributed as D;,:. Hence, any distinguisher between D; and D;,: with
Dp, implies a distinguisher B; for the wD3DH1 problem.



Next, we show that, under the DDH assumption in G, D,,; is computationally
indistinguishable from Dy. In order to build a DDH distinguisher By out of a
distinguisher between D,,; and Dy, we use the random self-reducibility of the
DDH assumption.

Lemma 2 (Random Self-Reducibility [39]). Letting G be a group of prime
order p, there exists a PPT algorithm R that takes as input (g, g%, g%, g%) € G*,
for any a,b,c € Z,, and returns a triple (g%, g¥,9%) € G® such that:

— Ifc=ab mod g, then V' is uniformly random in Z, and ¢’ = ab'.
— Ifc# ab mod g, then V', €g Z, are independent and uniformly random.

On input of (g,9%,9% T) € G*, where g < G and z,a < Z,, B uses
algorithm R to generate () instances {(gz,gai,Ti)}iQ:l. Next, By draws § & G,
a,b,c ¢ 7Z, and defines the following distribution:

Di, = {{(9,9,(9™)" 6", 9%, 5".5° TO}Z1 1§ & Ga,be & 7, ).

We observe that, if T'= ¢, we have T; = g% for all ¢ € [Q)]. In this case,
Dp, is identical to D;,:. In contrast, if T" €p G, the random self-reducibility
ensures that T1,...,Tg €r G are i.i.d, meaning that Dg, is identical to Dj.
Using a distinguisher between D;,; and Dy and feeding it with Dg,, we obtain
a distinguisher By for the DDH problem in G. ad

3 A Lossy Algebraic Filter With Linear-Size Tags

We present a LAF based on DDH-like assumptions with tags of size O(n), where
n is the number of input symbols when the input is viewed as a vector over Z,,.
Our tags are comprised of 4n elements of G, which outperforms the construction
of [26] for n > 4. In his application to KDM-CCA security [26], Hofheinz uses a
LAF scheme with n = 6, in which case we decrease the tag size from 43 to 24
group elementaﬂ and thus shorten ciphertexts by 19 group elements.

The construction is inspired by the lossy TDF of [I4] and relies on the re-
vocation technique of Lewko, Sahai and Waters [34] (LSW) in the same way. In
asymmetric pairings e : G x GA—> Gr, the evaluation key contains a set of LSW
ciphertexts {(V; = 3%, H; = (h7-4)"7) "'_1, while each core tag component ¢ can
be seen as containing a set of LSW secret keys {(R;, S;) = (g™, (h*-u)™)}™_,, al-
lowing the evaluator compute M; ; = e(g, ﬁ)r“’i for any pairwise distinct indices
i # j. In lossy tags (tc,ta), diagonal elements {M;;}? ; are handled by having
tc contain Waters signatures (D;, E;) = (h™" - Hg(7)P, g"*), where p; €gr Zy,
and Hg : {0,1}F — G is an algebraic hash function mapping the output 7 of a
chameleon hash function to the group G. For indistinguishability purposes, pairs

4 The LAF of [26] was described in terms of symmetric pairings but it extends to
asymmetric pairings e : G X G — Gr where tags are comprised of elements in G.
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{(D;, E;)}_, are not immediately recognizable as Waters signatures because the
underlying secret key h¥* is blinded by a random exponent r; = log,(R;). Still,
running the verification algorithm of Waters signatures on (D;, E;) allows the

evaluation algorithm to derive M;; = e(g,h)"™"*, so that (M, ;); jen) forms a
rank-1 matrix. In injective tags, {(D;, E;)}?; are uniformly distributed in G, so
that (M; ;)i je[n) is the sum of a rank-1 matrix and a diagonal matrix.

3.1 Description

Key generation. LAF.Gen(1%) conducts the following steps.

1.

Choose bilinear groups (G,G7GT) of prime order p > 2* with ran-
dom generators g,h,u ¢~ G and g, h, i ¢ G subject to the constraints
log,(h) = log;(h) and log,(u) = log, ().

. Choose a chameleon hash function CMH = (CMKg, CMhash, CMswitch),

where the hashing algorithm CMhash : {0,1}* X Rpasn — {0,1}L has
output length L € poly()\). Generate a pair (hkcmn, tdemn) <+ CMKg(17)
made of a hashing key hkcyny and a trapdoor tdemy-

Choose random exponents wy, ..., wy, ¢ Z, and define

Wi = g"*, Wi = g* Yk € [0, L]

that will be used to instantiate two hash functions Hg : {0,1}* — G,
Hg : {0,1}* — G which map any string m € {0,1}* to

L L
Hg(m) =Wo- [] Wi, Hg(m) =W [] Wi,
k=1 k=1

respectively. Note that e(g, Hg(m)) = e(Hg(m), §) for any m € {0,1}-.

. Let n € poly(n) be the desired input length. For each j € [n], choose

vj ¢ Z, and define

Vi=4g", Hj = (i -a)" vj € [n].

. Output the evaluation key ek and the lossy tag generation key tk, which

consist of
ek = (hkCMHa g, h7 u, ga iL, ’lft, {Wk7Wk}£:0’ {‘7]’}1’]}?:1)7
tk = (tdCMH, {Uj}?:l)'

The tag space T = T¢ X Taue is defined as a product of T, = {0,1}* and

Te :={({Rs, Si, Di, Ei}}— 1, Thash) | Thash € Remn A

Vi€ [n]: (Ri,Si,Di, Ei) € G** A e(Ri,h' - 4) = e(S;,9)},

where G* := G\ {1g}. The range of the function family is Rng, = G/+"" and
its domain is Zj.

11



Lossy tag generation. LAF.LTag(tk,t,) takes in an auxiliary tag component
ta € {0,1}* and uses tk = (tdcwn, {vitj=1 {wi}f_) to generate a lossy tag
as follows.

1. For each i € [n], choose r; ¢ Z* and compute

R, =g", S = (h' - )" Vi € [n]. (3)
2. For each i € [n], choose p; ¢~ Z, and compute

D; = h" - Hg (1), E;, =g" Vi € [n],

where 7 € {0, 1} is chosen uniformly in the range of CMhash.
3. Use the trapdoor tdcpmny to find 7hesn € Ruaskh such that

T = CMhaSh (hkhasha (ta7 {R“ S’i7 Di7 Ei}?:1)7 Thash) S {07 1}L
and output the tag t = (t,ta), where tc = ({Ri, Si, Di, Ei Y1, Thash)-

Each lossy tag is associated with a matrix (Mi’j)ije[n] = (e(g,ﬁ)”'”ﬂ')ij,

which is a rank-1 matrix in the exponent. Its diagonal entries consist of

e(D;, 9) 5

M, ;= =e(g,h)"" Vi € [n], 4
(B o) " W
while its non-diagonal entries
e(Ry, Hj)\ /G~ N o o
ij = | ———== = e(g,h)"" Y(i,j) € [n] x [n i,9) iy,
=) (9.1 (1.3) € [n] <[] \ 4G )Y

(5)
are obtained by pairing tag component (R;, S;) with evaluation key compo-
nents (V;, H;).

Random Tags. A random tag can be publicly sampled as follows.
1. For each i € [n], choose r; ¢~ Z and compute {R;, S;}j; as in .

2. For each i € [n], choose (D;, E;) & G* x G* uniformly at random.
3. Choose Thash <~ Rhash-

Finally, output the tag ¢t = (tc, ta), where tc = ({Ri, Si, Di, Ei Y1, Thash)-

We note that, in both random and lossy tags, we have e(R;, 0% - h) = e(S;, §) for
all 7 € [n], so that elements of 7 are publicly recognizable.

Evaluation. LAF.Eval(ek,t,x) takes in the function input x € Z; as well as
the tag t = (tc,ta). It parses tc as ({Ri, Si, Di, Ei Y1, Thask) and proceeds
as follows.

1. Return L if there exists i € [n] such that e(R;, h' - @) # (S, §).

12



2. Compute the matrix (Mw»)ije[n] € Gl as
e(Dlvg) .
M, = ——F""—— Vi € [n] , (6)
e(E;, Hg (7))
where 7 = CMhash (hkhasiu (ta, {Ri7 Si7 Di7 Ei}?zl), Thash)a and

e(Ry, Hj)\1/ G
ij = (7

R V(i.3) € ] x W\ (G DYy, (7)

Note that, since R; = g™ and S; = (h®- )" for some r; € Z,, we have

M;; = e(g, h)miites, Vi € [n] (8)
M = e(g, by, Vi # j,
for some vector (wy,...,w,)" € Zy that only contains non-zero entries

if t = (tc,ta) is injective.

3. Compute the vector (Vr;) as Vrj = e(h,V;) = e(g,h)% for each

) j€n]
j € [n].
4. Use the input X = (z1,...,2,)" € Zy to compute
n
Yo=11v# )
j=1
n
Y = [[ M5 Vi € [n]

and output Y = (Yp,Y1,...,Y,)" € G;H.

While the above construction inherits the ©(\)-size public keys of Waters
signatures [43], we believe that it can be adapted to other signature schemes in
the standard model (e.g., [8131]) so as to obtain shorter evaluation keys.

INJECTIVITY AND LOSSINESS. For any injective tag, all entries of the vector
(wi,...,wy) " are non-zero in . We can use Yj to ensure that the function is
injective. As long as w; # 0 for all i € [n], the evaluation algorithm (9] yields a
vector Y = (Y, Y1,...,Y,) € GIH of the form

Yo = e(g, B)Z}lzl VT
Vi=elg St vie )

meaning that z; € Z,, is uniquely determined by (Yp,Y;) and (R;, D;, E;) (note
that the triple (R;, D;, E;) uniquely defines w;).

13



For any lossy tag, the evaluation outputs Y = (Yy,Y,...,Y;,) € G?‘H such
that

Yo = e(g, h)2=i=1 "%
Y; = e(g, h)"Xi=1 Vit Vi € [n],

which always reveals the same information Z?Zl v; - x; mod p about the input
vector x = (21,...,2,) ', no matter which tag is used.

3.2 Security

The proof of indistinguishability relies on the wD3DH1 assumption via a hy-
brid argument over the queries to the LAF.LTag(tk, ) oracle and over the pairs
{(D;, E;)}?_, produced by LAF.LTag(tk,-) at each query. Using the R-wD3DH1
assumption, it is possible to modify the proof so as to use a hybrid argument
over the pairs {(D;, E;)}"_; only (meaning that all queries to LAF.LTag(tk, -) are
processed in parallel at each game transition). However, this proof would require
the SXDH assumption — which only holds in asymmetric pairings — to apply the
result of Lemma (I} In contrast, the proof of Theorem [1| allows instantiations in
all bilinear group configurations, even in symmetric pairings.

The proof of Theorem [If uses a hybrid argument to gradually replace pairs
{(D;, E;)}_; by truly random group elements in outputs of the lossy tag gen-
eration oracle. To this end, it relies on the proof technique of the Boneh-Boyen
IBE [I1] in the proof of Lemma [3| Namely, in order to embed a D3DHI1 in-
stance (g, h, g%, g™, T Z hTk k) in the k-th pair (Dg, Fy), for indexes ¢ > k, the
reduction has to simulate h""¥* for a known r; € Z, and an unknown h%.

Theorem 1. The above LAF provides indistinguishability under the wD3DH1
assumption in (G,G,Gr).

Proof. We first recall that, for any injective or non-injective tag t = (tc,ta),

the core component t. = ({R;, Si, Di, E; }™_ |, "hasn) imply a matrix (Miaj)i,je[n]

where the off-diagonal entries are M; ; = e(g,h)™ % and the diagonal entries
are of the form @) In injective tags, the vector (wy,...,w,)" € Zy, only con-

tains non-zero entries. In lossy tags, we have (wi,...,w,)" = 0. We define
a sequence of hybrid games. In Game(q ), the adversary has access to the real
oracle LAF.LTag(tk,.) oracle that always outputs lossy tags. In Game(g ), the
adversary is given access to an oracle O (.) that always outputs random tags.

Game(; ;) (1 </ <Q,1 <k <n): In this game, the adversary interacts with a
hybrid oracle LAF.LTag!“*)(tk, .). At the p-th query, this oracle outputs tags
t) = (tg“), tg”)) such that

- If p < ¢, the tag tg”) = ({Ri,Si, Di, Ei} 1, Thash) implies a matrix

(M(H)

¢ )i,je[n] of the form 15) where (w%“), . ,wﬁf‘))T is uniform over Z
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- I p= 0,88 = ({Ry, S5, Diy EiY 7y, Thash) implies a matrix (M), Jein
of the form (8) where the first & entries of (w\*), ..., w%)T are uniform
over Zjy, and its last n — k entries are zeroes.

- If g4 > ¢, the matrix (Mi(}’;))ij €] implied by the core tag component
tﬁ“) = ({Ri,Siy Diy B}, hash) is a rank-1 matrix in the exponent
since (w%“), e ,oJ,(,”))T =0".

Lemma [3| shows that, for all pairs (¢, k) € [Q] X [r], these games are computa-
tionally indistinguishable from one another, which yields the stated result. O

Lemma 3. For each k € [n] and £ € [Q], Gamey 1) is computationally indistin-
guishable from Game( 1) if the wD3DH1 assumption holds. Under the same
assumption, Game, 1) is computationally indistinguishable from Game_; ).

Proof. For the sake of contradiction, assume that there exists ¢ € [Q], k €
[n] such that the adversary A can distinguish Game ;) from Game ;1) with
noticeable advantage (the indistinguishability of Game(,_; ) and Game(, ;) can
be proved in a completely similar way). We build a wD3DH1 distinguisher B that
inputs (g, 9, 9% g%, g% 4%, §¢,T) with the goal of deciding if T = g% or T €g G.

To this end, B defines h = g°, h = §" and V;, = §°. It picks a & Z, and
defines @ = h* g% as well as u = h™F . ¢g®, which implicitly sets v, = c. This
allows defining

]flk _ (ﬁk ,&)c — (gc)a’

In addition, B defines (Wy, Wy, ..., W) € GE+! and (Wo, Wh, ..., WL) e GL+1
by setting

W; = (g")* - g™, Wi = (g™ - §% vie{o,...,L}

for randomly chosen a,...,ar <= Zy, Bo, ..., Br - Zy,. Then, B chooses v; ¢~
Z, for each i € [n] \ {k} and defines the rest of the evaluation key ek by setting

Vi=g", H; = (h'-a)", Vi € [n] \ {k}

Then, at each invocation of the LAF.LTag(tk, .) oracle, B responds as follows.
At the p-th query tg“ ), it generates a core tag tg“ ) such that

SIfp < o tg”) = ({Ri, Si, Di, Ei}T 1, Thash) contains {IA)Z,E)}?:l uniformly
random pairs whereas {R;, 5;}", are chosen as in the real algorithm sam-
pling random tags.

-Ifpu=14, tg“) = ({R:,Si, Di, B} 1, Thasn) is generated as follows. It sets

Ry = g“, Sk = (9")"
As for indexes i # k, it chooSes 7'1,. .., Th—1, Tkt1s .-+, n & Z,, and sets

R =g", Si=(W-uy vie )\ (k.
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It generates the pairs {D;, E;}_; by choosing (D;, E;) <~ G? at random for
each i € [k — 1]. The k-th pair (D, E)) is defined as

Dk:T-HG,(T)pk, Ek:gpk. (10)

for a randomly chosen py ¢ Z,,. As for {D;, E;}?_, .4, they are obtained by
choosing a random 7 = 7[1]...7[L] € {0,1}F in the range of CMhash and
choosing p; ¢ Z,, before setting

BotXThy Bierli)
Va0t el (11)

D; = Hg(r)" - (¢°)

Lt}

E; = g~ - (90)_ao+z%:1 ;i
which can be written

D; = gbcw _HG(T)[H — BUkTi -H([;,(T)ﬁi

E;=g"
. o cors . o
if we define p; = p; P e Sk Note that the reduction B fails if
Qg + ZiL=1 a; - 7[i] = 0 but this only occurs with negligible chance since
the coordinates (ag,...,ar) € Zﬁ are independent of A’s view. Finally,

B uses the trapdoor tdcmy of the chameleon hash function to find coins
Thash € Rcmu such that 7 = CMhaSh(hk‘hash, (ta, {Ri, S, D;, Ei}?zl), rhash)-

- If 4 > ¢, the tags are generated as lossy tags. To this end, B proceeds as
in the previous case, except that all elements {D;, E;}?_; (and not only the
last n — k ones) are generated as per .

It is easy to see that, if 7' = g2, the pair (Dg, Ey) of can be written
Dk = hVkTE . H((;(T)pk, Ek o ng7

meaning that A’s view is the same as in Game( ;_1). In contrast, if T €r G,
then (D, Ey) can be written

Dk = hWkJrvk‘T‘k : HG(T)pk7 Ek = gl)k7

for some uniformly random wy €r Z,. In this case, A’s view corresponds to
Game(g,k). O

The evasiveness property is established by Theorem [2| for which a proof is
given in the full version of the paper.

Theorem 2. The above LAF provides evasiveness assuming that: (i) CMH is
a collision-resistant chameleon hash function; (i) The wD3DHI1 and 2-3-CDH
assumptions both hold in (G,G,Gr).

Recall that the wD3DH1 and 2-3-CDH assumptions are implied by the D3DH1
and D3DH2 assumptions, respectively. Theorem[I|and Theorem[2|thus guarantee
the D3DH1 and D3DH2 assumptions suffice to ensure the indistinguishability
and evasiveness properties of our LAF construction (indeed, chameleon hash
functions also exist under these assumptions).
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3.3 Towards All-But-Many Lossy Trapdoor Functions

Our LAF construction can be modified to construct an all-but-many lossy trap-
door function [25]. Recall that ABM-LTFs do not require evaluations on lossy
tags to always output the same information about the input: on any lossy tag,
the image size is only required to be much smaller. On the other hand, ABM-
LTFs require that, for any injective tag, the function be efficiently invertible
using a trapdoor.

Our construction can be turned into an ABM-LTF in the following way. In
the evaluation algorithm, a binary input vector x = (x1,...,2,)" € {0,1}" is
mapped to the output (Yp,...,Y,) € G4, where Yy = [[, e(R;, h)=: and

n
v; = [ M7 vj € [n],
=1

which can be written
Yo = clg, hyTiaren
Y; = e(g, h)wimitvs Xica riw Vj € [n).

Using ik = (v1,...,v,) € Zj as an inversion key, one can decode the j-th input
bit as x; = 0 (resp. z; = 1) if Y;/Yy"? = 1g, (resp. Y;/Yy’ # lg,.).

Unfortunately, the above ABM-LTF does not seem immediately usable in the
application to selective-opening chosen-ciphertext security, which was suggested
n [25]. The reason is that our tags have a special and publicly recognizable
structure, where (R;,S;) both depend on the same exponent r; € Z,. In the
selective-opening setting, the problem arises when the adversary chooses to cor-
rupt some senders, at which point the reduction should reveal the random coins
used to create lossy/injective tags. In our construction, this would entail to re-
veal r; € Zyp, which is incompatible with our proofs of indistinguishability and
evasiveness. In the ABM-LTF constructions of [2537], lossy tags are explainable
because they are pseudorandom, which allows the reduction to pretend that they
have been randomly sampled in their ambient space. Here, the special structure
of lossy/injective tags prevents us from explaining the generation of lossy tags
in the same way for corrupted senders. The only apparent way to sample a
pair (R;,S;) satisfying e(R;, h' - @) = e(S;, §) is to choose r; € Z, and compute
(Ria Si) = (gmv (hZ ’ u)h)

We thus leave it as an open problem to build an ABM-LTF with explainable
linear-size tags under DDH-like assumptions.

4 A Lossy Algebraic Filter With Tight Security

In this section, we modify our first LAF construction in such a way that we can
prove it tightly secure under constant-size assumptionsEI To this end, we replace

® While the assumption of Definition [5| is described using O(Q) group elements, it
tightly reduces to wD3DH1 and DDH which both take a constant number of group
elements to describe.
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Waters signatures by a variant of the MAC described by Blazy, Kiltz and Pan
[7], which is itself inspired by the Naor-Reingold PRF [39].

4.1 A Variant of the BKP MAC

The MAC construction below is identical to the signature scheme implied by
the IBE scheme of [7, Appendix D] with two differences which prevent pub-
lic verification in order to obtain a pseudo-random MAC instead of a digital
signature. The signature scheme of [7] was actually designed by transposing a
pseudo-random MAC from standard DDH-hard groups to bilinear groups in or-
der to enable public verification. Here, we cannot immediately use the MAC of
[7] because we need bilinear maps in the evaluation algorithm of our LAF.

In order to obtain a pseudo-random MAC, we thus modify the signature
scheme of [7] by introducing an additional randomizer r € Z, and an extra
group element h, of which the discrete logarithm logg(h) serves as a private
verification key.

Keygen(1*,1%): Given a security parameter A and a message length L € poly()),
choose asymmetric bilinear groups (G,@,GT) of prime order p > 2* with
generators g, h & G, § & G.

1. Choose 6, a, B ¢ Z,, and compute §° € G. For each u € {0,1}, choose
vectors @, = (T1,py ..., %L,p) ¢ Zﬁ, Y= W ynpu) & ZZE.
2. Setv=a+0-Band z, =z, +0 -y, EZﬁ. Compute f/:g” and, for
each 1 € {0,1}, define Z,, = (Z1 p, ..., Z1,p) = §%*.
Output a secret key skyae = (@, B, To, T1, Yo, Y1,7), where = log, (h), and
public parameters consisting of pp = ((G7G,GT),g,§], h, 4%, (V, Zo, Zl))

Mac.Sig(pp, skmac; M): To generate a MAC for M = m[l]...m[L] € {0,1}

using skynac = (2,9, o, T1, Yo, Y1,7), choose 7, p ¢~ Z,, and compute

o1 =h*"- gp'(zﬁzl T, m[k])
o9 = RBT . gfr(Eﬁ:l Yk, m[k])
o3 = gp
04 = gr’
Mac.Ver(pp, skpac, M, 0): Given skyae = (o, B, o, 1, Yo, Y1,7) and an L-bit

message M = m[l]...m[L], a purported MAC o = (01,02,03,04) is ac-
cepted if and only if

L
6(017.@) : 6(027§9) = 6(045 V)n ’ 6(03) H Zk,m[k])' (12>
k=1

We note that the verification algorithm can be modified in such a way that it
does not require any pairing evaluation. The above description is just meant to
simplify the presentation of the security proof of our LAF construction.
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The proof is essentially identical to that of [7] but we give it for completeness.
We note that, in the security definitions of MACs, the adversary is generally
allowed to make verification queries. Here, for simplicity, we prove unforgeability
in a game where the adversary knows 7 = log, (h), which allows it to run the
verification oracle itself. This dispenses us with the need for a verification oracle.

Lemma 4. The above construction is an unforgeable MAC assuming that the
SXDH assumption holds in (G, G). Namely, any forger A making Q MAC queries
and Qv verification queries within running time t 4 has advantage at most

Adv ™ (A) < AdvgPM2(A) 4+ 2L - AdvgPt (N),

where By and By are PPT distinguishers against the DDH assumption in G1 and
Ga, respectively, which run in time t4 + (Q + Qv ) - poly()).

Proof. To prove the result, we consider a sequence of games. For each index 1,
we call W; the event that the challenger outputs 1 in Game;.

Gamej: This is the real game MAC security game, where the adversary A is ad-
ditionally given n = logg(h) in such a way that it can run the verification al-
gorithm (and test whether equation holds) by itself. The challenger out-
puts 1 if and only if A eventually outputs a pair (M*,o0* = (o7, 05,0%,0%))
satisfying

L

e(o1,9) - e(03,3") = e(o. V)" e(03, [ | Zum-): (13)
k=1

where M* = m*[1]...m*[L] € {0,1}¥, although M* was not previously
queried to the MAC oracle. By definition, Pr[W,] = Adv'{™()).

Game;: In this game, we modify again the verification oracle as follows. When
A outputs a pair (M*,0* = (07, 0%,05,0%)) such that M* was not queried
to the MAC oracle but (M*,c*) still satisfies , the challenger checks if

L

of = orme '0.§Zk:1 The,m* [k] (14)
L

0'5 _ Uzn B .agzkzl Yi,m*[k]

We call E; the event that equalities are satisfied. If they are not satisfied,
the challenger outputs 0. Otherwise, it outputs 1 as it did in Gamey. If we
denote by Fj the analogue of event F; in Gameg, we have

PI"[W(]} = Pl"[WO A Eo] + PI‘[WO AN —|E0]
= PI‘[Wl A El] + PI‘[WO AN _\Eo] = PI‘[Wl] + PI‘[WO AN _\Eo]

since Pr[W; A =E;] = 0. Lemma [5 shows that event Wy A ~Ey would

contradict the DDH assumption in G: namely, we have Pr[Wy A —Ep] <
AdvPPH2(\)) which implies | Pr[W;] — Pr[Wo]| < AdvPPH2()).
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We now use a sub-sequence of L hybrid games over the input bits of queried
messages. For convenience, we define Games o to be identical to Game;.

Game,; (1 <i < L): In this sub-sequence of games, we modify the key genera-
tion phase and the MAC oracle in the following way.

- At the beginning of the game, the challenge defines V= g¥ for a random
v & L.

- MAC queries are handled as follows. Let R : {0,1}* — Z, be a truly
random function mapping 4-bit input to Z,. At each message M queried
by A, the challenger computes (03,04) = (g, g") for random p,r ¢ Z,.
Then, it outputs (01,09, 03, 04), where

oy = B0 Bm[Amli)r | op-(SEy @min)

oy = REmM.m[i)-r .g/r(Zﬁ:l Yk mik])

When the adversary outputs (M*,o* = (07,035, 05,0})) satisfying for
a new message M™* the challenger checks if the following equalities are sat-
isfied:

Uf _ UZVI'(“—&R(m*[1]~~~M*M)) . ngﬁzl Th,m* (k] (15)

O'g _ O_Z".R(Tn*[l]...m*[i]) . O':;Eﬁ:l Yh,m* [k] ]
If so, the challenger outputs 1. Otherwise, it outputs 0. Lemma [f] shows that
Gamey ; is indistinguishable from Game, ;1) under the DDH assumption in

G. Namely, | Pr[Wo ;] — Pr[Ws ;_p]| < AdvDDHl()\).

In Gamey r, we claim that Pr[Wa ] = 1/p. Indeed, the equalities can
only hold by pure chance when i = L because m*[1]...m*[L] was never in-
volved in an output of the MAC oracle. Hence, the random function output
R(m*[1]...m*[L]) is perfectly independent of A’s view. Since Pr[Ws o] = Pr[W1],
we obtain the claimed upper bound for Pr[Wj]. O

Lemma 5. In Gamey, we have Pr[Wy A —Eo] < AdvPPHz()).

Proof. Towards a contradiction, let us assume that, in Game;, the adversary A
can output a pair (M*,0* = (0%,0%,0%,0%)) satistying but not (I4). We
construct a distinguisher B for the DDH assumption in G. Our distinguisher B
takes as input (§,9%,§%,T) € G* and decides if T = §*“ or T' € G. To this
end, B will compute a pair of the form (w,w?) € G? with w # 1g, which allows
solving the given DDH instance in G by testing if e(w,T) = e(w?, §*). Indeed,
the latter equality holds if and only if T= gee.

The reduction B runs the real key generation algorithm and answers all
MAC and verification queries exactly as in Game;. By hypothesis, B has non-
negligible probability of outputting a pair (M*,o* = (07,03, 0%,0%)) satisfying
although

L L
O-i( ?é 0.277 a U;Zkzl Ik,7n*[k]’ 0.5 7& 0.177 B . U;Zk:l Yi,m* (k]
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At this point, B uses sky,qc to construct a different valid MAC (o}, 0%, 0%, 0%)
satisfying and such that (o4, 0%) # (07, 03%). Namely, B computes

/ Ok Sy Tkt (K]
3

L
_ *10° B x Do q Yk,m* k]
o] =0y - 03 LammiE

!
) 02 =04
By dividing the two verification equations for (o1, 0%, 0%, 0%) and (o7, 05, 05, 0%),
we get

e(01/01,9) - e(03/0%,3°) = lex

meaning that of /o] = (0b/05)?. Since of # o}, this provides B with a non-
trivial pair (w,w’) = (¢4/03,07/0}), which is sufficient to solve DDH in G. O

Lemma 6. Under the DDH assumption in G, the challenger outputs 1 with
about the same probabilities in Games (;_1) and Games ;. We have

| Pr[Wa;] — Pr[Wa ;_py]] < 2- AdvPPT()).

(The proof is given in the full version of the paper.)

4.2 The LAF Construction

In order to apply a hybrid argument in our proof of indistinguishability, we need
to use n instances of the MAC of Section[4.1] each of which has its own secret key
Skimac,j and its own set of public parameters pp; = (g,g, h, §% (VJ, ZAJ-VO, Zjl))
As a result, we need an evaluation key containing ©(n - L) group elements.
We leave it as an open problem to shorter the evaluation while retaining tight
security and short tags.

Key generation. LAF.Gen(1%) conducts the following steps.

1. Choose asymmetric bilinear groups (G,(@,GT) of prime order p > 2*
with generators ¢, h & G, § & G and let n = log, (h).

2. Choose a chameleon hash function CMH = (CMKg, CMhash, CMswitch),
where the hashing algorithm CMhash : {0,1}* X Rpasn — {0,1}F has
output length L € poly()\). Generate a pair (hkcwu, tdemn) < CMKg(174)
made of a hashing key hkcyny and a trapdoor tdemy.

3. Generate n keys for the MAC of Section [4.1] which all share the same
parameters g,h € G, j € G. Namely, for each j € [n], conduct the
following steps.

a. Choose §; <~ Z, and compute §% € G.

b. For each p € {0,1}, choose vectors @, = (1,0, -, ZjL,u) ¢ Lk
and Yj = (Yj 1 YiLop) € L
c. Compute z;,, = x; ,+0;-y;, and Z; , = g%+ = (§%0, ..., g% L)

for each p € {0,1}. )
d. Choose o, 8; & 7Z, and compute V; = gi+%-Fi.
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e. Define Skmac,j = (Oéj,ﬁj, Zj0, $j71,yj,0,yj71).

4. Choose u & G and h, & & G subject to the constraints log, (h) = logg(ﬁ)
and log, (u) = log,(1).
5. Define

f[j = (}}J .@)aj+9j'ﬁj Vj € [n].

6. Output the evaluation key ek and the lossy tag generation key ¢k, which
consist of

ek = (97 hv Uu, ga iL» ﬁ/v {gej}?zlv{ijlt}jé[n],ue{o,l}v {‘%»ﬁj}?:lahkCMH)a
tk = ({Skmac,j}?zla 7, tdCMH)-
The tag space T = Tc X Tz is defined as a product of T, = {0,1}* and
72 = {({Rw Si7D’i7 Eia Fi}?:lvrhash) ‘ Thash € Rhash A
Vi€ [n]: (Ri,Si, Dy, By, F}) € G° A e(Ry,h' - 1) = e(S;, ) }-
The range of the function family is Rng, = (G7TH'1 and its domain is Zj.
Lossy tag generation. LAF.LTag(tk,t,) takes in an auxiliary tag component

ta € {0, 1} and uses tk = ({Skinac,j }}—1,7) to generate a lossy tag as follows.

1. For each i € [n], choose r; ¢~ Z,, and compute
Ri=g", S;=(h"-u)" Vi€ [n].  (16)

2. Choose a random string 7 € {0,1}¥ in the range of CMhash. Then, for
each i € [n], choose p; & Z, and compute

D; = h~iT .gPi'(Zﬁzl Ii,k,w[k-])7
B, = WPeri . gre (ke i), viell (D)
Fi = gpi.

3. Use the trapdoor tdcymy of the chameleon hash function to find random
Coins Thash € Rhash Such that

7 = CMhash(hkcm, (ta, {Ri, Si, Di, Ei, Fi}i1), Thasn) € {0, 1}
4. Output the tag t = (t,ta), where tc = ({R;, Si, Di, Ei, Fi }P_1, Thash)-

Each lossy tag corresponds to a matrix (M”)Z el = (e(g, fl)ri‘(aﬁ(’fﬂj))i e
which forms a rank-1 matrix in the exponent. Its diagonal entries consist of

_ E(D’ug) i e(Eimégi)
— A
e(Fi, [Tt Zisk,rim)

= e(g, hyre (et Vie[n], (18)

i
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while its non-diagonal entries

. (w)wﬂ‘) (19)

e(Si, V;)
= e(g, h)r (@i t05-85) V(i, §) € [n] x [n]\ {(4,9) }i=y,

are obtained by pairing tag component (R;, S;) with evaluation key compo-
nents (V;, H;).

Random Tags. A random tag can be publicly sampled as follows.

1. For each i € [n], choose r; - Z,, and compute {R;, S;}"; as in .
2. For each i € [n], choose (D;, E;, F;) < G® uniformly at random.
3. Choose Thash < Rhash-

Output the tag t= (tc, ta), Where tc = ({Ri, Si, DZ‘, Ei7 Fi}?:p'rhash)-

We note that, in both random and lossy tags, we have e(R;, 4’ - h) = e(S;, ) for
all i € [n], so that elements of 7 are publicly recognizable.

Evaluation. LAF.Eval(ek,t,x) takes in the input x € Zj and the tagt = (¢, ta).

It parses tc as ({R;, Si, Dy, B, Fi Y1, "hasn) and does the following.

1. Return L if there exists i € [n] such that e(R;, At - @) # (S, §).
2. Compute the matrix (Mi,j)i ietn) € GL*™ as

_ G(D“g) ) e(Eiagoi)
— —
e(Fis [Ti=1 Zik,rik)

Vi € [n] , (20)

where 7 = CMhaSh(hkCMH,(ta,{Ri,Si,Di,Ei,Fi}?zl),Thash) S {O,l}L,

and
_re(Ry, Hy)\ VG- - e
s = (S WGi,9) € ] x P\ (G DY), (21)

Since R; = ¢g"* and S; = (h" - u)" for some r; € Z,, we have

M;; = e(g, h)r(eitfebote: Vi € [n] (22)
My s = e(g, by s+, Vi
for some vector (wy,...,w,)' € Z,, that only contains non-zero entries

if t = (tc, ta) is injective.
3. Compute the vector (Vr,;) as Vrj = e(h,V;) = e(g,h)*t% P for

each j € [n].

J€(n]

23



4. Use the input x = (2q,...,2,)" € Zy to compute

Yo = H 5 (23)
j=1

Y; =[] M Vi € [n]
j=1

and output Y = (Yp,Y1,...,Y,)" € G%H.

The lossiness/injectivity properties can be analyzed exactly in the same way
as in the construction of Section @ Indeed, by defining v; = a; 4 6; - B; for each
j € [n], we find that {V}7_, and (M;;); je|n) are distributed as in Section

4.3 Security

Theorem 3. The above LAF provides indistinguishability assuming that the
wD3DHI1 assumption holds in (G,(@, Gr) and that the DDH assumptions holds
in G. The advantage of any PPT distinguisher A making Q queries within time
t 4 is bounded by

Adv () < n- (Advig?? P (L) + Advg T (A))
for PPT algorithm By, By running in time t 4 + @ - poly()\).

Proof. We define a sequence of hybrid games. In Gameg, the adversary has access
to the real oracle LAF.LTag(tk, .) oracle that always outputs lossy tags. In Game,,,
the adversary is given access to an oracle O7(.) that always outputs random tags
in the tag space T.

Game,’ (1 < ¢ < n): The adversary interacts with an oracle LAF.LTag!“" (tk, .)
that outputs tags t = (tc,ts) with the following hybrid distribution. In the
core component t. = ({R;,Si, Di, By, Fi}[_ 1, Thasn), the first £ — 1 tuples
{(R;,S;, D;, E;, Fi)}le of t. are random group elements satisfying the equal-
ity e(Ri, h' @) = e(S;, ). The last n—& tuples {(Ri, Si, Di, Ei, F;)}j¢ | are
generated exactly as in lossy tags. The &-th tuple (Rg, Se, D¢, E¢, F¢) has a
special distribution where e(Rg, h - @) = e(S¢, §), De is completely random
in G and

Ee = B¢ log, (Re) .gngﬁ:l Ve kK]
Fe = gk

Game; (1 < & < n): The adversary interacts with an oracle LAF.LTag“® (tk, .)
that outputs ¢ = (f,ta) such that the first £ tuples {(R;, S;, D;, E;, Fi)}le
of t. are random subject to the constraint e(Ri,ﬁi -4) = e(S;,§) while
{(R;, S, Di, E;, Fi)}?:EH are generated as in lossy tags.
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For each index ¢ € [n], Lemma |7| shows that Game; is computationally in-
distinguishable from Game¢_; if the R-wD3DHI1 assumption holds. In a second
step, Lemma ﬁ shows that Gameé is indistinguishable from Game; under the
DDH assumption in G. By applying Lemma [I| we obtain that the scheme pro-
vides indistinguishability under tight reductions from the hardness of wD3DH1
and that of the DDH problem in G. O

Lemma 7. Game’s is computationally indistinguishable from Gameg_1 under the
R-wD3DH1 assumption. The advantage of any PPT distinguisher between the
two games can be bounded by Adv® €~V (\) < AdvRWP3PHL(\y,

Proof. Let us assume that there exists £ € [n] such that the adversary A can
distinguish Game’§ from Game,_; with non-negligible advantage. We build a R-
wD3DHI1 distinguisher B that takes as input {(g, g, 9%, ¢°, 9%, §°, §°, Ti)}?zl with
the goal of deciding if T; = g%:*¢ for each i € [Q] or if {Tz},Q:l are all independent
and uniformly distributed over G.

To this end, B defines h = ¢°, h = §°. It also picks O, B¢ & 7, uniformly
and sets

g% = ("), Ve =(9)° - 3%,

which implicitly defines
Qg = C, 5&252/17, 9§=b'0/§.

It chooses v ¢ Z,, and defines 4 = h=¢. §” as well as u = h™¢ - ¢¥. This allows
defining

He = (hS - a)° 0P = (),

For all indexes j € [n] \ {¢}, it chooses a;, B;,0; ¢~ Z,, and faithfully computes

V= G*it98i and

Hj = (b3 -a)+0ifi,

Then, it constructs the MAC secret keys {x;,,¥; . }}j—; for randomly chosen

vectors @, = (Tj1,--- T L) & Z]E, Yip = Wity Vil & Zﬁ. For
each j € [n], it defines
Yjp= Vg YViLp) = ¥, Yip= it YL = g%
Xju=Xjp s Xjpu) =G5, Xijp = (Xt X ) = g™
Then, it computes
R . 0. ]
Zjp=Xju- Yj,Ju Vi€ n]\ {¢}

Z&u = X&u ) (gb)yé’weé
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At the t-th invocation of the LAF.LTag(tk,.) oracle, B sets

Re=g", Se = (g™)" = (b€ )"
where g% is fetched from the ¢-th input tuple (g, g, g%, ¢°, g%, §°, §¢, T}). For all
indexes i # £, it chooses r1,...,T¢_1,T¢41,. .., Tn 4= Zy and sets
Ri=g", S; = (h'-u)"™ Vi € [n]\ {¢}.

It generates the triples {D;, E;, F;}_, by choosing (D;, E;, F;) < G? at random
for each i € [€ — 1]. The &-th triple (D, Ey, Fy) is defined as

L
( H Yerrmu)”

L
Ef HYk'T[k £,
F& _gpg.

for a randomly chosen pg ¢ Z,, and 7 < {0, 1}F. As for {Di, Ei, Fi}{_¢,, they
are obtained by choosing choosing p;,r; - Z,, before setting

L

L
D; = (") ( H Xewrm)™ E; = (g")P( H Yerrm) s Fy=g".
k=1

Then, it uses the trapdoor tdcmy of the chameleon hash function to find coins
Thash € Rhash sSuch that 7 = CMhaSh(hkCMH, (ta, {Ri, S, D;, E;, Fi}?zl), Thash)~
It is easy to see that, if T, = g%, the triple (D¢, E¢, F¢) can be written

= hoeTe - ( Hngrk] ;

L
E¢ = hPere. H Yenrng)”
Fe =g,
meaning that A’s view is the same as in Gameg_;. In contrast, if T, € G, it

can be written T, = g**“t*t for some uniformly random z; €g Zy. In this case,
(D¢, E¢, F¢) can be written

L
De = pFtTaeTe (H Xg’kﬁ[k})ﬂs’

L
Egzhﬁs"fg. H?ka] 5

Fe = g,



for some random z; €r Z, that does not appear anywhere else. In this case, A’s
view corresponds to Game'g. O

Lemma 8. Game; is computationally indistinguishable from Gameé under the
DDH assumption in G. The advantage of any PPT distinguisher between the
two games can be bounded by Adv*™ (\) < AdvPPHr()).

Proof. We assume that there exists £ € [n] such that A can tell apart Game; from
Game¢ with noticeable advantage. We build a distinguisher B that takes as input
Q tuples {(g,g“?‘,g“"'b,gb,ﬂ)}fil in G® with the goal of deciding if Tj = g%
for each i € [Q] or if {TZ}ZQ=1 are independent and uniformly distributed over G.
This assumption is known (see, e.g., [39, Lemma 4.4]) to have a tight reduction
from the DDH assumption.

To this end, B defines h = ¢", h = §" for a random 1 & Z,. It also computes
g% for a randomly chosen ¢ & Z,. Then, it picks v¢ € Z, uniformly and sets

A
Implicitly, B will define
Bgzb, 04521)5—()-95

although it does not know (ag, B¢). It chooses @ € GandueG by setting u = g¥
and 4 = ¢¥ for a random v ¢ Z,. Then, B defines

He = (RS - a)ve.

For all indexes j € [n] \ {¢}, it chooses a;, B;,0; ¢~ Z,, and faithfully computes
f/j = ¢ 1% P and

1 = (- o+,

Then, it constructs the MAC secret keys {x;, ,, y; . }}—; by for randomly chosen

_ L _ L
VGCtOl"'S Tjy = (Tjgs - Tinp) € 25 Y = Wit Vo) €= L. For
each j € [n], it defines
Yiw=j1u YL = g%, Yjuw= 1 YjLu) = g%
X=X XjLu) =5, X=X XjLu) =g

Then, it computes

N 0.
Zj“u:Xj’u'YJ V]E[n]

Jp
For each t € [Q)], the ¢-th invocation of the LAF.LTag(tk, .) oracle is handled
by setting

Re = g™, Se = (") = (0w,
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where g%t is fetched from the t-th input tuple (g, g%, g*®, g*, T}). For all indexes
i # &, it chooses r1,...,7¢_1,Te41,. .., n ¢ Z, and sets

R, =g", S; = (h'-u)" Vi€ [n]\ {¢}

It generates the triples {D;, E;, F;}_, by choosing (D;, E;, F;) < G? at random
for each i € [¢ — 1]. The &-th triple (Dy, Ey, Fy,) is defined by sampling D - G
uniformly and setting

L
HY ehrik)
Fg ngﬁ.

for randomly chosen pg & Z, and 7 ¢~ {0,1}*. As for {D;, E;, F;}
are obtained by choosing choosing p;,r; <~ Z,, before setting

g1, they

L L
D; = T ( H Xg,k-;[k])pia E; = hﬁi'ri( H Yg,k,r[k])pi; F; =g".
k=1 k=1

Then, it uses the trapdoor tdcuy of the chameleon hash function to obtain coins
Thash € Rhash sSuch that 7 = CMhash(hkCMH, (ta7 {RZ, SZ‘, D;, E;, Fi}?zl), rhash).

We observe that, if T, = g% for each t € [Q], the triples (D¢, E¢, Fy) are
distributed as D¢ €gr G and

L
— pBelog,(Re) | H Ve T[k]
Fe =g,

so that A’s view is the same as in Game'g. In contrast, if T; €r G, it can be

written T} = g%*+2t for some uniformly random z; € Z,, that does not appear
anywhere else. In this case, (D¢, E¢, F¢) is just a triple of uniformly random
group elements, meaning that A’s view is the same as in Gameg. a

Theorem 4. The above LAF provides evasiveness under the SXDH and wD3DH1
assumptions, assuming that CMH is a collision-resistant chameleon hash func-
tion. Namely, for any PPT evasiveness adversary, there exist efficient algorithms
By, B, B2, Bs with comparable running time and such that

Advé,eva < AdVCMH_CR(A) +n- AdVWD3DH1(/\)
+n-AdvgP™2 (M) +2n - (14 L) - AdvP™ (N),

(The proof is given in the full version of the paper.)
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