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Abstract. Selective opening security (SO security) is desirable for pub-
lic key encryption (PKE) in a multi-user setting. In a selective opening
attack, an adversary receives a number of ciphertexts for possibly corre-
lated messages, then it opens a subset of them and gets the corresponding
messages together with the randomnesses used in the encryptions. SO
security aims at providing security for the unopened ciphertexts. Among
the existing simulation-based, selective opening, chosen ciphertext secure
(SIM-SO-CCA secure) PKEs, only one (Libert et al. Crypto’l7) enjoys
tight security, which is reduced to the Non-Uniform LWE assumption.
However, their public key and ciphertext are not compact.

In this work, we focus on constructing PKE with tight SIM-SO-CCA
security based on standard assumptions. We formalize security notions
needed for key encapsulation mechanism (KEM) and show how to trans-
form these securities into SIM-SO-CCA security of PKE through a tight
security reduction, while the construction of PKE from KEM follows the
general framework proposed by Liu and Paterson (PKC’15). We present
two KEM constructions with tight securities based on the Matrix Deci-
sion Diffie-Hellman assumption. These KEMs in turn lead to two tightly
SIM-SO-CCA secure PKE schemes. One of them enjoys not only tight
security but also compact public key.

1 Introduction

Selective Opening Security. In the context of public key encryption (PKE),
IND-CPA(CCA) security is widely believed to be the right security notion. How-
ever, multi-user settings enable more complicated attacks and the traditional
IND-CPA(CCA) security may not be strong enough. Consider a scenario of
N senders and one receiver. The senders encrypt N (possibly correlated) mes-

sages my,--- ,my under the receiver’s public key pk using fresh randomnesses
ri,---,ry to get ciphertexts ci,--- ,cy, respectively, i.e., each sender i com-
putes ¢; = Enc(pk, m;;r;). Upon receiving the ciphertexts ¢y, -- ,cy, the ad-

versary might be able to open a subset of them via implementing corruptions.
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Namely, by corrupting a subset of users, say I C [N], the adversary obtains the
messages {m;};c; together with the randomnesses {r;};c;. Such an attack is
called selective opening attack (SOA). It is desirable that the unopened cipher-
texts {c;}iciv\ s still protect the privacy of {m;};c;n\ 1, which is exactly what
the SO security concerns.

The potential correlation between {m; };c; and {m;};c[n}\ s hinders the use of
hybrid argument proof technique. Hence, traditional IND-CPA security may not
imply SO security. To date, there exist two types of SO security formalizations:
indistinguishability-based SO security (IND-SO, [1, 2]) and simulation-based SO
security (SIM-SO, [1, 5]). According to whether the adversary has access to a
decryption oracle, these securities are further classified into IND-SO-CPA, IND-
SO-CCA, SIM-SO-CPA and SIM-SO-CCA.

Intuitively, IND-SO security requires that, given public key pk, ciphertexts
{ci}tierny, the opened messages {m;};c; and randomnesses {r;}c; (together
with a decryption oracle in the CCA case), the unopened messages {m; };cn]\1
remain computationally indistinguishable from independently sampled messages
conditioned on the already opened messages {m;};cs. Accordingly, the IND-SO
security usually requires the message distributions be efficiently conditionally re-
samplable [1, 10, 11] (and such security is referred to as weak IND-SO security
in [2]), which limits its application scenarios.

On the other hand, SIM-SO security is conceptually similar to semantic se-
curity [9]. It requires that the output of the SO adversary can be simulated by a
simulator which only takes the opened messages {m,};c; as its input after it as-
signs the corruption set I. Since there is no restriction on message distribution,
SIM-SO security has an advantage over IND-SO security from an application
point of view. SIM-SO security was also shown to be stronger than (weak) IND-
SO security in [2]. However, as shown in [13], SIM-SO security turns out to be
significantly harder to achieve.

Generally speaking, there are two approaches to achieve SIM-SO-CCA se-
curity. The first approach uses lossy trapdoor functions [22], All-But-N lossy
trapdoor functions [10] or All-But-Many lossy trapdoor functions [11] to con-
struct lossy encryption schemes. If this lossy encryption has an efficient opener,
then the resulting PKE scheme can be proven to be SIM-SO-CCA secure as
shown in [1]. A DCR-based scheme in [11] and a LWE-based scheme in [18]
are the only two schemes known to have such an opener. The second approach
uses extended hash proof system and cross-authentication codes (XACs) [6]. As
pointed out in [14, 15], a stronger property of XAC is required to make this
proof rigorous. Following this line of research, Liu and Paterson proposed a gen-
eral framework for constructing SIM-SO-CCA PKE from a special kind of key
encapsulation mechanism (KEM) in combination with a strengthened XAC [19].

Tight Security Reductions. Usually, the security of a cryptographic prim-
itive is established on the hardness of some underlying mathematical prob-
lems through a security reduction. It shows that any successful probabilistic
polynomial-time (PPT) adversary A breaking the cryptographic primitive with
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advantage € 4 can be transformed into a successful PPT problem solver B for the
underlying hard problem with advantage eg. The ideal case is €4 = €. However,
most reductions suffer from a loss in the advantage, for example, €4 = L - ¢
where L is called security loss factor of the reduction. Smaller L always indi-
cates a better security level for a fixed security parameter. For a PKE scheme,
L usually depends on A (the security parameter) as well as Q. (the number of
challenge ciphertexts) and @ (the number of decryption queries). A security re-
duction for a PKE scheme is tight and the PKE scheme is called a tightly secure
one [7, 12] if L depends only on the security parameter A% (and is independent
of both Q. and Q). Note that for concrete settings, A is much smaller than Q.
and Qg (for example, A = 80 and Q., Qg can be as large as 220 or even 230 in
some settings). Most reductions are not tight and it appears to be a non-trivial
problem to construct tightly IND-CCA secure PKE schemes.

Among the existing SIM-SO-CCA secure PKEs, only one of them has a tight
security reduction [18]. Very recently, Libert et al. [18] provide an all-but-many
lossy trapdoor function with an efficient opener, leading to a tightly SIM-SO-
CCA secure PKE based on the Non-Uniform LWE assumption. Note that, their
construction relies on a specific tightly secure PRF which is computable in NC*.
So far, no construction of such a PRF based on standard LWE assumption is
known, which is why their PKE has to rely on a non-standard assumption.
Meanwhile, there is no PKE scheme enjoying both tight SIM-SO-CCA security
and compact public key & ciphertext up to now.

1.1 Owur Contribution

We explore how to construct tightly SIM-SO-CCA secure PKE based on stan-
dard assumptions. Following the KEM+XAC framework proposed in [19],

— we characterize stronger security notions needed for KEM and present a
tightness preserving security reduction, which shows the PKE is tightly SIM-
SO-CCA secure as long as the underlying KEM is tightly secure;

— we present two KEM instantiations and prove that their security can be
tightly reduced to the Matrix Decision Diffie-Hellman (MDDH) assumption,
thus leading to two tightly SIM-SO-CCA secure PKE schemes. One of them
enjoys not only tight security but also compact public key.

1.2 Technique Overview

Roughly speaking, to prove the SIM-SO-CCA security of a PKE (see for Def-
inition 1), for any PPT adversary, we need to construct a simulator and show
that the adversary’s outputs are indistinguishable with those of the simulator.
Naturally, such a simulator can be realized simply by simulating the entire real
SO-CCA environment, invoking the adversary and returning the adversary’s

6 According to [3, 8], such a security reduction is called an almost tight one and a
security reduction is tight only if L is a constant.
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outputs. However, due to lack of essential information like messages and ran-
domnesses, the simulator is not able to provide a perfect environment directly.
Therefore, both the PKE scheme and the simulator has to be carefully designed,
so that the simulator is able to provide the adversary a computational indistin-
guishable environment. To this end, we have to solve two problems.

— The first problem is how the simulator prepares ciphertexts for the adversary
without knowing the messages.

— The second problem is how the simulator prepares randomnesses for the
adversary according to the opened messages {m, };cr that it receives later.

To solve the first problem, the simulator has to provide ciphertexts that
are computational indistinguishable with real ciphertexts in the setting of se-
lective opening (together with chosen-ciphertext attacks). As to the second
problem, note that the adversary can always check the consistence between
{m;}icr,{ci}icr and the randomnesses by re-encryption. Therefore, the sim-
ulator should not only provide indistinguishable ciphertexts but also be able to
explain these ciphertexts as encryptions of any designated messages.

Liu and Paterson [19] solved these two problems and proposed a general
framework for constructing SIM-SO-CCA secure PKE with the help of KEM in
combination with XAC. Their PKE construction encrypts message in a bitwise
manner. Suppose the message m has bit length ¢. If the i-th bit of m is 1
(m; = 1), a pair of encapsulation ; and key 7; is generated from KEM, i.e.,
(i, vi) 3 KEnc(pkyem)- If m; = 0, a random pair is generated, i.e., (¢;,7;) <
¥ x I'. Then a tag T is generated to bind up (vy1, -+ ,7v¢) and (¢¥1,--- ,1¢) via
XAC. And the final ciphertext is C' = (¢1,--- , ¢, T).

They construct a simulator in the following way.

e Without knowledge of the message, the simulator uses an encryption of 1¢
as the ciphertext. Thus the encryption involves ¢ encapsulated pairs (1;,7;) <
KEnc(pkye, ). The simulator then saves all the randomnesses used in these en-
capsulations.

e When providing the randomnesses for the opened messages, the simulator
checks the opened messages bit by bit. If a specific bit is 1, then the simulator
outputs the original randomnesses and the simulation is perfect. Otherwise, the
simulator views the encapsulated pair as a random pair. Then the simulator
resamples randomnesses as if this pair is randomly chosen using these resampled
randomnesses.

Thanks to the bit-wise encryption mode and the resampling property of
spaces ¥ and I', an encapsulation pair (encrypting bit 1) can be easily explained
as a random pair (encrypting bit 0). Therefore the second problem is solved.

To solve the first problem, one has to show that the encapsulated pairs and
the random pairs are computationally indistinguishable. In [19], a special security
named IND-tCCCA is formalized for KEM. This security guarantees that one
encapsulated pair is computationally indistinguishable with one random pair
even when a constrained decryption oracle is provided. With the help of IND-
tCCCA security of KEM, the indistinguishability between the encryption of 1
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and the encryption of real messages are proved with ¢ hybrid arguments, each
hybrid replacing only one encapsulated pair with one random pair.

To pursue tight security reduction, the ¢ hybrid arguments have to be avoided.
To this end, we enhance the IND-tCCCA security and consider the pseudoran-
domness for multiple pairs even when a constrained decryption oracle is provided.
This new security for KEM is formalized as mPR-CCCA security in Definition
5. Armed with this enhanced security, it is possible to replace the ¢ encapsulated
pairs once for all in the security reduction from the SIM-SO-CCA security of
PKE to the mPR-CCCA security of KEM. However, this gives rise to another
problem. The SIM-SO-CCA adversary A may submit a fresh ciphertext which
shares the same encapsulation ¢ with some challenge encapsulation. In the se-
curity reduction, the adversary B, who invokes A to attack the mPR-CCCA
security of KEM, cannot ask its own decapsulation oracle to decapsulate v since
1 is already embedded in some challenge ciphertext for A. To solve this problem,
we define another security notion for KEM, namely, the Random Encapsulation
Rejection (RER) security of KEM (cf. Definition 6). Equipped with the RER
security of KEM and a security of XAC, B could simply set 0 as the decryption
bit for .

Although the enhancement from IND-tCCCA to mPR-CCCA is conceptually
simple, finding an mPR-CCCA secure KEM instantiation with tight reduction
to standard assumptions is highly non-trivial. Inspired by the recent work on
constructing tightly IND-CCA secure PKE [7, 8], we are able to give two tightly
mPR-CCCA & RER secure KEM instantiations, one of which also enjoys com-
pact public key.

1.3 Instantiation Overview

We provide two KEM instantiations.

The first KEM instantiation is inspired by a recent work in Eurocrypt’16.
In the work [7], Gay et al. proposed the first tightly multi-challenge IND-CCA
secure PKE scheme based on the MDDH assumption. From their PKE con-
struction, we extract a KEM and tightly prove its mPR-CCCA security & RER
security based on the MDDH assumption.”

The second KEM instantiation is contained in a very recent work by Gay et al.
[8] in Crypto’l7. In [8], a qualified proof system (QPS) is proposed to construct
multi-challenge IND-CCCA secure KEM, which can be used to obtain a tightly
multi-challenge IND-CCA secure PKE scheme with help of an authenticated
encryption scheme. Note that our mPR-CCCA security is stronger than multi-
challenge IND-CCCA security. To achieve mPR-CCCA security, we formalize a
so-called Pseudorandom Simulated Proof property for QPS. We prove that if
QPS has this property, the KEM from QPS is mPR-CCCA secure. Finally, we
show that the QPS in [8] possesses the pseudorandom simulated proof property.

7 In [20], a PKE with tight SIM-SO-CCA security is constructed directly on the MDDH
assumption. Our work unified their work by characterizing the mPR-CCCA security
and RER security for KEM.
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Compared with the first instantiation, the public key of our second KEM
instantiation has a constant number of group elements. The compactness of
public key is in turn transferred to the PKE, resulting in the first tightly SIM-
SO-CCA secure PKE based on standard assumptions together with a compact
public key.

2 Preliminaries

We use A to denote the security parameter in this work. Let € be the empty string.
For n € N, denote by [n] the set {1,---,n}. Denote by s1,--+,s, <3 S the
process of picking n elements uniformly from set S. For a PPT algorithm A, we
use y < A(z; ) to denote the process of running A on input « with randomness
r and assigning the deterministic result to y. Let R 4 be the randomness space
of A, we use y <3 A(z) to denote y + A(z;r) where r -5 R.4. We use T(A)
to denote the running time of A, which is a polynomial in A if A is PPT.

We use boldface letters to denote vectors or matrices. For a vector m of
finite dimension, |m| denotes the dimension of the vector and m; denotes the
i-th component of m. For a set I = {i1,i2,---,i7j} C [/m]], define m; :=
(m;,, my,, -+ ,m; ). For all matrix A € ZL*F with £ > k, A € ZF** denotes

the upper square matrix of A and A € Z,(f_k)Xk denotes the lower ¢ — k rows

of A. By span(A) :={Ar |r € Z’;}, we denote the span of A. By Ker(A "), we
denote the orthogonal space of span(A). For ¢ = k, we define the trace of A as
the sum of all diagonal elements of A, i.e., trace(A) := Zle A

A function f()\) is negligible, if for every ¢ > 0 there exists a A, such that
F(A) < 1/X° for all A > A..

We use game-based security proof. The games are illustrated using pseudo-
codes in figures. By a box in a figure, we denote that the codes in the box appears

in a specific game. For example, | G4} means that G4 contains the codes in
idash box), G5 contains the codes in (oval box), and both of them contain codes

in . Moreover, we assume that the unboxed codes are contained in
all games. We use the notation Pr;[E] to denote the probability that event E
occurs in game G;, and use the notation G = 1 to denote the event that game
G returns 1. All variables in games are initialized to L. We use “[0” to denote
the end of proof of lemmas and use “W” to denote the end of proof of theorems.

Due to space limitations, we refer to the full version of this paper [21] for
the definitions of collision resistant hash function, universal hash function, public
key encryption, the MDDH assumption and its random self-reducibility property,
together with leftover hash lemma.

2.1 Prime-order Groups

Let GGen be a PPT algorithm that on input 1* returns G = (G, ¢, P), a descrip-
tion of an additive cyclic group G with a generator P of order ¢ which is a A-bit
prime. For a € Z,, define [a] := aP € G as the implicit representation of a in
G. More generally, for a matrix A = (a;;) € Zy*™, we define [A] as the implicit
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representation of A in G, i.e., [A] := (a;;P) € G™*™. Note that from [a] € G it
is generally hard to compute the value a (discrete logarithm problem is hard in
G). Obviously, given [a], [0] € G and a scalar x € Z, one can efficiently compute
[az] € G and [a + b] € G. Similarly, for A € Z7"*", B € ZZ”, given A, B or
[A],B or A, [B], one can efficiently compute [AB] € G™**.

2.2 Simulation-based, Selective-Opening CCA Security of PKE

Let m and r be two vectors of dimension n := n(A). Define Enc(pk, m;r) :=
(Enc(pk,my;r1), -, Enc(pk,m,;r,)) where r; is a fresh randomness used for
the encryption of m; for ¢ € [n]. Then we review the SIM-SO-CCA security
definition in [6]. Let M denote an n-message sampler, which on input a string
a € {0, 1}* outputs a message vector m of dimension n, i.e., m = (mj, -+ ,m,).
Let R be any PPT relation.

Exppe i i, r(M): ExpS i (A):
k, sk) <g Gen(1*

(pk;sk) = Gen(1') (@ 51) s S1(1%)

(a,a1) <=5 A7 (pk)

m <5 M(a),r <5 (Renc)” m <3 M(a)

C < Enc(pk,m;r m;
(Ia )e(pAD“w)“(a ) (1,42 0 Salon, (17Dt
s A2 $ 2 1,

Tr T Decy s (+) N outs <—g 33(827 m[)
outa +3 A; %°" (a2, mp,tr)
Return R(m, I, out ) Return R(m, I, outs)

Fig. 1. Experiments used in the definition of SIM-SO-CCA security of PKE

Definition 1 (SIM-SO-CCA Security). A PKE scheme PKE = (Gen, Enc, Dec)
is simulation-based, selective-opening, chosen-ciphertext secure (SIM-SO-CCA
secure) if for every PPT n-message sampler M, every PPT relation R, every
stateful PPT adversary A = (A1, As, A3), there is a stateful PPT simulator
S = (81,82, 83) such that Advpgg™s s m () is negligible, where

AVERE S 5.0 (N) = [P [EXRRESTE e n (V) = 1] = Pr [Bxpestie () = 1]

Ezperiments Expﬁﬁ{%’fi{fﬁ?}\,t, r(A) and Exp?}ffﬁ;lifllsal()\) are defined in Figure 1.
Here the restriction on A is that A, Az are not allowed to query the decryption
oracle Dec(-) with any challenge ciphertext C; € C.

2.3 Efficiently Samplable and Explainable (ESE) Domain

A domain D is said to be efficiently samplable and explainable (ESE) [6] if there
exist two PPT algorithms (Samplep, Sampley') where Samplep(1*) outputs a
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uniform element over D and Samplef,l(x), on input x € D, outputs r that is
uniformly distributed over the set {r € Rsample,, | Samplep(1*;7) = x}.

It was shown by Damgard and Nielsen in [4] that any dense subset of an
efficiently samplable domain is ESE as long as the dense subset admits an efficient
membership test.

2.4 Cross-Authentication Codes

The concept of XAC was first proposed by Fehr et al. in [6] and later adapted
to strong XAC in [15] and strengthened XAC in [17].

Definition 2 (¢-Cross-Authentication Code, XAC).

An (-cross-authentication code XAC (for £ € N) consists of three PPT algorithms
(XGen, XAuth, XVer) and two associated spaces, the key space XK and the tag
space XT . The key generation algorithm XGen(1*) outputs a uniformly random
key K € XK, the authentication algorithm XAuth(Ky, -+, Kp) takes £ keys
(Ky, -+ ,Ky) € XK! as input and outputs a tag T € XT, and the verification
algorithm XVer(K,T) outputs a decision bit.

Correctness. failxac(\) := Pr[XVer(K;, XAuth(Ky, -, Ky)) # 1] is negligible
for all i € [{], where the probability is taken over Ky,--- , Ky +g XK.
Security against impersonation and substitution attacks. Define
exnc(A) 1= maxyp Pr[XVer(K,T") = 1 | K < XK] where max is over all T" €

T 7& T Ki Rt XK:,
XT, and 2% ()\) == max Pr T 4 | T+ XAuth(Ky, -+, Ky),
i Kzi,F XVer(K;, T") =1 T« F(T)

where max is over all i € [£], all K4; := (Kj) e\ € XK' and all (possibly
randomized) functions F : XT — XT. Then we say XAC is secure against
impersonation and substitution attacks if both exar(\) and - (\) are negligible.
Definition 3 (Strong and semi-unique XACs). An {-cross-authentication
code XAC is strong and semi-unique if it has the following two properties.
Strongness [15]. There exists a PPT algorithm ReSamp, which takes as input
T € XT and i € [f], with Ky,---, K; g XGen(1}), T < XAuth(Ky,---,K;),
and outputs K; e XK, denoted by K; g ReSamp(T, ). Suppose for each fixed
(k1, - koe_1,t) € (XK)'™1 x XT, the statistical distance between K; and K;,
conditioned on (Kx;,T) = (k1,--- ,k¢—1,t), is bounded by §(X), t.e.,

1 Pr(K; =k | (Kyi,T) = (ki ke_1,1)]
3 > - < (M.
kexk Pr[Ki =k I (Kiz;T) = (klv T aké—ht)]

Then the code XAC is said to be 6(\)-strong or strong if §(\) is negligible.
Semi-Uniqueness [17]. The code XAC is said to be semi-unique if XK =
Kz x Ky, and given T € XT and K* € K, there exists at most one KY € K,
such that XVer((K*, KY),T) = 1.

See the full version [21] for a concrete XAC instantiation by Fehr et al. in
[6].
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3 Key Encapsulation Mechanism

In this section, we recall the definition of key encapsulation mechanism and
formalize two new security notions for it.

Definition 4 (Key Encapsulation Mechanism). A KEM KEM is a tuple
of PPT algorithms (KGen, KEnc,KDec) such that, KGen(1*) generates a (pub-
lic, secret) key pair (PKyem» SKkem); KEnc(pkyem) returns an encapsulation ¢ € ¥
and a key v € I', where ¥ s the encapsulation space and I' is the key space;
KDec(skkem, ) deterministically decapsulates 1) with skyem to get v € I’ or L.

We say KEM is perfectly correct if for all A, Pr[KDec(skkem,?) = 7] = 1,
where (Pkyems Skkem) s KGen(1*) and (v,7) <—g KEnc(pkyem)-

3.1 mPR-CCCA Security for KEM

We formalize a new security notion for KEM, namely mPR-CCCA. Roughly
speaking, mPR-CCCA security guarantees pseudorandomness of multiple (¢,~)
pairs outputted by KEnc even if a constrained decapsulation oracle is provided.

Definition 5 (mPR-CCCA Security for KEM). Let A be an adversary and
b€ {0,1} be a bit. Let KEM = (KGen, KEnc, KDec) be a KEM with encapsulation

space ¥ and key space I'. Define the experiment Expﬁlé’,f,fjca'b()\) in Figure 2.

mpr-ccca-b . Oenc : Odec pl’ed,'(l) :
Expicgua™ (\)://b € {0;1} (%,%) s U X T %(Kilaec(sikem,w)
(?kkemvsl(;ke"‘)():$ K(G?n(l ) (7701771) A KEnc(pkkem) ¥ ¢ d’enc/\
U iy AZene 2P0 phiem) | gp, e apone U {ad} Return . (pred(“/) = 1)
Return b Return (¢, 7s) 1 Otherwise

Fig. 2. Experiment used in the definition of mPR-CCCA security of KEM

In Expﬁlé’,f,l'fjca'b()\), pred : I' U{L} — {0,1} denotes a PPT predicate and
pred(L) := 0. Let Qgec be the total number of decapsulation queries made by
A, which is independent of the environment without loss of generality. The un-
certainty of A is defined as uncert 4(\) = Q%Zl@:dl Pry rlpred;(v) = 1],
where pred; is the predicate in the i-th Ogec query.

We say KEM has multi-encapsulation pseudorandom security against con-
strained CCA adversaries (mPR-CCCA security) if for each PPT adversary A

mpr-ccca

with negligible uncertainty uncert 4(A), the advantage Advigy 5" (A) is negligi-
ble, where Adviign ™ (A) := |Pr {Expﬁlé’,f,l'fica'o()\) = 1} —Pr [Expﬁlé’lf,[fjca'l(A) = 1} )

Note that the afore-defined mPR-CCCA security implies multi-challenge
IND-CCCA security defined in [8].
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3.2 RER Security of KEM

We define Random Encapsulation Rejection security for KEM which requires
the decapsulation of a random encapsulation is rejected overwhelmingly.

Definition 6 (Random Encapsulation Rejection Security for KEM).
Let KEM = (KGen, KEnc, KDec) be a KEM with encapsulation space ¥ and key
space I'. Let A be a stateful adversary and b € {0,1} be a bit. Define the following
experiment Expffé[\ﬁ,A()\) in Figure 3.

Expiens a(N): //b € {0,1} | Ocna(pred, ¢):

(PKyern» Skiem ) =3 KGen(1*) | Tf 9 € 4,0

Vo — 0 Return pred(KDec(skyem, %))
(st,17) o A (ply,) | TEb=1:

Yoan = {01, ,Yn} 5 P" Return pred(KDec(skkem, %))
V g A% 0 (st ) | Blses

Return b’ Return 0

Fig. 3. Experiment used in the definition of RER property of KEM

In ExerCERZ’VA()\), pred : I'U {L} — {0,1} denotes a PPT predicate and
pred(L) := 0. Let Qcpq be the total number of Ocpq queries made by A, which is
independent of the environment without loss of generality. The uncertainty of A
is defined as uncert4(\) := Qiha lQ:"l“‘ Pry r[pred;(v) = 1], where pred; is the
predicate in the i-th O.pq query.

We say KEM has Random Encapsulation Rejection security (RER security) if

for each PPT adversary A with negligible uncertainty uncert 4(\), the advantage

Advigm 4(A) == |Pr [Expffé}\?ﬂ(/\) = 1] — Pr [Expiigi, a(N) = 1]] is negligible.

4 SIM-SO-CCA Secure PKE from KEM

4.1 PKE Construction

In Figure 4, we recall the general framework for constructing SIM-SO-CCA se-
cure PKE proposed in [19]. A small difference from [19] is that we make use of
hash function H; to convert the key space of KEM to the key space of XAC.
Ingredients. This construction uses the following ingredients.
e KEM=(KGen, KEnc, KDec) with key space I" & ESE encapsulation space ¥.
o (¢ +1)-XAC XAC with ESE key space XK = I, x Ky.
e Hash function Hy : I' — XK generated by hash function generator H;(1%).
e Hash function H, : ¥¢ — Ky generated by hash function generator Ha(11).



Tightly SIM-SO-CCA Secure PKE from Standard Assumptions 11

Enc(pk,m € {0,1}%):
For j <1 to ¢: Dec(sk, C = (41, -~ e, T)):
Gen(1%): If m; = 1: m’ + 0°
(Pkyems Skiem) < KGen(1%) (¥5,75) s KEnc(pkyen) | K ¢ Ha (w1, -+ )
Hi s Hi(1Y) Kj + Hi(v;) Kppr + (K%, KY)
Ha s H2(1k) Else: If XVer(Kpy,T) = 1:
K® 35 K, Prp— For j <1 to ¢:
pk < (PKyem, H1, H2, K7) K; <5 XK 7 < KDec(skkem, ¥5)
sk < (pk, skiem) KY < Ha (Y1, , ) KJ/ A Hl(’Y;)
Return (pk, sk) Koy < (K%, KY) m) < XVer(K},T)
T + XAuth(Ky, -+ ,K¢yy) | Return m’
Return C <+ (¢1,- -+ ,4¢,T)

Fig. 4. Construction of PKE = (Gen, Enc, Dec).

4.2 Tight Security Proof of PKE

In this subsection, we prove the SIM-SO-CCA security of PKE with tight reduc-
tion to the security of KEM. We state our main result in the following theorem.

Theorem 1. Suppose the KEM KEM is mPR-CCCA and RER secure, the (£ +
1)-cross-authentication code XAC is §(\)-strong, semi-unique, and secure against
impersonation and substitution attacks; Hi is universal; Ho outputs collision re-
sistant function. Then the PKE scheme PKE constructed in Figure 4 is SIM-
SO-CCA secure. More precisely, for each PPT adversary A = (A;, Az, A3z)
against PKE in the SIM-SO-CCA real experiment, for each PPT n-message sam-
pler M, and each PPT relation R, we can construct a stateful PPT simulator
S = (81,82,83) for the SIM-SO-CCA ideal experiment and PPT adversaries
B1, Ba, By with T(B1) ~ T(Bs2) ~ T(B3) < T(A) + Qdec - poly(N), such that

AdVBKE A,5.nMm,R(A) < AdV?EI\r/I_,CL%:a(/\) + Advicem, g, (A) + £ Quec - Shc(N)
+ 2AdV; 5, () + (nf) - (5(A) + A), (1)

where Q gec denotes the total number of A’s decryption oracle queries, poly(\) is

a polynomial independent of T(A) and A= % - \/|XK|/|T.

Remark. If we instantiate the construction with the information-theoretically
secure XAC in [6] and choose proper set XK and I', then A, 5(X), ey x () and

e (\) are all exponentially small in A. Then (1) turns out to be

AAVERE 5. 0,2 (A) < Advit B () + Adviem s, (A) + 2Adv5; 5, (A) + 27200,

If the underlying KEM has tight mPR-CCCA security and RER security, then
our PKE turns out to be tightly SIM-SO-CCA secure.

Proof of Theorem 1. For each PPT adversary A = (A1, A2, As), we can construct
a stateful PPT simulator S = (81,82, S3) as shown in Figure 5.
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SimKeyGen(1*):
(PKyems Skiem) <=5 KGen(1%), Hi =g H1(1%), Hz =5 Ha(1%), K” 5 Ko
pk <= (Pkyem, H1, Hz, K), sk < (pk, skiem)

S1(1%):
1) Return (pk, sk)

(pk, sk) < SimKeyGen(1*)

(er.a1) =5 AT (pk)
Return (a, s1 = (pk, sk, a1)) SimCtGen(pk):
For i < 1 to n: SimOpen(I,m;, C,R,K):
For j < 1 to ¢: ForieI:
o (sq, (11l :
% CtGen(pk) 74,5 43 RKEnc For j < 1 to £:
,R,K) <3 SimCtGen
' ﬁe%c(_) P (Yi5,71.3) < KENC(PKiem; 7i.5) Ifm;; =1:
(I;a2) <5 A, (a1,C) Kij + Hi(vi,5) Fij = Tij
Return (I,s2 = (s1,a2,1,C,R,K)) KY < Ha(i1, -+ , i) Else:
Kioq1 < (K*,KY) K j <5 ReSamp(T3, )
Sa(s2,my): Zifzuth(l(lw . .f})ﬂ.m) rK7 g Samp|e%(;<,,j)
TRy s SimOpen(L, mr, C. R, K) Rf ‘L,l, s Wie, T; 775 s Sampley ' (¢ ;)
Decgc () N i (P i) iy (71,70
outa s A (az,my,Rr) K« (Kijp,- -, Kiot1) R 7 377
Return out 4 C Ci,---.C R N (n"l;" ")
Return (R | = | Ry, - ,Rn Return Ry = (Ry)ics
K Ki, - Kn

so-cca-ideal

Fig. 5. Construction of simulator S = (S1, S2, S3) for Exps 7 k™ (A).

The differences between the real and the ideal experiments lie in two aspects.
The first is how the challenge ciphertext vector is generated and the second is how
the corrupted ciphertexts are opened. In other words, the algorithms SimCtGen
and SimOpen used by the simulator differ from the real experiment. In the proof,
we focus on these two algorithms and gradually change them through a series of
games starting with game Gy and ending with game Gy, with adjacent games
being proved to be computationally indistinguishable. The full set of games are
illustrated in Figure 6.

Game Gy. Game G is exactly the ideal experiment Expfé’,;ffj;(if};al()\). Hence

H@%%?MFI=MW:H (2)

Game Gy — GG;. The only difference between GG; and G| is that a collision check
for Hs is added in GG; and GGy aborts if a collision is found. More precisely, we use
a set Q to log all the (input, output) pairs for Hs in algorithm SimCtGen. Then in
the Dec oracle, if there exists a usage of Hs such that its output collides with some
output in @ but with different inputs, then a collision for Hs is found and the
game GG; aborts immediately. It is straightforward to build a PPT adversary B
with T(B1) =~ T(A) + Qqec - poly(N), where poly()) is a polynomial independent
of T(A), such that,

IPro[G = 1] — Py [G = 1] < AdvS) 5, (V). (3)
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Bt (V)

(pk, sk) s SimKeyGen(lA)

(e, a1) 5 AT (pk)

m g M(a)

(C,R,K) < SimCtGen(pk)

(I, a2) s A2 (g, C)

Ry < SimOpen(I,m;, C, R, K)
outa g Agec@(')(az, m;,Ry)
Return R(m, I, out4)

SimOpen(I,m;, C,R,K):

For i e I:
For j < 1to ¢:
Ifm;; =1:
Pij <= Tij
Else:
K, j s ReSamp(T3, )

ff(j g Sample;(}c(f(i,j)i

~AK -1
7,y s Sampleyc (K j) ‘

SimCtGen(pk):
Go[G1,Go] |Gs (Ga = GF)
For i <— 1 to n:
For j « 1 to ¢:
If m; ; = 0:
T;‘:‘j 5 Rsampley,
Py j Samplew(l’\;rﬁjj)
Yi,j <% r
Kij < Hi(viy)

Tifij s RSample)(,c
K j + Sampley,c(1%;75;)

iris 4 (i rh);

Ti,j <% RKenc

(Yi,5,7i.3) < KEnc(Pkyem; 7i,5)
K j < Hi(vi;)

f;“’J s Sample, ' (i ;)
fig — (P55, 7))
R «— (Fi1, -, 7ie)
R[ < R[

Return R

Decgc(C = (Y1, %, T)):
Go ‘Gl
IfCecC:
Return L
m « 0°
KY « Ha(41,- -+ ,0)
I(KY, (1, ,be)) € Q sit.

LA Py S e |
Abort game //Find a collisoin for Hs

Q+ QU{(KY, (¢1, - ,90)}

Ky, + (K*,K")

If XVer(K;,,,T) =1:

5 GGyG7‘G8,G9

Return (pk, sk)

KY < Ha (i1, , i) For n + 1 to ¢:
‘Q — QU{(KY, (Wi, ,wi,f))}‘ 7y < KDec(skkem, ¥n)
K1 + (K*, K}) If [H(i,j) € [n] x [] s.t. ]
T; < XAuth(Ki 1, -, Kie41) m;; =0AYy =15
C? — (1/)7,17“' 71/)1',27T7) m/n <_Xver(H1(’Y:7)aT)
Ry« (Fig, - rie) m'T,
K (Kia, - 5 i)
C Cy,---,Cp Else:
Return (R> = (le- ,Rn> m], « XVer(Hi(v;),T)
K Ky Ka Return m’
SimKeyGen(1): Go |G1 — G7| Gs, Gy

(PKiem» SKkem) =5 KGen(1*), Hy 4= H1(1%), Ha =5 Ha (1Y), K* <5 K.
pk ¢ (Pkyem, H1, Ha, K7), sk ¢ (pk, skiem) [T < 0

Fig. 6. Games Gy — Gy in the proof of Theorem 1.

13

Game G; — G,. G4 is essentially the same as (G except for one conceptual
change in the Dec oracle. More precisely, for a Dec(C = (11, -+ ,%, T)) query

such that 3(4, 5) € [n] x [¢],n € [(] s.

e in (G1, we proceed exactly the same as the decryption algorithm, i.e.,

t. m;; = O/\lﬂn = wi,jv
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set my, < XVer(H;(7;),T') where ~; = KDec(skkem, ¥y );

e in G, we set m;, « XVer(K; ;,T).

Since ¢, = vij, v, = KDec(skkem,?n) and (¢ ;,7i;) is the output of
KEnc(pkyem), We have that v, = 7;; due to the perfect correctness of KEM.
Then K; ; = Hi(7i;) = Hi(7;). Thus the difference between G and Gy is only
conceptual, and it follows

Pri[G = 1] = Pry[G = 1]. (4)

Game G5 — G3. G5 is almost the same as Gy except for one change in the
SimCtGen algorithm.

o In Gy, all (¢; 5, vi,;) pairs are the output of KEnc(pkyen)-

e In G, for m; ; =1, (¢ j,7:,;) pairs are the output of KEnc(pkyen );

for m; ; =0, (¥ ;,7:,;) pairs are uniformly selected from ¥ x I'.

We will reduce the indistinguishability between game G5 and G3 to the mPR-
CCCA security of KEM. Given A = (A;, Az, A3), we can build a PPT adversary
By with T(B) ~ T(A) and uncertainty uncerts,(\) < exae(\) + A such that

[Pro[G = 1] — Pr3[G = 1]| < Advigy s, (V). (5)

On input pkyey,, B2 selects Hi,Hy and K7 itself and embeds pky, in pk =
(PKyerm, H1, H2, K%). In the first phase, By calls AlDeC(')(pk). To respond the de-
cryption query Dec(C = (¢1,--- ,t,T)) submitted by A, By simulates Dec
until it needs to call KDec(skkem, ¢) to decapsulate 1,,. Since By does not pos-
sess skyem relative to pkyen,, B2 is not able to invoke KDec itself. Then By submits
a Ogec(pred, ¢,) query to its own oracle Ogec where pred(:) := XVer(Hq(-),T).
Clearly, this predicate is a PPT one. If the response of Ogec is L, B sets m;? to
0. Otherwise B sets m% to 1.
Case 1: Ogec(XVer(Hi(-),T),v,) = L. This happens if and only if

Yy € PYepne V XVer(Hi (KDec(skkem, ¥y)), T) = 0.
In the first phase, By has not submitted any Oeye query yet and 1., is empty.
S0 Yy & Pep.. In this case, Ogec(XVer(H1(-),T), ¢,) = L if and only if

XVer(Hq (KDec(skyem, 1¥5)), ') = 0.

Therefore By perfectly simulates the Dec oracle in G2(G3) by setting mj, < 0.
Case 2: Ogec(XVer(H1(-),T),1,) # L. This happens if and only if

Yy & Pone A XVer(Hi (KDec(skkem, ¥)), T) = 1.
For the same reason as case 1, the condition ¥, ¢ 1, always holds. In this case,
Odec(XVer(H1(+),T),%,,) # L if and only if XVer(H;(KDec(skkem, ¥5)),T) = 1.
Therefore By perfectly simulates the Dec oracle in Go(G3) by setting m% +— 1.
In either case, By can perfectly simulate the Dec oracle for A;. At the end of
this phase, By gets A;’s output («, a1). Then By calls m +—g M («) and simulates
algorithm SimCtGen(pk).

— If m; j = 1, By proceeds just like game G2(G3), i.e., (¥ 5,7i,;) s KEnc(pkiem)
and set K; ; < Hi(7i;)-
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— If m;; = 0, By submits an Oecpnc() query to its own oracle and gets the
response (19,7) (¢ is added into set 4,,.). Then By sets (15 5,7i,;) < (¥, 7).

Ifb =1, (¢, ) is the output of KEnc(pkyen, ), B2 perfectly simulates SimCtGen(pk)

to generate challenge ciphertexts C in Gs.

If b =0, (¢,) is uniformly over ¥ x I, By perfectly simulates SimCtGen(pk)

to generate challenge ciphertexts C in G3.

In the second phase, By calls AgecéC(‘)(al, C) to get (I, az). Upon an decryption
query Decgc(C = (¢1,--- ,v¢, T)) submitted by Az, By responds almost in the
same way as in the first phase, except that By has to deal with the case of
Iy, € Pop.. This case does happen: even if C = (¢q,--- ¢, T) ¢ C, it is still
possible that 3, € {1;};cjq with ¢, € 1. In this case, there is no chance for
Bs to submit an Ogec(pred, ¢,) query for a useful response because the response
will always be L. However, it does not matter. By the specification of G2(G3),
m;, should be set to the output of XVer(K; ;,T) which By can perfectly do.

Note that the execution of algorithm SimOpen in game G3(G3) does not need
all information about R. Only those randomnesses with respect to m; ; = 1 are
needed. Now that By does have I, m;, C,K and part of R (for m; ; = 1), it can
call SimOpen(I,m;,C,R,K) to get R;.

In the third phase, Bs calls Agec%C(')(ag,mI,Rj) to get out 4. The Decgc
query submitted by A in this phase is responded by By in the same way as in
the second phase. Finally, By outputs R(m, I, out 4).

According to the above analysis, By perfectly simulates G5 for A if b = 1 and
perfectly simulates G5 for A if b = 0. Moreover, for v «—g I', Hy(7) is A-close to
uniform by leftover hash lemma since H; is universal. Then

Pr [pred(y) =1] = Pr [XVer(Hi(7),T) = 1] < exa>()\) + A.

vl veg I
By the definition of uncertainty, we have.
uncertp,(A) < exae(A) + A, (6)

Thus (5) follows.
Game G353 — G4. G4 is almost the same as G35 except for one change in the
SimCtGen algorithm. In the SimCtGen algorithm, if m; ; = 0,

e in G’g7 Ki,j — Hl('yi,j) for Yij <% F;

e in G4, K; ; is uniformly selected from XIC.

Since Hj is universal, by leftover hash lemma and a union bound, we have
that

[Pr3[G = 1] — Pry[G = 1]| < (nf) - A. (7)

Game G4 — G5. G5 is almost the same as G4 except for one change in the Dec
oracle. More precisely, to reply a Decgc(C = (¢1, -+ ,%¢,T)) query such that
(i, j) € [n] x [€],n €[] s.t. my; j =0 Ay, = 5,

e in Gy, we set m;, « XVer(K; ;, T);

e in G5, we set my, < 0 directly.
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Suppose ¥, = V5 ; € C; = (Yi1,- -+ ,¢ie, T;) where Ty = XAuth(Kj 1, -+, K g41)-
There are two cases according to whether T' = T;.
Case 1: T = T;. In this case, since C ¢ C, we have that (1, - ,v¢) #
(i1, i) Note that K7 = Ha(¢;1,- -+ ,¥50) and KY = Ha(1q, -+ ,¢p). If
K? = KY, a collision for Hy occurs, both G4 and G5 abort. Otherwise, we must
have K¥ # K/, hence K, , = (K*, KY') # (K*,K}) = K;¢41. Since XAC is
semi-unique and XVer(K;¢.1,T) = 1, it holds that XVer(Kj ,,T) # 1 which
implies that m’n = 0. In this case, the responses of Decyc make no difference in
G4 and Gfs.
Case 2: T' # T;. Note that all the information about K; ; is leaked to .4 only
through 7; in game G4. Thus, the probability that XVer(K; ;,T) =1 for T' # T;
will be no more than €4 ().

By a union bound, we have that

|Pry[G = 1] — Pr5[G = 1]| < £+ Qaec - €540 (N). (8)

Game G5 — Gg. Gg is almost the same as G5 except for one change in the Dec
oracle. More precisely, for a Dec(C = (1, , %, T)) query such that 3(i, j) €
[n] x [f] s.t. m; ; = 0 A, =, ; for any n € [¢],

e in G5, we set m; < 0 directly;

e in GG, we proceed exactly the same as the decryption algorithm, i.e., setting
m;, < XVer(Hi(v,),T), where v, = KDec(skkem, ¥n)-

We will reduce the indistinguishability between game G5 and Gg to the RER
security of KEM. More precisely, we can build a PPT adversary Bs with T(B3) ~
T(A) and with uncertainty uncertg, (\) < e%‘fé(/\) + A such that

|Pr5[G = 1] — Prg[G = 1]| < Advggm 5, (A)- (9)

On input pkyen,, B3 selects Hi, Hy and K® itself and embeds pk, in pk =
(pkyems H1, H2, K¥). In the first phase, Bs calls AlDeC(')(pk). To respond the de-
cryption query Dec(C = (91, ,%,T)) submitted by A, Bs simulates Dec
until it needs to call KDec(skyem, %y,) to decapsulate 1,,. Since Bs does not hold
skkem relative to pky.n, B3 is not able to invoke KDec itself. Then B3 submits
a Ogha(pred, ) query to its own oracle Ogn, where pred(:) := XVer(Hy(+),T)
and ¢ = ,. Clearly, this predicate is a PPT one. Since v,,, is empty set
in this phase, the condition ¢ ¢ ,,, will always hold and B3 will get a bit
B = pred(KDec(skkem, %)) = XVer(H;(KDec(skkem, ¥y)),T) in return. Then B
sets m;, < 3 and perfectly simulates Dec for A in this phase.

At the end of this phase, Bs gets A’s output (a,aq). Then Bs calls m <
M(a) and then simulates algorithm SimCtGen(pk) as follows. Bs first outputs 1™
and get ¥, = {Yi*", -+, ¥5"} which are nf random encapsulations. During
the generation of the challenge ciphertexts, Bs sets (¢ ;, K; ;) according to m.

— If m; ; = 1, B3 sets (’lﬂ@j,’}/i’j) g KEnc(pkkem) and sets Ki,]' — Hl('}/i,j)-
— Ifm; ; =0, By sets ¢ < ¢{i%,,; and K ; <=5 XK. Since (4, j) € [n] x [£],
the subscript (i — 1)+ j € {1,--- ,nl} is well defined.
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Then B3 proceeds just like algorithm SimCtGen(pk) in game G5(Gbg).

In the second phase, B3 calls ASECQC(')(al, C) to get (I,az). To respond the
decryption query Decgc(C' = (¢1, -+ ,%y,T)) submitted by A, Bz proceeds
just like game G5(Gs). When a decapsulation of 1, is needed, B3 submits a
Ocha(pred,y,) query to its own oracle Ocn, where pred(-) := XVer(H(-),T).
After that, Bz will get a bit 3 in return and Bj sets m; < 3. Note that

— In case of ¢y & P,,,, mj, = XVer(H;(KDec(skem, 15)), T'), which is exactly
how my, is computed in both game G5 and Gé.

— In case of 1, € ¥,,,, there must exist (i,7) € [n] x [(] s.t. m; j = 0A Y, =
i j. Thus m; = XVer(H; (KDec(skkem, ¥5)), T') if b =1 and m; = 0if b = 0.
The former case is exactly how m% is computed in game Gg and the latter

case is exactly how m;] is computed in game Gs.

As a result, Bs perfectly simulates Decgc in the second phase of game G5 for
Aif b = 0 and perfectly simulates Decgc in the second phase of game G for A
if b= 1. After B3 gets (I,a3), Bs is able to call SimOpen(I,m;,C,R,K) to get
RI for the similar reason as in the proof of Gy — G3.

In the third phase, Bs calls A?ec%C(')(ag,mI,RI) to get outq. The Decgc
query submitted by A in this phase is responded using the same way as in the
second phase. Finally, Bs outputs R(m, I, out 4).

Thus Bs perfectly simulates Gg for A if b = 1 and perfectly simulates G5 for
A if b= 0. Similar to (6), uncertg,(\) < exac(A) + A. Thus (9) follows.

Game Gg — G;. G7 is almost the same as Gg except for one change in the
SimOpen algorithm. More precisely,
e in Gs, 7} ;) where K; j < ReSamp(T}, 5);

e in Gr, fZKJ is the output of Sample}}C(Kiyj) for the original K ; generated
in algorithm SimCtGen.

In game Gg and G7, before the invocation of algorithm SimOpen, only T;
leaks information about K;; to A when m;; = 0. Since XAC is §(\)-strong,
the statistical distance between the resampled IA(” g ReSamp(T;, ) and the
original K; ; is at most d(A). By a union bound, we have that

)

is the output of Sample;{}C (K;

[Pr6[G = 1] — Pr7[G = 1]| < (nf) - 6(N). (10)

Game G7 — Gg. Gg is almost the same as G7 except for the dropping of the
collision check added in G;. Similar to the proof of Gy — G, we can show that

Pr7[G = 1] — Prg[G = 1]| < Adv§i 5, (M) (11)

Game Gg — Gg. Gy is almost the same as Gg except for one change in SimOpen.
More precisely,

e in (g, the opened randomness is a “reverse sampled” randomness, i.e.,
ff(] g Sample i (K; ;) and f;/jj g Sampley ' (¥i;);

e in Gy, the opened randomness (75 i ) is changed to be the original

i i
randomness used to sample K; ; and v j, i.e., (flKj, fzpj) — (rin, r;pj).
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This change is conceptual since ¥ and XK are ESE domains. Thus

Prs[G = 1] = Pry[G = 1]. (12)

so-cca-real

Game Gy. Game Gy is exactly the real experiment Exppig 45 a1, r(A). Thus
Prg[G = 1] = Pr [Expke s he,n(V) = 1] - (13)
Finally, Theorem 1 follows from (2, 3, 4, 5, 7, 8, 9, 10, 11, 12) and (13). W

5 Instantiations

We give two instantiations of KEM with mPR-CCCA security and RER security.

5.1 KEM from MDDH

We present a KEM which is extracted from the multi-challenge IND-CCA secure
PKE proposed by Gay et al. in [7]. The KEM KEMg4an = (KGen, KEnc, KDec)
is shown in Figure 7.

Suppose G = (G, q, P) <3 GGen(1*) and H is a hash generator outputting
functions H : G — {0,1}*. For a vector y € Z3*, we use y € Z% to denote the
upper k components and y € ng to denote the lower 2k components.

Ay .
KGen(17) : s | KEnc(Pkiey) : KDec(skem, ©) :
M ¢ Usi i, H <5 Z’i(l ) r g ZZ,[y} — [M}I‘ P = [Y]
ki, ka5 Zy T < H([y]) 7+ H({F])
G,H,[M
Phiem = (([MTk. [])0]sfjfgl> yerT X M) | ke e 0 K
3,B1)1<5< Return (1/) — [y}"y) v~ [yT] -k,
skiem <= (Kj,8)1<j<x0<8<1 UG -G Ret
Return (pkyen, SKkem) /= T e

Fig. 7. The KEM KEMpnqan = (KGen, KEnc, KDec) extracted from [7].

Perfectly correctness of KEMdan is straightforward. See the full version [21]
for the proofs of its tight mPR-CCCA security and tight RER security.

5.2 KEM from Qualified Proof System with Compact Public Key
First we recall the definition of a proof system described in [8].

Definition 7 (Proof System). Let £ = {Lpars} be a family of languages in-
dexed by public parameters pars, with Loars C Xpars and an efficiently computable
witness relation R. A proof system PS = (PGen, PPrv, PVer, PSim) for L consists
of a tuple of PPT algorithms.
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— PGen(pars). It outputs a public key ppk and a secret key psk.

PPrv(ppk, z, w). On input a statement x € L and a witness w with R(x,w) =
1, it deterministically outputs a proof II € II and a key K € K.

— PVer(ppk, psk, x, IT). On input ppk,psk,x € X and II, it deterministically
outputs b € {0,1} together with a key K € K ifb=1 or L ifb=0.
PSim(ppk, psk, z). Given ppk, psk,x € X, it deterministically outputs a proof
II and a key K € K.

Next we recall the definition of a qualified proof system.

Definition 8 (Qualified Proof System [8]). Let PS = (PGen, PPrv, PVer, PSim)
be a proof system for a family of languages L = Lpars. Let L37 = {Ef,gi} be a
family of languages, such that Lpas C £;§§S. We say that PS is £3"d-qualified, if
the following properties hold.

— Completeness: For all possible public parameters pars, for all statements
x € L and all witnesses w such that R(x,w) = 1, Pr[PVer(ppk, psk, z, IT)] =
1, where (ppk, psk) <—g PGen(pars) and (II, K) <g PPrv(ppk, z, w).

— Perfect zero-knowledge: For all possible public parameters pars, all key
pairs (ppk, psk) in the output range of PGen(pars), all statements x € L and
all witnesses w with R(xz,w) = 1, we have PPrv(ppk, x,w) = PSim(ppk, psk, ).

— Unique of the proofs: For all possible public parameters pars, all key pairs
(ppk, psk) in the output range of PGen(pars) and all statements x € X, there
exists at most one II* such that PVer(ppk, psk, x, IT*) = 1.

— Constrained £9-Soundness: For any stateful PPT adversary A, con-
sider the soundness experiment in Figure 8 (where PSim and PVer are im-
plicitly assumed to have access to ppk).

BxpE s 4 (V) Or(. I prec):
Win=0 (v, K) + PVer(psk, z, IT)
(ppk, psk) <5 PGen(pars) | lf v =1A pred(K) = 1:
A©sim0:Over () (ppk) Ifzel:
Return K

Else:
Osim (): . JO0 Ifze £
x g LNL YT 1 Otherwise
(11, K) < PSim(psk, z) Abort game
Return (z, I1, K) Return L

Fig. 8. Experiment used in the definition of constrained £5"%-soundness of PS.

Let Qver be the total number of Oyer queries, which is independent of the
environment without loss of generality. Let pred; : K U{L} — {0,1} be the
predicate submitted by A in the i-th query, where pred,(L) =0 for all i. The
uncertainty of A is defined as
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uncert 4(A) := Q% E,Q:”? Pricegxc[pred;(K) = 1].

We say constrained £5"-soundness holds for PS if for each PPT adversary

csnd

A with negligible uncertainty, Advzia ps 4(A) is negligible, where
Adv;ir,‘ﬂ’PSVA(/\) :=Prlwin=1in EXP(E?%,PS,A()‘)]

We omit the definition for £ indistinguishability of two proof systems
and the definition for £3"d-extensibility of a proof system (See [8] and also our
full version [21] for details). Here we define a new property for qualified proof
system, which stresses that the simulated proof IT for a random x € £\ L is
pseudorandom when providing verification oracle for only =z € L.

Definition 9 (Pseudorandom Simulated Proof of Qualified Proof Sys-
tem). Let PS = (PGen, PPrv,PVer,PSim) be a L£5"Y-qualified proof system for
a family of languages L. Let A be a stateful adversary and b € {0,1} be a
bit. Define the following experiment Expg;‘jo‘)f‘b()\) in Figure 9. We say PS has
pseudorandom simulated proof if for each PPT adversary A, the advantage

AQVEST (M) = [ Pr [ExpBET " 0(0) = 1] = Pr [ExpPsZi™™ () = 1] s megt.

r-proof- Osim(): Over(x H)
ExpRe®io°?(A)://b € {0, 1} | =222 N
XPps, A (A)://be€{0,1} T g LN\ L (v, K) < PVer(psk, z, IT)
(ppk, psk) <—s PGen(pars) My s TI fzdLVo=0:

/ Ositn 0 Over () '

s A , (ppk) (IT1, K) < PSim(psk,z)| Return L

Return b Return (z, ITy) Return K

Fig. 9. Experiment used in the definition of pseudorandom simulated proof of PS.

The Qualified Proof System in [8]. First we explain how the public pa-
rameters pars are sampled. Fix some k € N, invoke G g GGen(1*) where
G = (G, ¢, P). Let Doy, i, be a fixed matrix distribution, we sample A g Doy, &
and Ay <¢—g U, Where A and A are both full rank. Additionally select
A, € Z2F*F according to Usp . with the restriction Ag = Aj. Let Ho and Hy
be universal hash function generators returning functions hy : GF*+1 — VA
and h, : GF1 — Z’; respectively. Let hg <—g Ho and hy g H;. Let pars +
(k,G,[A],[Ao],[A1], ho, h1) be the public parameters and we assume pars is an
implicit input of all algorithms. The languages are defined as L:= span([A]),
£574 .= span([A]) Uspan([Ag]) and £24 := span([A]) Uspan([A]) Uspan([A4]).
The construction® of £574-qualified proof system PS = (PGen, PPrv, PVer, PSim)
in [8] is shown in Figure 10.

8 This construction in Figure 10 is an updated version of [8] from a personal commu-
nication.
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According to Theorem 1 of [8], PS is £5"d-qualified and Es\n/d—extensible, both
admitting tight security reductions to the MDDH assumption. More precisely,
AdVER ps 4 (\) AdVEES 5 (A) < 26 - AV Goen (M) + 277, AdvEE™ <

Csnd?ﬁ\g’_A
2—9()\).
PGen(pars): )
Kx g Z(k2+1)><2k PSim(ppk, psk, [c]):
K, s Z&H)x% X+ ho(Kx[])
Yy q
[Px] « Kx[A] € GR2+D)xk ye hlg—Ky[;]() T
[Py ¢ Ky [A] € G+ DXk S
v Y (K]  [Ao] - X +[c] -y
ppk < ([Px], [Py]) (k] + trace([K])
psk + (Kx,Ky) Return ([x], [K])

Return (ppk, psk)

X« ho([Px]r) € Zk’,jxk PVer(ppk. psk. [c], [*]):
) cgrer | () PSimopk i )
[K] < [Aq] - X + [c] -y € GF** | Return {(1’ [x]) If [x] :'[7?*]
[k] + trace([K]) € G (0,L) Otherwise
Return ([n], [K])

Fig.10. Construction of the £%-qualified proof system PS =
(PGen, PPrv, PVer, PSim) in [8].

We now prove that PS has pseudorandom simulated proof with Theorem 2.

Theorem 2. The £ -qualified proof system PS in Figure 10 has pseudoran-
dom simulated proof if U,-MDDH assumption holds. Specifically, for each PPT
adversary A, we can build a PPT adversary B with T(B) < T(A) + (Qsim +
Qver) - poly(X) such that the advantage

AdvBEPT(N) < 2AdV  Ceen 5(A) + 2720,
where Qgsim(Qver) 18 the total number of Ogim(Oyer) queries made by A and
poly(A) is a polynomial independent of T(A).

Proof of Theorem 2.
pr-proof

For a fixed PPT adversary A, consider an experiment Exppg®,”” (A) which

first uniformly selects b <—g {0, 1}, then calls Expgg}l’{wf'b()\) and gets its output

b'. Tt is straightforward that

AdvREP ' (A) = 2 |Pr[t = b in Exphe ™4 (V)] — 3.
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Now we rewrite Expggﬁ‘)(’f()\) in Figure 11 and make changes to it gradually

through game G to G3. Games Gy — G5 are defined as follows.

Bxpps 5 (V):G0 (G = O] On(): Go (G13[G2 168 | Oy (], 11°): G — G
bes {01} r s Zg,[c] + [AoJr | X « ho(Kx|c])

V g Zl(lk2+1)xkj ITy < Glxk y — hi(Ky[c])

Kx g ZF TDX* X < ho(Kx[c]) IT + [Ao]- X +[c] -y "
K, g (k132 X < ho([Vr]); K] « [Ao] - X +[c] - y"
[Px] « Kx[A] X g ZEF [k] « trace([K])

[Py] < Ky[A] y + hi(Ky[c]) It {[C] ¢ Span([j}])}:
ppk « ([Px], [Py]) I+ [Ao] - X +[c]-y" VII#1II

b g AOSim()’O"er("')(ppk) iy <= Grxk Return L

Return b/ Return ([c], IT,) Return [x]

Fig. 11. Games Go — G3 in the proof of Theorem 2.

Game Gg. This game is the same as Expgg'&rwf()\). Then

1
AdvBEP'(A) = 2 [Pro[b = b] — 2‘ . (14)

Game Gy — G;. (7 is almost the same as G except for the Oy, oracle.
e In Gy, X = ho(Kx|[c]), where [c] = [A]r and r +—¢ ZF for cach Ogim query.
e In Gy, X = ho([Vr]), where (i) a fresh r is uniformly chosen from Z} for

each Ogim query; (ii) V is uniformly chosen from ngQH)Xk beforehand but will
be fixed for each Oy, query.
Define U := Kx Ay, so (Px|U) = Kx(A]Ay). Note that, the square ma-
trix (A|Ap) is of full rank with probability 1 — 2~ then the entropy of Kx
2
is transferred to (Px|U) intactly. Recall that Kx is uniform over Z,(Jk X2k

Z((Jk2+1)><2k

Therefore, (Px|U) is uniform over as well. Consequently, U is uni-

formly distributed over ngul)m even conditioned on Px.

In Gy, the Oyer oracle rejects all [c] ¢ [span(A)]. Therefore, the information of
Kx leaked through Oy, is characterized by the public key Px. Together with the
fact that [c] = [Ag]r in Ogim of G and Gy, the computation of Kx|[c] = [KxAg|r
in Ogm of Gy can be replaced with [V]r for V <« Z((lkZH)Xk in G;. Thus we
have

[Pro[b/ = b] — Pry [0/ = b]| < 2790, (15)

Game G; — G5. Gy is the same as G except for the Oy, oracle.
e In Gy, X = ho([Vr]) is computed with the same V but a fresh r «—g Z}.
e In G5, X is uniformly selected from Z’;Xk for each Og;y, oracle.
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‘We will show that
Pry[b = b] — Pro[t/ = b]| < Advj; Ceen s(N) + 2720, (16)

To prove (16), we define two intermediate games G and G7.
G’ is the same as G except for the generation of r in Oy, For each Oy, query,
—in Gp, r 45 Z’;;
—in G}, r + Ws with a fresh s < Z’; but the same W, which is uniformly
selected from Z’g *k heforehand.
Since W is invertible with probability 1 — 27" we have that

|Pri[b) = b] — Pry/ [ = b]| < 2790, (17)
1 is the same with G/ except for the Oy, oracle. For each Oy, query,
— G sets [c] < Ag[W]s and X < ho([VW]s), where s < ZF;
— GY sets [c] < Ag[r] and X « ho([u]), where r < Z, u < Z’;ZH.
Note that, with overwhelming probability, [B] = [ ] distributes uniformly
over G+*+k+1)xk Then we can build an adversary B and show that

[Pry (b = b] — Pros[t) = b]| < Adv}} Ceen 5(A) + 277X, (18)
To prove (18), we construct an adversary B’ and show that

|Pry/ b = b] — Pryn [V = b]| < Ady@eimmddh (A). (19)

uk2+k+1,k’GGen>Bl

Upon receiving a challenge (G,[B] € G* +h+tDxk [H] = ([hy|---|hg,.]) €
G**+E+1)%Qsim ) for the Qym-fold U2 4 k41 x,-MDDH problem, B’ simulates game
G (GY). In the simulation of the i-th Oy, oracle query for i € [Qgim], B’ embeds

[h;] in [c] with [c] < Ag[h;]. Then B’ embeds [h;] in X with X < hq([h;]).

If [h;] is uniformly chosen from span([B]) for all i € [Qgm], then [h;] =
[V )si, [hi] = [W]s; and [h;] = [VW]s; with s; <—§ Z¥. In this case, B’
perfectly simulates G}. If [h;] is uniformly chosen from G* +#+1 for all i € [Qgim],

then both [h;] and [h;]| are uniform. In this case, B’ perfectly simulates G7.
From above, (19) follows. Then, (18) follows from (19) and the random self-
reducibility property of the MDDH problem.
In GY, X < hg([u]) for a uniform u <g Zf;z“. Since hg is universal, by

leftover hash lemma and a union bound, we have that

[Pri[b = b] — Pra[b/ = b]| < 2\/%1 —9—20\) (20)

Then (16) follows from (17, 18) and (20).

Game G5 — G3. (3 is the same as Go except for the Oy, oracle.
For each Ogipm query,
ein Gy, IT) = [Ag]- X+ [€] -y for [c] = [Ao]r and a fresh X < Z’;Xk;
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e in G, II; is uniformly selected from GF**.
Note that in Gag,
I = [Ag] - X+ [e] y" =[Ag]X+r-y"). _
Due to the uniformness of X, I7; has the same distribution as [Ag]X. Since A,
is an invertible matrix, [A]X is uniformly distributed over G***. Thus we have
Pra[b’ = b] = Pr3[b’ = b). (21)

Game G3. In G3, 11 distributes identically to I7; and
Pr3[b/ =b] =

Finally, Theorem 2 follows from (14, 15, 16, 21) and (22). |

(PKyerm Skiem ) —3 KGen(1*):

(ppk, psk) «<—s PGen(pars)

ko, ki <5 Z2%, [pl] < ki [A] € G'*F,  [p]] < ki [A] € G'**
Return  pkyer < (pPK, [Pg |, [P 1), Skiem < (psk, ko, k1)

(1, 7v) <35 KEnc(pkyem): ~v/L < KDec(skkem, ¥):
r<g Z’;, [c] « [A]r € G* Parse ¢ = ([c], IT)
(11, [s]) <=5 PPrv(ppk,[c],r) (v € {0,1}, [k]) < PVer(psk, [c], IT)
7+ H([e]) € {0,1}* C Z, 7+ H([e]) € {0,1}* C Z,
v (ol +7lpl ) v+l €G| 7 (kg +7ki) [c]+[x] €G
Return (¢ « ([c], I1),7) Retum {7 Ifo=1
[/ = G* xG*, =G 1 Otherwise

Fig. 12. Construction of KEMgps = (KGen, KEnc, KDec) in [8]

KEM from Qualified Proof System. The construction of the qualified PS
based KEM KEMgps = (KGen, KEnc, KDec) from [8] is shown in Figure 12. Sup-
pose H is a hash generator outputting functions H : G¥ — {0, 1}*. The param-
eters pars used in this construction are specified in Section 5.2.

Theorem 2 in [8] has shown that KEMgps is IND-CCCA secure. Now we prove
that KEMgps is mPR-CCCA secure (through Theorem 3) and is RER secure
(through Theorem 4), both admitting tight security reductions.

Theorem 3. The KEM KEMqps in Figure 12 is mPR-CCCA secure if the Doy, -
MDDH assumption holds, H outputs collision-resistant hash function, PS is L£ond.

qualified, L5"-extensible and has pseudorandom simulated proof. Specifically, for
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each PPT adversary A with negligible uncertainty uncert 4(\), we can build PPT
adversaries By, - -+ , By with T(By) ~ -+ =~ T(B7) < T(A)+(Qonc+Qdec)-poly(A)
and uncertp, (\) = uncertg, (\) = uncert 4(\), such that the advantage

Adviggyo i (A) < 2Advi g, () + (4A + 3k)AdVBLY GGen,s, (M)
A) + AdVERS ps g, (A) + Advh SR (\)

mddh
+ TAdVyy, GGen, B, L£ond_PS.PS.Bs
pr-proof
A) + 2AdVESEIF ()

(
csnd
+ /\AdVES\’;i,Eé,BG (

+ (A +2) - Qenc +3) - Qutec - uncert 4(X) + 277N,

where Qenc(Qaec) s the total number of Oenc(Odec) queries made by A and
poly(A) is a polynomial independent of T(A).

Proof of Theorem 3. For a fixed PPT adversary A with negligible uncertainty

uncert 4(\), consider an experiment EprKné’,\r,[;i?;(/\) which first randomly selects

b < {0,1}, then calls Expr;é),\r,[qc‘:fib()\) and gets its output b’. It is straightforward

- . - 1 .
that Advﬁlé),f,,:;?i()\) =2|Pr[t/ =bin Expﬁlé’,f,,:;?j()\)] — 5|. Then we rewrite ex-
mpr-ccca

periment EprEquﬁ “1(A) in Figure 13 and make changes to it gradually through
game G to Gg which are defined as follows.

mpr-ccca

Game Gy. This game is identical to EXPKEqus.A(/\)' Then

1
AdVEEREe% (X) = 2 |Pro[b = 8] 2‘. (23)

Game Gy — G1. G is the same as Gy except that an additional rejection rule
is added in Oge.. More precisely, in Gp, we use a set T to log all the tags
7 = H([Cp]) used in oracle Ogpe, and any Oqgec(pred, v = ([c], II)) query will be
rejected if 7= H([¢]) € T.

Lemma 1.
Cr k m
| Pro[b’ = b] — Pr1[b" = b]| < Advyy 5, (A) + 5 AdVDS;iI;,GGen,BZ (N
1 3
+ §Advf,1)i‘é}éen,53()\) + §Qdec -uncert 4(\) + 9—02(\)

We refer to the full version [21] for the proof of this lemma.
Game G1 — G5. G4 is almost the same as G except for two changes in Ogpe.
The first change is that PPrv is replaced with PSim. The second change is that
skkem is used to calculate ;. More precisely, for [c1] = [A]r; in oracle Oy,

o in Gy, (IT1, [k1]) = PPrv(ppk, [e1],r1), 71 < ([pg ] + m1[p{]) - r1 + [kal;

e in Gy, (ITy, [51]) « PSim(psk, [c1]), 71 « (kg + 71k ) - [c1] + [K1].

Due to the perfect zero-knowledge property of PS, we have PPrv(ppk, [c1],r1) =
PSim(psk, [c1]). Meanwhile, [p] | = kg [A] and [p] ] = k| [A], so we have ([p] | +
npl]) -1+ w1 = (kg + 71k ) - [ed] + [m1].
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Ex EEPJCCC;()‘): Oenec(): Go Go G?): G4Gs
aps »
EE

bes {0,117 —
(ppk, psk) <5 PGen(pars) (0,%) =5 ¥ x
ko ki g 72 Yo = ([eo], Io)

’ . H([ea))

e kl[AlL P« ka] | ™
(Po ] o [Al, [Py ] 1[A] r Fsleqc

PKeem < (PPK, [Pg ], [P1])
B g AOenc0-Oacc-) (pk, ) lea] « [Alr fes]={Aoles

Return b’
(I11, [k1]) + PPrv(ppk, [c1],11)

{(Hl, [k1]) < PSim(psk, [01])]
Oucc (pred, v = ([c], IT):

Y1 < ([e1], II)
(v, [k]) + PVer(psk, [c], IT) Yene < Pene U {0}
7+ H([e]) € {0,1}* € Z, 7« H([e1]) € {0, 1}* C Z,
7 = (kg +7k]) - [c] + [+]
([e], ) € tenc " 4 ([pg ]+ m[pi]) - 11+ [K1]
Vo=20 - =
If |V pred(y) =0 hl « (ko + ki) [er] + [”1]}
Vic] ¢ span([A])] e Vel + nklfe] + [
VT €T E“ s Zq j}
Return L -
Return ~y 71 4[] + ik [ea] + [ka]

Return (¢p, 1)

Fig.13. Game Go — Gy in the proof of Theorem 3.

These changes are only conceptual, so (G; is identical to G5 and
Pri[b' = b] = Pra[b) = b). (24)

Game G5 — G3. G3 is the same as G5 except for one difference in Ogye.
e In game (o, [c1] is uniform over span([A]) for each Oep. query.
e In game G3, [c1] is uniform over G?* for each Oy query.
We can build an adversary By and show that

Prafb’ = b — Pra[t = b]| < k- AdVBo"" Ggen 5, (A) +27 70V, (25)

The reduction is straightforward, since Bs can simulate G2(G3) by generating
the secret key itself and embed its own challenge in [ci]. We omit the details.
We refer to the full version [21] for the proof of this lemma.
Game G3 — G4. G4 is the same as G5 except for one difference in Ogyc.
e In game G3, [c;] is uniform over G* for each Ogp. query.
e In game Gy, [cq] is uniform over span([Ag]) for each Oy query.
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We can build an adversary B3 and show that
[Prolif = ] — Pralt/ = b]] < AV, 5 (A) + 2720, (26)
The reduction is straightforward and the proof of (26) is almost the same as (25).
Game G4 — G5. G5 is almost the same as G4 except that a rejection rule is

added in Ogec. More precisely, in G5, an Ogec(pred, b = ([c], IT)) query is directly
rejected if [c] ¢ span([A]). We have that

1 csn 1 -in -
|Pra[t’ = b] — Prs[t = ]| < iAdvcsn‘}j’Ps’& (\) + 5Aclvifm, ,‘;5,55,85 (A) + Qene - 279X
m )‘ csn )\ + 2
+2A- Adng:,hk,GGen,BQ (>\) + §AdVA;i,'5vS,BG(A) + ? * Qenc * Qaec unC@’f’t,A(A) (27)

The proof of (27) is the same as Lemma 9 in [8]. We refer [8] for details.

Game G5 — Gg. G is almost the same as G5 except for one difference in Oepe.

e In game G5, v1 = (kg + 71k; ) - [c1] + [r1] for each Ogpne query.
e In game Gg, v1 = [v'r1] + 71k] [c1] + [k1] where v is uniformly chosen
from Z’; beforehand but will be fixed for each Oy query.
We have that
[Prs[b’ = b] — Prg[b/ = b]| < 2790, (28)

The proof of (28) is almost the same as (15), and is put in our full version [21].

Game Gg — G7. G7 is almost the same as Gg except for one difference in Ogyc.

e In game G, 71 = [v 11| + leir [c1] + [k1] for each Oepe query.
e In game G7, v1 + [u1] + lelT[cl] + [k1] where uy <—g Z, for each Oepc
query. In other words, 1 is uniform for each Ogy. query in G7. We have that

[Prg[b’ = b] — Pre [t = b]| < Adv)}® Coen 5, (A) + 277 (29)

The proof of (29) is almost the same as that of (16). We can set ry = Ws and
[B] = [VXVW] e Gk which has the distribution Up+1,5 overwhelmingly.
Then we can reduce the indistinguishability between G and G7 to the Qepc-fold
Uk+1,,-MDDH assumption. We omit the detailed proof here.

Note that, in game Gz, [x1] is not needed any longer since we can just select
a uniform 7, for each Ogye query.

Game G7; — Gg. Gg is almost the same as G7 except for one difference in Ogyc.
e In game G7, II; is the output of PSim(psk, [c1]) for each Oep. query.
e In game Gjg, I1; is uniform selected for each Ogpe query.
We can build an adversary B7; and show that

[Pr7[b = b] — Prs[b/ = b]| < AdvBshio®' (V). (30)

On input ppk, B7 uniformly selects b <—g {0,1} and sets 7 < 0. Then By
uniformly selects ko, ky ¢ Z2* and sets [pg | k, [A], [p]] < Kk [A], pkyem <
(PPk, [P ], [P1]). Then By calls APenc0:Oacc) (pkygy) by simulating the two
oracles for A in the following way.
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— For A’s Ocnc() query, By uniformly chooses (19,70) and calculates 7o just
like game G7(Gg). Then B; submits an Oy, query to its own oracle and
gets ([c], IT) where [c] is uniform over £3"9\ L = span([A]) and IT is either
an output of PSim(psk, [c]) or uniformly chosen from II. After that B7 sets
[c1] < [c] and II; < II. Then B; sets ., calculates 71 from [¢7] and
uniformly selects 1 just like game G7(Gg). Finally By returns (1, 7s) to A.

— For A’s Ogec(pred, i = ([c], IT)) query, B7 submits Oy, ([c], IT) query to its
own oracle and gets the response K. If K = 1, B; returns L to A. Since
K = 1 means [c] ¢ span([A]) or the verification PVer(psk, [c], ) does not
pass, By acts exactly the same as game G7(Gg) in such cases. If [g] = K # L,
By calculates 7 and v just like game G7(Gg). Then By tests if ([c], IT) € 1.
or pred(vy) = 0 or V7 € T happens. If so, B; returns L to A. Otherwise By
returns vy to A.

Finally, according to A’s output b, B; outputs 1 if and only if ¥ = b. It is
clear that if IT is an output of PSim(psk, [c]) for each Qg query, Br perfectly
simulates game G7 for A. And if IT is uniformly chosen from IT for each Og;y,
query, By perfectly simulates game Gg for A. Thus (30) follows.

Game Gg — Gg. Gy is the same as Gg except for one difference in Ogyc.
e In game Gj, [cq] is uniform selected from span([Ay]) for each Ogne query.
e In game Gy, [c1] is uniform selected from G2* for each Oey query.
We can build an adversary B3 and show that

[Proftf = b] — Proft’ = bl] < Advij' Ty 5, (V) + 2771V, (31)

The reduction is straightforward and the proof of (31) is the same as the proof
for (25). We omit the details here.

Game Gy. In game Gy, (¢1, [I1) is uniform over ¥ x I" for each Ocpc query,

which distributes exactly the same as (g, ITp). Thus we have
, 1
Proltf =b] = 5. (32)
Finally, Theorem 3 follows from (23), Lemma 1, (24)—(32). |

Theorem 4. The KEM KEMqps in Figure 12 is RER secure. Specifically, for
each PPT adversary A with negligible uncertainty uncert 4(\), the advantage
Adviem,,, a(A) < 2790

Proof of Theorem 4. In Expﬂ[\ﬂ’qps’A(}\), among all the Ogpa (1), pred) queries sub-
mitted by A, if ¢ ¢ 1),,,,, the oracle Oy, will answer A with pred(KDec(skkem, %)).
Thus no information about b is leaked to A.

Therefore, we only consider those Ocpa (1), pred) queries such that ¢ = ([c], IT) €
.., In this case, both [c] and IT are uniform.

If b = 0, Ocha(¥, pred) will always return 0 in Expfféﬁqpsﬂ()\).
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If b =1, Ochalt, pred) will use KDec(skxem, ) to decapsulate 1. More pre-
cisely, it will invoke PVer(psk, [c], IT) to obtain (v, [«]) and output L if v = 0.
By the proof uniqueness of PS and the uniformness of I, the probability that
v = 1 in this query is at most ﬁ Taking into account all the Q¢, queries,

a union bound suggests that O (1, pred) always outputs 0 in Exereé',\,l,qu AN

except with probability at most % =272 Thus

AV, 4 (V) = [Pr [Expicin,, 4(\) = 1] = Pr [Expiiit,, 4() = 1] | < 2720,
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