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Abstract. We introduce delegatable functional signatures (DFS) which
support the delegation of signing capabilities to another party, called
the evaluator, with respect to a functionality F. In a DFS, the signer
of a message can choose an evaluator, specify how the evaluator can
modify the signature without voiding its validity, allow additional in-
put, and decide how the evaluator can further delegate its capabilities.
Technically, DFS unify several seemingly different signature primitives,
including functional signatures and policy-based signatures (PKC’14),
sanitizable signatures, identity based signatures, and blind signatures.
We characterize the instantiability of DFS with respect to the corre-
sponding security notions of unforgeability and privacy. On the positive
side we show that privacy-free DFS can be constructed from one-way
functions. Furthermore, we show that unforgeable and private DFS can
be constructed from doubly-enhanced trapdoor permutations. On the
negative side we show that the previous result is optimal regarding its
underlying assumptions presenting an impossibility result for unforgeable
private DFS from one-way permutations.

1 Introduction

Digital signature schemes resemble the idea of a hand written signature in the
sense that a signer signs messages with his private key sky;y and anybody can
check the validity of the signature using the corresponding public key pk,;,.
The elementary security property is unforgeability under chosen message attacks
which says that an adversary cannot compute a signature on a fresh message,
even if he has observed ¢ signatures on ¢ messages of his choice [31I]. This se-
curity definition models the idea of non-malleability for digital signatures: The
adversary should not be able to modify any signature such that it verifies for a
different message.

For many emerging applications, such as the delegation of computation on
authenticated data, the basic notion is insufficient and a controlled form of mal-
leability would be desirable. Consider as an example a company S that wishes to
outsource the computation on authenticated data to untrusted parties (resp. to
parties that may further delegate the computation to sub-contractors), called the
evaluators, without handing out any secret key. For each data, S chooses a set
of allowed functions F that can be applied. The evaluators are organized hierar-
chically, where each evaluator receives an intermediate result and can compute
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Fig. 1. Example hierarchical application of DFS

any function f € F chosen by S, or delegate subsets 7/ C F to other evaluators.
We allow S to restrict the number of delegations, as well as the order in which
functions can be applied. The chain computation should be publicly verifiable
which means that everybody can verify that:

— The computation was based on the original data of S.

— Only the functions chosen by S were applied to the data (in the right order,
if specified).

— Any delegation of computation by an evaluator A to another evaluator (a
third party B or any sub-contractor A;) has been authorized by S and A.

We refer to Figure [I| for an example structure of delegation. We consider
the following security notions: Unforgeability says that malicious evaluators can
only apply the functions(s) they were allowed to apply, e.g.: By can only apply
Fp, € Fp C Fa and further delegate sets of functions Fp, C Fp,. Privacy
says that given the result of a computation, it is not possible to gain informa-
tion about the computed functions or their input (or the parties that did the
computation): To an observer, the signature o, computed by B for a message
mp, is indistinguisable from a signature o for mp, computed by S. Privacy is
a useful and desirable property in many applications as it hides the business
structure of the (sub-)contractor and still allows to verify the correctness of the
computation. Traditional signature schemes as well as their malleable variants
are not suitable in this setting. In this paper we close this gap by introducing
the concept of delegatable functional signatures.

1.1 Our Contribution

Our main contributions are as follows. First, we introduce delegatable functional
signatures (DFS). This primitive supports highly controlled, fine-grained dele-
gation of signing capabilities to designated third parties and is general enough
to cover several malleable signature schemes. Second, we present strong security
notions for unforgeability and privacy that also take into account insider adver-
saries. Third, we provide a complete charaterization regarding the achievability
of our security notions based on general complexity assumptions. In the following
we discuss each contribution comprehensively.

Delegatable Functional Signatures. Delegatable functional signatures sup-
port the delegation of signing capabilities to another party, called the evaluator,



with respect to a functionality F. The evaluator may compute valid signatures
on messages m’ and delegate capabilities f’ to another evaluator with key k
whenever (f',m’) + F(f,a,k,m) for a value a of the evaluators choice. Thus,
the functionality describes how an evaluator can perform the following two tasks.

Malleability. The designated evaluator can derive a signature on m’ from a sig-
nature on m, if (f',m') + F(f,a,k,m), where the evaluator picks o and k
himself.

Delegatability. The designated evaluator can delegate signing capabilities f’ on
his signature on m’, to other parties, if (f',m’) «+ F(f, «, k,m), where k is the
key of another evaluator (or his own key, if he wants to apply several functions
successively) and where the evaluator picks « himself.

Ezample 1 (Malleability). Suppose that a sender S wants to sign a document,
but allow another entity A to fill in information in a few fields. S chooses f to
describe the places where information can be added, as well as which information
can be added (e.g., 16 characters) without harming the validity of the signature.
A chooses the fields and the information it wishes to fill in by choosing the
corresponding value for «, and he derives a signature on m’, where (-, m’) +
F(f, o, k,m).

Ezample 2 (Delegatability). Suppose that a sender S wants to restrict how A can
delegate further capabilities. Her choice of f additionally describes that after
filling in information, certain parts of the document can be censored without
harming the validity of the signature, but no further information can be addedE
After filling in information, A may delegate the censoring to B, but impose
restrictions on which part of the document may be censored by choosing the
corresponding value for a. Then, A and delegates the corresponding capabilities
[’ to B, where (f',-) < F(f, o, kg, m).

Our definition also covers signing capabilities for fresh messages. If a sender §
wants to give A the capability to sign certain messages in his name, he can simply
generate a signature og.esy for a new (empty) message and use f to specify which
capabilities A has, i.e., which signatures he can derive from ogpesh,-

Security Model for DFS. A central contribution of this paper are the formal
definitions of unforgeability and privacy. On an abstract level, these notions re-
semble the well known intuition: Unforgeability means that no signatures can
be forged, except on messages within a certain class. Privacy means that de-
rived signatures are indistinguishable from fresh signatures. However, finding
meaningful and achievable definitions for DFS is rather challenging, because the
signatures are malleable by nature and we are also considering the multi-party
setting:

L If a PKI exists, S can additionally add descriptions of the evaluators that are allowed
to do this second round of processing.



Unforgeability In a DFS scheme the signer specifies for every signature the
degree of malleability and how this malleability can be delegated. Unforge-
ability is then captured by a transitive closure that contains all messages
that can trivially be derived.

Privacy Our notion of privacy follows the idea that all information about sig-
natures should be hidden (except for the message). This is captured in an
indistinguishability game where the adversary can hand in a signature of
his own. Either this signature is treated exactly as the adversary specifies it
(modified by evaluators of his choice, possibly under keys of the adversary
possesses) or a new signature for the same (resulting) message is created.

For both unforgeability and privacy we present three different security no-
tions for DFS schemes: The weakest one, unforgeability /privacy against outsider
attacks, holds only for adversaries that do not have access to the private key of
an evaluator. The second one, unforgeability /privacy against insider attacks,
assumes that an evaluator is malicious and possesses a honestly generated eval-
uator key. The third one, unforgeability /privacy against strong insider attacks
assumes a malicious evaluator that might generate its own keys.

Unifying signature primitives. Delegatable functional signatures are very
versatile and imply several seemingly different signature primitives. These in-
clude functional signatures, which were recently introduced by Boyle, Gold-
wasser, and Ivan [15], policy-based signatures, which were recently introduced
by Bellare and Fuchsbauer [11], blind signatures, identity based signatures, san-
itizable signatures and redactable signatures.

Instantiability of DFS. We give a complete characterization of the instan-
tiability of DFS from general complexity based assumptions presenting both
positive and negative results.

Possibility of DFS. On the positive side we show that DFS can be constructed
from one-way functions in a black-box way if one gives up privacy.

Theorern (Possibility, informal). Unforgeable delegatable functional signatures
ezist if one-way functions ezist.

Furthermore, we show that unforgeable and private DFS schemes can be
constructed from (doubly enhanced) trapdoor permutations in a black-box way.
Our scheme shows that our strong definitions for unforgeability and privacy are
achievable for arbitrary, efficiently computable, choices of F.

Theorem 3| (Possibility, informal). Private unforgeable delegatable functional
signatures exist if doubly enhanced trapdoor permutations exist.

Impossibility of DFS. We show that the previous result is optimal w.r.t. the un-
derlying assumptions. We show that unforgeable and private delegatable func-
tional signatures cannot be constructed from one-way functions. The basic idea
is to construct a blind signature scheme out of any functional signature scheme



in a black-box way. Recently, Katz, Schroder, and Yerukhimovich have shown
that blind signature schemes cannot be build from one-way permutations using
black-box techniques only [34]. A construction of DFS based on OWFs would
yield a black-box construction of blind signature schemes based on OWFs. How-
ever, this would directly contradict the result of [34].

Theorem@ (Impossibility, informal). Private unforgeable delegatable functional
signatures secure against insider adversaries cannot be constructed from one-way
functions in a black-bozx way.

1.2 Related Work

(Delegatable) Anonymous Credentials. In anonymous credential systems
users can prove the possession of a credential without revealing their identity.
We view this very successful line of research as orthogonal to our work: Cre-
dentials can be applied on top of a signature scheme in order to prove prop-
erties that are specified in an external logic. In fact, one could combine del-
egatable functional signatures with credentials in order to partially leak the
delegation chain, while allowing to issue or modify credentials in an anonymous
but controlled way. Anonymous credential systems have been investigated ex-
tensively, e.g., [T6IT72T122]T0I23/20128]. The main difference between delegatable
anonymous credential schemes, such as [9/I], and our approach is that delega-
tion is done by extending the proof chain (and thus leaking information about
the chain). Restricting the properties of the issuer in a credential system has
been considered in [8]. However, they only focus on access control proofs and
their proof chain is necessarily visible, whereas our primitive allows for privacy-
preserving schemes.

Malleable Signature Schemes. A limited degree of malleability for digital
signatures has been considered in many different ways (we refer to [24] for a nice
overview). We group malleable signature schemes into three categories: pub-
licly modifiable signatures, sanitizable signatures and proxy signatures. Publicly
modifiable signatures do not consider a special secret key for modifying signa-
tures, which means that everyone with access to the correct public key and one
or more valid message-signature pairs can derive new valid message-signature
pairs. There are schemes that allow for redacting signatures [38J33I37/I8| that
allow for deriving valid signatures on parts (or subsets) of the message m. There
are schemes that allow for deriving subset and union relations on signed sets
[33], linearly homomorphic signature schemes [29/T45] and schemes that allow
for evaluating polynomial functions [I325]. Libert et al. combine linearly homo-
morphic signatures with structure preserving signatures [36]. However, known
publicly modifiable signature schemes only consider static functions or predicates
(one function or predicate for every scheme) and leave the signer little room for
bounding a class of functions to a specific message. As the signatures can be



modified by everyone with access to public information, they do not allow for a
concept of controlled delegation.

Sanitizable signature schemes [3I19] extend the concept of malleable signa-
tures by a new secret key sksa, for the evaluator. Only a party in possession
of this key can modify signatures. In general, this primitive allows the signer
to specify which blocks of the message can be changed, without restricting the
possible content. However, they do not consider delegation and they do not allow
for computing arbitrary functions on signed data.

Anonymous Proxy Signatures [30] consider delegation of signing rights in a
specific context. For example, the delegator may choose a subset of signing rights
for the tasks of quoting. Their notion of privacy makes sure that all delegators
remain anonymous. The main difference to our work is that they only allow del-
egation on the basis of the keys and that they do not support restricting further
delegation, whereas we support restricting delegation capabilities depending on
each message.

Constructing delegatable anonymous credentials out of malleable signatures
was investigated by Chase et al. [27]. The main contribution is an efficient scheme
based on malleable zero-knowledge proofs [26] and the question regarding the
minimal assumptions was left open.

1.3 Closely Related Work

The general framework by Ahn et al. [2] is versatile and, like delegatable func-
tional signatures, unifies a variety of signature notions. A variety of instantiations
can be captured in their framework using their predicate P to describe a complex
functionality for deriving signatures. In fact, it seems possible to describe dele-
gatable functional signatures in their framework by encoding the functionality
in a complex predicate and by encoding the keys of the evaluators as specifi-
cally structured signatures. However, so far there exist no construction for their
framework that is capable of dealing with such predicates (their constructions
support single element sets M, but to encode our scheme, at least sets of size
two are required). Attrapadung et al. [4] discuss and refine this framework. Both
works do not explore the minimal computational assumptions.

The works of Boyle, Goldwasser, and Ivan [15] (introducing functional dig-
ital signatures) and of Bellare and Fuchsbauer [I1I] (introducing policy-based
signatures) are closely related to our notion of DFS.

In a functional signature scheme, the signer hands out keys sk for functions
f to allow the recipient to sign all messages in the range of f. Similar to our
contributions, they define notions of unforgeability and privacy (called function
privacy) and present several constructions for functional digital signatures. One
of their constructions also shows that functional signatures can be build from
one-way functions provided that one is willing to give up privacy. They further-
more show how to construct one-round delegation schemes out of a functional
digital signature scheme.

While our work is closely related to both works, it differs in several aspects:
First, we not only consider the controlled malleability of the signature, but also



support the delegation of signing capabilities. Second, while we also show for our
notions that unforgeable-only DFS schemes can be build from one-way functions,
we additionally show that private DFS schemes can not be constructed from
from one-way permutations (see Section . We believe that our impossibility
result should also hold for functional signatures [15], as well as for policy-based
signatures [11], because our impossibility result does not rely on the delegation
property of our scheme. Furthermore, DFS signatures allow for authenticated
chain computations. In the extended version [6] we compare delegatable func-
tional signature schemes to functional digital signature schemes and policy-based
signature schemes and show how to construct them out of a delegatable func-
tional signature scheme. Whether the converse is possible is unknown.

2 Delegatable Functional Signatures

Delegatable functional signatures support the delegation of signing capabilities
to another party, called the evaluator, with respect to a functionality F. The
evaluator may compute valid signatures on messages m’ and delegate capabilities
/' to another evaluator with key k whenever (f',m') < F(f, a, k,m) for a value
« of the evaluators choice.

Our definition of DFS limits the delegation capabilities of the evaluator. In
particular, the signer specifies how an evaluator may delegate his signing rights.

2.1 Formal Description of a DFS scheme

A delegatable functional signature (DF'S) scheme over a message space M, a key
space C, and parameter spaces Py and P, is a signature scheme that additionally
supports a controlled form of malleability and delegation. A DFS is described
by a functionality F : N x Py x Py x K x M — (Py x M) U{L} that specifies
how messages can be changed and how capabilities can be delegated. Once the
signer received a message-signature pair, it can compute signatures on messages
of its choice (that are legitimate w.r.t. ) and can partially delegate his signing
capabilities to another evaluator. We model this property by introducing an
algorithm Evalz for evaluating functions on signatures. This algorithm takes as
input the parameter « that defines the evaluator’s own input to the function f,
the message m, and a key pk.,. The algorithm Evalz outputs a signature o’ on
m/, where (f',m’) < F(\, f,a, pk.,,m). This new signature ¢’ can be changed

by an evaluator that owns a (possibly different) key sk., and this evaluator can
transform it further with the new capability f’.

Definition 1. (Delegatable functional signatures). A delegatable functional sig-
nature scheme DFSS is a tuple of efficient algorithms DFSS = (Setup, KGeng;,
KGen,,, Sig, Evalr, Vf) defined as follows:

(pp, msk) + Setup(\): The setup algorithm Setup outputs public parameters pp
and a master secret key msk.



(8ksig, Pky;,) < KGengi,(pp, msk): The signature key generation algorithm out-
puts a secret signing key sksig and a public signing key pk;, .

(skey, Dk,,) — KGen.,(pp, msk): The evaluation key generation algorithm KGenc,,
outputs a secret evaluator key ske, and a public evaluator key pk., .

o < Sig(pp, sksig, k.., f,m): The signing algorithm Sig outputs a signature o
on m, on which functions from the class f can be applied (or an error symbol
1)

¢ < Evalx(pp, skey, Pk g, a,m, pk.,,0): The evaluation algorithm outputs a de-
rived signature & for m’ on the capability f', that can be modified using the
evaluator key sk,, associated with pk,,, where (f',m’) < F(\, f, a, pk,, m)
(or an error symbol L ).

b « Vf(pp, pk,,,, pk.,, m,0): The verification algorithm Vf outputs a bit b €

{0,1}.

A DFS is correct if the verification algorithm outputs 1 for all honestly gener-
ated signatures and for all valid transformations of honestly generated signatures.
We refer to the extended edition [6] for a formal definition of our correctness.

3 Security Notions for DFS

In this section we define unforgeability and privacy for delegatable functional
signatures. In both cases we distinguish between outsider and insider attacks:
In an outsider attack, the adversary only knows both public keys, whereas an
adversary launching an insider attack knows the private key of the evaluator. In-
formally we say that a delegatable functional signature scheme provides privacy
if it is computationally hard to distinguish whether a signature was created by
the signer or whether it was modified by the evaluator. In the following subsec-
tions we discuss the intuition behind each definition in more detail and provide
formal definitions.

For the following security definitions we follow the concept of Bellare and
Rogaway in defining the security notions as a game G(DFSS, F, A, A) [12]. Each
game G behaves as follows: First, it invokes an algorithm Initialize with the
security parameter and sends its output to the algorithm A. Then it simulates
A with oracle access to all specified algorithms Query[x] that are defined for G.
It also allows A to call the algorithm Finalize once and ends as soon as Finalize
is called. The output of Finalize is a boolean value and is also the output of G.
Note that G is allowed to maintain state. We say that A “wins” the game if
G(DFSS, F, A, ) = 1.

3.1 Unforgeability

Intuitively, a delegatable functional signature scheme is unforgeable, if no ad-
versary A is able to compute a fresh message-signature pair that is not trivially
deducible from its knowledge. In the case of regular signature schemes this means
that the attacker needs to compute a signature on a fresh message. The situation



here is more complex, because our signatures are malleable and because several
parties are involved (and they may even use malicious keys). We present three
different unforgeability notions:

Unforgeability against outsider attacks. We model the outsider as an ac-
tive adversary that knows the public keys (pks;,, pk.,) and has oracle access to
both the Sig and the Evalr algorithm. Our definition of unforgeability against
outsider attacks resembles the traditional definition of unforgeability for signa-
ture schemes [32], where the adversary knows the public-key and has access to
a signing oracle.

Unforgeability against (weak/strong) insider attacks. Our second defini-
tion considers the case where the evaluator is malicious. We define two different
notions depending on the capabilities of the adversary. That is, our first defi-
nition that we call unforgeability against weak insider attacks (or just insider
attacks), gives the attacker access to an honestly generated private key ske,. The
second notion allows the adversary to choose its own private key(s) maliciously.
Note, that the attacker might choose these keys adaptively. We refer to this
notion as unforgeability against strong insider attacks.

We model our notions by giving the adversary access to three different KGen
oracles. An adversary that can only access Query[KGenP] to retrieve public keys is
considered an outsider; an adversary that can access the oracle Query[KGenS] to
retrieve one or more secret evaluator keys is considered an insider; an adversary
that additionally can access the oracle Query[RegKey| to (adaptively) register
its own (possibly malicious) evaluator keys is considered a strong insider (S-
Insider). All adversaries have access to the honestly generated public signer key

pkg;,- We keep track of the following sets: K¢ stores all key pairs, K 4 stores all
public keys for which the adversaries knows the private key, and @ stores A’s
queries to both Query[Sign] and Query[Eval]. To handle the information that an
adversary can trivially deduce from its queries, we define the transitive closure
for functionalities.

Definition 2. (Transitive closure of functionality F). Given a functionality F,
we define the n-transitive closure F"™ of F on parameters (A, (f, m)) recursively
as follows:
— Forn =0, F°(\, (f,m)) :== {(f,m)}.
7F0Tn>0;fn(>‘7( )) {( )} U Fr 1(>‘ ‘F(A faapkmn ))
a,pk,

We define the transitive closure F* of F on parameters (A, (f,m)) as
Fr(A (f,m)) = _Qofi(A7 (f,m)).

Note that the transitive closure F* on (A, (f,m)) might not be efficiently com-
putable (and thus a challenger for Unf might not be efficient).

Although it is not necessary to compute the closure explicitly in our case,
one could require a DFSS to provide an efficient algorithm Check—F such that
Check—F (A, f,m,m*) = 1iff m € F*(\, (f,m)).



INITIALIZE (A): QUERY[KGENP]() : QuERY[SIGN](pk.,, f,m) :
(pp, msk) < Setup(\) retrieve (pp, msk) retrieve (pp, sksig)
(8ksig, Phyig) < KGensig(pp, msk) |(skev, pk.,) < KGene, (pp, msk) [if (-, pk,,) € Ke
store (pp, msk, sksig, pky;,) set Ke 1= K¢ U (skew, pk,.,) o < Sig(pp, sksig, key, f,m)
set Ke :=0,K4:=0,0:=10 output (pk,) set Q := QU {(f,m, pk;,,0)}
output (pp, pky;y) output o
QUERY[KGENS]() : else output L
FINALIZE(m™, 0™, pk,) : retrieve (pp, msk)
if 3(f, m, pk,,,") € Q, s.t. (skev, pk,,) < KGeney (pp, msk)| QUERY [EVAL] (pk7,, o, m, pK,,,, 0) :
pky, € KaAm™ € F*(\ (f,m)) |set Ke = Kc U {(skev, pk.,,)} |retrieve (pp, pk,;,)
output 0 set Ka = KaU{pk.,} if (sk,, pKZ,) € Ke A (- pk,,) € Ke
else output (skev, pk.,) x = (pp, skey, pk'sig., a, m,pk;v, o)
if (+,-,m",-,-) € Q o' + Evalz(z)
output 0 QUERY[REGKEY|(skZy, Phey) | if o' # L
else set K¢ 1= K¢ U {(skZ,, pk.,)} extract f from o using sk,
retrieve (pp, pky,,) set Ka = Ka U {pk.,} let (f',m’) :== F(\ f,a,pk.,,m)
b= VE(pp, pkyig, PR, m", 07) set Q:= QU{f",m’, pk,, 0"}
output b output o’
else output L

Fig. 2. Unforgeability for delegatable functional signature schemes.

Definition 3. (Unforgeability Against X € {OQutsider, Insider, S-Insider} At-
tacks). Let DFSS = (Setup, KGeny; 4, KGen,.,,, Sig, Evalr, Vf) be a delegatable func-
tional signature scheme. The definition uses the game Unf(DFSS,F, A, \) de-
fined in Figure[3 We say that DFSS is existential unforgeable against X-attacks
(EU-X-A) for the functionality F if for all PPT adversaries Ax

AQvESEA = Pr{Unf(DFSS, F, Ax,\) = 1]

is negligible in A, where Aouyisider can neither invoke the oracles Query[KGenS]
nor Query[RegKey]; the attacker Apsiger can not make use of Query[RegKey] and
the adversary As._Insider 18 not restricted in its queries.

Remark: We assume implicitly that f can be extracted from o using sk,
from any valid query to Evalz. We believe that this is a reasonable assumption,
because the evaluator that transforms a signature should learn the value f, as
it describes the capabilities of the evaluator. In fact, our construction (Section
b)) satisfies this property.

Remark on measuring the success of A: The success of the adversary is
determined by the challenger and measured in the Finalize algorithm. Within
the oracles Query[Sign] and Query[Eval], the challenger only allows to delegate to
known keys k € K¢. Note that his does not restrict the adversary, but allows the
challenger to distinguish between weak insider and strong insider. All messages
m signed either by Query[Sign] or Query[Eval] are added to Q, together with the

10



respective function f and the public key of the evaluator to whom the message
was delegated.

For both outsiders (K4 = () and insiders (K4 # (), we require that the
forgery message m* is a fresh message, i.e., it has not been signed by the chal-
lenger, which is formally expressed by (-, m*,-,-) # Q. Moreover, for insider
adversaries, the forgery must not be trivially deducible from previously issued
signatures (f,m, pk,,”, o) for keys pk,,” € K 4. Observe that a different public
key pk,, might have been used when signing a message as compared to when
verifying the resulting signature.

We leave it up to the signature scheme to decide whether a signature can
verify under different evaluator keys. As a matter of fact: There can be schemes
where Vf does not need to receive pk,, at all.

3.2 Relations between the unforgeability notions

The three notions of unforgeability describe a hierarchy of adversaries. It is in-
tuitive, that security against outsider attacks does not imply security against
insider attacks, as the key sk, of the evaluator can indeed leak enough informa-
tion to construct the signature key sks;, out of it.

However, although an insider adversary is stronger than an outsider adver-
sary, making use of the additional oracle can weaken an adversary. Consider a
scheme that leaks the secret signing key skg;q with every signature, and that has
only one valid public evaluator key pk,,,, that allows an insider with the respec-
tive secret key sk, to change messages inside signatures to arbitrary values. An
insider that received sk, can not create a forgery, since every message he creates
after receiving at least one signature is not considered a forgery: he could have
computed them trivially using Evalz. Without invoking Query[KGenS], the ad-
versary can request a signature and subsequently forge signatures for arbitrary
messages, using the key sks;, he received with the signature.

An S-Insider is again stronger than an insider or an outsider. A scheme can
become insecure if a certain key pair (skey, pk,,) is used that is highly unlikely
to be an output of KGen,, (e.g., one of them is 0*).

Proposition 1 (EU-X-A-Implications). Let DFSS be a functional signature
scheme.

(i) For all PPT adversaries Aouisider there exists a PPT adversary Apnsiger S-t.
EU-IA EU

AdvDFSSy-}-1A1nsidar > AdVDFSS»-Fa-AOuisidev‘

(ii) For all PPT adversaries Appsiger there exists a PPT adversary As.-msider
EU-SIA EU-I

8-t AdVpESS 7 Ag puiaer = AAVDFSS 7 A prsiver
Proof. The proposition follows trivially. For (i), the adversary Ajpsiger runs a
black-box simulation of Aoyuisiger and makes no use of the additional oracle. For
(ii) the proposition follows analogously.
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3.3 Privacy

Our privacy notion for DFS says that it should be hard to distinguish the fol-
lowing two signatures:

— a signature on a message m’ that has been derived from a signature on a
challenge message m by one or more applications of Evalr.

— a fresh signature on m’, where (-,m’) < F(...) was computed via one or
more applications of F to m.

This indistinguishability should hold even against an adversary with oracle access
to KGen,,, Sig and Eval = that can choose which transformations are to be applied
to which challenge message m and under which evaluator keys (even if they are
known to the adversary), as long as the resulting signature is not delegated to
the adversary.

Analogously to our definitions of unforgeability, we distinguish between three
different types of adversaries, depending on their strength: outsiders, insiders and
strong insiders. We model this by giving the adversary access to three different
KGen oracles that are defined analogously to Definition [3]in Section In the
following definition, the set ¢ stores all key pairs, K 4 contains all public keys
for which the adversaries knows the private key, and Kx stores the keys used in
the challenge oracle Query[Sign-F].

INITIALIZE (A): QUERY[KGENP]() : QUERY[SIGN-F]|([pk,.,, alb, t, mo, 00) :
b+ {0,1} retrieve (pp, msk) retrieve (b, pp, sksig, Pky; )
(pp, msk) < Setup(X) (8kev, phe,,) < KGeneo (pp, msk)|if (-, pk,,[t]) ¢ Kc output L
(sksig, pksm) < KGengg(pp, msk) set K¢ := K¢ U (skev, pk,,) if Vf(pp, Dhyigs Phe, [0],m0,00) # 1 then
store (b, pp, msk, sksig, Pky;,) output (pk,,) output L
set Ko :=0,Kx :=0,K4:=10 if =3sk;,. (ski,, pk,,[0]) € Kcthen
output (pp, sksig, pky;y) QUERY[KGENS]() : output L
retrieve (pp, msk, sksig) extract fo from o¢ using sk,
FiNaLizE(b) : (skev, pk.,,) < KGene,(pp, msk)|for i € {1,...,t}
retrieve b set Ke := Ke U {(skew, pk,,)} if —3skZ,. (ski,, pk.,[i — 1]) € Ke
if b=b" AKx NKa =0 then set K= Kau {pk,} output L
output 1 output (skev, pk,,,) (fismi) := F(X, fimr, alil, pke, [i], mi-1)
else ai = (pD, Skiw, Pkyiq. i), mio1, Dk, [i], 0i1)
output 0 QUERY([SIGN](pk,, f,m) : o < Evalr(g:)
QUERY[EVAL](pk’,, o, m, k., o) : |retrieve (pp, sksig) set Kx 1= Kx U {pk,,[t]}
retrieve (pp, pky;,) if (-, pk7,) € Ke ifb=0Aot# L
if (skly, pkt,) € Ke A (oK., ) €eKe | 7€ Sig(pp, sksig, Pkzy, f,m) | 0 < Sig(pp, sksig, Py [t], fr, mu)
«:= Opp, sk:v,pkmg,a,m,pk;u,o output o else
o' + Evalz(z) 7=
output o’ Query[RecKEY](sk?,, pk.,) : [output o
set K¢ := Ke U {(sk,, pk.,)}
set Ka :=KaU{pkl,}

Fig. 3. Privacy under chosen functionality attacks CFA for delegatable functional sig-
nature schemes.
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Definition 4. (Privacy under chosen function attacks (CFA)) against X €
{Outsider, Insider, S-Insider}. Let DFSS = (Setup, KGeng; 4, KGen,,,, Sig, Evalr,
V) be a delegatable functional signature scheme. The definition uses the game
CFA(DFSS, F, A, \) defined in Figure @ We say that DFSS is privacy-preserving
under chosen function attacks (X-CFA) for the functionality F if for all PPT ad-
versaries Ax

1
AdviESFh . = |Pr[CFA(DFSS, F, A \) = 1] — 3
is negligible in X\, where Aoytsiger can neither invoke the oracles Query[KGenS]
nor Query[RegKey]; the attacker Apsider can not make use of Query[RegKey] and
the adversary As.insidger 1S not restricted in its queries.

Remark on measuring the success of A: The adversary may choose an
arbitrary challenge message mg, together with a signature oy that allows the
capability fy (technically the adversary can invoke PROC QUERY[SIGN] for com-
puting og), and a list of ¢ public keys of evaluators together with evaluator inputs
a. The chosen keys must be known to the challenger to distinguishing between
outsiders, insiders and strong insiders. The challenger repeatedly applies Evalz
to g, using the specified parameters a; keys pk,,[i]. Additionally, C computes
the derived valued m; and f; for the resulting signature via direct application
of F. If all transformations succeedﬂ C yields a signature o, on a message m;
delegated to pk,,[t] with capability f;. Depending on the bit b, C either sends o,
or a fresh signature on m; delegated to pk,,[t] with capability f; to A and adds
the key pk,,[t] to the set Kx that contains all keys to which the signaturews in
challenges were (finally) delegated. If at the end of the game K4 N Kx # 0, the
challenger outputs 0. This way we allow a scheme to leak some information to
the evaluator to which a signature is delegated. For security against insider at-
tacks only “local” information is allowed. After one delegation, this information
has to vanish, since an insider adversary A can delegate the signature oy to a
key pk’, € K 4 by using the Query[Eval] oracle.

3.4 Relations between the privacy notions

For privacy, we have the same hierarchy as for unforgeability: A scheme that is
secure against outsiders may be insecure against insiders, as the key sk, of an
evaluator can help to distinguish between delegated and fresh signatures. Again,
calling Query[KGenS] might weaken the adversary. Consider a scheme that does
not preserve privacy against outsiders and that only has one valid evaluator key.
An insider that calls both Query[KGenS] and Query[Sign-F] is discarded, because
it knows the only valid evaluator key (and thus Kx N K4 # 0).

Analogously to the hierarchy for unforgeability, an S-Insider is stronger an
insider or an outsider. A scheme can leak information about delegation if a

2 If one of the transformations failed Query[Sign-F] outputs L independently from the
value of b, as we only want to give guarantees for valid signatures and not extend
the notion of correctness.
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certain key pair (skey, pk,,) is used that is highly unlikely to be an output of
KGen,, (e.g., one of them is 0*).

Proposition 2 (PP-X-CFA-Implications). Let DFSS be a functional signature
scheme.

(i) For all PPT adversaries Aouisider there exists a PPT adversary Apnsiger S-1.
PP-I-CFA PP-O-CFA
AdvDFSS,F,AI'ﬂside'r‘ Z AdVDFSSv]:7AOutsidev‘
(ii) For all PPT adversaries Ajnsiger there exists a PPT adversary As.insider
PP-SI-CFA PP-I-CFA
5.t AdVDESS F A pnaiaer 2= AAVDFSS F Ao

Proof. The proposition follows analogously to the proof for Proposition

4 Possibility and Impossibility of DFS From OWFs

In this section we investigate the instantiability of DFS. In particular, we are
interested in understanding which security property is “harder” to achieve. If
we counter-intuitively are not interested in unforgeability, naturally we can con-
struct a delegatable functional signature scheme DFSS unconditionally. A signa-
ture on m simply consists of the string “this is a signature for m”. Obviously, this
construction satisfies privacy against strong insiders in the sense of Definition [4]
but not even unforgeability against outsiders.

Similarly, if we are not interested in privacy, DFS schemes can easily be
constructed similarly to the construction in [15]. We assume a signature scheme
S that is based on any one-way function. Now, the idea is that the signer simply
signs a tuple consisting of the message together with the capability f and the
public verification key of an evaluator. When evaluating, an evaluator adds his
own signature on the previous signature together with o and the key of the
following evaluator to the original signature. The verification procedure only
accepts a signature if the signed trace of evaluations and delegations is legitimate
w.r.t. the functionality /. This scheme trivially satisfies unforgeability against
strong insiders (cf. Deﬁnition but none of our privacy notions. Thus, we obtain
the following simple result:

Theorem 1. If one-way functions exist, then there exists an unforgeable dele-
gatable functional signature scheme.

4.1 Impossibility of DFS from OWPs

In this section we prove an impossibility result showing that (D)FS cannot be
constructed from OWP in a black-box way. The basic idea of our impossibility is
to build a blind signature scheme in a black-box way. Since it is known that blind
signature cannot be constructed from OWP only using black-box techniques [35],
this implies that (D)FS cannot be constructed from OWF as well.
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Signer S(skgs) User U(pkgg, m)

(¢, 0m) := Commit(A, m)

0« Sig(sksig, Pk, 1,¢)

Return o’ < Evalz(skev, pkyig, 0m, phiy; 0)

Fig. 4. Issue protocol of the two move blind signature scheme.

Blind Signatures and Their Security A blind signature scheme is an interactive
protocol between a signer S, holding a secret key skgs and a user ¢/ who wishes
to obtain a signature on a message m such that the user cannot create any
additional signatures and such that S remains oblivious about this message. We
refer to the extended edition [6] for formal definitions of commitment schemes
and blind signatures.

Building Blind Signatures from (D)FS The basic idea of our construction is
as follows. The user chooses a message m, commits to the message and sends
the commitment ¢ on m to the signer. The signer signs the commitment, using
a delegatable functional signature scheme and sends the signature o, back to
the user. The user then calls Evalz with the open information o,, to derive a
signature on m.

Given a commitment scheme C = (Commit,Open) and a delegatable func-
tional signature scheme DFSS = (Setup, KGeny;,4, KGen,,, Sig, Eval z, Vf) for func-
tionality Fe, where Fo (A, 1, , pk,,,, m) := (0, Open(a, m)), we construct a blind
signature scheme BS = (KGgs, (S,U) , Vfgs) as followsE|

(skgs, pkgs) < KGps(1*). The key generation algorithm KGgs(1*) performs the
following steps:
(msk, pp) < Setup(X)
(8ksig, Pks;y) < KGengig(pp, msk)
(Skew, Dk,,,) < KGene, (pp, msk)
(SkBS,pkBS) A (SkSi!]’ (ppa pksig?])kem Skev))
Signing. The protocol for U/ to obtain a signature on message m is depicted in
Figure [d] and consists of the following steps:
U — S The user sends a commitment ¢ to the signer, where (¢,0,,) =
Commit(A, m).
S — U The signer signs ¢ together with the capability f and the public
evaluator key of the user, obtaining o,  Sig(sksig, k.., 1,¢). It sends
o, to U. The user calls Evalz with the open information o,, to derive
a signature on m, as o, < Eval;(skev,pksig,om,pk’ev,ac) and outputs
(m, o).
b < Vfgs(pkgs, o, m). The verification algorithm Vfgs(pkgs, o, m) immediately
returns V'F(pp’ pksiga pkem m, U)‘

3 Fc outputs | whenever f # 1.
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Theorem 2. If DFSS = (Setup, KGeng;,, KGene,, Sig, Evalr, Vf) is an unforge-
able and private delegatable signature scheme (both against insider attacks) and
C = (Commit,Open) is a commitment scheme which is both computationally
binding and hiding, then the interactive signature scheme BS = (KGgs, (S,U),
Vfgs) as defined above is unforgeable and blind.

Intuitively, unforgeability holds because the user can only obtain a signature
on m if he calls Evalr on an authenticated commitment. This follows from the
binding of the commitment scheme and from the unforgeability of the DFS.
Blindness follows directly from the hiding property of the commitment scheme
and from the privacy of our DFS. Note that the impossibility result of [34] rules
out blind signature schemes that are secure against semi-honest adversaries.

We prove this theorem with the following two propositions.

Proposition 3. If DFSS = (Setup, KGen;,, KGen,.,, Sig, Evalr, Vf) is an un-
forgeable delegatable signature scheme and C = (Commit, Open) is a commit-
ment scheme which is binding, then the interactive signature scheme BS =
(KGgs, (S,U) ,Vfgs) as defined above is unforgeable.

Proof. Assume there is an efficient algorithm A that forges a signature for
BS. We use A to construct an efficient adversary B against the unforgeabil-
ity of DFSS. First, B receives (pp, pky;,) from the Initialize algorithm of the
Unfl challenger. Then it calls Query[KGenS]() to receive an evaluator key pair
(kv Pkey,), sets pkgs := (pp, Pky;ys Pke,, Skey) and simulates A(pkgs). Whenever
A interacts with its signature oracle with a (blinded) message ¢;, then B calls
Query[Sign](pk.,,, f,c;) and returns the resulting signature o; to A.

Eventually, A stops, outputting k + 1 message-signature pairs (m}, o) after
k successful interactive signing procedures, B chooses one of them at random
and outputs it as a (possible) forgery.

For the analysis observe that the functionality F¢ only applies the Open
algorithm to the signed message and only if f = 1 has been set. So for every
signature o; that A received, only one application of Eval £ is allowed and only the
Open algorithm can be applied. Since C is a binding commitment scheme, every
commitment can only be opened to a unique message, except for a negligible
error probability. However, this means that one of the signatures o} must be a
forgery for DFSS as it is either a signature on a new message, or an evaluation
of a function that has not been allowed (and thus is not in the transitive hull
F* of any message that has been signed via Query[Sign]).

If A constructs a forgery, B chooses the right message-signature pair (mJ, o)
with probability at least %, so the probability that B constructs a forgery is at
least % times the probability that A constructs a forgery.

Remark. Note that f is necessary to ensure that Evalr is only called once,
otherwise there is a simple attack against the scheme: The adversary A picks a
message m and computes (c1,01) < Commit(m). Then A computes (cz,02)
Commit(cy) and sends ¢y to the signer. Upon receiving a signature o.,, the
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GAME Go — unblind—

— —KGgs — — 010 0y ¢ Evalz(pp, skev, pky;y, 00, Co, Pk Ocy)
001 (msk, pp) < Setup(X) 011 o, < Evalz(pp, skeo, pksw, o1,c¢1, pkey, 0cy)
002 (sksig, pkyig) < KGensig(pp, msk) 012if 0y = LV oy = L then

003 (skew, pk,,) < KGene, (pp, msk) 013 (Omg,0m,) := (L, 1)

004 (skss, pkgs) < (Sksig, (PP, Pkyigs Pheys Skev)) — —guess — —

— —find — — 014 b" «+ A(quess, state, Omg, Tm, )

005 (mo, ma, state) < A(find, skgs, pkgs)

006 b + {0,1} GAME G1

— —issue — — 110 o, < Sig(pp, sksig, pk.,, 0, mo, pk,,)

. .
007 (state, e, , 0e,_,) < Alissue, state)<"U*’>l’<"U‘*"> 111 om, < Sig(pp, sksig, Pke.,, 0, m1, pk,,,)

— where U, computes —
GAME Go

208 (¢z, 02) <~ Commit(0™)
209 (cy, 0y) < Commit(0™)

008 (cp, 0p) < Commit(myp)
—and U;—p computes —

009 (c1—p, 01—p) < Commit(mi_y)

Fig. 5. The games for our proof for Proposition [4]

algorithm A uses Evalz to get a signature on ¢; = Open(ca,02). Now A uses
Evalr again to derive a signature on m = Open(c1,0;1) and it outputs both
signatures. Since A outputs two valid message-signature pairs (with two distinct
messages) after one successful interaction it breaks the unforgeability of BS.

Proposition 4. If DFSS = (Setup, KGen;q, KGen,,, Sig, Evalr, Vf) is a private
delegatable signature scheme and C = (Commit, Open) is a commitment scheme
which is hiding, then the interactive signature scheme BS = (KGgs, (S,U) , Vfgs)
as defined above is blind.

Proof. We show this proposition via a game-based proof. We start with the
original game Blindgé()\) for blindness and modify it until we reach a game in
which the adversary can not observe any information that might help him in
guessing the bit b.

In the following proof, as well as in subsequent proofs, we assign a number
to each line where the first digit marks the game and the remaining digits the
line in this game (e.g., 234 marks the 34'" line of game 2). All lines that are not
explicitly stated are as they were defined in the last game that defined them.
We refer to Figure [5] for a description of the games.

GAME Gy = GAME G;: Since DFSS is private, we can create new signatures
instead of calling Eval = on the signature of A.

Claim. GAME Gy and GAME G are computationally indistinguishable.

Proof. Assume there is an efficient, malicious signer A, which is able to dis-
tinguish both games. We show how to use A to build a distinguisher B that
breaks the privacy property of DFSS. The algorithm B simulates GAME Gy, but
instead of calling Evalz in lines 10 and 11, it respectively queries Query[Sign-F ]
((pkev’ J—)v (pkev’ 00)7 1, co, Uco) and QuerY[Sign_]: ]((pke'w J—)’ (pkeva 01)7 Ler, 001)'
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If A distinguishes GAME Gy and GAME G; with probability noticeably larger
than %, then B breaks the privacy property of DFSS by guessing the bit b of the
challenger for CFA with probability noticeably larger than %

GAME G; = GAME G5: In GAME G the signature of the adversary is not used
anymore and thus the commitment is not opened anymore. Consequently we
can replace the commitments by commitments to zero.

Claim. GAME G; and GAME G, are computationally indistinguishable.

Proof. This follows from the hiding property of the commitment scheme. If there
is an efficient, malicious signer A, which is able to distinguish the two games,
then we can use it to break the hiding property of C.

In GAME G5 the bit b is never used. The commitments and all signatures
are completely independent of b. Thus, the probability that A guesses b* =
b in GAME G, is exactly % Since the games are (pairwise) computationally
indistinguishable, the proposition holds.

Combining Theorem [2 and the impossibility result of [35] (which is based on the
work of Barak and Mahmoody [7]), we obtain the following result.

Corollary 1. (Delegatable) functional signature schemes that are unforgeable
and private against insider adversaries cannot be build from one-way permuta-
tions in a black-box way.

Remark. Since this construction did not use the delegation property of the del-
egatable functional signature scheme, it should be possible to construct blind
signatures from functional signatures, as defined by [15]. A DFS that is unforge-
able and private against outsider adversaries is not ruled out by this corollary.
Exploring whether the impossibility also holds in this case would be interesting.

5 Bounded DFS From Trapdoor Permutations

In this section we construct a bounded delegatable functional signature scheme
DFSS as defined in Section where we put an a-priori bound on the num-
ber of evaluations. Our construction is based on (regular) unforgeable signature
schemes, a public-key encryption scheme, and a non-interactive zero-knowledge
proof system. It is well known that these primitives can be constructed from
(doubly enhanced) trapdoor permutations. Formal definition of the underlying
primitives can be found in the extended edition of this paper [6].

5.1 Our scheme

Our construction follows the encrypt and proof strategy and is completely gen-
eral with respect to efficiently computable functionalities F with the exception
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Setup(1*) : Sig(pp; sksigs Pk, (f, k), m) Evalz(pp, skev, pky;q, @, m, pk.,,0) :

CRS + KGe”NIZK(l)\) parse pp = (CRS, pps, ppe., ;k) parse pp = (CRS, pps, ppe, e~k)
(msks, ppg) < Setupg(1*) parse pk,, = (vkr, ek) parse ske, = (sskr, dk)
(mske, ppg) + Setupg(1%) parse sksig = (ssks, pky;,)) parse pkl,, = (vk’r, ek')
(dk, ek) < KGeng (ppg, mske) hie := (f,m, pk,, k) parse o = (S,d, IT)

~ oy « Sigs(pps, ssks, hi;rs f,i,0:) < Dece(ppg, dk,d
pp := (CRS, pps, ppe, ck) s(pps; o ) ( : (bre, dk, )
msk := (msks, mske) sk < Ence(ppeg, ek, (ok, hi);7s,.) © = (pp, Phyig Py, S, dsm)
output (pp, msk) For i € {0,...,n} \ {k} if pk,, = (vkr, ek) belongs to skew

;o= 01! A Vfnizk;z;, (CRS,z, IT) = 1

KGengig(pp, msk) : h; = (Oﬂf(k), 0fm™), 0"”%”',0) (f» m) = F(X, f, o, pk,,, m)
parse pp = (CRS, pps, ppe, eNk) si + Ence(ppe, gka (oishi);rs;)

hio1 = (f, 1, pkiy,i— 1)

parse msk = (msks, mske) d < Ence(ppe, ek, (f. k,on);7a)
(ssks, vks) < KGens(ppg, msks) |S = (505---,5n) Gi-1 + Sigs(pps; sskz, hi-1;7s)
pky,, = vks x = (pp, pky;g» Pk, S, d,m) si—1 < Ence(ppg, ck, (6i=1,hiz1);75)
skaig := (ssks, pky;,) w=(f,n,7a) d < Ence(ppe, ek, (f,i —1,8i-1);7a)
output (sksig, pky;,) with w, = (rs, k) and & = (pp, Pkyiy, Phyy, S, d, 110)

Tn = (pp — S, Ppe, Phyig, Phcy, w=(f,i—1,rq)
KGen,.,(pp, msk) : S,m, CRS, f, o) with wi—1 = (rs, II, pk.,,, m, f, &),
parse pp = (CRS, pps, ppe, ok) |1 Pz (ORS,,) #i-1 = (PP, PPes Phasg Pher,
parse msk = (msks, mske) o :=(5d, 1) 8,1, CRS, f,6i1)
(sskr, vkr) < KGens(pps, msks) output o I — Puizx(CRS, z,w)
(dk, ek) < KGeng (ppg, mske) 6 :=(S,d,II)
skow i= (sskr, k) VE(pp, hisig: Phicy, ™, 0) - output &
kg, = (vkr, ek) parse pp = (CRS, pps, ppe, ck) else
output (skeo, pk,,) parse pk,;, = (vks, ck) output L

parse pk,, = (vkr, ek)

parse o = (S, d, II)

z 1= (pPs, PPes Phsigs Pheys Sy d,m, CRS)
b < Vfnzx (CRS, z, IT)

output b

Fig. 6. Construction of a DFSS

that F may allow only for up to n applications of Eval . We let the signer choose
how many applications he allows by defining f as a tuple (f’, k) € P;x{0,...,n}.
We achieve the strong notion of privacy under chosen function attack (CFA) ac-
cording to Definition [ by applying the following idea : If the signer choses a
number of k possible applications of Evalz, we still create n+ 1 encryptions, but
place the encryption a signature on m at the k + 1** position (and only encryp-
tions of zero-strings at the other positions). The evaluators fill up the encryptions
from the k™ position to the first one. Although each evaluator receives infor-
mation from his predecessor in the chain of delegations (the first evaluator will
know, that the signature originates from the signer), even the second evaluator
in the chain will be unable to find out more than its predecessor and the number
of applications of Evalz that are still allowed. Figure [6] shows the construction
in more detail.
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Given a signature scheme S = (Setupg,KGeng,Siggs, Vfs) with a simple
key generation algorithm and with signatures of equal length, an encryption
scheme £ = (Setupg, KGeng, Encg, Decg) and a zero-knowledge scheme NIZK =
(KGennizk, Pnizk, Vinizk ) for languages in NP we construct a delegatable func-
tional signature scheme DFSS as follows: We define a recursive class of lan-
guages L;, where L, : x, = (pps, ppg; Pksigs Pkey, S;m, CRS, f,0) € L, means
that there exists a witness w, = (r,k) such that pk,,6 = (vks,ek) A sp =

Ean(ppg,gk, (J7 (f,m,pkev,k));T) A st(pps,vks,(f,m,pkev7k),0) =1 and
where L; for 0 < i < n: z; = (pps,pps,Pksiy, Pkey, S;m, CRS, f,0) € L; if

L ml f! @) st pk,;, = (vks, ek) and

there exists a witness w; = (r, IT, pk,,,, sig =

A si = Ence(ppe. ek, (0, (f,m, Pk, k));r) A Vis(pps, vk, (f.m, phey. k), 0) =1
A @' = (pps, ppe, Phsig, Ph.y, S',m', CRS, f') N S = 5" {s] = si}

A phg, = (WK, ) A(f,m) = F(A f,a, pk.,,m')

A (Vuzk..,(CRS,2') = 1V Viyzg, (CRS,2') = 1).

The signer proves that x = (pp = (CRS, pps, ppe), Pksigr ke, = (Vkr, €k), S,
d,m) € L, where L contains tuples for which there exists a witness w = (f, 4, rq)
such that Vinizk, (CRS, (pps, ppe, Pky;gs Pkey, S, m, CRS, f,0)) =1

A d < Encg(ppe, ek, (f,i,0);rq).

5.2 Security
Concerning security, we show the following theorem.

Theorem 3. If € is a public key encryption scheme that is secure against chosen
ciphertezt attacks (CCA-2), S a length preserving unforgeable signature scheme
with a simple key generation, and NIZK is a sound non-interactive proof scheme
that is zero knowledge, the construction presented in this section is unforgeable
against outsider and (strong) insider attacks and secure against chosen function
attacks (CFA) against outsiders and (strong) insiders

Proof. The theorem follows directly from Lemma [I] and Lemma

Lemma 1. If £ is a public key encryption scheme, S a length preserving un-
forgeable signature scheme with a simple key generation (i.e., not requiring a
master secret key), and NIZK is a sound non-interactive proof scheme, then the
construction DFSS presented in Section [5 is unforgeable against outsider and
(strong) insider attacks according to Definition[3

Given an adversary A that breaks the unforgeability of our construction we
construct an efficient adversary B that breaks the underlying signature scheme.

Proof. By Proposition [1] it suffices to show unforgeability against an S-Insider
adversary. Assume towards contradiction that DFSS is not unforgeable against
strong insider attacks. Then there exists an efficient adversary A := Ag.Insider
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that makes at most p(\) many steps for a polynomial p and that wins the game
Unf(DFSS, F, As_1nsider; A), formalized in Definition |3 with non-negligible proba-
bility. Since A makes at most p(\) many steps, A invokes the oracle Query[KgenP]
at most p(A\) many times. We show how to build an adversary B that runs A in a
black-box way in order to break the unforgeability of S with non-negligible prob-
ability. In the following we denote the values and the oracles that the challenger
C from the game Unf(S, B, \) provides to B with the index C.

The algorithm B, upon receiving as input a tuple (pp¢, vkc) from Initializec,
simulates a challenger for the game Unf(DFSS, F, A, A). First, the algorithm B
generates the public parameters and the master public/private key-pair, com-
puting (ppg, mske) < Setupg(1*), CRS + KGenyjzk (1*)and setting pp := (CRS,
PPe, PPg ), msk = (€, mskg). Subsequently, B computes (Jk, e~k) — KGeng(ppg,
mske ), (sks, vks) < KGens(ppc,€) and sets pkg;, := vks.

The algorithm B embeds its own challenge key vke in a randomly chosen
position z € {0,...,p(\)}; if z = 0, then B replaces vks by vkc. Finally, B runs
a black-box simulation of A on input (pp, pk,;,), where pk;, = vks or pkg, =
vke, depending on z and B simulates the four oracles Query[Sign], Query[Trans],
Query[KGenP] and Query[Finalize]. The inputs of these oracles are provided by .4
upon calling them and are thus sent to B. The algorithm 5 handles the oracle
queries from A as follows:

Query[KGenP](): The algorithm B answers the i*® invocation of Query[KgenP]
as follows. First, B generates a key pair for encryption and decryption
(dk, ek) < KGeng(ppge, mske). Then it behaves differently depending on i:
If i = z, then B sends vke to A. Otherwise, B generates a new key-pair
(8key, Dk.,) < KGens(ppe, ), stores this pair, and sends pk,, to A.

Query[Sign](pk.,, f,g,m): If z # 0, the algorithm B computes all necessary val-
ues locally exactly as a challenger for Unf(DFSS, F, A, \) would. For com-
puting the values locally, B needs to know pp (publicly known), sks, =
(ssks, vks) (generated by B since z # 0) and the values pk,, f and m (pro-
vided to B by A).

If z = 0, this local computation is not possible since B replaced vks with vke.
Thus, the algorithm B sets hy, := (f, m, pk,,, k) and invokes Query[Sig].(hs).
It sets o to the output of the challenger and otherwise proceeds as above.

Query[Eval](pk,, o, m, pk,,,o): Parse pki, = (vk, ek). B behaves differently

depending on the value of vk.
If the key pk’, is a key for which B knows a secret key (in particular it
does not contain the challenge key wvkc), B computes all necessary values
locally exactly as a challenger for Unf(DFSS, F, A, \) would. For computing
the values locally, B needs to know pp (publicly known), a value for sk,
corresponding to pk, (discussed below), pk;, (known to B) and the values
for o, m, pk.,, and o (provided by A). There are four cases for sk, . If pk, was
output by Query[KGenP] (and since vk # vkc, this was not the z*% invocation
of Query[KGenP]), B has generated the value sk., = (sskr, dk) itself. The
same applies if pk., was output by Query[KGenS]. If pk}, was registered by
A via Query[RegKey], B uses the corresponding (registered) key sk, . If none

21



of the three cases applies, then the key pk’, is unknown and B returns L
instead.

If the key pkl, is the key in which B has embedded its own challenge key
(vk = vk¢), a corresponding value sskx (the first part of the secret key sk,
corresponding to pk,) is not known to B. This key is necessary to sign the
value h = (f,m,pk'ev, k — 1). Thus, instead of computing a signature with
some key sskz, B calls its own oracle Query[Sig].(h) and otherwise proceeds
as above.

FINALIZE(m*, o*, pk;,): Eventually, A invokes Finalize on a tuple (m*, o*, pk,),
then B parses o* = (S,d, 7) with S = (sg,...,Snt1). Now, the algorithm B
checks the validity of the signature computing Vf(pp, pk,,, pkz,, m*,0*). If
the verification algorithm outputs 0, then B stops. Otherwise B decrypts all
signatures (o;, h;) := Decg(ppg, dk, s;). B tries to find a pair (o4, hs) that
verifies under the key vke and that has not been sent to Query[Sign]. by B,
, then B sends (h,,0,) to its own Finalizec oracle. Otherwise it halts.

Claim. The algorithm B perfectly simulates a challenger for Unf(DFSS, F, A, ).

Proof (for Claim [5.4). We investigate the simulation of all oracles and local
computations.

Simulation of Initialize: Observe that by construction and by the fact that S

the values pp and msk are identically distributed to values for pp and msk
generated by a challenger for Unf(DFSS, F, A, \). Thus, the keys generated
out of them are also identically distributed. If z # 0 then B uses only pp
and msk to compute the keys (sksig,pksig) and thus they are identically
distributed as keys (sksig, pks;,) generated by Unf(DFSS, F, A, \).
If 2 = 0, then B replaces the verification vks of the signer with the verification
key vke of the challenger. However, since S does not require a master secret
key, the key vkc is identically distributed as the key vks. Moreover, B does
not use the corresponding signing key ssks in any way and queries its own
signing oracle instead.

Simulation of Query[KGenP]: On any but the z*" invocation, B perfectly sim-

ulates a challenger for Unf(DFSS, F, A, \) and computes a new key pair based
on pp and msk. As pp and msk are identically distributed as for a challenger,
the resulting keys are also identically distributed.
On the 2*" invocation, however, B replaces the verification key vkr with
the verification key vke of the challenger. However, since S does not require
a master secret key , the key vk is identically distributed as the key vks.
Moreover, B does not use the corresponding signing key sskr in any way and
queries its own signing oracle instead.

Simulation of Query[KGenS]: B uses the values pp and msk that are identi-
cally distributed to the corresponding values of a challenger for Unf(DFSS, F,
A, A). On them it performs a perfect simulation of Query[KGenS]. Thus, the
resulting keys have the same distribution as the keys output by Query[KGenS]
of the challenger.

Simulation of Query[RegKey]: This oracle does not return an answer.
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PROC FINALIZE(m™, 0™, pk},) :
if 3(f, g, m, pke,,") € Q,s.t.pk., € Kanm™ € F (A, (f,m))
or (-,-,m*,-,-) € Q

output 0

else
retrieve (pp, pk;,)
parse pp = (CRS, pps, ppe, ek); 0™ = (S, d, II)

parse pk,,, = (vks, ek); pkl, = (vkr, ek)
T = (ppS7pp87pksig7 pk:'m 57 d7 m*7 CRS)
b« mez}((CRS, z, H)

output b

Fig. 7. A simulated version of Finalize for our construction DFSS

Simulation of Query[Sign] and Query[Eval]: B perfectly simulates these or-
acles as long as it does not have to create a signature with the key corre-
sponding to vkc. However, in these cases B calls its own signature oracle.
Since the keys are identically distributed, this still is a perfect simulation.

Since all messages that B sends to A are identically distributed to the mes-
sages that Unf(DFSS, F, A, A) sends to A, the algorithm B perfectly simulates a
challenger for Unf(DFSS, F, A, ).

Claim. Whenever A produces a forgery, then with probability at least —~+— B

p(A)+1
also produces a forgery.

Proof (Proof of Claim . First we show the following statement: Whenever A
produces a forgery (m*, c*, pk, ), then o* is of the form o* = (S, d, 7). Moreover,
S = (s0,---,8041) contains the encryption s, of a signature o, such that:

— o, verifies for a message m, under a key vk"

— vk" either equals pkg,, or that has been sent to A as an answer to an oracle
query Query[KGenP]

— mg a message that has not been sent to Query[Sign] or achieved as result of
Query[Eval].

Assume that A invokes Finalize with (m*,o*, pk,) such that (m*,o*, pk,)
constitutes a forgery for DFSS. Technically: If our algorithm B would simulate
the Finalize algorithm (as in Figure , it would output 1H

If Finalize would output 1, (-, m*,,-) ¢ Q. This especially means that o* can
not be output of Query[Sign] or Query[Eval]. Moreover, there was no query to
Query|[Sign](pk.,, f, m) for an adversary key pk., such that m* is in the transitive

4 Note that simulating Finalize is not necessarily possible in polynomial time, which
is of no concern, since B does not simulate Finalize.
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hull 7*(X, (f,m)). Also, there was no query to Query[EvaI](pkeq,,a,m Pk, ’)
for an adversary key pk,, such that f was extracted from o’ and such that m*
is in the transitive hull F*(\, (f/,m’)) for (f',m’) := F(\, £, pkl,,, m).

If the NIZK II verifies then there is a signature that verifies under pk;,
and that marks the start of the delegation chain. Let oy be this signature for a
value hy, = (f,m, pk.,, k). The NIZK makes sure that m* is in the transitive hull
F*(\, (f,m)) and that all transformations are legitimized by the previous ones
(depending on the intermediate a’s).

We distinguish the following cases:

i = 0: There was no call to Query[Sig] with parameters (pk.,, (f, k), m). Thus, B
never sent hy to Query[Sig]c. and thus, S contains a signature o, = o that
verifies with pkg;  for the message hg.

0 < i < k: There was a call to Query[Sig] with parameters (pk,,, (f, k), m). And
forall 0 < j < i there was a call to Query[Eval] with parameters (pk,, ;, o, m;,

pk/ev_77 j) such that hk Jj = (f]7m]apkev_77k_j) with (fjamj) = ‘F()\7fj—13
a;, pkev], mj_1), but there was no call to Query[Eval] with parameters (pk,,;,
a;,my, pkl, ., ol), such that hy_; = (fi,mi,pk’evi,k‘ — i) with (f;,m;) =

F(\, fie 1,az,pkem,mi_1), where fo = f and mg =
Thus, B never sent h; to Query[Sig]. and thus, o; and h; fulfill our claim.
i = k: There was a call to Query[Sig] with parameters (pk,,, (f, k), m). And for
all 0 < j < k there was a call to Query[Eval] with parameters (pkevj, oy, Bi,my,
Pk, ;,05), such that by = (fj, my, pk., ;, k — ) with (f;,m;) = F(X, fj-1,
a],pkev], m;_1. The NIZK makes sure that at most k transformations of the
original message exist. Thus, all transformations have been done via calls to
Query[Eval], which means that (m*, o*, pk},) is not a forgery.

Thus, each forgery of A constitutes a forgery of a signature o, that verifies
with a key vk™ that either equals Pk, or a key that has been given to A as answer
to an oracle query Query[KGenP]. Note that if, by chance, vk* = vkc, then o, is a
valid forgery for the message h,. By Claim B performs a perfect simulation
of a challenger for Unf(DFSS, F, A, \) (from A’s point of view), independent of
the value z that B has chosen in the beginning. As vk: is randomly placed in
the set of possible honest keys (p(A) many), B produces a forgery for vke with

probability at least FIeSES] )\) g

For the analysis of the success of B let us assume that A produces a forgery
with a non-negligible probability. However by Claim [5.2] whenever A produces
a forgery, there is a chance of PTOVEST /\) -7 that B will produce a forgery. Since A is
assumed to succeed with a non-negligible probability, B will also succeed with a
non-negligible probability, losing a polynomial factor of p(A) + 1. Since B is an
efficient algorithm, this concludes the proof.

Lemma 2. If £ is a public key encryption scheme that is secure against cho-
sen ciphertext attacks (CCA-2), and the interactive proof scheme NIZK is zero
knowledge, then the construction DFSS presented in Section [5] is secure against
chosen function attacks (CFA) as in Definition[{}
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GAME Gy

— —Initialize — —

001b:=0 026 if mezx;z] (CRS,z,IT) =1

— —Setup — — 027 hj—1 == (fi,mi, pk,[i), 5 — 1)

002 CRS + KGennizx (1) 028 Sj—1 < Sigs(pps, sskr, hj—1;7s)

003 (msks, pps) eSetupS(lA) 029 Sj—1 Ean(ppg,eNk, (Sj—1,hj—1);7s)
004 (mske, ppe) < Setupg (1) 030 d « Ence(ppe, ek, (fi,§ — 1,5j-1);74)
005 (d~k, eNk) <« KGeng (ppg, mske) 031 & = (pp, Pkyig, Pk, [, S, d, mi)
006 pp := (C’RS,ppS,ppg,eNk) 032 w=(fi,j—Lra)

007 msk := (msks, mske) 033 with w1 = (gj-1,7s, IT, pk,,[i — 1],
— —KGengig — — mi—1, fi—1,ali],)
008 (ssks, vks) < KGens(ppg, msks) 034 1T <+ Puize(CRS, z,w)

009 phyiq = vks 035 oi:=(S,d, IT),

010 sksig := (ssks, Pkyig) 036 else

— output of (pp, sk“g,pkﬂg) to A— 037 oy:=1

011 ¢ o ADP TR ks (g o 038if o0 # L

— —Query[Sign-F] — — 039 hg—¢ = (fe,mu, pk.,[t], k —t)

012 parse ¢ = ([pk(,",a](",,t, ™Mo, 00) 040 G-t ¢ Sigs (pps, ssks, hi—i;7s)

013 (-, pk, [f]) ¢ Ke out := L 041 si—s  Ence (ppe, ek, (se—t, hi—t)i 7o, _,)
014 if Vf(pp, pk,; ,, pk,,[0],m0, 00) # 1 042 For j € {0,...,n}\ {k— ¢t}
then output L 043 G i= 01l
015if ~3sk’,. (sky, pk,,[0]) € Ke 044 hy = (0PN 0t pleEe ] )
then output L 045 sj  Ence(ppe, ek, (S, hj)ims;)
016 extract (fo, k) from oo using sk, 046 d < Ence(ppe, ek, (fe, k —t,u—t;7a))
017for i € {1,...,t} 047 S :=(s0,...,5n)
018 if =3sk, = (sskr, dk). (skiy, pk.,[i — 1]) € Kr|048 =z := (pp, Phgsgs PR, (1], S5 dyme)
019 out == | 049 w:= (fi,n,74)
020 (fi,mi) == F(\, fi-1, @, pk,, [i], mi—1) 050  with wy—s := (Sk—t,7s,k — t)
021 g = (pp, skiv, Phigr @lil mi1, Pk il 0io1) 051 17 « P(CRS, 2, w)
022 parse pk,,[i]| = (vkz, ek) 052 o :=(S,d, )
023 parse 0;_1 = (S,d, II) 053 else
024 (fi-1,4,5;) < Dece(ppe, dk, d) 054 =0y
025 x = (pp, pkyig, Pk, [i — 1], S, d, mi—1) 055 if out # L then out := o

056 b™ < A (out)

Fig. 8. Definition of GAME Gy for Section [5.2

For showing this lemma we will first give a game-based proof for an adver-
sary that only uses the oracle Query[Sign-F] once. We proceed using a hybrid
argument that shows that the existence of a successful adversary that makes
polynomially many calls to Query[Sign-F] implies the existence of a successful
adversary that only makes one call.

Proof. Let DFSS = (Setup, KGeng;4, KGen,, Sig, Eval 7, Vf) be our construction
for functionalities F and G. Assume towards contradiction that DFSS is not
secure against chosen function attacks against a strong insider. Then there exists
an efficient adversary Ag [nsider that wins the game CFA(DFSS, F, As 1nsider, A)
from Definition [4] with non negligible advantage. For simplicity we will write A
for As_1nsider in this proof.
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Claim. If A invokes the challenge oracle Query[Sign-F] at most once, then the
advantage of A is negligible.

Proof (Proof for Claim . The challenger uses the uniformly distributed value
b only when Query[Sign-F] is called. Thus, if A does not call Query[Sign-F], the
advantage of A is 0.

For the case that A calls Query[Sign-F] exactly once, we show the claim via a
series of indistinguishable games that start with a game where b = 0 and end with
a game b = 1. Our proof shows that all intermediate games are indistinguishable.

Let GAME Gy be the original game from Definition ] where b = 0, as defined
in Figure [8] As by our claim A calls Query[Sign-F] only once we will simplify
the notation of the game by making the call to Query[Sign-F] explicit. Moreover
we make the invokation of Initialize explicit as we will modify it in the following
games. The oracles that A can access (aside from Query[Sign-F]) are as they are
formalized in Definition [4| As before, we annotate each line with the game (first
digit) and the line within the game (remaining digits).

GAME G GAME G3
102 (CRS, state) + So(1*) 301b:=1
134 1T « Sy (state, x) 3381if false
151 IT < Sy (state, x)
GAME G4
GAME G, 429 sj-1 ¢ Ence(ppg, ek, (-1, hj—1);7s)
229 sj—1 < Ence(ppg., ek, 430 d + Ence (ppg, ek, (f1,5 — 1,6j-1);7a)
(0lsi=11, (0% ™) gfm ) glrkeuldl 0)): 1)
GAME G5

230 d < Encg(ppg, ek, (0110, 0l5-11): )
241 s, ¢ Ence (ppg, ek,

(olsr=tl (0O gtm )] olPkeo Al 0);7,_,)
246 d « Encg(ppe, ek, (017¢1,0, 051y 1)

501 CRS « KGenyizx (1)
534 IT + P(CRS, z,w)

GAME Gy = GAME G;: Since NIZK is zero knowledge, there exists an effi-
cient simulator § = (Sp,S1). In GAME Gy, Initialize calls this simulator
So to compute the common reference string CRS, instead of the algorithm
Setupyzk. The simulator is allowed to keep state from Sy to S;. Moreover,
in Query[Sign-F] we call S; to simulate the proof IT instead of computing it
by calling the prover P.

Claim. GAME Gy and GAME G, are computationally indistinguishable.

Proof. The indistinguishability follows from the fact that NIZK is zero knowl-
edge. If a PPT distinguisher could distinguish between GAME Gy and GAME G,
we could construct an efficient distinguisher for NIZK.

GAME G; = GAME Gs: The game GAME G, is identical to GAME G except
for the fact that now S and d contain only descriptions of zero-strings: we
put encryptions of zero strings in all s; for j € {0,...,n} instead of leaving
an encryption of a signature ¢,_; together with its message hy_; at position
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k —t and in an encryption of a zero string in d instead of an encryption of
Sk—¢ together with f; and k —t.

To compensate for the loss of information in d, we store the tuple (f;, k —
t,<x—t) together with the (supposed) ciphertext d. Whenever Query[Eval] is
called and within the call one of the ciphertexts d is placed, we look up
the values (f;,k — t,qx—¢) instead of decrypting d. The same applies to the
decryption in line 22 of our game.

Claim. GAME G; and GAME §, are computationally indistinguishable.

Proof. If the games could be distinguished by a PPT distinguisher, then we
could construct an efficient distinguisher that breaks the CCA-2 security of &£.
We distinguish two cases:

— The simulator S = (Sp, S1) behaves differently. Although the simulatability
of the NIZK only is defined for valid statements z € Lg, a simulator that can
distinguish with a non-negligible probability between a “normal” S or d (as
in GAME G;) and an S or d that consists only of encryptions of zero-strings
(as in GAME Gs) can also be used to break the CCA-2 security of €.

— The adversary distinguishes the games. If the adversary is able to distinguish
GAME G; and GAME G» with a non-negligible probability, it can be used to
break the CCA-2 security of €.

Thus, GAME G; and GAME G, are computationally indistinguishable.

GAME Gy = GAME G3: In GAME Gg, the bit bis set to 1 instead of 0. However,
b is never used explicitly in the game. Moreover we always use the signature
generated by Evalrz (from line 33) instead of the fresh signature (from line
50).

Claim. GAME G2 and GAME G3 are computationally indistinguishable.

Proof. In both cases S and d are encryptions of zero strings (under the same
keys) and in both cases IT is a proof generated by S; for the same statement
x = (pp, Pksigs Pkey[t]; S, d, my). Since S; does not receive a witness, the proofs
are based on the same arguments.

GAME §G3 = GAME G,: The game GAME G, is identical to GAME G3 except
for the fact that S and d are “normal” encryptions again (not encryptions of
zero strings).

Claim. GAME G3 and GAME G, are computationally indistinguishable.

Proof. The same argument as for GAME G; and GAME Go applies here. If the
games could be distinguished, we could construct an efficient distinguisher for
the encryption scheme.

Note that we do not need to revert the encryptions in lines 39 and 44 as they
are within the “if false”-block.
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GAME G4 = GAME Gs5: In GAME G5 we replace the simulator S = (Sp, S1)
with the original Setupyzx and P algorithms again.

Claim. GAME G, and GAME G5 are computationally indistinguishable.

Proof. As for Claim [5.2] the indistinguishability again follows from the fact
that NIZK is zero knowledge. If a PPT distinguisher could distinguish between
GAME G, and GAME G5, we could construct an efficient distinguisher for NIZK.

As we have shown, the games GAME Gy and GAME Gy are computation-
ally indistinguishable. However, GAME Gy perfectly models the case, where an
adversary plays against a challenger for CFA when b = 0, whereas GAME Gy
perfectly models the case, where an adversary plays against a challenger for CFA
when b = 1. Since the games are (pairwise) computationally distinguishable, the
cases are also computationally indistinguishable and thus the advantage of A is
negligible. This concludes the proof for Claim

Via hybrid argument we reduce the case in which the adversary might make
polynomially many calls to Query[Sign-F ] to the case of Claim where the
adversary makes at most one call to Query[Sign-F ]. We can simulate the calls
to Query[Sign-F ] both for b = 0 and for b = 1 using the oracle access to Sig and
to Evalf.
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