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Abstract. Signature schemes from the RSA assumption are very impor-
tant because of their highly reliable security. Despite their importance,
only a few digital signature schemes from the RSA assumption are cur-
rently known. Thus, improvement of efficiency in this area seems to be
very important. In this paper, we propose various signature schemes
from the RSA assumption. First, we propose a scheme that simultane-
ously provides the shortest signatures and public key length among the
known schemes. Compared with the known best schemes, the signature
size is the same as that of the scheme proposed recently by Hofheinz,
Jager, and Kiltz, whereas the public key size is about the half that of the
Hohenberger-Waters scheme. The drawback of the scheme is its heavy
signing and verification algorithms. Second, we also propose a scheme
whose public key is longer than our first scheme, but the signing and
verification cost is more efficient. The scheme can be seen as a general-
ization of our first scheme and the Hofheinz-Jager-Kiltz scheme. Finally,
we propose a scheme whose signing and verification algorithms are more
efficient than our first and second schemes, whereas the signature size
is longer. All these schemes are constructed based on a new observation
about the relation between m-time signature schemes and short signature
schemes.
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1 Introduction

1.1 Background

Construction of a digital signature scheme with existential unforgeability under
chosen message attack (EUF-CMA) [9] in the standard model is a main research
topic in cryptography. In particular, the construction of a short signature from a
mild assumption has been extensively studied. Earlier studies proposed various
efficient signature schemes in the standard model from various assumptions,
such as the strong ¢-DH assumption [2,11], the ¢-DH assumption [10, 20], the
strong RSA assumption [8,3,7,11], and the CDH assumption [19]. Many of these
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schemes rely on the g-type assumption or the strong type assumption, except
for Waters’ scheme [19]. Even though these assumptions seem reasonable, it is
desired to construct a signature scheme from a better studied, weaker assumption
(such as the RSA assumption), to obtain high confidentiality in security. A digital
signature scheme from the RSA assumption whose signatures are short enough,
is not known even in the stateful setting until the recent work by Hohenberger
and Waters [12]. Subsequently, they proposed a signature scheme from the RSA
assumption in the stateless setting using a new technique [13]. Very recently,
Hofheinz, Jager, and Kiltz showed that even shorter signature schemes can be
obtained using a programmable hash function [10]. Despite of their importance,
no (stateless) signature schemes from the RSA assumption are known, except
for the schemes proposed in the above two papers. Improvement in efficiency
for RSA based signature schemes seems very important as a step to obtaining a
truly efficient, reliable signature scheme in the future. In this paper, we propose
various novel signature schemes from the RSA assumption. For example, we
propose a scheme that achieves the shortest signature size and public key size
simultaneously.

1.2 Our Approach

As an approach to constructing short signature schemes, we focus on the fact
that a one-time signature scheme and a weakly secure signature scheme yield
a fully-fledged signature scheme. This is a variant of the generic construction
proposed in [18]. As we will discuss in a later section, the idea can be (infor-
mally) generalized to the combination of an m-time signature scheme and a
weakly secure scheme. This is the first time that this idea has been explicitly
discussed. Even though the idea is not formal, the idea is conceptually of inter-
est since it often leads to constructions of short signature schemes. For example,
recent generic constructions of short signature schemes from the programmable
hash function [10] and its variant [20] can be seen as the realizations of the
idea. Based on this idea, we construct various novel signature schemes from the
RSA assumption. Conceptually, we take two steps to construct a scheme. First,
we construct an m-time signature scheme from the RSA assumption. We then
combine it with a weakly secure signature scheme from the RSA assumption pro-
posed by Hohenberger-Waters [13]. According to this strategy, we obtain various
new schemes from the RSA assumption.

More concretely, we obtain three signature schemes based on the approach
described above. In section 4, we propose a signature scheme that provides the
shortest signature size and public key size simultaneously. Compared to currently
known best schemes, the signature size of our scheme is 1074 bits, which is the
same as that of Siggrsa[Hess] in [10], whereas the public key size is about 2000
bits, which is about half the size of the scheme by Hohenberger and Waters [13].
The drawback of the scheme is its heavy signing and verification algorithms. To
compensate it, in section 5, we also propose another scheme whose signature size
is the same as our first scheme, and the public key is longer than for that scheme,
but the signing and verification cost is more efficient. The scheme is equipped



with parameters u;, uo and we can adjust the trade-off between public key length
and signing and verification cost. The scheme can be seen as a generalization of
our first scheme and Sigrga[Hers] in [10]. In fact, we can obtain a slight variant of
these schemes as a special case of the scheme. Finally, in section 6, we propose
a scheme whose signing and verification cost is more efficient than the our first
and second schemes whereas the public key and signature sizes are larger than
for our first scheme. The structure of the scheme can be seen as a hybrid of our
first scheme and Sigrga[Hrand] in [10].

Finally, we note that we have also constructed a stateful version of our second
and third schemes. The scheme is more efficient than corresponding stateless
version of the scheme except for the signature size, which is slightly larger.

2 Preliminaries

For A € N, 1* denotes the string of A ones, with A expressing the security
parameter throughout this paper. [d] denotes the set {1,2,...,d}. Moreover,
|z| and |S| denote, respectively, the length of bitstring x, and the size of set
S.If S is a set, s < S denotes the action of uniform randomly selecting an
element of S. Given algorithm A, we write z <& A(z,v,...) to indicate that A
is a (probabilistic) algorithm that outputs z on input (z,y,...).

2.1 Digital Signature and its EUF-CMA Security

A digital signature scheme is defined by the three algorithms, Gen,Sign, and
Verify. The key generation algorithm Gen generates a keypair (PK, sk) ¢~ Gen(1*)
for a secret key sk and a public key PK. The signing algorithm Sign inputs a
message and the secret key, and returns a signature o < Sign(sk, M) of the mes-
sage. The verification algorithm Verify takes a public key and a message with
a corresponding signature as input, and returns T or L, indicating “accept” or
“reject”, respectively. We require the usual correctness properties.

We recall the EUF-CMA experiment played by a challenger and a forger F.
First, the challenger runs (PK, sk) ¢~ Gen(1*) and F is given PK. Proceeding
adaptively, F requests signatures on messages M, ..., M, € {0,1}* under PK.
The challenger responds to each query with a signature o; < Sign(sk, M;). Even-
tually, 7 outputs the pair (M*, c*). We say that the adversary wins the game if
Verify(M*,0*, PK) = T and M* & {M,, ..., M,}. We say that F (t,q, €)-breaks
the EUF-CMA security of the signature if F runs in time ¢, makes at most ¢
signing queries, and has success probability e. We say that the signature scheme
is EUF-CMA secure if € is negligible for any probabilistic polynomial-time algo-
rithm F.

2.2 Prime Numbers, the RSA-assumption, and Generalized
Birthday Bounds

For z € N let 7(z) denote the number of primes between 0 and z. The following
lemma is a direct consequence of Chebyshev’s bounds on 7(x).
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Lemma 1. 2 < m(x) <

We say that a prime p is a safe prime, if p = 2p’ + 1 and p’ is also prime. Let p
and ¢ be two randomly chosen 7/-bit safe primes, and let N = pq. Let e € Zyn)
be a random odd prime with e # p’, ¢’. We say that an algorithm A (¢, €)-breaks
the RSA assumption, if A runs in time ¢ and Pry'/¢ & A(N,e,y)] > e. As
discussed in the previous papers [12,13,10], the definition above is equivalent to
a more standard version of the RSA assumption where e € Zy(y) is a random
integer relatively prime to ¢(N) with only polynomial loss in reduction cost. We
say that an algorithm A (, €)-breaks the RSA assumption, if .4 runs in time ¢
and non-negligible e.

We denote with QR the group of quadratic residues modulo N. We recall
the following lemmas which is needed for the security proof of our constructions.

Lemma 2. ([17],[3]) There is an efficient algorithm that, on input y,z € Zy
and integer e, f € 7 such that ged(e, f) = 1 and 2° = y/ mod N, computes
x € Zy satisfying x¢ =y mod N.

Lemma 3. ([/10]) Let A be a set with |A| = a. Let X1, ..., X, be ¢ independent
random variables, taking uniformly random values from A. Then the probability

that there exists m + 1 pairwise distinct indices i1,...,tm+1 Such that X;, =
qm+1

s upper bounded by

T e

3 Overview of the Idea of Our Constructions

Here, we explain an underlying idea of our constructions. It is known that
the combination of a weakly secure signature scheme and a one-time signature
scheme yields an EUF-CMA secure signature scheme. It can be seen as a vari-
ant of the generic construction of an EUF-CMA secure signature from a weakly
secure signature scheme and a chameleon hash function [14, 18]. It would be in-
teresting to consider what would happen if we used an m-time signature scheme
instead of a one-time signature scheme in the above. Even in this case, we can
obtain an analogous construction of a signature scheme as we explain below.

The public key of the scheme is (pk,, vk%), . ,vk‘gn)) where pk,, is the pub-
lic key of the weakly secure signature scheme and all ok (s € [27]) are verifica-
tion keys of the m-time signature. The secret key of the scheme is (sky,, sk:?(ﬁ ey
skfﬁn)) where sk,, is the secret key corresponding to pk,, and sk (s € [27]) are
secret keys corresponding to ka;i). To sign a message M, a signer first picks a
random bit string s with length n by s & [27]. Then, the signer computes signa-
ture o, on “message” s by the signing algorithm of the weakly secure signature
scheme. The signer also computes signature o, on M for vk:,(,f) using skﬁ,f). The
final signature is ¢ = (04, O, s). The verification algorithm simply checks the
validity of o,, and o,,.

In fact, the above idea does not work without change. This is simply be-
cause 2" is exponentially large and the above construction needs an exponential



number of public keys. Nevertheless, the idea has a potential advantage over
the previous generic constructions. That is, if we take larger m (for example
m = 4), then we can take smaller 7. Concretely, we can take n = lg(q) + A/m
where ¢ is the upper bound of the number of signing queries issued by the ad-
versary and A is the security parameter [10]. Since the size of the signature is
[s|(=n) 4 |ow| + |om|, this considerably reduces the size of the signature.

The generic construction of short signature schemes from a (m, 1)-programmable
hash function proposed by [11, 10] can be seen as a realization of the above infor-
mal idea. In fact, one can obtain an m-time signature from (m, 1)-programmable
hash function as suggested in [10]. Since m-time signatures form a wider class
than (m, 1)-programmable hash functions, we can obtain various short signature
schemes that cannot be captured by the generic construction by [11,10].

Based on the above idea, we construct three short signature schemes from
the RSA assumption which are presented in section 4, 5, and 6. Specifically,
signature size of our first scheme in section 4 is the same as that of the best
known scheme [10], and furhtermore its public key size is significantly shorter
than that of [10]. Moreover, our second scheme in section 5 yields the same
signature size and better computational efficiency by admitting larger public
key size, and our third scheme in section 6 yields further better computational
efficiency by only slightly increasing signature size and public key size (compared
with our first scheme).

4 Our First Scheme

4.1 Basic Idea

As we discussed in the precious section, one possible approach to constructing a
(fully-fledged) short signature scheme is to combine an m-time signature scheme
and weakly secure signature scheme. We use the weakly secure signature scheme
proposed by [13] in this paper.

One possible choice of m-time signature would be the RSA-based m-time
signature considered in [4]. In fact, the construction of Siggga[Hcs] proposed in
[10] is closely related to the m-time signature in [4]. Since this choice of an m-
time signature leads to a signature scheme with huge public key size, we do not
use the scheme here. Instead, we construct a new m-time signature and propose
a fully-fledged short signature scheme based on it.

Here, we explain our m-time signature. The verification key of our scheme
vk, consists of the odd primes e, ..., ey, the product of large two primes N =
pq, and h € Z%. Let S be a map S : M — 2l where M = {0,1}! is the
message space. We assume that for all M* My,..., M,, € M, it holds that
S(M*) ¢ U, S(M;) if M* & {M,...,M,}. We remark that a map S with
such a property can be constructed from an m-cover free family [6,15]. The

signature on a message M is o, = pY/icsoan ¢ The verification algorithm

checks whether ogiES(M’ “

We now explain how to combine our m-time signature with weakly secure
scheme in [13]. We need an exponentially large number of verification keys
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oki . okE") where vk = (egs), . "61(18)) if we apply the idea described
in the previous section straightforwardly. We can resolve this problem by a tech-
nique from [12,13]. That is, we prepare a pseudorandom function F that can be

computed publicly and let e§-s) = F(s]|j) where s]|j is the concatenation of s and

j. Since all {egs), ceey egs)}se[gn] can be computed from F, we do not need these

elements in the public key. The public key size of our scheme becomes very short
by this idea. Another problem to consider is that the signature o = (o, 04, $) is
still longer than that of previous schemes. In the construction below, we reduce
the signature length by using the algebraic structure of o, and o,,. As a result,
we obtain a signature scheme that achieves the shortest signature length and
public key length simultaneously among the signature schemes from the RSA
assumption [13, 10].

4.2 Construction

Let S be a map S : M — 2[4 where M = {0,1}! is the message space. We
assume that for all M*, My, ..., M,, € M it holds that S(M*) € U™ ,S(M;) if
M* & {M,...,Mpy}. Such S can be constructed using a cover free family [6, 15]
if d > 16m?2l. See Appendix A for the details. We define the scheme as follows.

Gen(1*): Tt picks two large safe 7/-bit primes p and ¢, and sets N = pq. Then
it chooses a random key K for the pseudorandom function PRF : {0, 1}* x
{0,1}* — {0,1}" and picks ¢ < {0,1}", where r = |logy, N | —1. These values
define a function F as F(z) = PRFk(u, z) @ ¢ where p, called the resolving
index of z, denotes the smallest positive integer such that PRF g (1, 2) ® ¢ is
an odd prime. Here @ denotes the bit-wise XOR operation, and we interpret
r-bit string returned by F as an integer in the obvious way. Finally, it picks
h & Z%. The public key is PK = (N,h,K,c), the secret key is sk =
(PK,p,q).

In the following, we define P : {0,1}" — N as P(s) for P(s) = [[/_, F(s|;) where

s|; is the i-th prefix of s, i.e., the bit string consisting of the first 7 bits of s. We

also define s|op = 0, where ) is the empty string, for technical reasons. We define

another function Q : {0,1}7 x 2[4 — N as Q(s,S) = [[;c5 F(s|i) where S is a

subset of [d] and s||¢ denotes concatenation of a bit string s and ¢ € [d]. In this

case, we regard 7 as a bit string.

Sign(sk, M): Tt first picks random s < {0,1}"7 and computes F(t) for t €
(Uiem{sli}) U (Uiesan{sl|i}). If the resolving index of ¢ is more than 72
or F(t) divides ¢(NN) for some t € (Uicp{sli}) U (Uiesar{slli}), then it
outputs ((p, q), s). 3 Otherwise it computes

o = R/PEQsS(M))

where inverse of P(s)Q(s,S(M)) is computed modulo the order ¢(N) =
(p —1)(g — 1) of the multiplicative group Z% . The signature is (o, s).

3 The probability of these events happen is negligible as proven in the security proof
of the scheme. Thus this step can be ignored in practice.



Verify(M, (o, s), PK): Given a signature (o, s), it first checks whether resolving
index of t is more than 72 or 2F(¢) + 1 divides N (which is equivalent to
F(t) divides ¢(N)) for some t € (Uje[m{sli}) U (Uiesaryisli}). If it holds, it
outputs T if 0 = (p, ¢) and otherwise L. Next, it returns T if

SP)QUs, S _ )

Otherwise it returns L.
CORRECTNESS. The correctness can be verified by the following equation:

GP($)Qs,S(M)) _ 1,P(5)Q(s,S(M)) /P()Q(s,S(M)) _ },.

4.3 Security

In this subsection, we prove the following theorem which establishes the security
of the scheme.

Theorem 1. Let PRF be a (t”,€")-secure pseudo-random function. Suppose there
exists a forger F who (t,q, €)-breaks the EUF-CMA security of the above scheme.
Then there exists an adversary A that (t',€')-breaks the RSA assumption with

t~t ande < (q+ 1)77d(4r26’ + 3€” + r(q+12)i(;7+d)2) +

ommn *

In the following, let M} denote the k-th query to the signing oracle, and let
(o, sg) denote the reply. Let (M*,0*, s*) be the forgery output of F. We dis-
tinguish between two types of forgers. A typel forger returns (M*, o*, s*) such
that s* = s for some k € [q]. A type2 forger returns (M*, o*, s*) such that
s* # s for all k € [q].

The following lemma proves security against Typel forger.

Lemma 4. Let F be a Typel forger that (t, q,€)-breaks the existential unforge-
ability of our scheme. Then there exists an adversary A that (t',€")-breaks the

RSA assumption with t =~ t' and € > 515 (Lg(e— q;,:;l )—3€e’— q("+d)(2r;i+rqm+d)) ).

Proof. In the following let X; denote the probability that F is successful in Game
1 and the challenger does not abort.

Game 0. We define Game 0 as the EUF-CMA experiment between the challenger
and the forger F. By definition we have Pr[Xy] = e.

Game 1. In this game, the challenger aborts if there exist at least m + 1 indices
k1,...,km+1 € [g] such that s = s for all k,k/ € {k1,...,kmy1}. We

denote this event by Abortmcon. We know Pr[Abortmcon] < % from Lemma

m-+1 2
3. Thus we have Pr[X;] > Pr[X,] — L7
Game 2. In this game, the challenger chooses randomness s1, ..., s, and guesses

ke & [q] such that sx~ = s* at the beginning of the game. The challenger
aborts if F outputs a forgery (M*,0*, s*) with s« # s*. Since s* € {s;}{_,,
we have Pr[Xs] > Pr[X;]/q.



Game 3. In this game, the challenger chooses j* < [d] before setting the public
key and aborts if j* & S(M*) or j* € S(My) for some k € {k | s = sg+}.
Recall that {k | sp, = sp+} < m, 50 S(M™) € Uper|sp=s,-}S(My) from the
property of S. Thus there exists at least one j' € [d] such that j' € S(M*)
and j' € S(Mjy) for all k € {k | s = sk~ }. We have Pr[X3] > Pr[Xs]/d.

Game 4. Let Ey be Ey = (U(i,j)e[q]x[n]{3i|j}) U (U(i,j)e[q]x[d]{SiHj}) in the
following. The challenger in this game proceeds just like the challenger in
the previous game, except that we add an abort condition. The challenger
aborts if for some ¢ € Eg;, the resolving index ju is greater than r2. We
denote this event with Abort,. Let us assume PRF g is replaced with a truly
random function, and let us consider the probability of not finding a prime
by evaluating the random function 72 times and computing the exclusive
or with ¢. This is equivalent to sampling 72 uniform r-bit strings. Lemma
1 tells us that the probability of finding a prime by sampling r random
bits is at least 1/r, thus the probability of not finding a prime in 2 trials
is at most (1 — 1/r)" . Since the challenger has to compute F at most
q(n + d) times, so we can therefore construct an adversary distinguishing
PRFk from a random function with probability at least €, > Abort,, —g(n+
d)(1— 1/7’)T2 > Abort,, — g(n + d)/2", where the latter inequality uses that
(1 -1/r)" < 1/2 for all r € N. Since we must have ¢, < €, this implies
Pr[Xy) > Pr[X3] — €’ —q(n+d)/2".

Game 5. In this game, the challenger aborts if there exists ¢ € E,; such that
F(t) divides ¢(N). We denote this event by Abortgy. Recall that ¢(N) =
4p’'q’ and that F returns only odd primes. Again replacing PRFx with a
truly random function, the probability that one out of at most ¢(n + d)
randomly chosen odd r-bit primes equals one of the two odd primes dividing
@(N) is at most (¢(n + d)2r)/2" by Lemma 1. Now consider the case where
the truly random function is instantiated with PRFg, and suppose that
a collision occurs with probability Pr[Abortgi,]. Then this would allow an
attack distinguishing PRF x from a random function with probability at least
ediv > Pr[Abortgi,] — (q(n + d)2r)/2". Since we have eq;, < €, this implies
Pr[X5] > Pr[Xy4] — Pr[Abortgy,] > Pr[Xy4] — €’ — (¢(n+ d)2r)/2".

Game 6. In the following, let £ = Ul_,{s;}, E* = E\{sk-}. In this game the

challenger picks y < Z7% and sets h by

h = P )Qsrs [T D e - PO

The distribution of the public key is unchanged from the previous game.
This change is only conceptual, so we have Pr[Xg] = Pr[X5].

Game 7. Now the challenger computes a signature o} on some chosen-message
M k as

) { Qe [ANSOL)U 1) e e PORLL) Sp = Spe
k =

yp(sk*)Q(Sk*v[d]\{j*})'Q(Skv[d]\S(Mk))'Hth;; P(H)Q(t[d]) s % Spe



9

where Ef = E*\{s;}. It is easy to check that o), = h!/Pr)QrS(M)) Ty
the above, we used the fact that j* & S(Mjy) if sp = sg+. This change is only
conceptual, so we have Pr[X7] = Pr[Xg].

Game 8. The challenger in this game aborts if there exists t,t’ € Eg; such
that F(¢t) = F(¢') and ¢ # t'. This event is denoted with Aborte,. Recall that
F(z) = PRFk(u, 2) ® ¢, where i is incremented until PRF x (1, 2) @ ¢ is prime.
Let us again assume PRF g is replaced with a truly random function. Then
evaluating F is equivalent to sampling a uniformly random r-bit prime. There
are at least 2" /r such primes by Lemma 1, and at most g(n + d) primes are
sampled. Applying Lemma 3, we conclude that the collision probability for
a truly random function is at most 7¢?(n + d)? - 27". Now consider the case
where the truly random function is instantiated with PRFg, and suppose
that a collision occurs with probability Pr[Aborte,]. Then this would allow
an attack distinguishing PRF g from a random function with probability at
least €col > Pr[Aborteo] —7¢%(n+d)?/2". Since we have e < €, this implies
Pr[Xg] = Pr[X7] — Pr[Abortey] > Pr[X7] — €’ — r¢?(n + d)?/2".

Game 9. In this game, the challenger chooses p* & [7?] in advance and aborts
if p* is not resolving index of sg+||j*. Due to the changes introduced in the
Game 4 we know that the resolving index of sy« ||j* lies in the interval [1,r?].
Thus we have Pr[Xq] > Pr[Xg]/r2.

Game 10. Recall that c is uniformly distributed, and we abort if p* is not the
resolving index of sg«||7*. The latter implies that PRF(u*, sg-||7*) is prime,
thus e has the distribution of uniformly random prime. In this game, the
challenger determines ¢ differently. Instead of sampling ¢ at random, the
challenger sets ¢ = PRF(u*, sp+||j*)@e, where e is the random r-bit prime the
challenger chooses. Observe that this defines F(sg+||j*) = e. The distribution
of p*, ¢, and e is not altered. Thus We have Pr[X;o] = Pr[Xy].

The RSA adversary. We replace the challenger in Game 10 with RSA ad-
versary A. A receives a RSA challenge (N’,¢’,y’) as input and aborts if ¢
is not an odd prime or ¢ > 2". Otherwise A sets N = N’ e = ¢ and pro-
ceeds like the challenger in Game 10. Recall that si» = s*, F(s*||j*) = e and
Jj* € S(M*). Otherwise A aborts as the challenger does in Game 10. Since we
have set r = |logy N | — 1, the probability that e > 2" is at most 1/4. Thus, the
success probability of A is at least Pr[X19 Ae < 2"] > 1 Pr[Xy)].

Answering the Signing Queries. Due to the changes introduced in the Games
4 to 7, A can answer signing queries without the knowledge of the factorization
of N.

Extracting the Solution to the RSA Challenge. Eventually, F returns a
forgery (M*,c*,s*), from which A extracts the solution to the RSA challenge
as follows. First observe that

ot = BU/PEIRE S g (TTiep- POQLID)-QE" NG /QUs"S(M )
_ y(nteE* P(D)Q(t,[d]) ) -Q(s™ [d\S(M*)) /F(s"[5*)

_ y(MTecre POREID) Q™ [ANS M) e 1 /e

=Yy
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where f = Q(s*, [d]\S(M*)) - [],c - P(t)Q(Z, [d]). Then we can see that (¢*)¢ =
y/ holds from the above equation. Furthermore, gcd(e, f) = 1 by Game 8. Thus
we can apply Lemma 2 and extract 3'/¢ which is answer to the RSA challenge
from o*.

The following lemma proves security against Type2 forger.

Lemma 5. Let F be a Type2 forger that (t,q,€)-breaks the existential unforge-
ability of our scheme. Then there exists an adversary A that (t',€)-breaks the

RSA assumption with t ~t' and € > ﬁ (m(e — 2" — %) —2€" —
7'(q+1)2(77+d)2+1)
2" :

Proof. Let X; denote the probability that F is successful in Game ¢ and the
challenger does not abort.

Game 0. We define Game 0 as the EUF-CMA experiment between the challenger
and the forger F. By definition we have Pr[X,] = e.

Game 1. Let Ey; be Ey = (U(i,j)e[q]x[n]{3i|j}) U (U(i,j)e[q]x[d]{sinj}) in the
following. In this game, the challenger aborts if for some t € FE,, the
resolving index p is greater than r2. As the proof of Lemma 4, we have
Pr[X;] > Pr[Xo] — €’ — q(n+ d)/2".

Game 2. In this game, the challenger aborts if there exists ¢ € E,; such that
F(t) divides ¢(N). As the proof of Lemma 4, we have Pr[X3] > Pr[X;] —
€' — (q(n+d)2r)/2".

Game 3. In this game, the challenger chooses the randomness s1,..., s, in ad-
vance. Let E = U_,{s;}. The challenger picks y & Z3 and sets public key

h by
h — yHtEE P(t)Q(tv[d])'

The distribution of the public key is unchanged from the previous game.
This change is only conceptual, so we have Pr[X3] = Pr[X5].

Game 4. Now the challenger computes a signature o} on some chosen-message
M;, as

op = yQ(Sk»[d]\S(Mk))HteEk P()Q(%,[d])

where By, = E\{s;}. It is easy to check that o), = h/P(s#)QskS(Mk))  This
change is only conceptual, so we have Pr[X4] = Pr[X3].

Game 5. In this game the challenger guesses the shortest prefix of s* that differs
from all prefixes of si,...,s,. Note that this prefix must exist, because the
Type2-forger will return a forgery (M*, o*, s*) with s* & {s1,..., 84}. To this
end, the challenger proceeds as follows. If ¢ = 0, it samples a bit 1) < {0,1}
at random, and aborts if the forger returns s* with s*|; # ¢. If ¢ > 0, the
challenger picks ¢ € [¢] and j € [n] and sets ¢ = s;|;_1/|b, where b is the
complement of the j-th bit of s;. (Recall that we defined the 0-th prefix as
the empty string @), thus s;|o = 0.) The challenger aborts if either 1 is a prefix
of some s; € {s1,...,54}, that is, there exists (7', j") such that ) = s;/|;/ , or
if the forger returns (M*,c*, s*) such that v is not a prefix of s*. If ¢ = 0,
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then the challenger aborts with probability 1/2. Otherwise there are at most
qn possible choices of . Thus we have Pr[X5] = Pr[X4]/(¢ + 1)7.

Game 6. We add an abort condition. If F(y)|[[,cz P(t)Q(%,[d]), or (equiva-
lently) F(¢) = F(t) for some t € Eg, then the challenger aborts. Note
that ¢ # ¢ for all t € E,j;. As the proof of Lemma 4, we have Pr[Xg] >
PrXs] — ¢ — (g + 1)2(n + d)2/2".

Game 7. We introduce a number of changes to the challenger.

— The challenger aborts if the resolving index of 1 is greater than r2.
— The challenger guesses resolving index of v as p* & [7?] and aborts if
©* is not the resolving index of .
— Instead of sampling ¢ at random, we set ¢ = PRF(u*, 1) @ e, where e is
the uniformly random r-bit prime that the challenger chooses.
With the same arguments as the proof of Lemma 4 we have Pr[X7] >
1/r?(Pr[Xg] — €’ — 1/27).

The RSA adversary. We replace the challenger in Game 7 with the RSA
adversary A. A receives an RSA challenge (N’ ¢’,y’) as input and aborts if €’
is not an odd prime or e’ > 2". Otherwise A sets N = N’ e = ¢’ and proceeds
like the challenger in Game 7. Recall that we have F(¢)) = e now. As the proof
of Lemma 4, the success probability of A is at least % Pr[X7].

Answering the Signing Queries. Due to the changes introduced in the Game
1 to 4, A can answer signing queries without the knowledge of the factorization
of N.

Extracting the Solution to the RSA Challenge. Eventually, F returns a
forgery (M*,0*,s*), from which A extracts the solution to the RSA challenge
as follows. In the case where resolving index of ¢ is more than 72 or F(t)|¢(N)
for some t € (Ujep{s™|i}) U (Uiesu={5*1|i}), o = (p,q) if F is successful. Thus
A can efficiently compute y'/¢ from the output of F in this case. Otherwise,

o* = pL/PMQUTS(M™)) _ y(HteE P(H)Q(L[d])) /P(s*)Q(s* .S (M*))

_ (s P )/ (@) | (Mees POQIAD)) fez

where z = Q(s*, S(M™)) - [ Tgsepjs+ i 20y F(s7|i) holds. Thus we have ((U*)Z)e =
yllien POREID)  Since ged(e, [I,cx P(t)Q(t,[d])) = 1 by Game 6, we can apply

Lemma 2 and extract y'/¢.

5 Our Second Scheme

Our first scheme suffers from its heavy signing and verification algorithms while
providing very short public key size. This is because the signing and verification
algorithms need the generation of a large number of primes. On the other hand,
SigrsalHess] in [10] has an opposite property. That is, the signing and verification
algorithms are more efficient than our scheme, but the public key size is huge.
In this section, we propose a generalized version of these schemes. The scheme
has parameters u; and us with condition u; - us = d where d is some constant
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depending on m and \. If we take u; smaller, the public key size becomes smaller
and the signing and verification algorithms become heavier. On the other hand,
if we take uq larger, the public key size becomes larger and the signing and ver-
ification algorithm becomes more efficient. Especially, if we set (u1,us) = (1, d),
then the scheme can be seen as a slight variant of our first scheme. Similarly, if
we set (u1,u2) = (d, 1), then we can obtain a slight variant of Siggga[Hess] in [10].
Furthermore, we can also construct a stateful version of the scheme. The scheme
is more efficient than the above scheme except for its slightly larger signature
size.

CONSTRUCTION. Let S be a map S : M — 20Xzl where M = {0,1} is
the message space. We assume that for all M* M, ..., M,, € M it holds that
S(M*) g U, S(M;) if M* & {M,..., My} Such S can be constructed using
cover free family [6,15] as in [20] if ujus > 16m?l. See Appendix A for the
details. We define the scheme as follows.

Gen(1*): Tt picks two large safe 7/-bit primes p and ¢, and sets N = pq. Then
it chooses a random key K for the pseudorandom function PRF : {0, 1}* x
{0,1}* — {0,1}" and picks ¢ & {0,1}", where r = |log, N | —1. These values
define functions F : {0,1}* — N, P:{0,1}7 = N, and Q : {0,1}7 x 2[2] & N
as in section 4. Finally, it picks i/, hy,..., hy, & QRy. The public key is
PK = (N,W hy,... hy,, K, c), the secret key is sk = (PK,p, q).

Sign(sk, M): Tt first picks random s < {0,1}"7 and computes F(t) for t €
(Uiem{sli}) U (Ujes an{slli}) where S (M) = {j[3i, (i,j) € S(M)}. Let
e; = F(s||7). If the resolving index of ¢ is more than 72 or F(t) divides ¢(N)
for some t € (Uiepy{sli}) U (Ujes (ary{slli}), then it outputs ((p,q),s). If
gcd(P(s),Q(s, 8" (M))) # 1, then it outputs ((p,q),s). * Otherwise it com-
putes

o= (h/)l/P(s) . H h;/ej
(5,4)€S(M)
where inverse of P(s) and e; is computed modulo the order ¢(N) = (p —
1)(g — 1) of the multiplicative group Z% . The signature is (o, s).
Verify(M, (0, s), PK): Given a signature (o, s), it first checks whether resolving
index of ¢ is more than r? or 2F(t) 41 divides N for some ¢ € (Usepy{sli}) U

(Ujesr(anislli}), or ged(P(s),Q(s,S"(M))) # 1. If one of the above holds,
it outputs T if o = (p, ¢) and otherwise L. Next, it returns if

oP()Q(s,8" (M) _ (h’)Q(S,S'(M)) . H hf(S)Q(&S’(M)\{j}).

(i,5)€S(M)
Otherwise it returns L.

4 Similarly to our first scheme, this step can be ignored in practice.
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CORRECTNESS. The correctness can be verified by the following equation:

SP()QUs,8 (M) _ ((h/)l/m) I h;/ﬂsm))P(s)Q(s’S ()
(i.5)€S(M)
_ (h/)Q(s,S’(M)) ) H RP()Q(s,S" (M\{5})

(i,7)€S(M)

The following theorem establishes the security of the scheme. The theorem can
be proven by a similar argument to the proof of Theorem 1 and [10]. We omit
the proof due to a lack of space.

Theorem 2. Let PRF be a (t", €")-secure pseudo-random function. Suppose there
exists a forger F who (t,q, €)-breaks the EUF-CMA security of the above scheme.
Then there exists an adversary A that (t',€')-breaks the RSA assumption with

t~t and e < (g + 1)nuiug (4r’e’ + 3¢’ + T(q+1)2(n+u2)2) Lot

or—1 omn *

STATEFUL VERSION OF THE SCHEME. We can also construct a stateful version
of the above scheme. The scheme is more efficient than the above scheme except
for the signature size, which is slightly larger than the above scheme. There are
two reasons why we can obtain a more efficient scheme in the stateful setting.
The first reason is that we can remove the computation of P(s) from the above.
Conceptually, it is equivalent to removing the weakly secure signature scheme in
[13] from the above construction. Instead, we use a trick from [12], which leads
to a more efficient scheme. The second reason is that we can use a one-time
signature instead of the m-time signature (m > 2) in the stateful setting. This
reduces the public key and signing and verification cost. See the full version of
this paper for the details.

6 Owur Third Scheme

While providing a short signature size, the signing and verification algorithms
of our first and second schemes are heavy if we want the public key size to
be small. In this section, we propose another signature scheme that provides a
shorter public key and a more efficient signing and verification algorithm using
a chameleon hash-like technique [7, 10]. A signature of the scheme is longer than
that of our first and second schemes, but still much shorter than that of the
scheme in [13]. The structure of the scheme can be seen as a hybrid of our first
scheme and Siggga [Hrand] in [10]. Compared with Siggsa[Hrand] in [10], the scheme
has the same size of the signatures. The public key size of the scheme is smaller
than that of the other scheme, while the signing and verification algorithms are
slightly heavier than the other scheme. We can also construct a stateful version
of the scheme. The scheme is more efficient than the above scheme except for its
slightly larger signature size.

CONSTRUCTION. We define the scheme as follows. In the following, let [X]y € Z
denote a canonical interpretation of a field element X € Fq: as an integer between
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0 and 2! — 1. We assume that X and [X]o are efficiently computable from one
another. The message space of the scheme is M = {0, 1}!.

Gen(1*): It picks two large safe r’-bit primes p and ¢, and sets N = pg. Then
it chooses a random key K for the pseudorandom function PRF : {0,1}* x
{0,1}* — {0,1}" and picks ¢ < {0,1}", where r = |log, N | —1. These values
define functions F : {0,1}* = N, P : {0,1}7 — N, and Q : {0,1}7x 2™ — N
as in section 4. Finally, it picks &/, h1,..., hm & QRp. The public key is
PK = (N,W,hi,...,hm, K,c), the secret key is sk = (PK,p, q).

Sign(sk, M): Tt first picks random s & {0,1}", p & {0, 1}' and computes F(t) for
t € (Ui {sli})U(Ujcizmi{5]l7})- Let e; = F(s||i). If the resolving index of  is
more than 7% or F(t) divides ¢(N) for some ¢ € (Usep{s]i })U(Ujerm{slli}),
then it outputs ((p,q),s,p). If ged(P(s), Q(s,[2m])) # 1, then it outputs
((p,q), s, p). ® Otherwise it computes

o= ()P0 T (g [T w0y e
i€[2m] jE€[m]

where inverse of P(s) and e; is computed modulo the order ¢(N) = (p —
1)(g — 1) of the multiplicative group Z%,. The signature is (o, s, p).
Verify(M, (0, s), PK): Given a signature (o, s, p), it first checks whether resolv-
ing index of ¢ is more than r? or 2F(¢)+1 divides N for some t € (U;ep{s|i})U
(Ujezm)isllg}), or ged(P(s), Q(s, [2m])) # 1. If one of the above holds, it re-
turns T if 0 = (p, ¢) and otherwise L. Next, it returns T if
oPIQs [2m]) — (p/)Qls,[2m]) H (o H h§[iM+p]2z)j)P(S)Q(&[QM]\{i}).

1€[2m] JE[m]
Otherwise it returns L.
CORRECTNESS. The correctness can be verified by the following equation:

SP()Q(s.[2m]) _ <(h,)1/p<s). H (ho H h(_[z'M+p]21>J‘)1/F<s||z'))’”
J

1€[2m] jE[m]
— (1) Qs [2m) H (ho H h([iM+p]21)")P(S)Q(s,[2m}\{i})
J

i€[2m] JE[m]

(5)Q(s,[2m])

The following theorem establishes the security of the scheme. The theorem can
be proven by a similar argument to the proof of Theorem 1 and [10]. We omit
the proof due to a lack of space.

Theorem 3. Let PRF be a (t”,€")-secure pseudo-random function. Suppose there
exists a forger F who (t,q, €)-breaks the EUF-CMA security of the above scheme.
Then there exists an adversary A that (t',€¢')-breaks the RSA assumption with

m+1

t=~t and e < 4r?(q+ 1)77(6’ + 3¢ + 557 + T(ﬁlgi(_"qu)Q) + Lo

5 Similarly to our first scheme, this step can be ignored in practice.
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STATEFUL VERSION OF THE SCHEME. As our second scheme, we can consider a
stateful version of the above scheme. The scheme is more efficient than the above
scheme except for slightly longer signature size. The structure of the scheme can
be seen as a combination of (randomized) (1,1)-programmable hash function
[11] in [7] with RSA based stateful signature scheme in [12]. See the full version
of this paper for the details.

7 Comparison

In the Table 1, we compare our schemes with other RSA based signature schemes
under appropriately chosen parameters. We ignore the penalty imposed on the
modulus size due to the non-tight reduction in the table. The signature size of our
first scheme is the same as that of Sigpg[Hess], which is currently the shortest
signature scheme. As for the public key size, our first scheme is about 2000 bits,
which is about 1/20000 of that of Sigrga[Hcfs], and about half compared with
Hohenberger-Waters scheme. However, as we can see, our first scheme requires
generation of about 2600 primes, which is impractical. For our second scheme,
the public key size is about 1/100 of that of Sigrg4[Hcrs] while its signing and
verification cost is about 3 times higher than for their scheme. The second scheme
indicates that we can considerably reduce the public key size of Sigpg[Hefs)
at the cost of relatively small increase in computational efficiency. We remark
that other choices of parameters are also possible for this scheme. For our third
scheme, compared with Sigpga[Hrand], the public key is reduced to less than
1/5 whereas the increase in the computational cost is less than 20 percent. We
remark that the reduction cost of our first and second scheme is essentially the
same as that of Sigpga[Hcs], and that of our third scheme is also essentially the
same as Sigrg 4 [Hrand]- We also remark that we can obtain more efficient schemes
in the stateful setting. Especially, stateful version of our third scheme is at least
as efficient as Hohenberger-Waters scheme [12] in all aspects. See the full version
for the details.
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A Construction of Map S

In many of our schemes, we use a map S with a special property. We describe
how we realize this map S from cover free family [6,15]. Although the idea we
describe in this section is not new, we include this section in this paper for
completeness.

We begin by recalling the definition of cover-free families. Let S1, S5 be sets.
We say that So does not cover S; if S; & Ss. Let d, m,« be integers, and let
F = (Fu)ucla) be a family of o subsets of [d]. We say that F' is m-cover free if
for any set I containing (up to) m indices I = {u1,..., pm} C [a], it holds that
F, € U,erF, for any v that is not contained in I. In other words, if |I| < m,
then the union U,crF), does not cover F), for all v € [a]\I. We say that F' is
w-uniform if |F,| = w for all 4 € [@]. Throughout this paper, we use a parameter
in the following lemma.

Lemma 6. ([6,15]) There is a deterministic polynomial-time algorithm that,
on input of integers m, o = 2", returns d € N and the set family F' = (F,,),e[q],
such that F is m-cover free over [d] and w-uniform, where d < 16m?n and
w = d/4m.

Note that in the case of m = 1, we have a cover-free family with smaller param-
eters. That is, a = 2", d = 2n, and w = n. F), is defined as F,, = {2i — 1+ b;]i €
[n]} where we regard p as a concatenation of bit strings in a natural way as
p="0b1||--||by, with b; € {0,1} for ¢ € [n]. This cover-free family is used in many
cryptographic protocols explicitly or implicitly, for example [16, 5].

For OUR FIRST SCHEME. In our first scheme, we associate a message M € M
with a subset of [d] by a map S : M — 2l%. S should satisfy the following
property: “For all M*, My, ..., M,, € M, it holds that S(M*) € U ,S(M;) if
M* ¢ {M,..., M,}.” We can construct a map S with this property by defining
SasS(M) = Fyary € [d] where H : M — [a] is an injective (or hash) function.

For OUR SECOND SCHEME. In our second scheme, we associate a message
M € M with a subset of [uj] x [ug] by a map S : M — 2[mlxluz] g should
satisfy the following property: “For all M*, My,..., M,, € M, it holds that
S(M*) ¢ U™, S(M;) it M* & {M,...,Mpy}.” To construct such a map, we
first regard [d] as [u1] X [ug], where u; and us are integers satisfying u; > us
and ujug > d. (The case for u; < wgy is analogous. ) We regard i € [d] as an
element of [u1] x [ug] by associating it with (¢ — uy([i¢/u1] — 1), [i/u1]). Then,
all F, can be seen as a subset of [u1] x [ug] in a natural way and (F),)uca
can be seen as an m-cover free family over [ui] X [uz]. Then we define S as



18

S(M) def Frmy € [u1] X [ug] where H : M — [a] is an injective (or hash)
function.

In the constructions, we treat H (and S) as an injective function for simplic-
ity, but it is enough to assume that H is a collision resistant hash for our schemes
to be secure. To avoid a birthday attack, we typically set n = 2. Besides, if we
require F' to be w-uniform, then |S(M)| = w for all M € M.



