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Abstract. Much of modern cryptography is predicated on the assump-
tion that users have secrets which are generated using perfect random-
ness, and kept perfectly secret from an attacker. The attacker is then
constrained to black-box (input/output) access to the user’s program. In
reality, neither assumption holds, as evidenced by numerous side-channel
attacks that have surfaced over the last few decades.
This leads naturally to the question – is it possible to secure cryptog-
raphy against general types of information leakage at a fundamental,
algorithmic level (as opposed to, say, solutions for specific attacks)? This
is the goal of leakage-resilient cryptography.
In this talk, we will survey recent developments in leakage-resilient cryp-
tography, including definitions and constructions of various cryptographic
primitives secure against general forms of leakage. We will place partic-
ular emphasis on the new tools and techniques that we have developed
to handle information leakage, as well as the relation between leakage-
resilience and other questions in cryptography.


