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Abstract. This paper considers a generalized form for Hessian curves.
The family of generalized Hessian curves covers more isomorphism classes
of elliptic curves. Over a finite filed Iy, it is shown to be equivalent to
the family of elliptic curves with a torsion subgroup isomorphic to Z/3Z.
This paper provides efficient unified addition formulas for generalized
Hessian curves. The formulas even feature completeness for suitably cho-
sen parameters.

This paper also presents extremely fast addition formulas for generalized
binary Hessian curves. The fastest projective addition formulas require
9M + 3S, where M is the cost of a field multiplication and S is the cost
of a field squaring. Moreover, very fast differential addition and doubling
formulas are provided that need only 5M + 4S when the curve is chosen
with small curve parameters.
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1 Introduction

An elliptic curve F over a field F can be given by the Weierstraff equation
E: Y4+ a1 XY +a3Y = X3+ aoX? 4+ asX +ag,

where the coefficients aq, as, as, aq, ag € F. Koblitz [26] and Miller [30] were the
first to show that the group of rational points on an elliptic curve FE over a
finite field F; can be used for the discrete logarithm problem in a public-key
cryptosystem.

There are many other ways to represent elliptic curves such as Legendre
equation, cubic equations, quartic equations and intersection of two quadratic
surfaces [2, 32, 35]. Several forms of elliptic curves over finite fields with several
coordinate systems have been studied to improve the efficiency and the speed of
the arithmetic on the group law (mainly addition and doubling formulas) [2, 4].

Some unified addition formulas that also work for the point doubling have
been presented for several forms of elliptic curves, see e.g. [23,27,8,11,10, 5].



Overviews can be found in [2,9]. Moreover, complete addition formulas that
work for all pairs of inputs have been presented for Edwards curves over odd
characteristic fields [5], and for binary Edwards curves [6].

A Hessian curve over a field F is defined by a symmetric cubic equation

X3 4+Y3+22=dXY_Z,

where d € F and d® # 27. The use of Hessian curves in cryptography has
been studied in [13,23, 33,21, 22]. The Hessian addition formulas, the so-called
Sylvester formulas, can also be used for point doubling after a permutation of
input coordinates, providing a weak form of unification. Moreover, the same
formulas can be used to double, add, and subtract points, which makes Hessian
curves interesting against side-channel attacks [23].

In this paper, we consider the family of curves, referred to as generalized
Hessian curves, over a field F defined by the equation

X3 4+Y3+e23=dXY Z,

where ¢,d € F, ¢ # 0 and d? # 27c. Clearly, this family covers more isomorphism
classes of elliptic curves than Hessian curves. Notice that the Sylvester addition
formulas work for the family of generalized Hessian. But these formulas are
not unified. From the Sylvester formulas and after suitable transformation of
inputs coordinates, we present fast and efficient unified addition formulas for
generalized Hessian curves.

Nevertheless, the unified formulas for Hessian curves are not complete. In
other words, there are some exceptional cases where the formulas fail to give the
output. We study the exceptional cases of the addition formulas for generalized
Hessian curves. We observe that the unified formulas are complete for many
generalized Hessian curves, i.e., the addition formulas work for all pairs of inputs.
In particular, the group of F-rational points on a generalized Hessian curve has
complete addition formulas if and only if ¢ is not a cube in F. Also, the unified
formulas are valid for all input points in rational subgroups H of generalized
Hessian curves over finite fields F, whenever ged(#H,3) = 1.

For generalized binary Hessian curves, the unified addition formulas are the
fastest known addition formulas on binary elliptic curves; for example 9M + 3S
for extended projective addition, 8M + 3S for extended mixed affine-projective
addition, and 5M +48S for mixed addition and doubling, when curves are chosen
with small parameters. As usual, we use M to denote a field multiplication and
S to denote a field squaring. Furthermore, the addition formulas are complete
for generalized Hessian curves over Fy» when ¢ is not a cube in Fon. The mixed
differential addition and doubling formulas are also complete.

Note. In [7], Bernstein, Kohel, and Lange define the twisted Hessian form. The
twisted form is similar to the above form up to the order of the coordinates.
Both forms present advantages. The neutral element on the twisted form is a
finite point. In affine coordinates, the generalized form is fully symmetric and
features a simpler inverse. See also [12, Exerc. 6.2].



2 Generalized Hessian curves

A Hessian curve over a field F is given by the cubic equation
Hy: 2 +y®+1=dzxy,

for some d € F with d® # 27 [19]. This section considers the family of general-
ized Hessian curves which cover more isomorphism classes of elliptic curves than
Hessian curves. As will be shown, this family provides efficient unified addi-
tion formulas. Moreover, the unified formulas are complete for some generalized
Hessian curves, i.e., the addition formulas work for all pairs of inputs.

2.1 Definition

Definition 1. Let ¢, d be elements of F such that ¢ # 0 and d* # 27c. The
generalized Hessian curve H. q over F is defined by the equation

Heg : 2+ yd+e=dry .

Clearly, a Hessian curve Hq is a generalized Hessian curve H. g with ¢ = 1.
Moreover, the generalized Hessian curve H, g over F, via the map (x,y) — (7, 9)
defined by

z=z/¢ and y=y/¢ 1)

with (3 = ¢, is isomorphic over F to the Hessian curve H% B+ P 1= %xy.
Therefore, for the j-invariant of H, 4, we have

it = i) =

c

d(d3 + 63c)>3 @

d3 — 33¢

We see that the curve H. 4 over F is isomorphic to the curve H% over Fif ( € F.
In other words, a generalized Hessian curve over F is isomorphic over F to a
Hessian curve if and only if ¢ is a cube in F.

It is easy to adapt the addition and doubling formulas for generalized Hes-
sian curves (see e.g. [12, Formulary], a.k.a. Sylvester formulas). The sum of two
(different) points (z1,y1), (22,y2) on He 4 is the point (z3,ys3) given by

2 2 2 2
To — x x —x
_ Y12 — Yot and y3 — 17Y2 271 _ (3)
T2Y2 — T1Y1 T2Y2 — T1Y1

T3

The doubling of the point (z1,y1) on He 4 is the point (z3,ys3) given by

y1(0*$13)
r3="———">> and y3=——"""7 . 4
£C13—:l/13 !E13—y13 ( )

Furthermore, the inverse of the point (z1,y1) on He 4 is the point (y1,z1).
The projective closure of the curve H 4 is

Heg: X3+Y3+eZ°=dXYZ .



It has the points (1 : —w : 0) with w3 = 1 at infinity. The neutral element
of the group of F-rational points of H. 4 is the point at infinity (1 : —1 : 0)
that we denote by O. For the point P = (X; : Y1 : Z1) on H.4, we have
—P= (Y1 2X1 : Zl)

Point addition. Using the addition formulas (3), whenever defined, the sum of
the points (X7 : Y1 : Z1), (X2 : Y2 : Z3) on H, 4 is the point (X3 : Y3 : Z3) with

X3 = Xo2:Y1? — X1 Z1Y2?, Vs =YaZoX1? — V12, X507,
Z3 = XoYoZ)? — X1 1Z5° . (5)

The cost of point addition algorithms in [13,23, 33] is 12M. Moreover, these
addition formulas can be performed in a parallel way, see [33]. In particular, one
can perform the addition formulas (5) in a parallel environment using 3,4 or 6
processors with the cost of 4M, 3M or 2M, respectively. To gain speedup, one
can use the extended coordinates (X : Y : Z: X2 :Y?: Z%:2XY :2XZ :
2Y 7). The addition algorithm in [22] uses this modified system of coordinates
for the Hessian curves over the field F of characteristic p > 3. This algorithm
requires 6M + 6S.

Point doubling. The doubling of the point (X; : Y7 : Z1) on H. 4 is the point
(X3 :Y3: Z3) given by

X3 =Yi(cZ® - X1?), Ys=X(Vi®*—-cZ®), Zs=27(X*-Y1*) . (6)
From the doubling algorithm in [13], we have the following algorithm that needs
6M + 3S + 1D, where D is the cost of a multiplication by the constant c:

A=X%, B=Y?, C=2% D=X A, E=Y\B, F=cZC,
Xs=Y1(F-D), Ys=X(E-F), Z3=7Z(D—E) . (7)
Moreover, the cost of the following doubling algorithm for curves H. 4 over a
field F of characteristic p # 2 is TM + 1S + 1D:
A=X1Y, B=(X1+Y1)? 24, C= (X, +Y1)(B - A),
D=(X;-Y1)(B+A), E=3C—-2dAZ,
Xs=Y1(E+ D), Ys=Xi(D—E), Z3=-2Z,D . (8)
Also, one can perform the doubling formulas (6) with a cost of 3M + 3C + 1D,
where C denotes a field cubing. Furthermore, for Hessian curves H; 4 over the

field F of characteristic p # 2, the doubling algorithms in [21, 22] use the extended
coordinates which require 3M + 6S.

2.2 Universality of the model

We study the correspondence between generalized Hessian curves and elliptic
curves having a torsion subgroup isomorphic to Z/3Z. In particular, we show
that every elliptic curve over a finite field with a torsion subgroup isomorphic to
Z/3Z has an isomorphic generalized Hessian model.



Theorem 1. Let E be an elliptic curve over a field F. If the group E(F) has
a point of order 3 then E is isomorphic over F to a generalized Hessian curve.
Moreover, if F has an element w with w? +w + 1 = 0, then the group E(F) has
a point of order 3 if and only if E is isomorphic over F to a generalized Hessian
curve.

Proof. We note that the elliptic curve E over F has a point of order 3 if and only
if it has a Weierstra model Eq, 4, : ¥°z + a12yz + azyz* = 2° (see e.g. [25]).
Let w € F with w? +w + 1 = 0. Let p be the characteristic of F.

1. If p # 3, the elliptic curve E,, 4, via the map (z,y, z) — (X,Y, Z) given by

X =waiz+ (w— 1Dy + 2w+ 1)aszz,
Y=-(w+1laz— (w+2)y— 2w+1)agz, Z ==z

is isomorphic over F(w) to the generalized Hessian curve H. 4 with ¢ =
a1® — 27a3 and d = 3a;. On the other hand, the generalized Hessian curve
H. ; is isomorphic over F(w) to the Weierstral curve E,, o, with a1 = d/3,
az = (d® —27¢)/36.

2. If p = 3, the elliptic curve E,, 4, via the map (z,y, 2) — (X,Y, Z) given by

X =—a3’z, Y =az(mz+y+asz), Z=—y

is isomorphic over F to the generalized Hessian curve H. 4 with ¢ = a3® and
d = a;3. Conversely, every generalized Hessian curve H, 4 is isomorphic over

F to the Weierstrafl curve E,, o, with a1 = Vd, as = Je. O

Remark 1. Consider the elliptic curve E,, o, defined in the proof of Theorem 1.
If p# 3 and a1 — 27a3 is a cube in F, we let ¢ = 1 and d = 3(ay + 25)/(a1 — 6),
where §% = a;3 — 27a3. Then, the map (z,y,2) — (X,Y, Z) given by

X =(2a1+0)x+3y+3asz, Y = —(a; — )z — 3y, Z=—(a1 —0)x — 3azz
is an isomorphism over IF between E,, 4, and H. 4.

Theorem 2. Let E be an elliptic curve over a finite field F,. Then, the group
E(F,) has a point of order 3 if and only if E is isomorphic over Fy to a gener-
alized Hessian curve.

Proof. If ¢ = 0,1 (mod 3) then the theorem is a direct consequence of Theo-
rem 1.

Next, we assume that ¢ = 2 (mod 3). So, every element of F, is a cube. If
the elliptic curve E has an F,-rational point of order 3 then Remark 1 provides
an isomorphism between E and a generalized Hessian curve. Moreover, every
generalized Hessian curve H. 4 over F, has the point (—¢ : 0 : 1) of order 3,
where (3 = ¢ (see Section 4). O



3 Unified Addition Formulas

Let H. 4 be a generalized Hessian curve over IF. We recall that the addition
formulas (5) do not work to double a point. Hereafter, we give some unified ad-
dition formulas for H, 4 where the doubling formulas can be derived directly from
the addition formulas. The unified addition formulas make generalized Hessian
curves interesting against side-channel attacks [2, 9].

Let P, = (X7 : Y1 : Zy) and P, = (X3 : Y2 : Z3) be two points of H, 4(F).
Let also T = (—=¢ : 0 : 1) € H.4(F) with ¢ = c. Letting Q1 = P, + T and
Q2 = P — T, we have Q1 = (V1 : (*Z1 : X4) and Q2 = ((*Z> : (X3 : Ya).
Clearly, P; + P> = Q1+ Q2. To compute P; 4+ P5, we use the addition formulas (5)
with inputs @1 and Q2. Doing so, we see that the sum of the points (X7 : Y7 : Z7)
and (X : Y5 : Z3) on H 4 is the point (X3 : Y3 : Z3) given by

Xy = Vo ZoZi? = XiViXo®, Y3 = XoYoVi? — X121 25°,
Zy = XoZo X2 = Y1 2,Y5% . (9)
These formulas work for doubling, i.e., they are unified addition formulas. We
note that, by the swapping the order of the points in the addition formulas (9),
one can obtain the following unified formulas:
X3 = V125" = XoYoXi?, Y3 = XiN1Ya? — X 22217,
Zs = X17,X2% — Yo Z,Y1% . (10)

The next algorithm evaluates the addition formulas (9) with 12M + 1D,
where 1D denotes the multiplication by constant ¢, which may be chosen small:

A= X1X27 B = YI}/27 C= CZ1227 D= X1Z27 E= }/1X2a F= Z1Y27
X3=CF—-AE, Ys=BE-CD, Z3=AD— BF . (11)
It turns out that a mixed addition requires 10M + 1D by setting Zy = 1.
Moreover, the addition formulas (9) can be performed in a parallel way, similarly
to the algorithm proposed for the addition formulas (5) in [33].

When F is of characteristic p # 2, one can use the modified system of coor-
dinates presented in [22, §2.4]. Applying it to addition formulas (9), the sum of
two points on H, 4 represented by (X1 : Y1 : Zy : Ay : By : C1 : Dy : By @ Fy)
and (Xo:Ys:Zy: Ay : By : Cy: Dy : Ey @ Fy) with

A =X\% B =Yi?, C1 =2 Dy =2X\Y1, By =2X1Zy, F\ =217,

A= Xo% By =Yo?, Oy = 25°, Dy =2XoYs, By =2XoZs, F =2Ys 2y,
is the point represented by (X3 :Y3: Z3: A3 : Bs: Cs: D3 : E3: F3) given by

X3 =cC1Fy — D1 As, Y3 =B1Ds — cE\Cs, Z3 = A1 Ey — I By,
As = X3%, By =Y3®, C3=25% D3 = (X3+Y3)’— A3 — Bs,  (12)
Es = (X34 Z3)* — A3 — C3, F3 = (Y3+ Z3)> — B3 — Cs .



This algorithm requires 6 M + 6S + 2D, where 2D represent the two multiplica-
tions by constant ¢, which can be chosen small. Furthermore, the mixed addition
formulas can be obtained by setting Z, = 1 which need 5M + 6S + 2D.

4 Complete Addition Formulas

Again, we let H, 4 denote a generalized Hessian curve over F. In this section, we
study the exceptional cases of the addition formulas (5), (9) and (10). In par-
ticular, we show that addition formulas (9), (10) work for all pairs of F-rational
points on H, g whenever c is not a cube in F.

We consider the set of F-rational points at infinity on H, 4, denoted by oo,
co={(1:-w:0)|weF, w*=1} .

We note that oo is a subgroup of the group of F-rational points on H, 4. Further,
oo is a subgroup of the 3-torsion group H, 4[3], where

H.4[3] = {P| P € H.4(F), 3P = 0}

Let 71, T2 be the set of F-rational points P = (X : Y : Z) of H. 4[3] with Y =0,
X =0, respectively. Namely,

Ti={(-C:0:1)|C€F, *=c} and To={-P|PeT} .

Clearly, H, 4[3] is partitioned into co U771 U 7.

The following proposition describes the exceptional cases of the addition
formulas (5).

Proposition 1. The addition formulas (5) work for all pairs of points Py, Py
on He 4 if and only if Py — P> is not a point at infinity.

Proof. Let Py = (X1 :Y1: Z1) and P» = (X3 : Ya : Z3) be points in H, 4(F).

First, assume that the addition formulas (5) do not work for the inputs
Py, Py, ie., we have X5 = Y3 = Z3 = 0, where X5 = X572,Y1% — X17,Y52,
Ys = Y52, X1% — V1Z1X5% and Z3 = XoYaZ12 — X1Y1Z52. We distinguish two
cases to show that P, — Py € oc.

1. If Z; = 0 then Z5 = —X1Y1Z5%. We see that XY, # 0, since P, € H. 4.
So, Z3 = 0. That means Py, P, are in co. Therefore, P, — P is a point at
infinity.

2. Assume now that Z; # 0 and Zy # 0. We write P, = (z1 : y1 : 1) and
Py, = (x2 : yp : 1), where z; = X;/Z; and y; = Y;/Z; (i = 1,2). From
X3 =Y3 = Z3 =0, we have zoy1% = 21922, yor1? = y122? and z1y1 = Ta2ys.
So, y1y2 (712 —22) = 0 and 2122 (y13 —y23) = 0. Moreover, from the equation
of H; 4, we have 213 + 12 = 223 + 03,

If z129 # 0 then 312 = 3%, Next, we assume that ziz9 = 0. If 2, 0
then y; # 0. From X3 = 0, we remark that zo = 0. Then, x1 = z5 = 0



implies that 3% = y»>. Therefore, in all cases, we obtain 3,2 = 7% and
213 = 253, So, we can write y, = wyy; and zy = woxq, where wy, wy are third
roots of unity. The condition z1y; = zay2 becomes (wiwe — 1)x1y; = 0. If
2191 # 0 then wo = w1 and thus P, — P, = (1 : —wy : 0). If 27 = 0 then
29 =0and P, — P, = (1 : —wq : 0). Finally, if y; = 0 then y» = 0 and
Py — Py = (wg : —1: 0). Summing up, we always have P, — P, € oo.

Now, we study the other direction. We assume that P, — P, € oo where
P, Pe Hc,d(F). Then P = P+ (1: —w : 0) = (wXy : w Y5 : Zo), where w is
a third root of unity. It is easily seen that the addition formulas (5) do not work
for such Py, P,. a

We note that the addition formulas (5) work for all distinct pairs of F-rational
inputs if the curve H, 4 over F has only one F-rational point at infinity, i.e., if F
has only one third root of unity. This happens for Hessian curves H. 4 over F,
with ¢ # 1 (mod 3) and, in particular, for binary curves H. 4 over Fa» with odd
integers n.

Proposition 2. The addition formulas (9) work for all pairs of points Py, Py
on H 4 if and only if P, — P, € T

Proof. Let Py, Py be points on H, 4. Let T} be a point of 77. Let Q1 = P1 + 11
and Q2 = P> —T;. We note that the output of formulas (9) for the pair of points
Py, P, is equal to the output of formulas (5) for the pair of points @1, Q2. From
Proposition 1, we see that the formulas (9) do not work for the pair of points
Py, P if and only if Q1 — Q2 € co. This is equivalent to P, — P> € T7. a

Similarly, the addition formulas (10) work for all pairs of points Pj, P, on
H. g4 with P, — P, ¢ Ts. Since the sets 71 and 73 are disjoint, if the addition
formulas (9) fail to compute the sum of two points, then the addition formu-
las (10) work to compute this sum. Clearly, this is true for the other way round.
In other words, if the addition formulas (9) do not work for the pair of inputs
Py, P, then they work for the pair of inputs Ps, P;.

Corollary 1. The doubling formulas (6) for the generalized Hessian curve He 4
work for all inputs.

Proof. The doubling formulas (6) can be obtained from the addition formulas (9)
by letting P, = P;. Then, from Proposition 2, we see that these doubling for-
mulas work for all points on He 4. O

Corollary 2. Assume H is a subgroup of H. q(F) which is disjoint from Ti.
Then, the addition formulas (9) and (10) work for all pairs of points in H.

Proof. Clearly, H and T, are disjoint as well. Then, Proposition 2 concludes the
proof. a

Here, we express the family of complete generalized Hessian curves. By a
complete curve, we mean a curve with complete addition formulas, i.e., a curve
over a field F with addition formulas that are valid for every pair of F-rational
points.



Theorem 3. Let ¢, d be elements of F such that d* # 27c. Let H.q be the
generalized Hessian curve over F with the addition formulas (9). Then, H. 4 is
complete over F if and only if ¢ is not a cube in F.

Proof. By definition of 77, we see that the set of F-rational points of 77 is empty
if and only if ¢ is not a cube in F. By Proposition 2, the addition formulas (9)
work for all pairs of F-rational points if and only if the set of F-rational points
of 71 is empty, which completes the proof. O

Below, we give two examples of generalized Hessian curves over finite fields
with complete addition formulas.

Example 1. Let ¢, d be elements of the finite field F, with ¢ =1 (mod 3) such
that d® # 27c and c is not a cube in F,. Then, the generalized Hessian curve
H, 4 over F, is complete with the addition formulas (9) or (10).

Ezample 2. Let ¢, d be elements of F, such that ¢ # 0 and d® # 27c. Let H be
a subgroup of H, 4(F,) with ged(#%H,3) = 1. Then, H is complete over F, with
the addition formulas (9) or (10).

5 Explicit Formulas in Characteristic 2

In this section, we present fast and efficient addition, doubling, tripling and
differential addition formulas for generalized binary Hessian curves over a field
F of characteristic p = 2.

5.1 Addition

We recall that the cost of point addition algorithms in [13,33] for the addition
formulas (5) is 12M. Also, the addition algorithm (11) requires 12M + 1D.
One may choose the constant ¢ small to reduce the cost of this algorithm to
12M. Further, the addition algorithm (11) is wunified. Furthermore, it features
completeness for generalized binary Hessian curve H. 4 over Fan, where n is even
and ¢ is not a cube in Faon.

Moreover, one can use the extended coordinates (X : Y : Z: X2 :Y?%: 722
XY : XZ :YZ). Here, the sum of two points on H,. 4 represented by (X7 : Y7 :
Z1:A1:B1:Cy:DyEy:Fy)and (Xo:Ya:Zy: Ay : By :Cy: Dy Byt Fy)
where

Ay =X% B =Y, C1 = 2>, Dy =X\V1, By = X1Zy, Fy =Y1Z4,
Ay = Xo%, By =Yo?, Oy = Zo®, Dy = XoVo, Ey = XoZs, Fy =YoZs
is the point represented by (X3 : Y3 : Z3: A3 : B : C3: D3 : E3 : F3) given by

X3 =cCi1Fy+ DAy, Y3 =B1Dy + cE1Cy, Z3s = A1Ey + F1Bs,

A3 = X3°, B3 =Y3®%, C3 =25, D3 = X3Ys, E3 = X373, F3s=Y375 . (13)



This algorithm requires 9M + 3S + 2D, where the two D are multiplication by
the constant ¢. We note that the algorithm (13) is obtained from the addition
formulas (9), so it is unified and works for point doublings as well. Moreover, it
works for all pairs of inputs on a complete curve (cf. Theorem 3). Furthermore,
the mixed addition formulas need 8M + 3S + 2D by setting Z5 = 1. If ¢ is small,
then one can obtain the addition algorithm in a parallel environment using 3, 4
or 6 processors which needs 3M + 1S, 3M or 2M, respectively.

Table 1. Cost of addition formulas for different families of binary elliptic curves

Mixed
addition

Projective

Representation addition

Curve shape

Short Weierstrafl
y2—|—xy:a:3+a2x2—|—a6

Projective [4]

Jacobian [4]
Lopez-Dahab [1, 4, 20]
Extended Lopez-Dahab
with a2 = 0 [1, 4, 20]
with az = 1 [1, 4, 20, 24]

14M + 1S + 1D
14M 4+ 58 4+ 1D
13M + 4S8

14M + 3S
13M + 3S

1M+ 1S+ 1D
10M +3S + 1D
8M + 5S + 1D

9M +4S + 1D
8M + 4S8

Binary Edwards
di(z +y) + dz(2® +y?)
=ay + zy(z +y) + z%y?

Projective [6]
Projective
with di = d2 [6]

18M +2S + 7D

16M + 1S 4 4D

13M + 3S + 3D

13M + 3S + 3D

Hessian Projective [13, 23, 33] 12M 10M

2+ +1=dxy Projective, formulas (11){12M 10M
Extended, formulas (13) [9M + 3S 8M + 3S

Generalized Hessian Projective [12] 12M 10M

> +y3 +c=dxy Projective, formulas (11){12M + 1D 10M + 1D
Extended, formulas (13) [9M + 3S + 2D |8M + 3S + 2D

Table 1 lists the complexities of addition formulas for different shapes of
binary elliptic curves and different coordinate systems. As Table 1 shows, the
generalized Hessian curves provide the fastest addition formulas for binary el-
liptic curves. Moreover, our formulas for Hessian curves are unified. They are
even complete for many generalized Hessian curves. We note that all addition
formulas for short Weierstrafl curve are not even unified. But, binary Edwards
curves provide unified and even complete formulas.

5.2 Doubling

We recall that the doubling algorithm (7) needs 6M + 3S 4 1D to perform the
doubling formulas (6). Furthermore, from the doubling formulas (6), we see that
the doubling of the point (X; : Y] : Z1) on H 4 is the point (X3 : Y3 : Z3) with

X3 =1 4+dX Y127y, Vs = X0+ dX\°V1 2y, Zs = cZy P +dX Y1207 . (14)



The following algorithm performs the doubling formulas (14) which requires
5M + 6S + 2D:

A=X%, B=Y:?, C=2% D=XY1, G=DZ,, H=dG,
X3 =B?>+Y\H, Ys=A>+ X H, Z3=cC*>+ Z,H .

Moreover, the doubling of the point (X; : Y7 : Z1) on a binary curve H 4,
using the representation (X : Y7 : Zy : A1 : By : C1 : Dy : Ey : F1), where
A= X% By =Y1°, C1 = Z,°, D1 = X1\1, By = X1Z1, Fy = Y171, is the
point represented by (X3 :Y3:Z3: As: B3 : Cs: D3 : E3: F3) given by

X3 = B(B1 +dEy), Y3 =A1(A +dFy), Z3 = (A + By + Dy)(Ey + Fy),

A3 =X3%, By =Y3®, C3=25°, Dy =X3Ys, B3 = X375, Fys=Y3Z; .

The cost of above doubling algorithm is 6M + 3S + 2D. We also note that, the
coordinates D3, F5 and F3 can be given by

Dy = Di* + cdE?F\%, Es = cF\* 4+ dD%2E 2, F3 = cE\* +dD?Fy? .
The following doubling algorithm needs less field multiplications:

G = A127 H= Blza I= 0123 J:DlEla K:DlFla L:E1F17
Xs=H+dK, Y5=G+dJ, Zs=cl+dL, As = X3, B3 =Y3°, C3 = Z3°,
R=D>+VedL, S =+cF?+VdJ, T = cE?+ VK,

Ds=R? E;=28% Fy3=T?% .

Above doubling algorithm needs 3M + 128 + 9D. This algorithm requires 3M +

12S + 6D if ¢ is small and 3M + 12S + 4D if d is small.

Our doubling formulas slightly improve the current speed of doublings on
Hessian curves. Moreover, the doubling formulas for generalized Hessian curves
are faster than doubling formulas using projective coordinates in short Weier-
straf form, see [2]. But, they are slower than various doubling formulas using
Jacobian [2], Lopez-Dahab representations of short Weierstra§ form [2, 29, 24, 6]
and projective representation of binary Edwards [6].

We note that the only complete doubling formulas are presented by binary
Edwards [6] and generalized binary Hessian curves (see Corollary 1).

5.3 Tripling

Here, we present fast tripling formulas for generalized binary Hessian curves.
The tripling formulas can be used in double based number systems, DBNS; see
e.g., [14,3,15]. For a point (X7 : Y7 : Z;1) on H, 4, we have 3(X; : Y1 : Z1) =
(X3 :Ys3: Z3) with

X5 =dY* (2% + X1)(XP +°) + X2 (P + 2 (P + 24%)),

Y; = d(X13(Y13 + 213)(X13 + Y13) + Y13(213 + Xlg)(Z13 + Xlg)) )

Zy= (X +Y1° + Z2%)(M° + Z0%)(Z2:% + X%) + (XG0P + 1 %)?)



For generalized binary Hessian curves, we suggest the following formulas. If d #
0, let ¢ = d=!. The following algorithm computes (X3 : Y3 : Z3) and requires
T + 6S + 3D (and "M + 68 + 2D if either ¢ or e is small),

A=X? B=Y® C=cz® E=A% F=B? G=C%
H=(A+C)F+G), I=(B+C)E+Q), J=(A+B)(E+F),
K=(A+B+C)E+F+G), L=H+1I+(1+c®)K,
Xs=H+J+L Ys=I+J+L, Zs=cL .

5.4 Differential addition

We now devise differential addition formulas on binary Hessian curves using
w-coordinates, where for a point (z,y) on the binary curve H. 4, w(z, y) is defined
by a symmetric function in terms of the coordinates x,y.

The w-coordinates for differential addition require computing w(P+ Q) given
w(P), w(Q) and w(P—Q); and the w-coordinates for differential doubling require
computing w(2P) given w(P). We recall, [31, 6], that using w-coordinate differ-
ential addition and doubling formulas, one can recursively compute w((2m+1)P)
and w(2mP) given w(mP) and w((m + 1)P).

Let (x2,y2) be a point on H. 4 and let (z4,y4) = 2(z2, y2). Write u; = z; +y;
and v; = z;y; for ¢ = 2,4. From doubling formulas (4), we obtain

us* + cd vot + cdvy?
u4:m and U4ZW . (15)

Assume that (z1,y1), (22, y2), (3,y3), (x5,y5) are affine points on H. 4 sat-
isfying (#1,y1) = (23,y3) — (¥2,92) and (25,y5) = (22,52) + (w3,y3). Write
w; = x; +y; and v; = x;y; for i = 1,2, 3,5. Using the addition formulas (3), we
obtain

U22U32 + d’LL2U3 (’LLQ + ’LL3) + d2U2’LL3
d(u22 + U32) + u2U3(U/2 + us + d) +c’
dus?uz? + c(ug? + uz? + d?)
d(u2? + us?) + uguz(ug +uz +d) + ¢

U1+’LL5:

Uius =

Furthermore, we have

(¢ + dvs)(c+ dvs)

V1 + U5 = (02 +0s)2 s (16)
vo2w3? + cdvavz + ¢ (va + v3)
v1v5 =
1Y5 (U2+U3)2

Using above affine formulas one can obtain fast projective and mixed differential
addition and doubling formulas. In order to speed up these formulas, we consider
the following w-coordinates. We write w; = ¢ + dv; for i = 1,2,...,5. In other
words, w; = x;% + y;3. Here, d # 0. From (15), we have

wot + A (d® + ¢)

Wy = v
dS'UJ22



Using the formulas (16), we obtain

d3wows wow3z? + 3(d® + ¢)
——— and wws = 5
(w2 + w3) (wa + w3)

wy + ws =

To have projective formulas, we assume that w; are given by the fractions W;/Z;
for © = 1,2,3. The following explicit formulas give the output ws defined by
W5 / Z5:

A=WsyZ3, B=W3Zy, C=AB, U = d3C, V= (A+ B)Q,

Zy =21V, Ws = Z,U+ W,V . (17)

These formulas require 6M+1S+1D. Furthermore, the cost of mixed differential
addition with w-coordinates is 4M + 1S + 1D by setting Z; = 1.

Moreover, we write w4 by the fraction Wy /Z,. Then, the explicit doubling
formulas

A=Wy? B=12,", C=A+ /3@ +¢c)B, D=d*B,

Wi=C2, Z = AD (18)

use IM + 3S +2D. If ¢ = 1, i.e,, H. 4 is a Hessian curve, then the explicit
doubling formulas use 1M + 3S + 1D:

A=Wy? B=2° C=A+B, D= (1/Vd3C,

Wi—=(B+D)?, Zi— AB . (19)

As a result, the total cost of projective w-coordinate differential addition and
doubling is TM + 4S + 3D. Also, the mixed w-coordinate differential addition
and doubling formulas use 5M + 4S + 3D. For Hessian curves H; 4, the total
costs of projective and mixed w-coordinate differential addition and doubling are
TM + 4S + 2D and 5M + 48 + 2D, respectively. Furthermore, if the parameter
d of the curve H. 4 is chosen small then the total costs of projective and mixed
w-coordinate differential addition and doubling reduces to 7TM + 4S + 1D and
5M + 4S + 1D, respectively. Moreover, from Proposition 1, we can see that the
mixed w-coordinate addition and doubling formulas are complete.

Table 2 shows the cost of differential addition and doubling for different
coordinate systems on binary elliptic curves. From Table 2, we see that our w-
coordinate representations for generalized Hessian curves are competitive with
other representations for binary elliptic curves.

6 Conclusion

In this paper, the family of generalized Hessian curves has been presented. This
family covers more isomorphism classes of elliptic curves than Hessian curves.
For every elliptic curve E over a finite field Fy, the group E(F,) has a point of
order 3 if and only if E is isomorphic over F, to a generalized Hessian curve.
Unified addition formulas have been presented for generalized Hessian curves
H. ;4 over a field F, see formulas (9), (10). In particular, these formulas are unified



Table 2. Cost of differential addition and doubling for families of binary elliptic curves

Projective Mixed
Curve shape Representation differential differential
addition+doubling|addition+doubling
Short Weierstraf3 XZ(x=X/Z)[28] ™ + 58S + 1D 5M + 58S + 1D
Y+ vy = 23+ asr’ Hag X Z(x=X/Z)[18) 6M+5S+1D  [5M +5S + 1D
XZ(z=X/Z)[34,§3.1]TM 4+ 4S + 1D [5M + 4S + 1D
XZ(x=X/Z)[34,8§3.2]|6M + 5S + 2D 5M + 58 + 2D
Binary Edwards
di(z+y) +da(@® + )| WZ(x +y=W/Z)[6]|SM +4S + 4D  |6M +4S + 4D
= a2y +ay(z +y)+2*y W Z with dy = d2 [6] |[TM +4S +2D  [5M + 4S8 4 2D
Hessian WZ(1+dey=W/Z)
* +y° +1=dry formulas (17), (19) |[TM +4S+2D  |5M +4S + 2D
Generalized Hessian  |WZ(c+ dzy = W/Z)
24+ y* +c=dry formulas (17), (18) |7TM +4S + 3D 5M +4S + 3D
W Z with small d
formulas (17), (18) |7TM +4S + 1D 5M +4S + 1D

for Hessian curves Hy 4. Further, the formulas are complete if c is not a cube
in F.

The cost of projective formulas using algorithm (11) is 12M + 1D. Also, the
mixed addition formulas require 10M + 1D. For generalized Hessian curves H, 4
over F with characteristic p # 2, the projective addition formulas (12) using
extended coordinates has a cost of 6M + 6S + 2D. The mixed formulas require
5M + 58 + 2D.

When p = 2, the generalized binary Hessian curves provide very fast and
efficient addition formulas. Projective formulas (11) require 12M + 1D and the
mixed addition formulas need 10M + 1D. Moreover, using the extended coor-
dinates, formulas (13) perform a projective addition using 9M + 3S + 2D and
a mixed addition using 8M + 3S + 2D. Several doubling and tripling formulas
have been presented for generalized Hessian curves which improve the previous
doubling and tripling formulas on Hessian curves. Also, very competitive differ-
ential addition and doubling formulas have been presented for generalized binary
Hessian curves.
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A On the Number of Distinct Generalized Hessian
Curves

A.1 The number of distinct j-invariants

We recall from [16] that the number of distinct Hessian curves over the finite field
F,, up to isomorphism over F,, is ¢ — 1, [(¢ + 11)/12] and |g/2] if ¢ = 0,1,2
(mod 3), respectively. Using the similar method described in [16,17], we give
explicit formulas for the number of distinct generalized Hessian curves over the

finite field I, up to isomorphism over F,.

3 3
From Equation (2), the j-invariant of H. 4 is j(H.4) = % (%) . We

use Jy to denote the set of distinct j-invariants of the family of generalized
Hessian curves over F, and we let Jy(q) = #Ju. For ¢ in F,, with ¢ # 0, we let

Ju, ={j|j=7Hea), d€Fy,d* #27c} .

Clearly, Jy = Ju. -

c

ce]F;

Lemma 1. Let c1,cy € FZ and let ¢ = c1/ca. If ¢ is a cube in Fy, then JHU1 =
Ju,,- If ¢ is not a cube in Fy, then we have Ju, N Ju,, = {0}.



Proof. Suppose ¢ = (3 is a cube in F,. For all d € F, with d* # 27c, we have
j(Hcl,d) = j(H02,d/C) and similarly j(HC27d) = j(Hcl,Cd)' Therefore, JHC1 = JHC2.
Now, suppose that ¢ is not a cube in F,. Let j € Ju, N Ju,,. Then, j =

1 (d1(d13+21601))3 1 (dz(d23+271662))3 for some dy,dy € Fy. If j # 0, we see

c1 d13—27¢, c2 do®—27cy
that ¢ = ¢1/c2 is a cube in Fy, a contradiction. So, Ju,, NJu, = {0}. m|

Lemma 2. For ¢ = 1 (mod 3), if ¢ is not a cube in F,, we have #Ju, =
(¢+2)/3.

Proof. For d € F, with d # 27c, we let j(H.q) = L (F(d))® where F(U) =

c

%. We consider the bivariate rational function F(U)— F(V'). We obtain

3

FU)=F(V) = g5 —57, H<U<1(/—J;<C))
=1

where, (1, (2, (3 are three cubic roots of ¢ in ?q. For all u,v € Fy with u? # 27c,
v® # 27c, we see that F(u) = F(v) if and only if u = v. Hence, F is injective over
F, and we have F(F,) = F,. Now, consider the map « : F; — F; by s(z) = 123
This map is 3: 1, if ¢ =1 (mod 3). So, #Ju, = (¢ —1)/3 + 1. O

Theorem 4. For any prime power q, for the number Ju(q) of distinct values of
the j-invariant of the family of generalized Hessian curves over the finite field
F,, we have

q—1, if¢g=0 (mod 3)
Ju(g) =< [(3¢+1)/4], ifg=1 (mod 3)
la/2], ifq=2 (mod 3)

Proof. If ¢ # 1 (mod 3), every element of F, is a cube in F,. Next, Lemma 1
implies that, for all ¢ € IFZ7 we have Ju, = Ju,. Therefore, Jy = Jyu,. Then,
from [16, Theorem 14], we have

B ¢g—1, ifg=0 (mod 3)
JH(Q)—{LQ/QJ7 ifg=2 (mod 3)

For ¢ = 1 (mod 3), we fix a value ¢ € F, that is not a cube in F,. Following
Lemma 1, we write Jg = JHC U JHC2 U Ju,, where JHC N Jch = JHC NJu, =
Ju , NJu, = {0}. By Lemma 2, we have #Ju, = #Ju_, = (¢+2)/3. Moreover,
from [16, Theorem 14], we have

(q + 11)/12, ifg=1 (mod 12)
#Jm, = (¢+8)/12, ifg=4 (mod 12)
(¢+5)/12, ifg=7 (mod 12)

Therefore, we have



(3¢g+1)/4, ifg=1 (mod 12)
Ju(q) = < 3q/4, ifg=4 (mod 12) ,
(3¢g—1)/4, ifg=7 (mod 12)

which completes the proof. a

A.2 The number of Fg-isomorphism classes

We recall from [16] that the number of F,-isomorphism classes of Hessian curves
over Fy is [(¢+11)/12] if ¢ = 1 (mod 3) and ¢ — 1 if ¢ # 1 (mod 3). The
following theorem gives explicit formulas for the number of distinct generalized
Hessian curves, up to Fg-isomorphism, over the finite field IF,.

Theorem 5. For any prime power q, the number of Fy-isomorphism classes of
the family of generalized Hessian curves over the finite field Iy is

[(3(¢+3)/4], ifqg=1 (mod 3)
qg-—1, if¢q=0,2 (mod 3)

Proof. We use Iy(q) to denote the number of Fy-isomorphism classes of the
family of generalized Hessian curves over F,.

If ¢ = 0,2 (mod 3), then every generalized Hessian curve is F,-isomorphic
to a Hessian curve via the map given by Equations (1). So, I(q) equals the
number of F,-isomorphism classes of the family of Hessian curves over F,. Then,
from [16, Theorem 15], we have Iy(¢) = ¢ —1if ¢ Z1 (mod 3).

Now, suppose that ¢ = 1 (mod 3). For a € F, let ig(a) be the set of
F,-isomorphism classes of generalized Hessian curves H. g with j(H.q4) = a.
So, #ip(a) is the number of distinct generalized Hessian curves with j-invariant
a that are twists of each other. Clearly, #ig(a) = 0, if a ¢ Ju. We note that,
for all elliptic curve E over F,, we have #E(F,) + #E.(F;) = 2¢ + 2, where
E; is the nontrivial quadratic twist of E. We also recall that the order of the
group of F -rational points of a generalized Hessian curve is divisible by 3 (see
Theorem 2). Since ¢ = 1 (mod 3), if the isomorphism class of H. 4 is in iy (a)
then the isomorphism class of the nontrivial quadratic twist of H. 4 is not in
im(a). So, #ig(a) =11if a € Jy and a # 0,1728. Moreover, one can show that
#ig(a) =3ifa=0and #ig(a) =1if a = 1728, a # 0 and a € Jy. Therefore,
we have

Iu(q) =Y im(a)= > igla) =2+ > 1=2+Julq) .

ackF, acJu ac€Ju
From the proof of Theorem 4, we have
(3¢+9)/4, ifg=1 (mod 12)
In(q) = ¢ (3¢ +8)/4, if¢g=4 (mod12),
3¢+ 7)/4, ifq=T7 (mod 12)

which completes the proof. a



